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Papa brought me a packed present! let's open it.
Download : http://pwnable kr/bin/flag

This is reversing task. all you need is binary
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Flag?: auth

XR—EEAEE, BEETHRTRES


https://blog.csdn.net/fastergohome
https://blog.csdn.net/fastergohome/category_9635826.html
https://blog.csdn.net/fastergohome/category_9418796.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/fastergohome/article/details/103794451
https://blog.csdn.net/fastergohome/category_9635826.html
https://blog.csdn.net/fastergohome/category_9418796.html

root@mypwn:/ctf/work/pwnable.kr# wget http://pwnable.kr/bin/flag

--2020-01-01 ©09:37:31--

http://pwnable.kr/bin/flag

Resolving pwnable.kr (pwnable.kr)... 128.61.240.205

Connecting to pwnable.kr (pwnable.kr)|128.61.240.205|:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 335288 (327K)

Saving to: ‘flag’

0,
flag 100%[ >] 327.43K 162KB/s
2020-01-01 09:37:34 (162 KB/s) - ‘flag’ saved [335288/335288]
root@mypwn:/ctf/work/pwnable.kr#
HidaB & 1E 0
Library function ll Regular function | Instruction Data Unexplored Externérsymbol
Functions... 0 & © x I8 IDA View-A Y= Hex View-1 QR Structures QF Enums Import
- . 1 LOAD:0000000000449680 dq 662801C6B6CICIB4h, iD082189B1386249h, 0CO7DA07E425F4420h
Function name LOAD:0000000000449680 dq OFBAD208601006C20h, OF21A0ABC136C700h, 7043D80FBO0F1F02h
LOAD:0000000000449680 dg 98CB6C23602F6C48h, |[28844FCCEF560AE1lh, 414F2280BF280BClh
start LOAD:0000000000449680 dq 20BF808F19841430h, [50C8824C0792899h, 5E4A25908F012DAlh
LOAD:0000000000449680 dq 82A870C42620BF10h,|12C42188FCA4001h, OE28FA08422COBF0lh
E sub. 44A522 LOAD:0000000000449680 dgq 3D8997DF8FEC06C2h,f 1IFA3706FA680F098h, 0C0309D20C8FB5555h
- LOAD:0000000000449680 dq 0C009220741010040h, OF630FA03498D827h, 5D1557089B01A8C5h
sub_44A560 LOAD:0000000000449680 dq 81F1083031DASECh, [403D803F889B17B1h, OFB5106A716D03F00h
LOAD:0000000000449680 dq 891F1F02D8B13BF6h] 582153A0F0049A5h, 407F8B621EFB9901h
E sub 44A705 LOAD:0000000000449680 dg OAC37B306070F456BR, 3F3F307D6F0303EOh, 279F7F49896870FEh
- LOAD:0000000000449680 dq 1F569F44DBC304AFh} 15F60D87673F037Fh, 46DF71B0010F49D4h
LOAD:0000000000449680 dq OA10F4ABF230CF808h, 894A07B17F870107h, 6F08465FCF28361Dh
LOAD:0000000000449680 dq ODFD15FC1922D86C3h, ODFD16FDBDA2EC172h, 80FFF017217B4EDh
LOAD:0000000000449680 dgq lFDFFFADE*D17EF » 3F08902648B62F6Fh, 4F6F2F1B17245D5Fh
LOAD:0000000000449680 dq 5F70DF82E402EC5FN, ODF92815C91760B6Fh, 0B66F929F900BB172h
LOAD:0000000000449680 dg 0A03F23604 9C9E4 7FA2h, 1DBFA04 8
LOAD:0000000000449680 dgq OFAO01FA3209D9B79h, OB61CBE46A520A460h, 2E4A3DCO049A70F2Fh
LOAD:0000000000449680 dq 49D413344E479200h, 47A6A001D87BE4Clh, 474341F7C94E100Fh
LOAD:0000000000449680 dq 0F272F00F48D1903Fh, 262280B0D230E464h, 285F2790320DBECOh
LOAD:0000000000449680 dq OAFOAD58492010048h, O0FF49249500h, 4A4EC0004A428h

= Avtnit windaw

LOAD:000000000044A4F0
4A4FO

LOAD:000000000044A4F0

LOAD:000000000044A4F0

s

UBROUTI

LOAD:000000000044A4F0 public start
LOAD:000000000044A4F0 start proc near ; DATA XREF: LOAD:0000000000400018To
LOAD:000000000044A4F0 call loc_44A77,
LOAD:000000000044A4F5 push rbp
LOAD:000000000044A4F6 push rbx
LOAD:000000000044A4F7 push rex
LOAD:000000000044A4F8 push rdx
LOAD:000000000044A4F9 add rsi, rdi
LOAD:000000000044A4FC push rsi
LOAD:000000000044A4FD mov rsi, rdi - e
LOAD:000000000044A500 mov rdi, rdx @ﬁﬂ%ﬁ&?ﬁ
LOAD:000000000044A503 xor ebx, ebx
LOAD:000000000044A505 xor ecx, ecx
LOAD:000000000044A507 or rbp, OFFFFFFFFFFFFFFFFh
LOAD:000000000044A50B call sub_44A560
LOAD:000000000044A510 add ebx, ebx
LOAD:000000000044A512 jz short loc_44A516
LOAD:000000000044A514 rep retn

: 4A516 ;
LOAD:000000000044A516
LOAD:000000000044A516 loc_44A516: ; CODE XREF: start+221j
LOAD:000000000044A516 mov ebx, [rsi]
LOAD:000000000044A518 sub rsi, OFFFFFFFFFFFFFFFCh
LOAD:000000000044A51C adc ebx, ebx
LOAD:000000000044A51E mov dl, [rsi]
LOAD:000000000044A520 rep retn
LOAD:000000000044A520
LOAD:000000000044A520
LOAD:000000000044A522

: 4A522 ; SUBROUTINE
LOAD:000000000044A522
LOAD:000000000044A522
LOAD:000000000044A522 sub_44A522 proc near ; CODE XREF: sub 44A560+B0ip
LOAD:000000000044A522 lea rax, [rdi+rbp]
LOAD:000000000044A526 cmp ecx,
LOAD:000000000044A529 mov dl, [rax]
LOAD:000000000044A52B jbe short loc_44AS4E
LOAD:000000000044A52D cmp rbp, OFFFFFFFFFFFFFFFCh
LOAD:000000000044A531 ja short loc_44AS4E
LOAD:000000000044A533 sub ecx, 4
LOAD:000000000044A536
LOAD:000000000044A536 loc_44A536: ; CODE XREF: sub 44A522+2347
LOAD:000000000044A536 mov edx, [rax]
LOAD:000000000044A538 add rax, 4
LOAD:000000000044A53C sub ecx, 4
LOAD:000000000044A53F mov [rdi], edx

00049680 0000000000449680: LOAD:0000000000449680 (Synchronized with Hex View-1)
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root@mypwn:/ctf/work/pwnable.kr# upx -d

bash: upx:

command not found

root@mypwn:/ctf/work/pwnable.kr# apt install upx
Reading package lists... Done

Building dependency tree

Reading state information... Done
Note, selecting 'upx-ucl' instead of 'upx'
The following additional packages will be installed:



libucll
The following NEW packages will be installed:
libucll upx-ucl
0 upgraded, 2 newly installed, © to remove and 12 not upgraded.
Need to get 401 kB of archives.
After this operation, 2,083 kB of additional disk space will be used.
Do you want to continue? [Y/n] Y
Get:1 https://mirrors.tuna.tsinghua.edu.cn/ubuntu bionic/universe amdé64 libucll amd64 1.03+repack-4 [23.9 k
Get:2 https://mirrors.tuna.tsinghua.edu.cn/ubuntu bionic/universe amd64 upx-ucl amdé4 3.94-4 [377 kB]
Fetched 401 kB in 9s (44.8 kB/s)
Selecting previously unselected package libucll:amd64.
(Reading database ... 45161 files and directories currently installed.)
Preparing to unpack .../libucll_1.03+repack-4_amd64.deb ...
Unpacking libucll:amdé64 (1.03+repack-4) ...
Selecting previously unselected package upx-ucl.
Preparing to unpack .../upx-ucl 3.94-4 amd64.deb ...
Unpacking upx-ucl (3.94-4) ...
Setting up libuclil:amd64 (1.03+repack-4) ...
Processing triggers for libc-bin (2.27-3ubuntul) ...
Setting up upx-ucl (3.94-4) ...
update-alternatives: error: no alternatives for upx
update-alternatives: using /usr/bin/upx-ucl to provide /usr/bin/upx (upx) in auto mode
update-alternatives: warning: skip creation of /usr/share/man/manl/upx.l.gz because associated file /usr/sh
root@mypwn:/ctf/work/pwnable.kr# apt install upx
Reading package lists... Done
Building dependency tree
Reading state information... Done

Note, selecting 'upx-ucl' instead of 'upx
upx-ucl is already the newest version (3.94-4).
0@ upgraded, 0 newly installed, © to remove and 12 not upgraded.
root@mypwn:/ctf/work/pwnable.kr# upx
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2017
UPX 3.94 Markus Oberhumer, Laszlo Molnar & John Reiser May 12th 2017

Usage: upx [-123456789d1thVL] [-qvfk] [-o file] file..

Commands :
-1 compress faster -9 compress better
-d decompress -1 list compressed file
-t test compressed file -V display version number
-h give more help -L display software license
Options:
-q be quiet -V be verbose
-oFILE write output to 'FILE'
-f force compression of suspicious files
-k keep backup files
file.. executables to (de)compress

Type 'upx --help' for more detailed help.

UPX comes with ABSOLUTELY NO WARRANTY; for details visit https://upx.github.io
root@mypwn:/ctf/work/pwnable.kr# upx -d flag
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2017
UPX 3.94 Markus Oberhumer, Laszlo Molnar & John Reiser May 12th 2017

File size Ratio Format Name



883745 <- 3352838 37.94% linux/amde4 tlag

Unpacked 1 file.
root@mypwn:/ctf/work/pwnable.kr#

HEWTupx -dii 5258/, &I T, fERidaptr—T
THERS TG BRG]

int _ cdecl main(int argc, const char **argv, const char **envp)

{
char *dest; // STe8_8

puts("I will malloc() and strcpy the flag there. take it.", argv, envp);
dest = (char *)malloc(1e0LL);

strcpy(dest, flag);

return 0;

fEflagiI iz B2 -

.rodata:0000000000496620 ;
.rodata:0000000000496620
.rodata:0000000000496620 ; Segment type: Pure data

.rodata:0000000000496620 ; Segment permissions: Read

.rodata:0000000000496620 ; Segment alignment '32byte' can not be represented in assembly

.rodata:0000000000496620 _rodata segment para public 'CONST' use64
.rodata:0000000000496620 assume cs:_rodata
.rodata:0000000000496620 jorg 496620h
.rodata:0000000000496620 public _IO_stdin_used
.rodata:0000000000496620 _IO stdin used db 1
.rodata:0000000000496621 db 0
.rodata:0000000000496622 db 2
.rodata:0000000000496623 db 0
.rodata:0000000000496624 db 0
.rodata:0000000000496625 db 0
.rodata:0000000000496626 db 0
.rodata:0000000000496627 db 0

.rodata:0000000000496628 aUpxSoundsLikeA db 'UPX...? sounds like a delivery service :)',0
_|.rodata:0000000000496628 ; DATA XREF: .data:flagilo
align 8

pwnable.kr &7

Congratz!. you got 7 points
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