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0x02 echo1
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0x01 dragon
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1. malloc person

2. malloc dragon

3. free dragon

4. malloc plnput=dragon

((void (__cdecl *)(dragon *))pDragon->f_printinfo)(pDragon); = ((void (__cdecl *)(dragon *))plnput->f_printinfo)
(pInput);
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00000000 person struc ; (sizeof=0x10, mappedto_5)

00000000 type dd ?
00000004 HP dd ?
00000008 MP dd ?
0000000C f printinfo dd ? ; offset
00000010 person ends
00000010
0000000 O e e G e e e e L
00000000
00000000 dragon struc ; (sizeof=0x10, mappedto_6)
00000000 f printinfo dd ? ; offset
00000004 type dd ?
00000008 HP db ? //signed byte
00000009 LifeRegeneration db ?
0000000A db ? ; undefined
0000000B db ? ; undefined
0000000C Damage dd ?
00000010 dragon ends
FightDragon e

void __cdecl FightDragon(int nPersonType)
{
char nCount; // al
int nWin; // [esp+10h] [ebp-18h]
person *pPerson; // [esp+14h] [ebp-14h]
dragon *pDragon; // [esp+18h] [ebp-10h]
void *pInput; // [ebp-Ch]

pPerson = (person *)malloc(©x10u);
pDragon = (dragon *)malloc(©x10u);
nCount = Count++;
if ( nCount & 1 )
{
pDragon->type = 1;
pDragon->HP = 80;
pDragon->LifeRegeneration = 4;
pDragon->Damage = 10;
pDragon->f_printinfo = (char *)PrintMonsterInfo;
puts("Mama Dragon Has Appeared!");
}

else
{
pDragon->type = 0;
pDragon->HP = 50;
pDragon->LifeRegeneration = 5;
pDragon->Damage = 30;
pDragon->f_printinfo = (char *)PrintMonsterInfo;
puts("Baby Dragon Has Appeared!");
}
if ( nPersonType == 1)
{
pPerson->type = 1;
pPerson->HP = 42;
pPerson->MP = 50;
pPerson->f_printinfo = (char *)PrintPlayerInfo;
nWin = PriestAttack(pPerson, pDragon);
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else

{
if ( nPersonType != 2 )
return;
pPerson->type = 2;
pPerson->HP = 50;
pPerson->MP = @;
pPerson->f_printinfo = (char *)PrintPlayerInfo;
nWin = KnightAttack(pPerson, pDragon);
}
if ( nWin )
{
puts("Well Done Hero! You Killed The Dragon!");
puts("The World Will Remember You As:");
pInput = malloc(@x1elu);
__iso0c99_scanf("%16s", pInput);
puts("And The Dragon You Have Defeated Was Called:");
((void (__cdecl *)(dragon *))pDragon->f printinfo)(pDragon);
}

else

{
puts("\nYou Have Been Defeated!");

}

free(pPerson);

0x02 echo1
JRIF R FH bR %L

__int64 echol()

{
char s; // [rsp+@h] [rbp-20h]

((void (__fastcall *)(object *))o->f funcl)(o);

get_input(&s, 128);

puts(&s);

((void (__fastcall *)(object *, signed _ int64))o->f_func2)(o, 128LL);
return OLL;
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root@mypwn:/ctf/work/pwnable.kr# checksec echo1
[*] /ctflwork/pwnable.kr/echo1’
Arch:  amd64-64-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX disabled
PIE:  No PIE (0x400000)
RWX:  Has RWX segments
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__int64 echo2()

{
char format; // [rsp+06h] [rbp-26h]

(*((void (__fastcall **)(void *))o + 3))(0);
get_input(&format, ©x20LL);

printf(&format);

(*((void (__fastcall **)(void *))o + 4))(0);
return OLL;

}
printf(&format);
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