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Can you tell me what year is this?
Year is not true.
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what year is this?fTAE—RMEEESvearSHREHN2017:

?year=2017
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Can you tell me what year is this?
Yes this year is 2017, but you can't input 7 in fact.
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Can you tell me what year is this?
Oh, I forgot to tell you that you can't input like Ox... or Ob... or ......
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?year=2016.99999999999


http://image.3001.net/images/20180127/15170519199340.jpg
http://image.3001.net/images/20180127/15170520955165.jpg
http://image.3001.net/images/20180127/15170527294279.png

< C | @ sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6abl2f117d8/?year=2016.99929999999

Can you tell me what year is this?
Congratulations!
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<?php

error_reporting(0);
$flag = 'flag{1S_numerlc_Not_S4fe}';
$id = $ GET['id']; is_numeric($id)?die("Sorry...."):NULL; if($id>665){ echo $flag; } ?>

o PHPREEHBA

write-up

HF TG B X GET F RIBRZ S H L aERITHRE . 1dBidis numericREBCRAWRE MET, WHE
HNEFERE, GG. WMBEARRKFHIE, MeesHiTHE, idMMERT 665 R f1ag,
ERELENFEATMRXE, HRENEMErHPITRALES KH— M, S4—PNEEN— /N HARRT R
&, SHEEHMER  ntval P FE . XA RS T MR IF RISt

http://localhost/?id=666gg
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sal=50 AF TRUE, INRERIFRT Sa FFT Sb.
Sa<>$b  AF TRUE, INRERIFRT Sa FFT Sb.
sal==5%b f2¥F TRUE, 30R Sa F3FT b, WEEAIRIEERFE.
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TRUE FALSE 1 0 -1 " "0" S NULL array() "php”
TRUE TRUE FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
1 FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
0 FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
-1 FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
" FALSE  FALSE FALSE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
"0" FALSE  FALSE FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
u" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE FALSE
array() FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE
"php" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE TRUE FALSE
FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE  TRUE
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TRUE FALSE 1 0 -1 " "0" = NULL array() "php"
TRUE TRUE FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE FALSE FALSE TRUE FALSE
FALSE FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE TRUE FALSE TRUE
1 TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
0 FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
" TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
"0" FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
1" TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE TRUE
array() FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE FALSE
"php" TRUE FALSE FALSE  TRUE FALSE FALSE FALSE  FALSE FALSE FALSE TRUE FALSE
FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE TRUE
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<?php
$a = null;
$b = false;
echo $a==$b; echo "<br>"; $c = ""; $d = @; echo $c==%$d ?>
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<?php
(':E‘-' "QQ"); [ localhost X
"<br>"; &« | (@ localhost

"oy . bool(true)
€ 99"; bool(false)
bool(false)
bool(true)

(1--"gg"); bool(false)
"<br>"; bool(true)
bool(false)

"<br>";

(1--"1gg™");

"<br>";

(1--"gg1");
"<br>";

("@el123" "Qe456");
"<br>";

("@el123" "@eabc");
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var_dump(@=="gg"); //true
var_dump(@==="gg"); //false var_dump(l=="gg"); //false

05 gg T EIER KA R, SRggRHBANBE, BEIHEHR, BTooRTRE, HUMNSRE U true
05 ggBHAT 4% PR B AR HEE, REKgoRFRBERE, MintRAKoAHESE, Frilft false

05T B R A P2 LA, SR oo e, B, BHTogRFME, BUMERZ0AETL, M
ﬁﬁ&ifalse

var_dump(1=="1gg"); //true
var_dump(1=="ggl"); //false

1 51ggBATIABUE R AN A% LUBL, 3K B 1 g o B B ) e MORnt SR 2L FR) I M 2 A2 15 6 B 38 — AL P SR BCHI T e AT 6 8, 3X
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var_dump("0el123" == "@e456"); //true
var_dump("0el123" == "@eabc"); //flase
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md>5 collisiony5 1%

<?php
$md51 = md5('QNKCDZO');
$a = @$_GET['a'];
$md52 = @md5(%$a);
if(isset($a)){ if ($a != 'QNKCDZO' && $md51 == $md52) { echo "nctf{**k*rikxiokkidkxikin. 1 alse { echo "
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md5E. E—FIFEARRAFERXFERE, H2XBEoNKeDzoN% f&Kmd5SHE
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FAF H N JE ma 5 9 0esooct 745 B (xes 2 103 i1l #7511 &

F md5
QNKCDZO 0e830400451993494058024219903391
240610708 0e462097431906509019562988736854

aabg7XSs 0e087386482136013740957780965295
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| dont think sha1 isbroken.Prove me wrong.

AH% T — A EHE:

o sha1 ()& HUR R BLBE

write-up
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<html>
<head>
<title>levell</title> <link rel='stylesheet' href="style.css' type="text/css'> </head> <body> <?php req

T — L BRI

if ($_GET['name'] == $_GET['password'])
print 'Your password can not be your name.'; else if (shal($_GET['name']) === shal($_GET[ 'password']))

GETRABAR THANFBnaneMpassword, IREflagBRK)%&MHE:
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* name != password

¢ sha1l(name) == sha1(password)

BNMERRRZRATREN, HEAXEMAshal () REAELLELAK R H T RELERE R EINULL A St if
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?name[]=a&password[]=b
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<?php

error_reporting(0);

$flag = 'flag{I_think_that_I_just_broke_md5}"';

if (isset($_GET['username']) and isset($_GET['password'])) { if ($_GET['username'] == $_GET['password']) pr

X B eREIT:
if ($_GET['username'] == $_GET[ 'password'])
HEBWHR:
if (md5($_GET['username']) === shal($_GET['password']))

FIFERHmd5 () BBTCEAE AR NMER, HiggetiFRkEFflag:

?username[]=a&password[]=b

[ localhost/?username[]-

&< C | @ localhost/?username[]=a&password[]=b

flag{l_think_that I just broke md5}

T, FRF R A R R T R R
it
e strcmp () RECHERNFZR/RE (K9 KNE).


http://image.3001.net/images/20180128/15171211572131.png

¥ TF:

int strcmp ( string $strl , string $str2 )
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Of course, a timing attack might be the answer, but Im quite sure that you can do better than that. @ H % T —
B REHE:

Level 3
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write-up

S HEAEIT:

<html>
<head>
<title>level3</title> <link rel='stylesheet' href='style.css' type='text/css'> </head> <body> <?php req

= TR OGRS T:

if (strcmp($_GET[ 'password'], $flag) == 0)
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Flag: Still better than the dOuble equals
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<?php
error_reporting(0);
$flag = 'flag{P@ssword_1s_not_s4fe_By_deuble_Equ4ls}';
if (isset ($_GET['password'])) { if (ereg ("~[a-zA-Z0-9]+$", $_GET['password']) === FALSE) echo 'You pa

¥ 2 B password i H — N B A 1% 3k 2

http://localhost/?password[]=gg

ereg () BB RMAHEZFEN, ABAFIREINULL, NULLA FALSE, RAES (===) K, HEF—
ANifgkfE; Mstrpos () RBBRACEZFER, HARHAFRENULL, NULL!==FALSE, #HE%MH, &3
flag:

[4 localhost/?password[]- %

&« (& |® localhost/?password[]=gg

flag{P@sswOrd_1s_n0t_sdfe_By_dOuble_Equdls}

7N~ parse_strif (2 & 7 & 5k P
i

parse_str REHIERBRMBIT 7478 IHEMRER, EEMBEZ IASBIELRERTHFE, FUER
BuHEOARE.

void parse_str ( string $str [, array &arr ] )

str AN ZRFE .
ar MRBEETHE -ANZRE arr, TEBRSUBATRMEAFEARZXNEEEA, EAER.
SE R
T RAHS:
<?php

error_reporting(o0);
$flag = 'flag{Vvaridble_M4y Be_COverEd}';
if (empty($_GET['b'])) { show_source(__FILE__); die(); l}else{ $a = "www.sqlsec.com"; $b = $ GET['b']; @pars
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o parse_strZEE % HRIE
write-up
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@parse_str($b);
BT parse_strBCREEbHEEE
if ($a[@] != 'QNKCDZO' && md5($a[@]) == md5('QNKCDZO')) ixH FFIf R & _FTH 4R Amds () B BB

FAXBEHE| Tparse strf#UCRkfE#DL, NERAIRNZMGRESa[0]RER, FRAXENEZRaEDE
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$a = "www.sqlsec.com";

REHLREEZ MM ~~ AEAEE., BEANEERRICATEE, ERMN AR 55 R HshEEIX B AT P
Xt a i3 BEAT BBTIRAE, 5 TH A AYIfTE A BRI A A SR T 3R 2 MImd 5 () EEBBRRAEEAT S83d:

http://localhost/?b=a[0]=240610708

[% localhost/?b=a[0]=240 X

< C ‘@ localhost/?b=a[0]=240610708

flag{V4ridble M4y Be COverEd}
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