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&« £y | (@ sec2.hdu.edu.cn/84cdc/6cabf41bd/7c961f6ab12f117/d8/

Can you tell me what year is this?
Year is not true.

BHSRREE, 1EBRANE201 7TIXAME L HA RS2

o PHPIFARETAE

write-up

what year is this?BfTAE—RNEHEESvearSHIMEN2017:

?year=2017

RMERIT:
L = | @® sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6ab12f117d8/?year=2017

Can you tell me what year is this?
Yes this year is 2017, but you can't input 7 in fact.

ARAT, WHyearZNSHRXK, HE2017FATUHMN7, KBEMPEART EpohpEEHE, BER
XF201 74T B e E R X B e AT S U8 T

&« & ‘@ sec2.hdu.edu.cn/84cdc7bcabf41bd7c96116ab12f117d8/?year=0x8215

Can you tell me what year is this?
Oh, I forgot to tell you that you can't input like Ox... or Ob... or ......

Pt U JE — b AT gt 2 7 PHP A BER S8l -

?year=2016.99999999999

« C | @ sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6ab12f117d8/?year=2016.99999999999

Can you tell me what year is this?
Congratulations!
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PHPIRM Tis numericE#l, ARZEBHAWR G AT . PHPIEREIESH— ML, I— I BB
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is_numeric () HTHAWRERH T, BEEEHEHIN.
R

<?php

error_reporting(0);
$flag = 'flag{1S_numerlc_Not_S4fe}';
$id = $_GET['id'];
is_numeric($id)?die("Sorry...."):NULL;
if($id>665){

echo $flag;
}

?>

o PHPRAVEHBA

write-up

SHF RS B X GET A RIBRZ WS H R ERTRE . 1d8idis numeric RECRAWR T AEE, WE
NEBFERE, GG. MBEARRFENIE, MeesHTHE, idMMEKRTeesHRERHIEflag.
BELEGFEAMEXE, HRANRMErHrIHRANES K—MEE, S— BB —HALRET LR IR
&, SEEHMER i ntval FFBF. AR RES T URIF IS8t

http://localhost/?id=666gg

[ localhost/?id=666gg X

< C | ® localhost/?id=666gg

flag{1S_numerlc_Not_Sdfe}

=, PAECHBART BRI
Hip
phptb B AHSE LIS HAF A PR, — MR, 53— MRMEL .

SR E R — AN A TR R B LR R BT AR AT, U B R B I B B IR R AT


http://image.3001.net/images/20180128/15171303549975.png

R EE T
BlF B 1
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Sa===5b 2% TRUE, 30R SaFT b, HEEAIRIEEMAFRE.
sal=50 AF TRUE, INRERIFRT Sa FFT Sb.
Sa<>$b  AF TRUE, INRERIFRT Sa FFT Sb.
sal==5%b f2¥F TRUE, 30R Sa F3FT b, WEEAIRIEERFE.
Sa<$h /5 TRUE, 308 Sa f™#&:|+T Sb.
sa>$h AT TRUE, 308 Sa AT Sb.
Sa<=%b ITET TRUE, 208 Sa/|vFeiEZET Sb.
Sa>=$b  ATFT TRUE, 101 Sa AT EESFT Sb.
Sa<=>Sh ATHEEFF (e ZsalTF. FT. ATSE oalRE— . FF. AT0Rinteger .
ECEETF) PHP7HF 25324
$a 7250 NULL 5FHBRER MEFRS— R H noie BIR(EET. REFEEEN BN o, MR
27 8¢ @ NULL. PHP7FFI4124t.
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== //F &%
i8R ===
TRUE FALSE 1 0 -1 " "0" S NULL array() "php”
TRUE TRUE FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
1 FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
0 FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
-1 FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE
" FALSE  FALSE FALSE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
"0" FALSE  FALSE FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
u" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE FALSE
array() FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE
"php" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE TRUE FALSE
FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE  TRUE
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FARRELES ==
TRUE FALSE 1 0 -1 " "0" = NULL array() "php"
TRUE TRUE FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE FALSE FALSE TRUE FALSE
FALSE FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE TRUE FALSE TRUE
1 TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
0 FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
" TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
"0" FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
1" TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE TRUE
array() FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE FALSE
"php" TRUE FALSE FALSE  TRUE FALSE FALSE FALSE  FALSE FALSE FALSE TRUE FALSE
FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE TRUE

PHP &R#EZXEHIE, BIEXERFANEMIBIERE. X—HFMC M C++ UK Java ZRKHESHEA
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<?php
$a = null;
$b = false;
echo $a==%$b;
echo "<br>";
$c = "
$d = o;
echo $c==%d
?>
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<?php

(-:E‘,I "gg“); [% lecalhost ®
"<br>"; s C | @ localhost
"ag™): bool(true)
amp(0—="0g"); bool(false)
<br>"; bool(false)
bool(true)
(1--"gg"); bool(false)
"<br>"; bool(true)
bool(false)

(1--"1g99");

"<br>";

(1--"gg1");
"<br>";

("@el123" "@e456");
"<br>";

("@el123" "@eabc");

T HE S & PHP A5 LUk e B AR R T 21— A

var_dump(@=="gg"); //true
var_dump(@==="gg"); //false
var_dump(1=="gg"); //false

05 gg T EER KA HE, SRggRHBANBE, BEIHER, BTooRTRHE, HUMSRELU i true
05 ggBHAT A% PR B AR HLE, REKggRFRBHRE, MintREK0AHE, Frilfl false

05T MR A M L, B oo EUE, B, HTogRFME, BUMERRZ0AETL, M
ﬁﬁ&ifalse

var_dump(1=="1gg"); //true
var_dump(1=="ggl"); //false

151 g TIABUME R AR ELER, IX B 1 go B SR I i e Nint2R B I B & N2 55 58 B 58 — DL T SR A W idh A7 B e, 31X
iﬂ‘]lgg%—ﬁbﬁzl, Fﬁui‘zilgg%ﬁi%?ﬁ%ﬂﬂly bl true

15917 ™1 R LA, FAF R gl M — A RET, FrLVERsRfml##N0, it false

var_dump("0el123" == "@e456"); //true
var_dump("0el123" == "@eabc"); //flase
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md>5 collisionJg %

<?php
$md51 = md5('QNKCDZO');
$a = @_GET['a'];
$md52 = @md5(%$a);

if(isset($a)){
if ($a != 'ONKCDZO' && $md51 == $md52) {
eChO "nCt'F{*****************}";
} else {
echo "falselll";
}
}
else{

echo "please input a";

}

?>

o fEBAMIPHPARRS® it
o PHP5X A i HashEL & G Fe

write-up

MRS AR A—NalI S BN R, al kA% TonkepzoH HaBmd5(E %% T oNKCDZOIN % J& i
md5fE. E—BHFBEA T RAERXFENE, E£XEoNKeDZoIN % & KImd5E
N0e830400451993494058024219903391 XELZ0eF k), EMHITETHEKRME, PHPIEE SER
L, OB DRFTHRZE. Frolix BRI LK TSR LB R GRIERIFIT B : 2a=5155964671a
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| dont think sha1 isbroken.Prove me wrong.

BHS T — AN ERHE:

md5

0e830400451993494058024219903391

0e462097431906509019562988736854

0e087386482136013740957780965295

0e041022518165728065344349536299

0e545993274517709034328855841020
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<html>
<head>
<title>levell</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';
if (isset($_GET['name']) and isset($_GET['password'])) {
if ($_GET['name'] == $_GET['password'])
print 'Your password can not be your name.';

else if (shal($_GET['name']) === shal($_GET[ 'password']))
die('Flag: '.$flag);
else

print '<p class="alert">Invalid password.</p>"';
?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 1</a>
</div>

<form method="get">
<input type="text" required name="name" placeholder="Name"/><br/>
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>

AT — L B ARG I T

if ($_GET['name'] == $_GET['password'])
print 'Your password can not be your name.';

else if (shal($_GET['name']) === shal($_GET[ 'password']))
die('Flag: '.$flag);

GETRARAZ THANFBnaneMpassword, IREflagBRE)&MH2:

® name != password

¢ shal(name) == sha1(password)

BMERRRZRATREN, HREXEMAshal () REFELLELA KRB T HELERE R EINULLA St if
BRIRKAE, iPRFBRILERE L lag. HWEEHWT:

?name[]=a&password[]=b
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* namefipasswordii T 24, Zitshal()EEIKAEHREINULL
#Z3flag: I think that I just broke shal
WA

S IAE, AMUshal () BB LEAEEA, XBEnds () REWE FFEK RS, EOEBAEMRE, #HER
EINULL
PRSI

<?php
error_reporting(®0);
$flag = 'flag{I_think_that_I_just_broke_md5}"';
if (isset($_GET['username']) and isset($_GET['password'])) {
if ($_GET['username'] == $_GET[ 'password'])
print 'Your password can not be your username.';
else if (md5($_GET[ 'username']) === shal($_GET[ 'password']))
die($flag);
else
print 'Invalid password';

?>
X B ORIE T
if ($_GET['username'] == $_GET[ 'password'])
HEBWR:
if (md5($_GET['username']) === shal($_GET[ 'password']))

FIFEAHmd5 () BBTCEAE AR NMER, HidgetiFREFflag:

?username[]=a&password[]=b

[4 lecalhost/?username[]- x

&« C | @ localhost/7username[]=afpassword[]=h

flag{l_think_that_I_just_broke_md5}
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int strcmp ( string $strl , string $str2 )
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<html>
<head>
<title>level3</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset($_GET['password'])) {
if (strcmp($_GET[ 'password'], $flag) == 0)
die('Flag: '.$flag);
else
print '<p class="alert">Invalid password.</p>"';

?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 3</a>
</div>

<form method="get">
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>

ST — TR B ARG I T

if (strcmp($_GET[ 'password'], $flag) == @)

XEMH T ==l T sflagMBEGETH iR KpasswordIfE, WMABEFERNE, E2ifag. XEMAM
Fe==ARUE R LR, AR B AL BB R kB, 7S . 3ZETHIphpH, BRTHRENESEERE,
¥ireturn 0. FTEXBERpasswordZ e e AEAE FHBBIRFAES flag:

€« C A | [152.10.107.64:8003/?password[]=abc
Flag: Still_better_than_the_dOuble_equals

RS
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<?php
error_reporting(0);
$flag = 'flag{P@ssword_1ls_n@t_s4fe_By_double_Equdls}';
if (isset ($_GET['password'])) {

if (ereg ("~[a-zA-Z0-9]+%$", $_GET['password']) === FALSE)
echo 'You password must be alphanumeric’;

else if (strpos ($_GET['password'], '--') !== FALSE)
die($flag);

else

echo 'Invalid password';

?>

¥ 2 Hpasswordlit {5 — /N F 2 4£ i ik 2

http://localhost/?password[]=gg

ereg () BB RMAHEZFEN, ABAFIREINULL, NULLA FALSE, BRAES (===) K, HEF—
ANifgkfE; Mstrpos () RBBRACEZFER, HAHHAFRENULL, NULL!==FALSE, #HE%MH, &3
flag:

[4 localhost/?password[]- %

&« C | @ localhost/?passward[]=gg

flag{P@sswOrd_1s_n0t_sdfe_By_dOuble_Equdls}

75+ parse_strif % & 78 & A
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parse_str REEIERBRMBT 747 8 IHEMRER, EEMBEZ IABIEHRERTHFE, UERE
BuHEOARE.

void parse_str ( string $str [, array &farr ] )
str BN FERFE .
ar MRRETE_NEE arr, RERSUBATENERXEANBZXANMHH, ERENR.
SE R
AR :
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<?php
error_reporting(0);
$flag = 'flag{V4aridble_M4y Be_COverEd}';
if (empty($_GET['b'])) {
show_source(__FILE_ );
die();
}else{
$a "www.sqlsec.com";
$b = $_GET['b'];
@parse_str($b);
if ($a[@] != 'QNKCDZO' && md5($a[@]) == md5('QNKCDZ0')) {
echo $flag;
}else{
exit('your answer is wrong~');

}

e parse_strZ & & i a4

write-up

RO

@parse_str($b);

XEFEH T parse_str®¥skiEEbiZEE

if ($a[@] != 'QNKCDZO' && md5($a[@]) == md5('QNKCDZO'))
X BB MR CE EEATR Simd5 () REUEREE

FAXBEHE Tparse strf#UkiE#b, ERIRZGRESa[0] RIER, FRAXENEZRaEDE
=RBEERNT:

$a = "www.sqlsec.com";

REHLREEZ MM ~~ A AEE. BEREFRRICNTEE, ERF AR 55 R 5 R FEX E AT 2
Xt a )22 B AT BBTIRAE, 5 THI B i ) BN AR SCRT T 32 21 Bmd 5 () ELBRBRREEAT S80d:

http://localhost/?b=a[0]=240610708

[% localhost/?b=a[0]=240 x

<« C | @ localhost/?b=a[0]=240610708

flag{V4ridble_M4y Be_COverEd}
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