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<« C | ® sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6ab12f117d8/

Can you tell me what year is this?
Year is not true.
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what year is this? FTAZE — R PR EES year SHIRME N 2017 :

?year=2017



RMERWT -

< (& ® sec2.hdu.edu.cn/84cdc76cabf41bd/c961f6ab12f117d8/7year=2017

Can you tell me what year is this?
Yes this year is 2017, but you can't input 7 in fact.

FRAT, WH year INSHREXK, HE 2017 PATUHIR 7, RBEWRAT @phptE EHiE, BERX 2017 BT
&g i o2 o (5 R X B X g G th BEAT XL U8 T -

&« C | ® sec2hdu.edu.cn/84cdcibcabf41bd7c961foab12f117d8/?year=0x8215

Can you tell me what year is this?
Oh, | forgot to tell you that you can't input like 0x... or Ob... or ......

Pt UA 8¢ J& — i AT e 8 2 Rl F PHP R BE SR 523 -
2year=2016.99999999999

< C | @ sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6ab12f117d8/?year=2016.99999999999

Can you tell me what year is this?
Congratulations!
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PHP#RE T is_numeric ¥, FARZTEHW R T AT, PHPHLAEESH— MM, A—NBEM—ANHMKEITL
BHN R, 2AEEMEYntvalfiFHLEH.
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is_numeric() I THWRERE T, B A B A B
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<?php
error_reporting(@);
$flag = "flag{1S numerlc_MNot S4fe}’;
$id = $ GET["id'];
is_numeric{$id)?die("Sorry...." ):NULL;
if($id»665){

echo $flag;

}
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S TFAREEENGETH RIBZHSH id WEHTHRE. id B is numeric RERAW R B ART, WENKFH
i, GG, WMRARREFHE, M 665 FHATHE, id MEKRKT 665 MR EHHE flag o

EELENFHEATRXE, HRAMPERNE PHPHAAE S — M, H—MEEN—ANHMRBTHEOMNER, SEER
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http://localhost/?id=666gg

[% localhost/?id=666gg X

& C | @ localhost/?id=6660g

flag{1S_numerlc_Not_Sdfe}
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phptb ARSI BH AP, —METELILE, 7 —MERBLE.
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HEEEH
#r B HE
Sa==%b FET TRUE, INRERERE Sa FT Sb.
$a===$h &%= TRUE, IR Sa T sb, HAENRIAEDARR.
Sal=3b  FE TRUE, INREREERE Sa TFET Sb.
Sa<>S$h FE TRUE, IMRAEREEMS Sa TET Sb.
$al==%h F2F TRUE, 30 Sa 73T Sb, WEENMERLRF.
da<sh 5 TRUE, INH Sa f=#5/)+T Sb.
Sa>$b AT TRUE, 30 Sa ™84T Sb.
Sa<=Sb TFET TRUE, #1R Sa " FEEET Sb.
Sa>=5bh KTET TRUE, 3N Sa A TalEZET sb.
$a<=>$b ATHERF (e HselT. FF. AT SREDN—F. FF. AT 0finteger #.
REED) PHPTFFEEIEA.
$a?25b  NULL &FHHRIETF MEFERE—FEE AR vl fREE. MEIEFEX BAA L, NE
72 8¢ B NULL. PHP7FFI&IE4E.

FERE R AT I LR AT, AT TR R R TS, HLHE.

= /&%
== /I"&%



PeIHR ===

TRUE FALSE 1 0 -1 3% 0" 1" NULL array() “php"

TRUE TRUE FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE
1 FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
0 FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE FALSE  FALSE  FALSE FALSE FALSE
-1 FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
e FALSE  FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE FALSE FALSE FALSE FALSE
o FALSE  FALSE FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
1" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE
array() FALSE  FALSE FALSE FALSE  FALSE FALSE  FALSE FALSE FALSE  TRUE FALSE FALSE
"php" FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
FALSE  FALSE FALSE FALSE  FALSE FALSE FALSE FALSE  FALSE  FALSE FALSE TRUE

MBS, SR TR SRR RRMA, B,

= //%&F
= /IR%
FABILER ==
TRUE FALSE 1 0 -1 " 0" -1 NULL array() "php"

TRUE TRUE FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE FALSE FALSE TRUE FALSE
FALSE FALSE  TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE
1 TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE  FALSE FALSE FALSE FALSE
0 FALSE  TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  TRUE FALSE TRUE TRUE
-1 TRUE FALSE  FALSE  FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
" TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE  FALSE FALSE FALSE FALSE
0" FALSE  TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE
T TRUE FALSE  FALSE  FALSE  TRUE FALSE  FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  TRUE FALSE  TRUE FALSE  FALSE FALSE  FALSE  TRUE TRUE FALSE  TRUE
array() FALSE  TRUE FALSE  FALSE  FALSE  FALSE FALSE  FALSE  TRUE TRUE FALSE FALSE
"php" TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE  FALSE FALSE TRUE FALSE
FALSE  TRUE FALSE  TRUE FALSE  FALSE FALSE  FALSE  TRUE FALSE FALSE  TRUE

PHP 2MELENE, HIHETERERBNERMBIELE. X—HMC M C++ DK Java ZEMIEFTHEAH. BRX
FEPHPJTE T F2 7 51, AE 2 Bl 2 T SR 20 & o — Lk 22 2 M 1Y i) R
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<?php
$a = null;
$b = false;
echo %$a==%b;
echo "<br»";
$c = "3
$d = 8;
echo $c==%d
P>
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[4 localhost X

&« & @ localhost

1
1

<?php
(I ||gg1|') ; D localhost X
"<br>"; - C | ® localhost
0 Moty - bool(true)
" b( ", - ), bOO[(fa[SE}
<or=-; bool(false)
) bool({true)
(1="gg"); bool(false)
"<brs"; bool(true)
bool(false)

(1--"199");

"<brs";

(1--"gg1");

"<brs";

("@el23" "@e456");
"<brs";

("@e123" "@eabc™);

THSAPHP HEEILBREHRET S HE — A

var_dump(0=="gg"); //true
var_dump(0==="gg"); //false
var_dump(1=="gg"); //false

05 gg BEATMAELIE RN IR, 2% gg B NEUE, BHIFER, BT oo RFMH, BUKERZ 0,
Fﬁ'u %Hﬂ true

05 gg BATMM MR ELE, XEK g RFMFHRE, MintKAK 0 FMHE, Uil false

05 gg ATMEIMERARZHLE, &K co B ABE, WmEIEKR, BT gc RF/AE, HBUNERE 0,
AEF 1, Frblfd false

var_dump(1=="1gg"); //true
var_dump(1=="ggl1"); //false



1 5 lgg #ATMBUIER KA =R B, X B 1gg B9 6 5 e int 8 B I 05 & 5 1F 55 1R 58 — 0 JT 46 50K 7 i3t
ITHH, XEK 1gg B 1, FUXE 1gg HEHRN 1, FUEHE true

1 5 ggl #4T ™ R R, F/FE el ME—MNAREE, LB ESBIZEERRAN 0, bl
B false

var_dump("0e123" == "0e456"); //true
var_dump("0el23" == "Oeabc"); //flase

X BBk, ZRFEFHIT 0e , PHPFEMRANAWT:
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md5%2¢ it (Hashbb 88 6k BE ) R R MR KM B BN EF & — B B L MBI mdS collision @, X FIXI& & H M WriteUp
WERZ, HEEIERANDTHDZ X D~~

B ik

md5 collision¥g %

< ?php
$md51 = md5('QNKCDZO');
$a = @ _GET['a’];
$md52 = @mds(%$a);

if(isset($a)){
if (%a != "QNKCDZO' && $md51 == $md52) {
echo "nct‘F{*“‘** EREEEEE $*$t**}" ;
T else {
echo "false!l!l!";
b
}
else{

echo "please input a";

¥
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MNEGHRI BN — NS HHTE, a8 AR%ET QNKCDZO H HafBmd5E % F%F QNKCDZO % 5 FImdS{E .
E—BHFBATRAAEXFNME, HRIXE QNKCDZO MN% & MmdSE N 0e830400451993494058024219903391 X
& 0e FFLM, TEMATSE TR, PHPIEE UIERI U EE, OMEREDRFHMRET. FUXENHLEHIERE
R LB A BRBE R BEAT AR . 22=5155964671a
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netfimdS_collision_is_easv)

FRE\ME)E mdS 9 0exxxx B F R # (xb B 1053 H B F )5 &

| T
| mdS

|

| —

| QNKCDZO

| 0e830400451993494058024219903391

|
| 240610708

| 0e6462097431906509019562988736854

|
| aabg7XSs | 0e¢087386482136013740957780965295 |

| aabCIRqS | 0041022518165728065344349536299 |
| $878926199a | 0e545993274517709034328855841020 |
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md5() M shal() St —AHH AT % KR B NULL
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I dont think shal isbroken.Prove me wrong.

BHST —NERHE:
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sha1() e F ks i Bk
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AR H T
<html>
<head:
<titlexlevell</titles
<link rel="stylesheet' href="style.css"' type="text/css'>
</head>
<body >
<?php
require 'flag.php';
if (isset($ GET['name’]) and isset(% GET['password'])) {
if ($ GET['name'] == $ GET[ 'password’'])
print 'Your password can not be your name.';
else if (shal($%_GET[ 'mame']) === shal($ GET['password']))
die('Flag: '.$flag);
else
print '<p class="alert">Invalid password.</p>";
2
<section class="login">
<div class="title":>
<a href="./index.txt">Level 1</a>
<fdiv>
<form method="get">
<input type="text" required name="name" placeholder="Name"/><br/>
<input type="text" required name="password" placeholder="Password"” /><br/:
<input type="submit"/>
</form:>
</section>
</body:>
</html:>

AT — T RLBEFALINT:

if (% _GET['name'] == % GET["password'])
print 'Your password can not be your name.';

else if (shal(% GET['name']) === shal($ GET['password']))
die('Flag: '.%flag);

GET EKAEERX T HAFE name Ml password , IREflagE R %42
name != password

sha1(name) == sha1(password)
XANEFRRXRAAEER, HEXEFA shal() R %7EL I LA K 0% BT LIELA G IRE NULL 7 AR ifiE &) 1
WE, i BOLK IR flag - MEIEEWT:

?name|[]=a&password[]=b

XE/FET2MER flagh 414
afl%Tb

namefpasswordi T2 ¥, Zitshal()ekEiE% J5 R iR B NULL



% Fflag: 1 think that I just broke shal

HRES

LW EIUE, AU shal() REEELELH, KB mds() KA RN RS, £OEBAKME, #REE NULL
MR T

< ?php
error_reporting(@);
$flag = 'flag{I_think_that I just_broke mds}";
if (isset($ GET['username']) and isset($ GET['password'])) {
if (% GET["username'] == % GET['password'])
print "Your password can not be your username.’;
else if (md5($_GET['username']) === shal($ GET['password"']))
die($flag);
else

print "Invalid password';

X B KR

if ($ GET['username"] == % GET[ 'password'])
HEEAEE:
if (mdS($ GET['username']) === shal($_GET[ 'password']))

FIFEEFH md5() BHELELEBHHZIANTRE, WikgetiEREFflag:

?username[|=a&password[]=b

[4 lecalhost/?usernamel]-

&« (& |® localhost/?username[]=a&password[]=h

flag{l_think_that_I_just_broke_md5}

T FRF R A 2 B B0 TR B
g
stemp() B HBEBAN TS (X KDE).
R T:
int stremp ( string $strl , string $str2 )

AR LR T



SH sl B —ANERFE

S st B AN FER

R strl” MF str2' 3R [E] <0
R strl” KT str2” iR [\ >0
MARMESE, RE 0.

EANRBEZITAGESRRE, i HE KRB RBEERES R, BRAE 5.3 ZiphpF, ERTRENELEEE
Ja, % return 0 ! R BAWR T, BIHHEHHEET.

ereg() BRE: FAFER IEMILED.
stpos() R #: BRFHABAEDN —FRBHE-KBEANLE, NRDFHEK.

OB RLEEFRFHER, EHREECABASHEHKEIEE NULL .
KB
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Of course, a timing attack might be the answer, but Im quite sure that you can do better than that. & B % 7 — /> B Rk E:

Level 3
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<html>
<head>
<titlerlevel3d</titlex
<link rel='stylesheet' href="style.css' type="text/css'>
</head>
<body >

<?php
require 'flag.php’;

if (isset($_GET['password'])) {
if (strcmp($ GET[ ‘password'], $flag) == @)
die('Flag: ".%flag);
else
print "<p class="alert”*Invalid password.</p>*";

¥
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<section class="login">
«div class="title">»
<a href="./index.tut">Level 3</a»
<fdiv>

<form method="get">
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit" />
</form:>
</section>
</body>
</html:

A — T RLEFAEWT:
if (strcmp($_GET(['password'], $flag) == 0)

XEMHT == MEE T Sflag M GETH RIEX K password HIME, WRBEMIE, EHflag. XEHAME == B
R, BRHZFSOEBANE SR, £ 5.3 Zaifphpd, ERTRENESELSE, B return 0 o FTEX
B password ZHIBEANHAFARBIRAESR flag :

= C' A [ 52.10.107.64:8003/?password[]=abc
Flag: Still better than the d0uble equals

hRERY
BT stremp() BB, ereg() A strpos() BBEMNEHHAKWMFEHLSFE, RE NULL . WRARBWTF:

<?php
error_reporting(@);
$flag = 'flag{P@sswerd_1s_net_s4fe By deuble Equ4ls}';
if (isset ($_GET[ password'])}) {

if (ereg ("“[a-zA-Z8-9]+%", $ _GET[ 'password']) === FALSE)
echo "You password must be alphanumeric’;

else if (strpos ($_GET['password’], '--") !== FALSE)
die($flag);

else

echo "Invalid password’;

P>
¥ 2 Hpassword R E — M HHAL B BE L

http://localhost/?password[|=gg



ereg OB RAOBEFZHFHEY, HAHAFERE NULL , NULL 1 FALSE , RARIESZE (===) K, WEE A if &M
M strpos() ik RMEEFHEEK, FAHAFIRE NUL L, NULL!==FALSE , &%/, &Fflag:

[ localhost/?passweord[]- X

&< C | @ localhost/?password[]=gg

flag{P@sswOrd_1s_n0t_sdfe_By_dOuble_Equdls}

75 parse_strifi B & & S B FE
i

parse str R HIEAMEBIT ZREIFEMRERE, FEMRELHACRIELHRERTHFE, TUEREHRKFECH

BE,
void parse_str ( string $str [, array &S$arr | )

str FI NI E .
arr MRWETHE -ANLRE arr, TEBSUBMATLENEAFEANZXIANHH, EHER.

LB
WA

< ?php
error_reporting(@);
$flag = 'flag{Vv4ridble M4y Be C@verEd}';
if (empty($_GET['b"])) {
show_source(_ FILE_ );
die();
lelse{
$a = "www.sqlsec.com”;
$b = $_GET['b'];
f@parse_str(%b);
if (%$a[@] != 'QNKCDZO' &% mdS(%a[@]) == mdS('QNKCDZO')) {
echo %flag;
telse{
exit("your answer is wrong~');

¥
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parse_striz 878 5 5B
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HENZ 0 AR
@parse_str($b);
EBER Tparse_strifl ST E£RnPIEEE

if ($a[@] !- 'QNKCDZO' &% mdS($a[@]) -- md5('QNKCDZO'))
EERFMENE LR Snds () EEERER



F X BB T parse str BRI b, BRI ZMERE Sa[0] REEK, FRAXENERaNECE=2MHEN
T

$a ="www.sqlsec.com";

REALRBREEFNMI~~ AEAEE, BAERBEFERATER, EREMNAHZES SR SREXET N a K22
BT EHRE, 5 KA B A A SR R B mdS() HBREE AT S0

http://localhost/?b=a[0]=240610708

[ localhost/?b=al0]=240 x

< C | @ localhost/?b=a[0]=240610708

flag{Vdridble_M4y Be COverkd}
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