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Level 10 —11

HiR: T—RHZLEMEE data. txt XXM+, FHBEE base64midiiE

banditle@bandit:~$ cat ./data.txt
VGh1IHBhc3N3b3JkIGlzIE1GdWt3S@dzR1c4TU9XMOLSRnFyeEUxaHhUTkViVVBSCg==

B3| —Hbase64 N K HE, XEFERINMEE, HHRLEBWH base64mnLBIT]

banditle@bandit:~$ cat ./data.txt | base64 -d
The password is IFukwKGsFW8MOQ3IRFqrxE1hxTNEbUPR

Level 11 —12

iR : WHDFFETE data. exeXXUFP, ERBEEKELFERFER (A-Za-z) MBPNeF T 13400
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banditll@bandit:~$ cat ./data.txt

Gur cnffjbeq vf 5Gr8L4qetPEsPk8htqjhRK8XSP6x2RHh
banditli@bandit:~$ cat ./data.txt | tr 'A-Za-z' 'N-ZA-Mn-za-m'
The password is 5Te8Y4drgCRfCx8ugdwuEX8KFC6k2EUu

Level 12 —»13

k. HIAEME data. txtXXFH, B—/MEidhexdump#iiid M4 £ B R 465 36 SCF5E, tt
R —AMGRERI SO 3K £ B B Rinux T &0 B 4 SO 4 19 VS

RATTREAH BRIy 4H: “grep, sort, uniq, strings, base64, tr, tar, gzip, bzip2, xxd, mkdir, cp, mv*
FHHRRBATT AP FHE—/NEZ, EXHEHITEHTEE, TRBERIELER A E~
B2, BEEXHKHAHET

bandit12@bandit:~$ cat data.txt
00000000: 1f8b 0808 ecf2 445a 0203 6461 7461 322e ...... DZ..data2.
00000010: 6269 6e00 0149 02b6 fd42 5a68 3931 4159 bin..I...BZh91AY

¥, EHl—403/tmpllevel13/(X & FZREEIRE CELT)

bandit12@bandit:~$ mkdir /tmp/levell3
bandit12@bandit:~$ cp data.txt /tmp/levell3/
banditi12@bandit:~$ cd /tmp/levell3/

$E=2, 168 SRR E —BEH SCE, ) xxdfnd

banditil2@bandit:/tmp/levell3$ xxd -r data.txt data

B=, A filefr SRR SCIFHIREL, FRJ5 8 FIAHRLE) fiy &M IR SCAF

banditl2@bandit:/tmp/levell3$ file data

data: gzip compressed data, was "data2.bin", last modified: Thu Dec 28 13:34:36 2017, max compression, from
banditl2@bandit:/tmp/levell3$ mv data data.gz

andit12@bandit:/tmp/levell3$ gzip -d data.gz

gzip: data.gz: decompression OK, trailing garbage ignored



banditl2@bandit:/tmp/levell3$ file data

data: bzip2 compressed data, block size = 900k
banditl2@bandit:/tmp/levell3$ bzip2 -d data

bzip2: Can't guess original name for data -- using data.out
banditl12@bandit:/tmp/levell3$ file data.out

data.out: gzip compressed data, was "data4.bin", last modified: Thu Dec 28 13:34:36 2017, max compression,
banditl12@bandit:/tmp/levell3$ zcat data.out > data2
bandit12@bandit:/tmp/levell3$ file data2

data2: POSIX tar archive (GNU)

bandit12@bandit:/tmp/levell3$ tar -xvf data2

data5.bin

bandit12@bandit:/tmp/levell3$ file data5.bin

data5.bin: POSIX tar archive (GNU)

bandit12@bandit:/tmp/levell3$ tar -xvf data5.bin

data6.bin

bandit12@bandit:/tmp/levell3$ file data6.bin

data6.bin: bzip2 compressed data, block size = 900k
bandit12@bandit:/tmp/levell3$ bzip2 -d data6.bin

bzip2: Can't guess original name for data6.bin -- using data6.bin.out
bandit12@bandit:/tmp/levell3$ file data6.bin.out

data6.bin.out: POSIX tar archive (GNU)

bandit12@bandit:/tmp/levell3$ tar -xvf data6.bin.out

data8.bin

bandit12@bandit:/tmp/levell3$ file data8.bin

data8.bin: gzip compressed data, was "data9.bin", last modified: Thu Dec 28 13:34:36 2017, max compression,
bandit12@bandit:/tmp/levell3$ zcat data8.bin > data9.bin
bandit12@bandit:/tmp/levell3$ file data9.bin

data9.bin: ASCII text

bandit12@bandit:/tmp/levell3$ cat data9.bin

The password is 8ZjyCRiBWFYkneahHwxCv3wb2alORpYL

HRATBW~ZTRIEGT

Level 13 —14

#id: AT —KMFELIFELE /etc/bandit pass/banditldH, HEXANXHEREHAF banditld F
BEEREN, 7EX—3K, WAHEME, (B/RF LUET sshh % % Flbandit143R73 7T AEN T — XM %D .

Al REFH BRI A4 ssh, telnet, nc, openssl, s_client, nmap
MIX—RFFUEE ZlinuxM & E B T a4, thilsshizfE g 7%
REEBFEAERAYH, REEFRZ bandit14g

banditl3@bandit:~$ 1s -1
total 4

-PW-P----- 1 bandit14 banditl3 1679 Dec 28 2017 sshkey.private
banditl3@bandit:~$ ssh -i sshkey.private banditl4@localhost

FFRRT, BEENT —REED

banditl4@bandit:~$ cat /etc/bandit_pass/banditl4
4wcYUJFwOkOXLSh1DzztnTBHigxU3b3e



Level 14—15
b K ZET LA 3 localhot FI30000% 1, FhEEIRIG T —REIER

XIRfE BT, Htelnet &3 localhost K130000% 1, 4R )5 R3S LRI Z L BAT

banditl4@bandit:~$ telnet localhost 30000
Trying ::1...

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.
AwcYUJFwOkOXLSh1DzztnTBHigxU3b3e

Correct!

BfMYroe26WYalil77FoDi9qh59eK5xNr
Connection closed by foreign host.

Level 15—16

k. Wi ssInF R arEL, R/FEHRIEH localhost K1300013% H i BEIR1G T — K I H

M —REAZH, REZT —sslin® e, mHAGEHtelnetT, F telnets B &4~

X B A1# Fopenssl Hsclientdy 4, sclient&—/NSSL/TLSE FumifefF, Ssserverfthi, BN AL Hsserver
BEATEAE, tHER ST AE A ssl B ) Hofd iRk 95 12 PP #EAT 815

banditl5@bandit:~$ openssl s_client -connect localhost:30001 -ign_eof

-ign_eof: ST BIE S R B IHE FF A W T E#
RIGIRZHAIE, [EFANT RN

Verify return code: 18 (self signed certificate)

BfMYroe26WYalil77FoDi9gh59eK5xNr
Correct!
cluFn7wTiGryunymYOu4RcffSxQluehd
closed

banditi5@bandit:~$

Level 16—17

iR : K LR SR F) localhost 17 310003 M £ 32000%% B H A — M H, [RFEANT—XRKEIE. HR
AHRP—u IR TR RS, BT EE T ssIin# L.

X—RBRRE BB, MEE—A g O E 2R XARFARATH XS
R ESH nmapiX M2 T .
S b AT i O AR 5% 1R ) e



banditil6@bandit:~$% nmap -A localhost -p31000-32000

31790/tcp open ssl/unknown
| ssl-cert: Subject: commonName=bandit

AT 31790 718 7 10T, 1 HA2ssIks

HEEHE

banditl6@bandit:~$ openssl s_client -connect localhost:31790

cluFn7wTiGryunymYOu4RcffSxQluehd
Correct!

RE T —BRSAMH, EXAMBEFEANT—XKKEIE, BITEEEH TR, RHFEAN sshkey.privateXff

banditie@bandit:/tmp$ mkdir /tmp/banditlée
banditil6@bandit:/tmp$ cd /tmp/banditlé
banditil6@bandit:/tmp/bandit16$ vim sshkey.private

SR J5 5 F FAEH B 3% bandit17

banditil6@bandit:/tmp/bandit16$ chmod 600 sshkey.private
banditl6@bandit:/tmp/bandit16$ ssh -i sshkey.private banditl7@localhost

Tips: XEBMEBMHARIR, PRRAEREFRK

Level 17—18

k. B, 4R passwords.old 1 passwords.new, HEA T —XKIFHRLTE passwords.new #, i H.
5% passwords.olds ME— B —1T. WRIREEMHIR T IXANHHFH HIE 2R & Fbandit18i &
F|'Byebye! ', XE5T—ZHH R,

A e B4 cat, grep, Is, diff

EE R EE T RET ?

RERT, B diffMAMALT

diff RUNXRA K —MREERW TARTF . BRI UK 2 7

bandit17@bandit:~$ diff passwords.new passwords.old
42c42
< kfBf3eYk5BPBRzwjqutbbfE887SVc5Yd

> 6vcSC74ROI95NgkKaeEC2ABVMDX9TyUr



kfBf3e YK5BPBRzwjqutbbfES87SVe5Yd Bl At iEik T 34T

bandit17@bandit:~$ ssh banditl8@localhost
Byebye !
Connection to localhost closed.

EHERWMAKEW, 75T Byebye | HZEF T —REAN

Level 18—19

ik AR H RN readme XX fFH, HE, HE, LHHSSHERN, HAEHT .bashrc’ X, &
BiRBHE T . BRE—RIRRKHI Byebye ! o X ALI~~

~/.bashrc: %38 &L FH T 4RFIbash shellffibashfs B, 24 & s i) UL R &R $T FF 351 B shellit 12 S04 42 Y.
i R ERNEE T Frbash , BEFEERIENTEEF AL, TUSBEHT.

MEBEELAGEFR? BRIAER sshin SR, T -TXNMSH, XNMSHEWRBEL"Z Lo Ln, B
RAFETEEN B L, RikilE

banditl7@bandit:~$ ssh -T banditl18@localhost
id
uid=11018(bandit18) gid=11018(bandit18) groups=11018(bandit18)

BRIEZRT

1s
cat readme
TueksS7Ubh8G3DCwVzrTd8rAVOwqg3M5x

Level 19—20

Hik: FEYiE T —k, RUNIEHR BT Ksetuid ATHATEF, 7E4# A setuid X5, ATLALE /etc/
bandit_pass /3 2| %5 .

KX —RERERRINWCCHFR R AR R — A 23 HI W PATIE P A SUIDEUR, A2 H Al P AT AR
F B R R4 A A0 ST B — R B

bandit19@bandit:~$ 1s -1
total 8
-rwsr-x--- 1 bandit20 banditl19 7408 Dec 28 2017 bandit20-do

XA bandit20-do" FIA R 2" rwsr-x---", 1t B & 5t 2 FAN A SUIDEUR AR T
BRATEFEF" letc/bandit_pass/bandit20” 314 KIFLER



bandit19@bandit:~$ cat /etc/bandit_pass/bandit2e

cat: /etc/bandit_pass/bandit20: Permission denied

bandit19@bandit:~$ 1ls -1 /etc/bandit_pass/bandit20

-P-------- 1 bandit20 bandit20 33 Dec 28 2017 /etc/bandit_pass/bandit20

KB R A "bandit20” A /7 AT LASEEL, B ABRATZ 5 BY “bandit20-do” XM cat’ tr & EF XN E

bandit19@bandit:~$ ./bandit20-do cat /etc/bandit_pass/bandit2e
GbKksEFF4yrVs6il55v6gwY5aVje5f07j

login bandit2e

bandit19@bandit:~$ ssh bandit2e@@localhost

RIEFFELE......
RS T BRI
REBEHF IR R E

WG ZE M4 : edu@hestian.com B qq:3200599554

BRSMEICERIN L. FH CE. LHEL T HIPHL T 10078-500 70455 I 2 Hk
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