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1. &% node js

T#IFERY git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop

npm install

IZ1T npm start
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1. %% Docker

2. hi B8 docker pull bkimminich/juice-shop

3. BITAE S} docker run -d -p 3000:3000 bkimminich/juice-shop
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Admin Section Access the administration section of the store E-F=
Confidential Document Access a confidential document. -E3%

Error Handling Provoke an error that is not very gracefully hapdied. B Eash

Redirects Tier 1 Let us redirect you to a donation site that wenS S This Wwebsite uses fruit cookies 1o ensure v
Score Board Find the carefully hidden 'Score Board' page ﬂ:ﬁjmeaestlrae!ungexpem& But me w4

XSS Tier 1 Perform a reflected XSS attack with [t
Zero Stars Give a devastating zero-star feedback to the g m
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Access the administration section of the store. 5 1] 7 Ji % 3 7 -
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Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore
magna aliqguyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd
gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur
sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erai, sed diam
voluptua. At vero eos et sam et justo duo dolores et ea rebum. Stet clita kasd gu en, no sea takimata
sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliguyam erat, sed diam voluptua. At vero eos et accusam et justo
duo dolores et ea rebum. Stet clita ka bergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Duis
autem vel eum iriure dolor in hendrerit in vulputate velit esse molestie consequat, vel illum dolore eu feugiat nulla
facilisis at vero eros et accumsan et iusto odio dignissim qui blandit praesent luptatum zzril delenit augue duis dolore
ugait nulla facilisi. Lorem ipsum dolor sit amet, consectetuer adipiscing ed diam nonummy nibh euismod
tincidunt ut laocreet dolore magna aliquam erat volutpat. Ut wisi enim ad minim veniam, quis nostrud exerci tation
ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo consequat. Duis autem vel eum iriure dolor in hendrerit in
vulputate velit esse molestieiconsequat, vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan ef iusto
odio dignissim qui blandit p nt luptatum zzril delenit augue duis dolore te feugai a facilisi. @R FricMpEr S
5, BEEERMTCENERSES. Nam liber tempor cum soluta nobis e ion congue nihil imperdiet doming
tuer adipiscing elit, sed diam

enim ad minim veniam, quis

uat. Duis autem vel eum iriure

At vero eos et

o duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor

sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore
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Provoke an error that is not very gracefully handled. #& H— AN K& &AL 4R .
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error:{'message""SQLITE_ERROR: unrecognized token: \"W'{}[]<>,.2M~"* AND password
= '202ch962ac59075b964b07 152d234b70\" "stack" "SequelizeDatabaseError:

SQLUTE ERROR: unrecognized token: YWV'[}[]==..2M\~"' AND password =
'202chb962ac59075b064b07 152d234b70'\"n at Query formatError (fjuice-

shop/node modules/sequelizeflib/dialects/sqlite/query.js:423:16)\n at afterExecute (fjuice-
shop/nodemodules/sequelizellib/dialects/sglite/query. js:119:32)\n at replacement (/juice-
shop/node_modules/sqlite3/libfirace js:19:31)\n at Statement errBack (fjuice-

shop/node_modules/sqlite3
flib/sqlite3 js:16:21)"."name™"SequelizeDatabaseError” "parent":
["erro'™1,"code""SQLITE_ERROR" "sqI""SELECT * FROM Users WHERE email =

B SE@ D<=, 2/~ AND password =

'202cb962ac 59075b964b07152d234b70", "original™
["ermo™1,"code™"SQLITE_ERROR" "sqI""SELECT * FROM Users WHERE email =
DBMSH@IV D<=, 2/~ AND password =
'202ch962ac50075b964b07152d234b70". "sq" "SELECT * FROM Users WHERE email =
DBMLSE@IV <>, 2~ AND password = '202cb962ac59075b964b07152d234b70"}}
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XSS Tier 1 XSS&# — %

Perform a reflected XSS attack with . $147 & 4 XSSHtdi <script>alert("XSS")</script> .
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Give a devastating zero-star feedback to the store. % 7 JE 7 SR 5% K 1 i T B & ikt «
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Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner I Intruder ]' Repeater I Sequencer T Decoder I Comparer I Extender I Project options I User options IAIens I Bypass WAF ]’ CSRF Iﬁ]
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% || Cancal Z1h, S |y Target: http://192.168.209.146:3001 | | |

Request

Raw | Params IHeaders W} Raw | Headers mw

POST fapifFeedbacks/ HTTP/1.1 : HTTP/.1 201 Created

Host: 192.168.209.146:3001 X-Powered-By: Express

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n56.0) Gecko/20100101 Access-Control-Allow-Crigin: *

Firefox/56.0 X-Content-Type-Options: nosniff

Accept: applicationfjson, text/plain, ** X-Frame-Options: SAMEORIGIN
Accept-Language: zh-CN,zh;q=0.8 en-US;q=05en;q=0.3 Location: fapifFeedbacks/3

Accept-Encoding: gzip, deflate Content-Type: application/json; charset=utf-3
Content-Type: application/json; charsst=utf-5 Content-Length: 153

Referer: hitp://192.168.209.146:3001/ ETag: W/"99-C\WI2PoMbaSxDg0v42i00/GFeRig"
Content-Length: 55 Date: Thu, 19 Apr 2018 12:07:16 GMT

Cookie: io=ulfBn_9RYHB4xZ00AAAC; Connection: close
continueCode=yXpBZ5 ) WnzDBa3 Y vmwP RXKY roAyzHDde20g 19y ENS4plgxkMBELY QD

ea’ {"status":"success","data":{"id":8,"comment":"a","rating™.0,"updatedAt" "2018-04-19T12:07 14,361 2" "create dAt™
Connection: close "2018-04-19T12:07:14.3612" " Userld" null}}
{"comment":"a" "rating":0,"captcha™ "47" "captchald™ 2}
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