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s'| crdata:0-- Q000000T C windhg
sl .rdata:0- 00000008 O x32_dbe
S| .rdata:0- 00000008  C x64 dbg
S| . rdata:0- 00000006 O idatd
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subidllﬂdﬂ{“please input string

7

8| v77 = 8;

9 w53 = 'a';
@ wvhd = 'z';
1| w55 = 'x';
2| whe = 'x';
3| ws7 = '¢';
4 v58 = 113;
5| w59 = 97;
6| veld = 98;
7| vel = 82;
2| vb62 = 87;
9 v63 = 53;
8| ved = 113;
1| w65 = 98;
2| vb6 = 51;
3| ve7 = 108;
4 ves = 188;
5/ v69 = 90;
6| v70 = 50;
7| V71 = 70;
8| v72 = 116;
9| v73 = 99;
8| v74 = 119;

sl = '6ljh,!; :+&p%ki*a=Sca#pt*%’
s2 = '1zsw43800Fu5i4ndef_cH2z1'
s3 = 'azxxcqabRW5gb311Z2FtZwgi'
flag = "'

for i in range(len(sl)):
flag += chr(ord(s1[i]) ~ ord(s2[i]) ~ ord(s3[i]))

print(flag)
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vd = (__inted)v7;

*(_QWORD *)v7 = 2528799242480796961LL ;

*(_QWORD *)(v4 + 8) = 7422876830497914908LL ;

*(_QWORD *)(v4 + 16) = 4120863165711020332LL;

*(_QWORD *)(v4 + 24) = 7592311550845536058LL ;

*(_DWORD *)(v4 + 32) = 170338378;

*(_WORD *)(v4 + 36) = 86;

puts{"i'm GOD of this game,i can give you some information which will help you.");
printf("%s", optionl);

__iso0c99_scanf("%d", &v5);

+ o+ o+ o+

while ( v5 )

{
if ( v5 ==1)
{

printf("%s", option2);
__iso0c99_scanf("%d", &v6);
if ( ve )

{

giff flag(v7, vo);
print_random_tayy response();
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| inté4 fastcall giff flag(_ int64 al, int a2)

return (unsigned int)(num2++ + 1);

L
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)| signed int 1i; // [rsp+18h] [rbp-4h]

1

i for (1 =8; 1 <= 36; ++1 )

Tt

7 if ( num2 % 2 )

} {

) if (num2 % 2 == 1)

) *( BYTE *)(i + al) -= i * a2 % 37;
L ¥

! else

) {

1 *( BYTE *)(i + al) += i * a2 % 37;
) ¥

)
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}
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for w in range(1111111, 9999999):

flag = ['Ox21', '@x45', '©x58', '@x4c', 'Ox83', 'eOx19', 'ex18', '©x23', 'Oxlc', 'oOx4e',
'Ox26",
'ox5b"',
'ex3', 'exe67', 'ex2c', 'ex71', 'ex32', 'ex48', 'ox37', 'ex3f', 'ex3e', 'ex39',
'Ox3e’,
'ox34',
'ox21', 'ex4f', 'ex5d', 'ex69', 'Ox4a', 'Ox28', 'Ox27', '@xa', 'Ox56']
sl = str(w)
n==o
result = "'

for j in range(7):
r=20
ifn%2==1:
for i in range(37):
flag[i] = hex(int(flag[i], 16) - ((i * int(s1[j])) % 37))
else:
for i in range(37):
flag[i] = hex(int(flag[i], 16) + ((i * int(s1[j])) % 37))
for z in range(len(flag)):
if 33 > int(flag[z], 16) or int(flag[z], 16) > 126:
r=1
if r == 0:
for p in flag:
s2 = chr(int(p, 16))
result += s2
print(result)
n+=1

crypto
base

BARIEAFIEVEM . base= 5K Ml, B Fpy2fi4.

import base92, base58, base64

a ="'4%_,,1,"xt];Y@(6HK]jrF.2:gR_Ss&-=S<Eil*TnIW%U+

(XIXK_Fr.A4Y)o\TAIT %:U3\Z551UmVJPIP<%&Rb2Pujy+rE)<,SLEg*0s4]9IQXa;-
WHSWbC5MiY=;Da5Kul&V[S:auU?Ub&4gT$lY6=PRhxBng,<,H-A@"V$:QHTg1;@au)]]B'
b = base92.decode(a)

¢ = base58.b58decode(b)

d = base64.b64decode(c)

e = base64.b32decode(d)

f = base64.b16decode(e)

print f

easy _rsa

P fE RARWIE, R¥Ep,q.eH D, S5 % .

'Ox4e’,

'Ox3a’,

'ex35',

'ox47"',



& RSA-Tool 2 by tE!

T ] ~Keysize (Bits)
R |

Random data generation

cescterases 0%
|

1st Prime (P)

— Public Exponent (E) [HEX]
[11

473398607161

2nd Prime (Q)

451143

Modulus (N) [R]
|2135733555619387051

Private Exponent (D)
125631357777427553

0

Bits

[G&ﬂ&fﬂtel | Test

| cac.o | | Factar r-JI

Hep | | et |

I Factoring info (Prime factors):

[T Use MPQS method only [~ No time checks

Ready. To create RSA Keys, press >Start< now to generate some random data... tEl
o #il: 10 v
#@®: 1 | 16341
#(: [21357335655619387051
#8(): [128631367777427553
37 (M) : testMe!
(C): [727835100378484285
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simple_crypto
Seunquip, B AN Wk A IR XA A, A, i,

0 -2.011 chain is no stronger than its weakest link a clean hand wants no washing and the key you want is crypt oo o a
1 -2, 268 uhain 15 no stronger than 1ts weakest minkau mean hand wants no washing and the kell of want 1 surly to oo o
2 -2.312 chain is no stronger than its weakest link a clean hand wants no washing and the keuu of want is crum too oo
3 -2, 618 mhain 1s no styonkey than its wearest lin ram lean hand wants now a shink and the rebb of want is my but oooo
1k 2y 5
I 7€ & cryptooool .

LI
R, BER EIRIrR T, BE MR, mig.
asciify &% Ox7e 02, UAERE, HIANE, fijHa5E.

S =
'e7f0@9aele994d9dfddde8b88baccc780c4c8bbbf76bdc58a6eb2b6a9adbf7875776f6e6968986a62605F5e605c58835983534b4e7c4
77642733f6c386b367F"'

=[]

for i in range(@, len(s), 2):

a = 'ox' + s[i:i+2]
sl.append(a)

s2 ="'

d = 0x7e

for i in range(len(sl)):
c = chr(int(s1[i], 16) - d)
S2 += ¢
d -=2

print(s2)

itis good! The flag is: flag{6593412d82234864a9¢e716f3d2e3b0e2}
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ez_cmd
—HERTpE, BiEidwafll, £ 2%0a#kk, A5 cd ) S TAEMAEST, &5 cat ./ [flag.txt!
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wireshark

WEHT, E—HEICMPIR AR 2 il SE Rt 15 f2asciifd, #EEH kA, strong+passwordstrong+password

ICMP 74 Echo (ping) reply id=exeee1,
IcMp 74 Echo (ping) request id-exeee1,
ICMP 74 Echo (ping) reply id=exeeel,
ICMP 74 Echo (ping) request id=exeee1,
IcMp 74 Echo (ping) reply id=exeee1,
ICMP 74 Echo (ping) request id=exeeei,
ICMP 74 Echo (ping) reply id=exeee1,
ICMP 74 Echo (ping) request id=exeee1,
ICMP 74 Echo (ping) reply id=exeee1,
ICMP 74 Echo (ping) request id=exeee1,
ICMP 74 Echo (ping) reply id=exeeel,
ICMP 74 Echo (ping) request id=oxeee1l,

PANiEflag, A2 ERAR,

VSN

HTTP
HTTP

uTTn

448 GET /nuc.zip HTTP/1.1
1473 HTTP/1.1 2@@ OK

AA1 2cCT 1 Aana wmhen UTTR /1 4

seq=498/59965,
5eq=491/68161,
seq=491/60161,
seq=492/60417,
5eq=492/68417,
seq=493/60673,
seq=493/60673,
seq=494/60929,
seq=494/66929,
seq=495/61185,
seq=495/61185,
seq=496,/61441,

(application/zip)

ttl=64 (request in 539)
ttl=183 (reply in 542)
ttl=64 (request in 541)
ttl=43 (reply in 544)

ttl=64 (request in 543)
ttl=112 (reply in 546)
ttl=64 (request in 545)
tt1=97 (reply in 548)

ttl=64 (request in 547)
ttl=115 (reply in 55@)
ttl=64 (request in 549)
ttl=115 (reply in 552)

XE T RIHTTPIML, AKIA A E4i 6, JE3Cdumptti i, 25, #ie il

RIS R — K R, ARk, B, I, 18184, &5 A AEIsbEE .

1 §572657374696e67 flag{int eresting
3 T4757265T7de3eBad _1sb pic ture}...
f b3d07dadab989c3f »>....Z.. ..}....7
1 Bbc7Z074ecflelel  ..... C.m E...
> £B0640£07TkdeadZ !'.E\3J.; @.w.3
4 DelZaZdZcecSeTde wEB.p., R |
> 09dZédbaele780af L....... .. Mesas
3 3d91cT70b3aB8f4283 5....Q0. =...:.B.
3 aB5901219776430c 20cT_.j .X.!.wC
3 9774549fbdées201 p@=....E .tT..n
Order settings
16 []5 []4 [J3 ]2 [J1 []o Extract By ® Row () Column
o6 5 [J4 [J3 [J2 1 []o Bit Order () MSB First (@ LSB First
6 5 4 3 2 1 0
- U U U U U U Bit Plane Order
o6 15 [14 03 2 [O1 o ® RGB ) GRB
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# -*- coding:utf-8 -*-
import operator

str="

fIM{Sg_i_igl1S_II__SfM_FF_1ilfM{Sa11gagc1ISSMgfnafg_fMa1n5iaF_c1ISFiSaf_1f{S_| FalS5_ faSI_fgl5M1_{ll
{i5chif1__fg5{  M{ngU{111gff1f1iS__ MfSiFMIciSgaU{glgUF5M_1aa_f i5{nflllla1S1FS!cSg{fUfFcS1{{ag1lU51ac
{ggi{gglg{{finliF{M5faF 1ig_agal{_{{aMMilfUSa{a5ggiiigfSSg{M_Mng{a}fcMf1_FI{cM{1fiflMSSM{_I'Scf5FFcn{g{S
{iaala_M5I1Mc11afcgfglsf1g_c{llaUMf1IM1aF{af1SI5If51115a_cc_c_1ff}f fiiMIU{afM_1fcla{{gM{_SI_M_{gM_{g5¢
{g{Ffl{Ffac!a{afffgl!_gMalF_c{lac_ MFMg5acMFcla5cMIU5aSff{l_UFf_Ug1!g1F_c{{aMMg{SlgUa1ca1ff5_c1g5{fli
{Ic{i{1igIM_fUgl___aS5fnMaFf{_Ifll_igf1lcalniMag_5nFS1MMaiM11I5SIMiaf_5{af MMgac_Mf__fUa1fc{1{ 55SF!

(L k

payloads = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ!0}{123456789 \n'
#payloads = payloads.upper()

# print payloads

dists = {}

for x in payloads:

dists[x] =0

# print x,dists[X]

for s in str:

dists[s] += 1

ans ="

res = sorted(dists.iteritems(), key=operator.itemgetter(1), reverse=True)
forrin res:

ans += r[0]

print r

print ans
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'5e1d4f9d5927662f545076e785a94184681759629053602F801d573063d060216240654553574184813869¢359225450661066104e0
9670b8c468af380367f3d91af601b8af35e1d81384184549260219631601b68b5661076a44ea67f3d53¢c368b5537354c6612b5962905
35937624068b56F2b5450522951a57a76602f6ec5771f54504e1654509640713d67095c3c54c6803676e7811341f5b60215a4676a4608
9670941845922718569c350e77adf96c68af3795e59625927545059ea6d85540968b574517b49601b537396315a468b395a46720d964
08c467adf608954c685dd5ea6602f5f976817713d300254c64e0954c68ae6820d9060803654c65937822c820d57304Ff9d77e551a5906
0601676a46c9968b59ebc76a47adf4e16602f5fc383e9964054c676e75bc65beb59624ee54f11985b54c6591c6021822c77e5602f6ce
241£17919964096€296€24e006021592283e9602f771f5b558af38a368af38af882e6602f59ea418484996089660e8dcb9ebc5f4c66f
0545085dd84994ff15fc371f3d80366ce24ea676a467095962985b8af382e554c6720d4ff15beb5962608959626621418476e154c685d
d76a47b4982e5545090606bbf7{70771f905369¢35450795e68b56c995beb5357771f596290fd6578745f54c64ea67f3d9ebc68b55a4
685d08b394f180057f3d6b7b9060820d5e1d802868b5535796€2559d76e74ed6573050e768b5559d68b54e1653574F3d4ed659624el

65bc660218607537371704e00670b54c68b39"

f =

for i in range(@, len(s), 4):
f += "\\u" + s[i:i + 4]
print(f.encode('GBK").decode('GBK"))

ISR A, (L&A FIFESIT: 1674)
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The quick brown fox jumps over the lagy dog flag is flag{ec20c3e6a28e4c808a629a00f77dc0el}
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#8: FRAENMEREIEEEEMRERmESHREENA0= RS EREDEFHE LB EEET
FERALEEERMEMHERERERENEH ARG BEE AL EBET oIS BREERENEAMIE
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gifshi&l, RAGRETFAR, #HE=201 ithlfasciiidl, EHifZpythonfliA &, REEBEREH0M

from PIL import Image
from PIL import ImageSequence
frames = []
img = Image.open('./hei.gif")
for frame in ImageSequence.Iterator(img):
f = frame.copy().convert("RGB")
rl, gl, bl = f.getpixel((111,52))
if rl == @ and g1 == 0 and bl == @:
print('@',end="")
else:
print('1',end="")
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HLE BTG e sy g, (Sby A bt 296)

0010111110111011101101000011000010111010001011111011010010111001101011111011C

666cH16TTbTTEB61TASTOFTINTTT6H869TA655T616e645FTT0B61745T69735F626c61636b7d
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666c61677b776861745f69735(77686974655616e645f77686174569735(62 flag{what_is_white_and_what_is_black}

6c61636b7d FRTEREE 163t E
16T
=AE

Z=hhd

AN, —png, HMERENAZANK, S fEEL ORI, o B

EEkey, B{Eflag{26cdb94b0962486abe071d7fecd412d5}



ﬁé@7 #E#EEG%]J}F’ uﬁéo o o

foremost 7p&l|, #kF—A 4 fF, ARIERANWE, JERAITR. pkt . HEpktEATTIR,  FEREFR
fEsE, ITT EEEHIflag.

I S

flag{86a3c1ce ScTc45ceblbabe747cfa4e9 1}
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